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GET/HTTP 1.1
Host: cisco.com

GET/42277DBABC1.../192.168.1.1/http://cisco.com HTTP/1.1
Host: redirect.
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GET/HTTP 1.1
Host: cisco.com
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The WSA obtains user-to-IP
(BYOD) environments, ISE ~ mappings and security group
can profile devices and =~ - . tags by subscribing to the

enforce web authentication e . pxGrid service.
for guest users. : q K :
i _ . pxGrid The WSA obtains ISE and

For Bril‘lg Your Own Device |dentitv Service Erlgine

fi - Active directory group
: B ... information for authenticated
P— users from ISE by querying
; i the External RESTful API
¥ e’ BYOD RADIUS \ Services (ERS)
: Domain
services
: R
w I .v
Authentication can be
enforced by network : Web Security Appliance
devices using dot1x and :
: MAB. These events are y ISE obtains acitive directory
Uomain users authenticated and information from the domain
authorized by ISE. controller such as group

memebership for policy enforcment.
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Identity Service Engine
ISE-PIC can periodically Passive Identity Connector
probe an endpaint to
determine whether a useris
still logged in.

The WSA obtains user-to-IP
_ mappings by subscribing to
the pxGrid service.

The WSA cbtains ISE and
Active directory group
information for authenticated
users from ISE by querying
the External RESTful
AP! (ERS)

-i
\ ISE—PIC obtains user logon
: ﬁ events from the domain controller

Domain users ™ Kerberos ;
: : Web Security Appliance

An active directory logon
generates a security event

via the Windows Management
in the domain controller.

Instrumentation (WMI) service.

Active Directory
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Invalid Certificate Options

Invalid Certificate Handling: Expired: Monitor

Mismatched Hostname: Monitor
Unrecognized Root Authority / Issuer Maonitor
Invalid Signing Certificate Monitor

Invalid Leaf Certificate  Monitor

All other error types: Monitor

Online Certificate Status Protocol Options

OCSP Result Handling: Revoked Certificate: Monitor

Unknown Certificate: Monitor

QCSP Error:  Monitor

Suldpde sew oy gpdsle 1ozl pu w9wsdsd grple IUgvoble go) IJlue,ue (OCSP)
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SWA_CLI> advancedproxyconfig

Choose a parameter group:

- AUTHENTICATION - Authentication related parameters
- CACHING - Proxy Caching related parameters

- DNS - DNS related parameters

- EUN - EUN related parameters

- NATIVEFTP - Native FTP related parameters

- FTPOVERHTTP - FTP Over HTTP related parameters

- HTTPS - HTTPS related parameters



- SCANNING - Scanning related parameters

- PROXYCONN - Proxy connection header related parameters

- CUSTOMHEADERS - Manage custom request headers for specific domains
- MISCELLANEOUS - Miscellaneous proxy related parameters

- SOCKS - SOCKS Proxy parameters

- CONTENT-ENCODING - Block content-encoding types

- SCANNERS - Scanner related parameters

[I> HTTPS

Do you want to enable automatic discovery and download of missing Intermediate Certificates?
[Yl>
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Jintegral unshared da 003469344 — 10 Custom 10 Regex
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messages 66798
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Client / User ldentification Profiles

Managed by: ngsma.cholasen.lab - local changes will be overwrilten.
Add ldentificabion Profile... I
End-User
Order Transaction Critena Authentication / [dentification Decision Acknowledgement Delete
m Authenticate:
192.168.10.50, 192.1568.0.40 ‘ " (global profile) = |
Protocols: HTTEIHTTPS Realm: AD (Scheme: Basic, NTLMSSF, Kerbaraos)

Policies
Glabal Identification Profile

Managed by: ngsma.chclasen.lab - local changes will be overwritten,

Protocols and

Order | Group User Agents URL Filtering  Applications Objects
Github
= Policies do not require a 1 ’,{,“‘;‘:ﬂ-tf;f:;“"’f"* global policy) | Monitor: 1 global palicy) (global policy)
All ident USErsS
1:1 ﬂowl URL Categories: Github
Contractors
3 2 :d:r"rlfcul-on='c~flle (global palicy (global pabcy global policy)
» Reduce complexity by 1 groups (AD\CHCLRSERTCERIF ctors)
CG[IapSlng Whar& Domain Users AP
A 3 :d:r'1lr-c-.'|llcn‘:'-:Fl|= (global policy slobal policy) | (global pelicy) | (global palicy)
possible. All identified users -
Global

Palicy : - r: B5 r: 3
[dantification Profile: All No blocked items Mandtor: 85 Monitor: 356 Mo blocked items
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IJuwed. spdo luvegsle isle, Simple Bash Iy PowerShell JJz09d £ 03l 1L,8p. Bspl sds
IJgbsle 1Jes 0996 JIJ wsiso:

1.1p, Linux:

cat aclog.current | grep -Ev "\/407|\/401" | awk 'BEGIN { total=0; decrypt=0; ss1=0;} {total++; if($0 ~

2. 10, powershell:

$1ines = Get-Content -Path "aclog.current" | Where-Object { $_ -notmatch "/407|/401" }; $total = 0; $de
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woLsede Slu SWA cgdd IUlouold souwee JJeesd wesluads lesh Ideduws poluins eg
lJgl>e.



HTTPS policy operations
* Drop

* Connection is closed.

« Decrvpt
* Traffic is decrypted and evaluated by access policies.

* Transaction is not decrypted.
* Client negotiates directly with server.

* No action taken.
* Move to the next column on the policy.

o9 1zl 1Jszs6 IJes Jl o@spe Bsol SWA Lls puoldes TLS os gwspl 9w luup 1Jeh e
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Explicit HTTPS-What do we know?

TCP 443

TLS Client Hello

TLS Server Hello

Certihcate:

We know...

Certificate issuer.

Certificate validity.

Host header.

Subject Alternative Name field.
User-agent string.

Common Name field.

S L ol o

We know...
1. Certificate issuer.
2. Certificate validity.
3. SNI field.
4. Subject Alternative Name field.
5. Common Name field.

isco Systems, CN=cisco.com

om, subdomain.cisco.com
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099, slz0é b, I9le, (CLI) SWA Isle, JJpsl§us B IUsde Iddeds Jepdsle 1poes.
IJIJe, Blisso o5 1JI9lp) IJos wlbo) IJlzuolissle IUposd 96 wgpdso prox. ses Idle, status
detail p_o3,l 2s2l Jpdeue luweedle 1esbs 9p8lssum IUble: Lol s 309 95w IJoubésd
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SWA_CLI> status detail

Status as of: Fri Nov 11 14:06:52 2022 +03
Up since: Fri Apr 08 10:15:00 2022 +03 (217d 3h 51m 52s)
System Resource Utilization:

CPU 3.3%

RAM 6.2%

Reporting/Logging Disk 45.6%
Transactions per Second:

Average in Tast minute 55

Maximum in Tast hour 201

Average in Tast hour 65

Maximum since proxy restart 1031

Average since proxy restart 51
Bandwidth (Mbps):

Average in Tast minute 4.676

Maximum in Tast hour 327.258

Average in Tast hour 10.845

Maximum since proxy restart 1581.297

Average since proxy restart 11.167

Response Time (ms):
Average in Tast minute 635



Maximum in Tast hour 376209

Average in last hour 605
Maximum since proxy restart 2602943
Average since proxy restart 701
Cache Hit Rate:
Average in last minute 0
Maximum in last hour 2
Average in last hour 0
Maximum since proxy restart 15
Average since proxy restart 0
Connections:
Idle client connections 186
Idle server connections 184
Total client connections 3499
Total server connections 3632
SSLJobs:
In queue Avg in last minute 4
Average in last minute 45214
SSLInfo Average in Tlast min 94
Network Events:
Average in last minute 0.0
Maximum in last minute 35
Network events in last min 124502

seru ey 1dpesd pedsple 109w 1JSedis 29d IJouwes IUpisoss Jozs 1Jpeldes 1Je,diss
(CPU) IJpwegspd o0 Gud £pdsé PROX. llLolds | £33 Ildbdole B lJeluss (RPS)
sleuolele 31456 1Jogisu IJpdde. suvoe, 03l 1Ule, B IJlgueduole 98,00 ptzle 23836 2os
Sop pdlbgol. 03l pold pu luole po 03l e

SWA_CLI> rate

Press Ctrl1-C to stop.

%proxy reqs client server %bw disk disk
CPU /sec hits blocks misses kb/sec kb/sec saved wrs rds
5.00 51 1 147 370 2283 2268 0.6 48 37
4.00 36 0 128 237 21695 21687 0.0 47 38
4.00 48 2 179 307 8168 8154 0.2 65 33
5.00 53 0 161 372 2894 2880 0.5 48 32
6.00 52 0 198 328 15110 15100 0.1 63 33
6.00 77 0 415 363 4695 4684 0.2 48 34
7.00 85 1 417 433 5270 5251 0.4 49 35
7.00 67 1 443 228 2242 2232 0.5 85 44

seuo Ui, tepservices pgdsple 29J pullds IJlgue el JJgpdss Ipesss. Jel sep &02 Uine
JIJ gpdsd 9p2e9e6 IJeLISU 9lpuds:

SWA_CLI> tcpservices

System Processes (Note: A1l processes may not always be present)
ftpd.main - The FTP daemon
ginetd - The INET daemon
interface - The 1interface controller for inter-process communication



ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon

Feature Processes

coeuslogd - Main WSA controller

gui - GUI process

hermes - Mail server for sending alerts, etc.

java - Processes for storing and querying Web Tracking data

musd - AnyConnect Secure Mobility server

pacd - PAC file hosting daemon

prox - WSA proxy

trafmon - L4 Traffic Monitor

uds - User Discovery System (Transparent Auth)

wccpd - WCCP daemon
COMMAND USER TYPE NODE NAME
connector root IPv4 TCP 127.0.0.1:8823
java root IPv6 TCP [::127.0.0.1]:18081
hybridd root IPv4 TCP 127.0.0.1:8833
gui root IPv4 TCP 172.16.40.80:8443
ginetd root IPv4 TCP 172.16.40.80:ssh
nginx root IPv6 TCP *:4431
nginx root IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
nginx nobody IPv6 TCP *:4431
nginx nobody IPv4 TCP 127.0.0.1:8843
api_serve root IPv4 TCP 172.16.40.80:6080
api_serve root IPv4 TCP 127.0.0.1:60001
api_serve root IPv4 TCP 172.16.40.80:6443
chimera root IPv4 TCP 127.0.0.1:6380
nectar root IPv4 TCP 127.0.0.1:6382
redis-ser root IPv4 TCP 127.0.0.1:6383
redis-ser root IPv4 TCP 127.0.0.1:6379
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https
prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:http
prox root IPv6 TCP [::1]:http
prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128
prox root IPv6 TCP [::1]:3128
prox root IPv4 TCP 172.16.11.69:3128

prox root IPv4 TCP 172.16.11.68:3128



prox root IPv4 TCP 172.16.11.252:3128

prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25255
prox root IPv4 TCP 127.0.0.1:socks
prox root IPv6 TCP [::1]:socks

prox root IPv4 TCP 172.16.11.69:socks
prox root IPv4 TCP 172.16.11.68:socks
prox root IPv4 TCP 172.16.11.252:socks
prox root IPv4 TCP 127.0.0.1:ftp-proxy
prox root IPv6 TCP [::1]:ftp-proxy
prox root IPv4 TCP 172.16.11.69:ftp-proxy
prox root IPv4 TCP 172.16.11.68:ftp-proxy
prox root IPv4 TCP 172.16.11.252:ftp-proxy
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.16.11.69:https
prox root IPv4 TCP 172.16.11.68:https
prox root IPv4 TCP 172.16.11.252:https
prox root IPv4 TCP 127.0.0.1:25256
prox root IPv4 TCP 127.0.0.1:http

prox root IPv6 TCP [::1]:http

prox root IPv4 TCP 172.16.11.69:http
prox root IPv4 TCP 172.16.11.68:http
prox root IPv4 TCP 172.16.11.252:http
prox root IPv4 TCP 127.0.0.1:3128

prox root IPv6 TCP [::1]:3128

prox root IPv4 TCP 172.16.11.69:3128
prox root IPv4 TCP 172.16.11.68:3128
prox root IPv4 TCP 172.16.11.252:3128
prox root IPv4 TCP 127.0.0.1:https
prox root IPv6 TCP [::1]:https

prox root IPv4 TCP 172.21.11.69:https
prox root IPv4 TCP 172.21.11.68:https
prox root IPv4 TCP 172.21.11.252:https
prox root IPv4 TCP 127.0.0.1:25257
smart_age root IPv6 TCP [::127.0.0.1]:65501
smart_age root IPv6 TCP [::127.0.0.1]:28073
interface root IPv4 TCP 127.0.0.1:domain
stunnel root IPv4 TCP 127.0.0.1:32137
lJouvesd
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Where can latency be introduced?

 External Services
 Internal Services
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Client side latency

+ “Client Time” in track_stats log.

* The amount of time in milliseconds that the client was waiting for a
response.

= May indicate an upstream issues-keep investigating!

= Access logs can show this in custom field % : 1>

[%:1 > x-p2c-first-byte-time Wait-time for first byte written to client ]
AV
WBRS ‘
AVC ° H
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DNS latency

*» The amount of time in milliseconds that the WSA waited for a DNS
response.

» Calls for investigation for your DNS resolvers (or path to them).

*» access logs can show this in custom field % : >d

%:>d ¥-p2p-dns-svc-time Time taken by the Web Proxy DNS Process to
send a DNS result to ehe Web proxy.

AV DNS Egs
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Authentication latency

* There are two metrics: “Auth Helper Wait Time” and “Auth Helper
Service Wait Time.”

*» Use the first to get pure auth time without the request time added.

* access logs can show this in custom field % : >a

%.<a X-p2p-auth-wait-time Wait-time to receive the response from the
Web Proxy authentication process, after the
Web Proxy sent the request.

DNS
AD
LDAP
ISE
DLP

AV Authentication

WBRS P
AVC M

Server latency-wait time

* The amount of time in milliseconds that the WSA waited for the first
byte of the server response.

* Calls for investigation of your upstream devices and WAN connection.

* access logs can show this in custom field % : >1

[ %=1 | X-s2p-first-byte-time | Wait-time for first response byte from server

DNS
AD
LDAP
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DLP
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Server latency-transaction time

» The amount of time in milliseconds for the entire server-side
transaction to complete.

+ Calls for investigation of your upstream devices and WAN connection.

= No access logs custom field, but can be determined by a
combinationof them.

AV
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e S
=

Internal services latency-not exhaustive

DNS

A AD

LDAP
ISE
DLP

AV Internal

See the user guide for all custom
fields associated with these values.
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Info:
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Info:
Info:

Status:
Status:
Status:
Status:
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CPULd 2.4 DskUtil
CPULd 2.6 DskUtil
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Fri Nov 11 14:21:43 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.7 Reqs 49 Band 7064 Latency 140
Fri Nov 11 14:22:43 2022 Info: Status: CPULd 1.9 DskUtil 45.7 RAMUtil 6.8 Reqs 41 Band 5444 Latency 788
Fri Nov 11 14:23:43 2022 Info: Status: CPULd 2.2 DskUtil 45.7 RAMUtil 6.8 Reqs 48 Band 6793 Latency 820
Fri Nov 11 14:24:44 2022 Info: Status: CPULd 2.3 DskUtil 45.7 RAMUtil 6.7 Reqs 44 Band 8735 Latency 673
Fri Nov 11 14:25:44 2022 Info: Status: CPULd 2.4 DskUtil 45.7 RAMUtil 6.7 Reqs 53 Band 8338 Latency 731
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