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:Current configuration

!

version 12.1

service tinmestanps debug uptine

service timestanps | og uptine

no service password-encryption

!

host nane carter

!

aaa new-model

aaa authentication login default group tacacs+ none
aaa authorization exec default group tacacs+ none

+aaa authorization auth-proxy default group tacacs



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

enabl e secret 5 $1$cSvL$F6VXA7TKBFAGHVhBbRI NS20
enabl e password ww

1

i p subnet-zero

!

ip inspect name myfw cuseeme timeout 3600

ip inspect name myfw ftp timeout 3600

ip inspect name myfw http timeout 3600

ip inspect name myfw rcmd timeout 3600

ip inspect name myfw realaudio timeout 3600

ip inspect name myfw smtp timeout 3600

ip inspect name myfw sglnet timeout 3600

ip inspect name myfw streamworks timeout 3600
ip inspect name myfw tftp timeout 30

ip inspect name myfw udp timeout 15

ip inspect name myfw tcp timeout 3600

ip inspect name myfw vdolive

ip auth-proxy auth-proxy-banner

ip auth-proxy auth-cache-time 10

ip auth-proxy name list_a http

ip audit notify |og

ip audit po max-events 100

cns event-service server

!

crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key ciscol234 address 0.0.0.0 0.0.0.0
crypto isakmp client configuration address-pool local
ourpool

crypto ipsec transform-set mypolicy esp-des esp-md5-hmac
1

crypto dynamic-map dyna 10
set transform-set mypolicy

crypto map test client configuration address initiate
crypto map test client configuration address respond
crypto map test 5 ipsec-isakmp dynamic dyna

interface LoopbackO
ip address 1.1.1.1 255.255.255.0

interface Ethernet0/0

ip address 10.13.1.48 255.255.255.0
ip nat inside

ip inspect myfw in

ip route-cache policy

no i p nroute-cache

ip policy route-map nonat
no nop enabl ed

1

i nterface TokenRi ng0/0

no i p address

shut down

ri ng-speed 16

1

interface Ethernet2/0

ip address 99.99.99.1 255.255.255.0
ip access-group 117 in

ip nat outside

ip auth-proxy list_a

no i p route-cache

no i p nroute-cache




no nop enabl ed

crypto map test

1

i nterface TokenRi ng2/0

no i p address

shut down

ri ng-speed 16

1

ip local pool ourpool 10.2.1.1 10.2.1.254

ip nat pool outsidepool 99.99.99.50 99.99.99.60 netmask
255.255.255.0

ip nat inside source route-map rmap pool outsidepool
ip classless

ip route 0.0.0.0 0.0.0.0 99.99.99.20

ip route 172.18.124.0 255.255.255.0 10.13.1.1

no ip http server

1

access-list 110 deny ip 10.13.1.0 0.0.0.255 10.2.1.0
0.0.0.255

access-list 110 permit ip 10.13.1.0 0.0.0.255 any
access-list 117 permit esp any any

access-list 117 permit udp any any eq isakmp
access-list 120 permit ip 10.13.1.0 0.0.0.255 10.2.1.0
0.0.0.255

dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

route-map rmap permit 10

match ip address 110

1

route-map nonat permit 10

match ip address 120

set ip next-hop 1.1.1.2

!

route-map nonat permit 20

!

tacacs-server host 172.18.124.97

tacacs-server key cisco

1

line con O

transport input none

line aux O

line vty 0 4

password ww

1

end
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