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1. owed 1U3g9d 1Us peee 1Jes8@ gy SSH 9 9236 Idopde wluwegsle wslole leoels 1dgs).
2. yvgJ GREP 'NVM swed o030 IJW 6" /lancope/var/sw/today/logs/sw.log o).
3. pu lJIBlz IJpyoee: ol ppl Bl IIG pzee IJor98 889p wbEld uwedlo NVM 965,20l Vs

slesé Idoslule.

ao-fcOl-cds: ~# grep 'NVMrecords this period:' /l|ancope/var/sw today/| ogs/sw. | og

04:00: 01 |-pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps, discarded 0
04:05:00 |-pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps, discarded 0
04:10: 00 | -pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps, discarded 0
04:15:00 |-pro-t: NVM records this period: received 0 at O rps, inserted 0 at O rps, discarded 0
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- 23> p938¢& uwpo n'vm_netflow_port 90299 pu lJBSe6 IJos wp wdysuol. Sgw i sublog
03l pg 1Jpud3 1Uds wp wdysuo Vs pJud wg s AnyConnect NVM.

-‘:ll '5':-,[:;' FlowCollactor for NetFlow VE 2 [

Advanced Settings

rvrr_nietflow_poedt 2030
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- 23> p989¢& uwpes nvm_netflow_port 90299 pu 1JBSe6 IJos wp wdysuol. szw o soblod
03l pg 1Jpud3 1U3s wp wdssuo Vs pdud wg s AnyConnect NVM.
- 23> p98E uwpes enable_nvm sulds po wessu IJB8ses eds 191Ul Ouwsep websd

1Jeus36.
<¢ ) Flow Collector NetFlow VE ol
Advanced Settings

Option Label Option Value Delete
anable_nvm 1

nvm_netflow_port 2030
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ao-
04

0

04

0

04

0

04

0

fcO0l-cds: ~# grep 'NVMrecords this period:' /lancope/var/sw today/l ogs/sw. | og

35:00 | -pro-t: NVM records this period: received 78 at O rps,
40:00 | -pro-t: NVM records this period: received 66 at 0 rps,
45:00 | -pro-t: NVM records this period: received 91 at O rps,

50: 00 | -pro-t: NVM records this period: received 80 at O rps,

inserted 78 at 0 rps,
inserted 66 at O rps,
inserted 91 at O rps,

inserted 80 at O rps,

discarded

discarded

discarded

discarded
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IJodblkss [Jos wp odosuol

PISE pJI wers 9 VPN

- Windows: zProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile
- MAC: /opt/cisco/anyconnect/profile
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ot da
£ el = S e o
# G -
— gy Tigsy
: ALiAuPIAL

4 Dowrica Ayl prnact! e

...... Eda
= iy Ead w Qe

1 B B S
-~ Dpen mith

2. 8p oSy pdS IJoguosue wluweisle PT) LRI 92> pdlu IJeuus) AutoVP_NPoIicy.
olds py Loz Iduog IUds we wdysvoe JJIuvus IJulze gu ldubvedd 1Jp9e 98 wol. LS 030
lJzlJo:

pdlebé: Clduuwes Jlouold NVM: B 2lds wessu JJ pu wog Iduveds 1Jesesd wo


/content/dam/en/us/td/docs/security/stealthwatch/NVM/SW_7_3_2_NVM_Configuration_Guide_DV_3_0.pdf

900z Idubods €55 1Jp9esd wo eds e2p IUSsle wls Ubse: sop websd Idogulsd
IJobeds 1Jes s wol pu pdos wgssd VPN

od9su TND Vs pJUd og) s NVM
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IJg9b e 1Jpse9d wol lJos wpe wdssuol.

PISE pJI wess O NVM:

- Windows: #ProgramData.\Cisco\AnyConnect Secure Mobility Client\NVM ,¢, Cisco
- MAC: /opt/cisco/anyconnect/nvm

</ NVMProfi | e>
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wdgsuoli gldus ouwoesy pg uuolbé: 3l Jly 1dsuogd IJsol ppdul. wgs 3 sop
luvedle ouppd IUlvole (07556 SHA-256) 9pblodeol pe prpges lJoziss Bs p pJd
lJog)s. sod Idoblod Julze eds lo wgbo |.JQO|..§6 WOS Uvwdo 09899 woli 9pg 3JI.
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(W 4@ RE Re=2EFI3EEQaQqH
(W [ip.addr == 10.64.0.32 3|
No. Time Source Destination Protocol Length Info
T 131 18:29:15.945621|10.64.0.10€ 10.64.8.32 upp 1035 25ee1 -+ Len=993
2802 18:29:45.628219|10.64.08.180 16.64.06.32 uop 338 25001 - Len=296
3793 18:30:00.242189|10.64.0.10 16.64.0.32 uppP 326 25eel - Len=284
3953 18:30:06.013520|10.64.0.10 16.64.0.32 upp 1035 25801 -+ Len=993
40836 18:30:11.007494|10.64.0.100 10.64.0.32 uop 1035 25801 - Len=993
4183 18:30:19.168065|19.64.0.160 19.64.8.32 upp 1835 25801 - Len=993
4303 18:30:24.163226|10.64.0.108 16.64.06.32 ubp 1028 25801 -+ Len=986
4802 18:30:54.601573|19.64.0.160 10.64.0.32 upp 667 258081 - Len=625
— 4895 18:38:59.803915|10.64.08.100 16.64.6.32 r§, Cisco AnyConnect Secure Mobility Client = b4
& ven
On a trusted network.
» Frame 131: 1835 bytes on wire (8280 bits), 1835 bytes captured — [\.I'PN headend for SNA v| [
» Ethernet II, Src: \.r‘l‘iware_'bS:SQ:S? (08:50:56:b3:39:57), Dst:
» Internet Protocol Version 4, Src: 19.64.8.100, Dst: 18.64.8.32
» User Datagram Protocol, Src Port: 25801, Dst Port: 20830
» Data (993 bytes) a @ ...:|I.!.{.|t.‘.
< >
@@ 50 56 b3 da de @@ 586 56 b3 39 57 @8 @@ 45 ee PV::::P V:9W- -E- h‘
v
O 7 wireshark_EthernetDYPO381.pcapng Packets: 5217 - Displayed: 9 (0.2%) Profile: Default

o Bldlue u@bo IJuelss pouodo wuivwds AnyConnect VPN, Oluol weow) odlliss! 092936

£Js IUuvods 1Jp9e96 wole JsJd szo wpdsy IIJodlb gds peod Idgiwds [1blo,ss.

pdlebbé: Vs 2lds cowse 9256 VPN IJupbss 9odssy TND J@_p.JJ og).;_su_é 9220 ;950
lJubedo: 099 1J9zr6 IJuplbss Jlpdluss H9s0 IJuvedo woudss oyl yuvwds
29899 wo zus slgd v ds VPN.

Suws) Epsd AnyConnect |Js o udbé IJuoelsé puods wuuwdd VPN ppel sEUS I
IJes@le sop bhywldol IUs peee 1dwrd§ IUss e wdssuo g 1o 1d3s wp wdssuo pu
edIJ peod IuveJs Idblo,yso Judbs [Juelss (09§ VPN) Jel spdoul 1o uys bOs oldss
AnyConnect 9ulw3s Wireshark IJeg 9,00 &> 3JY.

pdlelod: sz 1o coupeo wdasy IJods 1deduwe” Jedd werssd VPN IJss sop
w9uosd Ldbe IJuelss wo guslu IP 1Jglue wezee IJesd: 9ldl Wdu swp Lusld
lJosvdle gw)y w9 d VPN.



d "Ethernet 3 . O pd

File Edit View Go Capture Analyze tatistics Telephony Wireless Tools Help
Amde ”‘SQB- q@@ﬂﬁg&__zaaag
(W [ip.addr == 10.64.0.32 = -]+
No. Tme Source Destination Protocol Length Info
— 1 18:21:21.444614|192.168.1608. le.64.8.32 upp 655 25801 -+ 8| Len=613
4 18:21:26.259175|192.168.100.4 18.64.8.32 uDP 384 25001 - Len=342
5 18:21:26.312552|192.168.180.4 10.64.0.32 upp 1835 25601 » Len=993
6 18:21:36.652493|192.168.100.4 18.64.8.32 UDP 989 25001 -+ Len=947
7 18:21:47.934603|192.168.160.4 10.64.0.32 upp 1835 258081 » Len=993
8 18:22:22.975969(192.168.100.4 10.64.8.32 uDP 648 25001 » Len=606
11 18:23:03.411742|192.168.180.4 18.64.8.32 upp 437 25801 - Len=395
14 18:23:08.507612|192.168.1080.4 10.64.0.32 UDP 1835 25681 » Len=993
15 18:23:23.539073|192.168.100.4 10.64.0.32 UDP| @ Cisco AnyConnect Secure Mobility Client _ %
16 18:24:28.117600|192.168.180.4 10.64.08.32 UDP
19 18:24:38.8087397|192.168.160.4 18.64.8.32 uop
20 18:25:28.663613|192.168.166.4 18.64.0.32 upp o VPN:
23 18:25:38.695000|192.166.160.4 16.64.8.32 uopP Connected to VPN headend for SNA.
24 18:26:03.586302|192.168.1980.4 10.64.8.32 uDP )
— 27 18:26:33.226458|192.166.160.4 16.64.8.32 ubDP VPN headend for SNA . Disconnect
00:07:05 IPv4
1280 el
1
» Frame 1: 655 bytes on wire (5248 bits), 655 bytes captured (5248 bits) on interface \Device\NPF_{3A925E5D-6F49-471@-8B98-
> Ethernet II, Src: Cisco 3c:7a:0@ (0@:05:9a:3c:7a:00), Dst: CIMSYS_33:44:55 (00:11:22:33:44:55)
» Internet Protocol Version 4, Src: 192.168.100.4, Dst: 10.64.0.32
> User Datagram Protocol, Src Port: 25801, Dst Port: 2830
> Data (613 bytes)

< >
2220 9 11 22 33 44 55 @0 @5 9a 3c 7a ©0 93 0 45 ee =+ “3)== =L{Z=+sE> A
2010 @2 81 8d 5f @@ @0 8@ 11 7c @@ cP ad 64 04 ea 40 ces wees |eood--@ v
© 7 wireshark_Ethernet 382JUB1.pcapng || Packets: 27 - Displayed: 15 (55.6%) || Profile: Default
C. Bl dp wdu u¥bé IJuolsé sds yvwdd 09899 woli WJU swp huwld Ides@le |Us pgpes
lJooes 9.

£ *Ethemnetd - O X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

4B 8 ® NRAEBRe==2¢ 5 EQRQ_QH

N [ip.addr == 10.64.0.32 BED -]+
No. Time Source Destination Protocol  Length Info

@ Cisco AnyConnect Secure Mobility Client e X
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