odysu wslgws pJd AMP gl ool ) FDM

lJpzogsle

lowedaldd iz ble 2ol

lJp 9500

$9uoe 03l ldpwows ds9ss wdssu uusluwsd pJW "ldzelss Iec 306 pu Idwslez IJuo1)6"
(AMP) glgwolyol g0y wyulpez Firepower Device Manager (FDM).

IJecbdole IJlgul jusé
lJpolbdolo

9008 Cisco Llu oday Jssd pe,ds Lldeslose IJeldss:

* p3S) eoly Firepower (FDM)
* Firepower Threat Defense (FTD)

|de_9¢|o |.qu.uoé_.)r05

« wyulez FTD Idbloys 1Jlosl, 7.0 oo Cisco 1 psly po JIJ FDM
* Ouswe IJodsse (suvodre witswe IJodsse JIlus IUguo Idessoses. wopsd
290286 Cisco Vs IJeuo9d eds wugswe wolde Sluwesleo)

op louble Up&Jg,olu Ugl_).)o Os o3l IJp e pu Ulao_)o |Je92926 OGS LSSo pepdso ¢l os.
u)lu apse I._Jlao_)o U,ouuua)po ;95 03l |Jr0u.0uu) uudgsu ,orouuga (Idquuos) Bl Jlpo

wedselo

lIJosésue

1. Jopdsu wrgsue Iulee Iduobs: luedd IJs wodes Izols e slzod IJpuwegsp



I Jsm9ess (GUI) J FDM.

MONITORING POLICIES DBJECTS

&dlpé ou9sw zols FDM

2. 235 pdly IJpywe 1Jpuwpes Smart License 9lu8) 9938 &) IJodso.

Interface 10 Routin

& 7|9 9

1 route

7 Enabled > View Configuration >
Smart License Backup and Restore
Evaluation expires in 89 days
View Configuration > View Configuration >
Site to Site VPN lemote Access VPN
There are no connections yet
View Configuration > View Configuration >

woW926 zoly FDM

Updates

Geolocation, Rule, VDB, System Upgrade,

Security Intelligence Feeds

View Configuration

Troubleshoot
No files created yet

REQUEST FILE TO BE CREATED

Advanced Configuration

Includes: FlexConfig, Smart CLI

View Configuration

3. 8p vopdsu IJosgsuo Jpuwes [doslee IUuolis.

Malware

>

® O e

System Settings

Manaoement Acces

Tratfic Settings
URL Filtering Preferences

Device Administration

Audit Events, Deployment History,
Download Configuration

View Configuration

DISABLE

This License allows you to perform Cisco Advanced Malware Protection (AMP) with AMP for
Firepower and AMP Threat Grid. You must have this license to apply file policies that detect
and block malware in files transmitted over WOLIF FeaTAROT I,

includes: Cg File Policy

wgsue Ideslee Iduolhé
lJodssu
1. 1008 IJs Lodes IJouslovle s FDM.

cisco MONITORING

Firepower Device Manager

edles IJowsse uwsluwle FDM

POLICIES

OBJECTS

DEVICE: FTD




2. oz uwsluwle Ulelod loodd [Js Suwe IJeedp s 1Usuosd.

Manager MONITORING POLICIES OBJECTS DEVICE: FTD

@ Security Policies
@ Security Intelligence & nNaT @ #ccess Control % Intrusion

Srules Q @. +
edlpd wusse Idopde B 1dsuesd [Js FDM

3. 1wz £u Bless suesd Is louuldel Jodssu wor Idedd. lud) B9 ez Bless Idsuesd.
JJzuood eds wedsele 29d Jdsdss logile $lgss 9,09 Lze Ids o3l Lo ulb.

MONITORING POLICIES OBJECTS DEVICE: FTD

@ Security Policies

@ Securiy Inteligence @ waT @ Access Control R inuusion
5 rules Q @, +
SOURCE DESTINATION
" NAME ACTION  ZONES NETWORKS PORTS 20MES NETWORKS PORTS/PROTO... APPLICATIONS ~ URLS USERS ACTIONS
* 1 Inside_Outside... ] inside_zone outside_zone U‘. oo

Allow
Edit

Bless Idopde B 1dsuoed |Us FDM

4.108) B8 Buwp wor IJpdd Vs Bless Idsosd 9235 IUgsh woz Ipdd IJpdod pu
IJ8lises Idpugwrdo. lud) W9l p9lw g Jewwb lJogssile IJos we lp)lgel eds IJBless.


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-access.html

Edit Access Rule

Order Title Action
1 » Inside_Outside_Rule
Source/Destination Applications URLs @ Users @ Intrusion Policy @ File policy © Logging
LY Evaluation Period D. CONTROLLING FILES AND MALWARE

This feature needs a license to be purchased. For more details, go to Smart License.

Use file policies to detect malicious software, or malware, using Advanced
Malware Protection for Firepower (AMP for Firepower.} You can also use file

SELECT THE FILE POLICY policies to perform file control, which allows control over all files of a specific type
regardless of whether the files contain malware
Block Malware All v
None

Cloud Lookup All
Block Office Document and PDF Upload, Block Malware Others

Block Office Documents Upload, Block Malware Others

" /2 B @ 582 Reset
Show Diagram (@ ) j— o GANCEL
g -/ (© 2023-88-30 99:55:26

edlpd IJowsse "wusluws pdS $less Ideede wldsuesd J FDM®

5. ol pu wbusd voz IJedd gds 8lexs 1ol eu bisd IJeadd pu wpdsu lsdous ver
IeJS.

* 1 Inside_Outside... B inside_zone A ¥ outside_zone

e wpdSUp) Log
pJS

IJpJd

6. 2b guuy IJogssile eds 1dzols 1ol

leool

JJe2dd pu o o Idpdd IUss wp cdssue Jeelss [dulez 1Junhs sepd luvegse pelsdle
wwsubsy IUIgool) 030 Joujsd pd ool wuulpe ol pu puwes w2 9w IJElue vpuosWd

wolss.

Jel 09 pe 192 S JBbs Iduul s 0do: Slu pzlads wujsd e lRocl woulee LoL pu
puvo&Hue IUssew € vlees.



- Problem losding page — Mozils Firefox A _ B %
™ i

L y @ 10.122.149.2 5 + 0
&

The connection to the server was reset while the page was loading
« The site could be temporarily unavailable or too gy Tiry BOIN In B Tew MmdEmpnts
¢ If wou are unable to load Ay DaDes. Chick your Compuler s NeDWork ConMmsCTion

« i your computer or network s protected by a firewall or proxy, make sure that Firefox is permittod
o alcesd the wib

ool vuisd dpuwog,uo

o0 9lzoé ulbo, 9le, (CLI) J FTD. sbo, wowg 280 IJuble 1o wuisd IJpdd wp ebyo woluwbs
gpdsé IJpds. JJeuesd eds wedselo 2d Jsdss wuvgsd cowg sgp IJuble go) 9lgod
wwlo IJlsle, (CLIY IJgluoé o FTD. Lze 1Js o3l Lo ulb.

M5F. 168.0,10-40016 » 10,127, 049,
cffcSadBS4ddddc e ThTIOS68 7T 1cd5aD0

192.168.0.10-40016 = 10.122.149.
192.168.0.10-40016 » 10.122.149.

2-8080 6 RS 1 I O vile signature verdict flags OxDOOOSADD fTor JSabd
{247 1lcb7Ta5bfddac ? ibseSeedad of instance (
4-B0B0 & File Process: drop /elcar/elcar oolm. FAE
4-B0BD & IPS Event: gid 147, si1d 1, drog
192, 168.0.10-40016 » 10.122.149.2-B080 6 A8 1 1 O File malware event for J
f&d 7 lcbraSbfddac? Ibbe9cedad named elcar_com. 2ip with disposition Malware amnd action
192 . 168 0. 10-40016 » 10.122.049.2-B080 6 RS 1 I O Archive childy been processed No
P4
i
P
i

and

Heject

v b T 08 54080006
Block Malware
192.168.0,.10-40016 > 10.122.049.2-B080 © Smort detect_drop: gid 147, s1d 1, drog
192 .168.0.10-40016 » 10.122.149.2-85080 6 AS 1 I O deleting firewall sessiom
192 . 1680, 10-40016 = 10.122.149, BOBD & Smort d O, NAP 1d 2. TIPS 1d O,
EORD & » Blocked by Fi1le Proges

Verdict BLACKLIST
192, 1868.0,10-40010 » 10,124.0149,

Verdict reason 15 sent 1o DAL

lool) vove sgp lJoble

03l 89> welz wdssy wog Idpdwd Vs zb) IUuslez IJual)s.

lpwod ol IJIgble 9l odlzol

ds 2lJo g3p qb) lJoslee Iduobé wozle gus luwedsle Idodssole Iduwlogé: bee IUs loo,lele
lwodguvle IJIgble 9l odlzol IJoldso:

1. 1dogdl pu &30 luwole Lodless wygsue IJulpz IUuol)6.

2. olds oU I dleso Idoedp wldyuosd wouweosd 2,90 p)9) Loz STo.


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212321-clarify-the-firepower-threat-defense-acc.html

3. olds pu lu sl woz IUpdVle 1dpess Loese Jerds 1Jpu9) 1dpuwosds 9ldeplsé 1Jelb s
pu Idoolez Iduol)e.

Bl Jloe pundds JIesld g8y Bleds Jded: Slouad o TAC eo Cisco JJzuesd eJs s¢p
luolSs.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



