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Mode:

MNone v

Security Zone:

QOutside1_Zone -
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1500

Priority:
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Propagate Security Group Tag:
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oo (D
9lzos gi0/0 glopd
wew edlpd IJowssy IPv4:

1.0ge) Tes 1Jgsble pu 1J8lispé 1dpuuwsds wog 1P B o3l 1pold luweesle IP 1Jeloue.

2. voow ldeuslu Vs 03l peld 10.1.1.1/24.
3. 9lu @) W9 OK.



Edit Physical Interface @

General |Pvd IPv6 Path Monitoring Hardware Configuration Manager Access Advanced
| e |
IP Type:
Use Static IP v
TP Address:
10.1.1.1/24

Cancel ﬁ

9lzos Gi0/0 IPv4
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1. vooe Ilgwe B odo IJzlJs bz 2.
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3. s IUlises I pomas pobds I iplo: 233 pobs lelo 9296 I8 G wlogile polb s lel
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Edit Physical Interface

General IPvd IPv6
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Mode:

MNone

Security Zone:
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Intertace ID:
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Priority:
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B
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(oo |

9lz06 GIO/ glp6

wew edlpd lJoussy IPv4:

1.0ge) Tes IJgsble oo 1J@8lspé 1Jpuuwsds wog IP. B o3l Ipeld luvaesle IP 1Jolue.
2. oow lJewdlu: B o3l pold 10.1.2.1/24.

3. 9lud, 9§ OK.
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Edit Physical Interface 2]

General IPvd

Pvé Path Monitoring Hardware Configuration Manager Access Advanced

MName:
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Enabled

| Management Only
Description:

Mode:

None v

ISecurity Zone:

Inside_Zone v

Intertace IL.

MTU:
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Priority:
0

Propagate Security Group Tag: | |

NVE Only:
|

9lzod gi0/2 glpd
oew edlpd IJowssy IPv4:
1.0ge) Tes IJgsble oo 1J@liseé 1Jpuuwsds wog 1P B o3l Ipeld luvaésle IP 1Jolue.
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3. 9lud) W98 OK.
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MrhaTrk
@ Host G Rarge 0 Hepwork 01 FODN
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Type: i Ped IF4E
Fierface®
Oubside] L]
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o/

LA Search ATy- s

= nikslnel
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IPud-Brnrhmark-Tests
IPyd-Link-Lacal
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Hateay®
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| 1
Tunneled: | (Lsed anky far dedank Roora)
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o |
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2. koyo Idebo Ids s 03l pp) pwldy lwolosds sbod. bs odl ldpeld ¢lz2.



3. Vs Blisps IJgveds IJpwlzo. i'aoJ lJubodJo [J9zos. Vs o3l Idpeeld: any-IPv4.

4. Bs 2 8J IJewlyé 19 £01,8 IPV6. g J pozo IJewlyé 9 1pelho 909 IJgbgs IJeldssé Jol
IJeuwl). Spdud w9ds, guslo IP |9 Jlso gvedlolossle puoswds. Bs odl Idpeld GW-
Outside2.

5. Vs 1Jz¥d IUpe)s: i.)é_J exnlJgbsle [Js yvwds 1Jgzes. wusleg IJ9se lJuoldes pu 1
IJs 255: 1J8sp6 1JIB el osé os 1. olds po wpass uduw lJpdsluy Ildpuwl) 1Jisd: b
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Add Static Route Configuration (1]

Typa:

I

IPuE

imterfare*

| OutsideZ

linterface startirg wits this icon [BWsignifes it is avilable for route l=as)

Avallante Ketaok

T Gelacked Nebank

| 2, Search

gw-outzive

pus-nkalies?

IPyd-Benchresrk-Tesal:
IFud-Link-Local

IFd=Rdticast

=l [ L

Gateway®

| gwe-ouisidel

Ak

| 1

Tunneled: (Lised anky far defauk Rore)

Route Trackinge
sla-autside?

luol9s pozo wlJy wolosds ely ISP

o) 898 edb IJodosu suuvo.

IJozol pu lduoes

- |+

Cancel -I

Ge wouwesd 1sgsd [Js 9lzos yulo, 1Jisle, (CLI) 1Ugluo6 o FTD. &p $p wogugsd IJles show

zone JJozdd pu pedsplo 29d pullbd 2)96 095 ECMP. Lpl B 3JY IUslzole Idos ouvdd zisl po JJ pul$6.



<#root>

> show zone
Zone: Outside ecmp
Security-level: 0

Zone menber(s): 2

Qut si de2 G gabitEthernet0/1

Qut si del G gabitEthernet0/0

Be wousgsd IJie, show running-config route JJoz 838 pu IJodsso IJzhs wuvésdo Jodsse Idogzse: B odo IJzlJs ould
pszolu elocly pg punble 1Jpuul.

<#root>

> show running-config route

route Qutsidel 0.0.0.0 0.0.0.0 10.1.1.2 1 track 1



route Qutside2 0.0.0.0 0.0.0.0 10.1.2.2 1 track 2

e voubgsd I\JiIDJ show route JJwzdd pu 229d IJwszso: B oo 1delds ould puwbly 18 e,luosle opl gu) 1U9lz0s el 9
ebe2 oldeddws ldeowloss: spdu woise Is 1Je9) wsu dlisyosu ISP

<#froot>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, Cutside2

[1/0] via 10.1.1.2, Cutsidel

C 10.1.1.0 255.255.255.0 1is directly connected, Outsidel

L 10.1.1.1 255.255.255.255 is directly connected, Outsidel
C 10.1.2.0 255.255.255.0 1is directly connected, Outside?2

L 10.1.2.1 255.255.255.255 is directly connected, Outside2
C 10.1.3.0 255.255.255.0 is directly connected, Inside

L 10.1.3.1 255.255.255.255 is directly connected, Inside



Gp woubgsd I, show slamonitor configuration Jdozdd pu wdssu yuluus SLA.

<#root>

> show sla monitor configuration
SA Agent, Infrastructure Engine-II
Entry number: 1

Owner:

Tag:

Type of operation to perform echo

Target address: 10.1.1.2

Interface: CQutsidel

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number: 2



Owner:
Tag:

Type of operation to perform echo

Target address: 10.1.2.2

Interface: CQutside2

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Ip vouvgsd Uim show slamonitor operational-state Joid@ 2lJé Juls SLA. B o030 1Jzlds: spdud IJe ey eds 1dpeds: ghi" s
180z iey 08 wus, 1S 1o o3 ICMPJs 1Jwslws sop 1) J3JY Blo 1dpuwly IJIBeluos po eI 9lz0é [Jesd wuil
ISUP CLLSwo Vs 29d IJogzso.

<#root>



> show sTa monitor operational-state

Entry number: 1

Modification time: 09:31:28.785 UTC Thu Feb 15 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 82

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 10:52:28.785 UTC Thu Feb 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 2

Modification time: 09:31:28.785 UTC Thu Feb 15 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 82

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 10:52:28.785 UTC Thu Feb 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

91308 \egasd



298 29, 19J56 0y w909dsd FTD JJezdd pu ol 131 JIo 2ed wi9esdsd ECMP sgpd £Js pslius 20ds 9, IJuslule wso
[Joslole Bs pulb§s ECMP. B oo 1JzlJs: Bp wuse louold wyuleg Telnet oo Inside-Hostl (10.1.3.2) 9 Inside-Host2 (10.1.3.4) |Js
Internet-Host (10.1.5.2). §p vouésd IJio, show conn Joldss 1o oJé 1Jp,9s wdu pugliusd lJeed vsu Loulble ISP.slgd-
Hostl (10.1.3.2) v o, gw, 1U9lgosd ghz1: slgJ-Host2 (10.1.3.4) sp) o, IUslzod ghe2.

> show conn

2 in use, 3 nost used

I nspect Snort:

preserve-connection: 2 enabled, 0 in effect, 2 nost enabled, 0 nost in effect

TCP I nside 10.1. 3. 2: 46069 CQutsidel 10.1.5.2:23, idle 0:00:24, bytes 1329, flags U O N1
TCP Inside 10.1.3.4:61915 CQutside2 10.1.5.2:23, idle 0:00:04, bytes 1329, flags U O N1




eIz swe 906 2od 2296 19y wsu Iduslule 1dezsss luwoubl Ids 29lsess wdbe golse IPJdpuos) 9ldszos:
9lJslzos 1J9by36: 9lden9e9dad: 90193 103, 9ldozes. eus wubgsd IRl Spdu worse 2Js 1degy Ides
©89p weeldlool [Js uduw IJuslus wuvon £9L5ess IJoziss: 903l pade: 3p wotss) ks Bses wsu ldezesele 6
(pu22, IP: 9206 1P 91206 91036 < )909d9d: P95 PO pUOS 9208) Jlple wEss) eds veses IJogjiss.

by palisg

131 o Idhoolb 1Js wslus ISP IJisds pelodl B 030 1UzlJé: B B¥p wlsdld wuvgsd pozo lJewld IJisJ Jeeldlwoe. I3 Jp
Swwede FTD ol gds ECHO po w9lwé ISPIJlsds slgd pddw 1Jzs 1dpess s Jliso "pil§ws SLA" swp lecwl) Idpuossd €5,
Slod JJsuesd 9o 9uoe edlps edse Jigwdd. Jol cop [51Js 1dpuwh Idpoede [ds Idwslos 1lsds po 209d Idwszso.

Be wousgsd IJle, show slamonitor operational-state Joldss 1Jz1Js 1Jzldss Jubl s SLA. B odo IJelds: spdoud IJews, eds
"dpods zrew: LoslL" B 181z 1Jie) 908 wuins) IS Tu Lo ICMPJs wolus ISP IJisds Jl suvezse:

<#root>

> show sTa monitor operational-state

Entry number: 1

Modification time: 09:31:28.783 UTC Thu Feb 15 2024
Number of Octets Used by this Entry: 2056

Number of operations attempted: 104

Number of operations skipped: 0

Current seconds Teft in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Ti meout occurred: TRUE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 11:14:28.813 UTC Thu Feb 15 2024
Latest operation return code: Timeout

RTT Values:

RTTAvg: 0 RTTMin: O RTTMax: O

NumOfRTT: O RTTSum: O RTTSum2: 0O

Entry number: 2
Modification time: 09:31:28.783 UTC Thu Feb 15 2024



Number of Octets Used by this Entry: 2056
Number of operations attempted: 104
Number of operations skipped: 0

Current seconds left in Life: Forever
Operational state of entry: Active

Last time this entry was reset: Never
Connection loss occurred: FALSE

Ti meout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 11:14:28.813 UTC Thu Feb 15 2024
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

S6 woubtsd Iley JJceds showroute po z3sd 1Jesese 1elds: Bsee Uls 1pusly U5 9 sl ISP po ¢ 1sleod ¢l
1. 900ld pwl) 18 e,)los 9lzs> B §b LUl [Js wslwd ISPIJeluss pu ¢JId 1Jslzed ¢hz2.

<#root>

> show route

Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, CQutside2

C 10.1.1.0 255.255.255.0 is directly connected, Outsidel



L 10.1.1.1 255.255.255.255 1is directly connected, Outsidel
C 10.1.2.0 255.255.255.0 is directly connected, Outside2

L 10.1.2.1 255.255.255.255 1is directly connected, Outside2
C 10.1.3.0 255.255.255.0 is directly connected, Inside

L 10.1.3.1 255.255.255.255 1is directly connected, Inside

Gp wouvgsd Il show conn . spdoud 1Jges) sds IJesoosdle JI ojild Bss IJogugsd. Jel odss edusle gpd Telnet o b
eJs Inside-Host1 (10.1.3.2) g Inside-Host2 (10.1.3.4) 590 ls p8lbogs.

<#root>

> show conn

2 in use, 3 nost used

I nspect Snort:

preserve-connection: 2 enabled, 0 in effect, 2 nost enabled, 0 nost in effect

TCP I nside 10.1. 3. 2: 46069 Qutsidel 10.1.5.2:23, idle 0:00:22, bytes 1329, flags U O Nl

TCP Inside 10.1.3.4:61915 CQutside2 10.1.5.2:23, idle 0:00:02, bytes 1329, flags U O N1



adlighs: spdud pdlplbs show conn B 18l zduwd gpd wulez Telnet oo Inside-Hostl (10.1.3.2) ol 51w po gJIJ 1Uslzod
ebeluée LIJs IJeuwly IUISC)luos gus 1U9lzos Ehel pu z29d Iwszse. o3l pusde Seuve IJowopse: o9y 26
lJeu9) IdSedss guy 1U9lzos 22, Il Bpo wuse louold 228> pu Inside-Hostl (10.1.3.2) |J.s Internet-Host (10.1.5.2).
Sspdud IJews) eds zese wdle pi9) Idoslole po gl slzes ¢lz2.

loveduuled IJigble gl odlzol

JJozdd e Lo2s CESS) 229 IJosese. 8p woubgsd IJle, debugip routing.



B o3l ldpeld: guspl sdso Idboolb woslus ISP IJisJs pebJl wop [31Js [Jpusly o) 1Uslzod ezl pu zo9d IJwszso.

<#root>

> debug ip routing
IP routing debugging is on

RT: ip_route_delete 0.0.0.0 0.0.0.0 via 10.1.1.2, Cutsidel

ha_cluster_synced 0 routetype 0

RT: del 0.0.0.0 via 10.1.1.2, static netric [1/0]NP-route: Delete-Qutput 0.0.0.0/0 hop_count:1 , via 0.

RT(mgmt-only): NP-route: Update-Qutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, Qutside2

NP-route: Update-Input 0.0.0.0/0 hop_count:1 Distance:1 Flags:0X0 , via 10.1.2.2, Outside2

Se wouvgsd e, show route Joldss za9d IJeszse IJzlJs.

<#root>

> show route



Codes: L - Tocal, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS dinter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, CQutside2

C 10.1.1.0 255.255.255.0 is directly connected, Outsidel

L 10.1.1.1 255.255.255.255 1is directly connected, Outsidel
C 10.1.2.0 255.255.255.0 is directly connected, Outside2

L 10.1.2.1 255.255.255.255 1is directly connected, Outside2
C 10.1.3.0 255.255.255.0 is directly connected, Inside

L 10.1.3.1 255.255.255.255 1is directly connected, Inside

el sop ouvgsd Idboull Lslzod ISP IJigds w6 Tes: wop luolds Idpusly gu) 1U9lz08 Ehzl p)6 86 IJs z29d 1Jogzso.

<#root>

> debug ip routing
IP routing debugging is on

NP-route: Update-CQutput 0.0.0.0/0 hop_count:1 , via 10.1.2.2, Qutside2

NP-route: Update-CQutput 0.0.0.0/0 hop_count:1 , via 10.1.1.2, Qutside2



NP-route: Update-lnput 0.0.0.0/0 hop_count:2 Distance:1 Flags:0X0 , via 10.1.2.2, CQutside2

via 10.1.1.2, Qutsidel

Se wousgsd IJie, show route Joldss z29J IJwszse IJzlJs.

<#root>

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.1.2.2 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.1.2.2, Cutside2

[1/0] via 10.1.1.2, Cutsidel
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0 is directly connected, Outsidel
255 1is directly connected, Outsidel
0 is directly connected, Outside2
255 1is directly connected, Outside2
0 is directly connected, Inside

255 1is directly connected, Inside
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