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Analysis Policies Devices Objects Integration £+ @ admin+ | ol

AMA Server Network || Finer

Ackd Network
Access List Show Unused Objects
A network object represents one or more IP addresses. Network objects are used in various places, including access control policies, network variables, Intrusion rules, identity rules,
network discovery rules, event searches, reports, and so on.

Extended
Standard
Address Pools Type
Application Filtars
Group
AS Path
Cipher Suite List any-ipvi 0.0.0.000 Network:
ComsmemityLiat any-ipve =0 Hest
Distinguished Name
Pv4 -Banchmanrk-Tests 188.18.0.0/15 Network
DMS Server Group
External Attributes 1P -Link-Loeal 169,254.0.0/15 Netwark
File List
e IPvd-Multicast 224.0.0.0/4 Network
FlexConfig
IPv4-Private-10.0,0.0-8 10.0.0.048 Network
Geolocation

Interface IPv4-Private-172.16.0.0-12 172.16.0.0/12 Netwark
Key Chain
1Pv4-Privato-192.168.0,0-18 192,168.00/16 Netwark
Network
10.0.0.0/8
PKI 1Py -Private-All-RFC1918 172.16.0.0/12 Group
192.168.0.0/16
Policy List

Displaying 1 - 14 of 14 rows
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AAA Server Extended Add Extended Access List O, Filter
Access List

An access list object, also known as an access contral list (ACL), selects the traffic to which a senvice will apply. Standard-Identifies traffic based on destination address only. Identifies

= traffic based on source and destination address and ports. Supports IPvd and IPvE addresses. You use these objects when configuring particular features, such as route maps.

Standard
Address Pools
Application Fillers
AS Path
Cipher Suite List
Community List
Distinguizhed Name
DMS Server Group
External Attributes
File List
FlexConfig
Geolocation
Interface
Key Chain
Network
Pl
Policy List
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MNew Extended Access List Object

Name

ACL-UNWANTED-COUNTRY

Entrias (0)

Allow Overrides
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1 | Aetion:
Bleck

Logging:
Default

Log Level:
Informational

i Log Interval:

Sec.

Network Port @ Application

Available Networks (& Source Metworks (1) Destination Metworks (0)

O, Search by name or value 192.168.1.0/24 any

any
any-ipvd

any-ipvE

IFv4 -Benchmark-Tests
IPv4-Link-Local

1Py - Multicast
IPv4-Private-10.0.0.0-8

IPv4 -Private-172.16.0.0-12 Enter an IF address Enter an IF address
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Edit Extended Access List Object

Name
ACL-UNWANTED-COUNTRY

Entries (1)

Source

Block  192.168.1.0/24

Allow Overrides
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FlexConfig > FlexConfig Object.

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy O Y 5 @ adminv e SECURE

> AAA Server Extended Add Extended Access List  ©, Filter
~ Aceess List
e — An access list object, akso known a5 an access controd list [ACL), setects the traffic to which a service will apply. Standard-Identifies traffic based an destination address anly. identifies
traffic based on source and destination address and ports. Supports IPv4 and IPvE addresses. You use these objects when configuring particular features, such as route maps.
Standard
Address Pools Mame
Application Filters
ACL-UNWANTED-COUNTRY
AS Path
Cipher Suite List
Community List
Distinguished Name
DMNS Server Group
External Attributes
File List
FlexConfig
FlexConfig Object
Text Object
Geolocation
Interface
Key Chain
Netwark
PEI Displaying 1 - 1 of 1 rows
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Firewall Management Center

AlR Semver
Access List
Extended
Standard
Address Pools
Application Filters
AS Path
Cipher Suite List
Comminity List
Distinguished Name
DHS Server Group

External Attributes

File List

FlexConfig
FlexConfig Object
Text Object

‘Geolocation

Interface

Key Chain

Netwaork

> PRI

lJglb9o 3.2. §p wluols luwpe JJlisy FlexConfig we $Gp wlolz Jlisu wog Blisps IUozdp WOs

Analysis Policies Devices Objects Integration

FlexConfig Object

Deploy  Q, ¥ ¢+ @ adminv

Add FlexConfig Object Q, Filter

FlexGonfig Object include device configuration commands, variables, and scripting language instructions. It is used in FlexConfig polices

Hama

Dafault_DNS_Configura

Detault_Inspection_Protocol_Disabie

Dufault_Inspection_Protocol_Enable

DHCPvE_Prefix_Delegation_Configure

DHCPYE_Prafix_Delegation_UnConfgure

DNS_Confgure

DNS_UnConfigure

Eigrp_Configure

Eigrp_Interface_Configura

Eigrp_UnConfgune

Eigrp_Unconfigura_All

Descripiion

Confgura Dofault DNS with the bolp of ToxtObi...

Disable Defwult Inspaction.

Enabio Default Inspection

Conhgure one outside (FD chent) and one insid...

Remove configuration of one outside (PD client

Confgure DNS with the help of TextObjects dn...

Ramowve tha DNS configurations.

Configuras eigrp. 1. Conhgures naxt hop. 2. £o...

Configures interface parameters for eigrp. 1. C...

Clears eigip configuration for an AS

Clears eigrp configuration

Displaying 1 - 20 of 48 rows Paga 1

SECURE

lJoo9d (ACL). Josli 23> Io)lz > Ix)lz Jlisu wog > Jlisw Ylisps [doedp W6 1J9uo9d 1Jpsmes.

Name:

OBJ-FC-CONTROL-PLANE

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Inzamn » ] Deplayrnent: Once - Type: Append
o Insert Policy Object  *  Text Object

Insert System Variable »  Network

Insert Secret Key Security Zones
Standard ACL Object
Extended ACL Object

Route Map

¥ Variables

Proparty

Name Dimension Default Value (Type:Name) Override Description

No records to display
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Insert Extended Access List Object Variable

Description:

Awailable Objects & 3 hject

arch NWANTED-COUNTRY i

lJuo9,s 13. lzldé Blispes Joedp Vs IJ9uosd (ACL) JIlisy FlexConfig
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woslEs uwlo, 1Jlgle):

access-group "variable name starting with $ symbol" in interface "interface-name" control-plane

sooze 03l s peld Uie, IJolds: IU3s suvodre poés) Slisps Idoede B Idsuesd (ACL)
I3s op louulio B 1Ugbes 2.3 igJlo 'var-ACL-UNWANTED-Country' Jel sJ.s:

access-group $VAR-ACL-UNWANTED-COUNTRY 1in interface outside control-plane

030 05 IJbys96 IJos sgo wdysuol wol Vs ulwss Jliisy FlexConfig: wgs 3JJ: a5 1Jj) "gob”
JIYJeld Jlisy, FlexConfig.



Mame:
OBJ-FC-CONTROL-FLANE

Description:

4. Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

Insert » =] Deployment:  Once

access-group SVAR-AY

¥ Variables
Dimension

SINGLE

IUgo9s 4. cpolz IS obusd odssy Jise FlexConfig gJs FTD. sJosl loedd 1Js 1Jizojs >

FlexConfig.

Firewall Management Center

Objects |

Analysis Palicies

FlexConfig Object

AAR Server

Access List

FlexConfig Object include device configuration commands

Extended
Standard
Address Pools
Application Filters
AS Path
Cipher Suite List
Comrmunity List
Distinguizhed Name
DNS Server Group
External Attributes
File List
FlexConfig
FlexConfg Object
Text Object
Geolocation

Interface

TNWANTED-COUNTRY in isterface outside co

Default Value

Devices

NTED.

Objects

Device Management
Device Upgrade
MNAT

QoS

Flatform Settings
FlexCanfig
Certificates

Eigrp_UnCor

Key CH
Network

Pl

IJg1096 4.1, & o 1o, 896 "wog 238" 13l Jp sJu ould FlexConfig wp luuulde J FTD IJgl o o
19 8p wozssy wog FlexConfig 1e9z9>.

Eigrp_Unconfigura_All

Froperty
{Type:Name)

Type: | Append

Override

Integration

VPN

Site To Site

Remote Access
Dynamic Access Policy
Troubleshooting

Site to Site Monitoning

Description

Deploy  Q

Troubleshoot

File Download
Threat Defense CLI
Packet Tracer

Packet Capture:

" help of TextObj

eigrp Juration.

Displaying 1 - 20 of 43 rows
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New Policy
Name:
FLEXCONFIG-POLICY

Description:

Targeted Devices

Select devices to which you want to apply this palicy.
Available Devices Selected Devices

C, Search by name or value FTD-CONTROL-PLANE

lJuo9,ys 17. wessu goly yvsluwé FlexConfig
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Integration & @ adminv | Jul

Flrewall Management Center Arivisle . P e

FLEXCONFIG-POLICY

Enter Description

% Selected Prepend FlexConfigs

Available FlexConfig ~ FlexConfig Object 1
= R MNarme Description
X

 User Dafinad

" OBJ-FC-CONTROL-PLANE
~ System Defined

" Default_DNS_Cenfigure

Default_lnspection_Protocol_Disable
? Default_Inspection_Protocal_Enablo Selected Append FlaxConfigs
* DHCPwE_Prafi_Dolegation_Configuna r
DHCPvE_Prafic_Delegation_UnGonfigure ] Description
% DNS_Configure 1 OBJ-FC-CONTROL-PLANE

DNS_UnConfigure

IJuo9,6 18. wessu Jlisu ywsluwé FlexConfig
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firevall Management Center Overview Analysis Policies Devices Objects Integration Deploy O ™ & @ adminv | s secure

Dewvices |
Q Deplay All

FTD-CONTROL-PLANE Ready for Daploymant

FLEXCONFIG-POLICY
Selected Prepend FlexConfigs
FlexConfig Object
X

m Defined
' Default_Dh hgure:
Dotault 0 1 device is available for deployment
" Default clion_Protocol_Enabie L
. . Selected Append FlexConfigs
" DHCPvE_Prefx_Delegation_Configure
DHCPv6_Prafix_Delegation_UnConfigure e

' DNS_Configure 1 OBJ-FC-CONTROL-PLANE

DNS_UnCe
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Flrl'ewa” Management Center Overview Analysis Policies Devices Objects Integration ¥ & @ adminv | Ul secuRe

1 device selected

Tila
B Device s e - Sroup Last Deploy Time

« B FTD-CONTROL-PLANE Saep 5, 2023 12:05 PM E l Ready for Daployment

« Flast Configuration

Tempiste Policy: FLEXCONFIG-POLICY

L3
(2]

IJg96 5.2. wgs 3Jd. pusbo, by "oldss o™ &p luowd oedsdl Jogdw o 9polugs

Deployment Confirmation

You have selected 1 device to deplay

Deployment Notes:
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Validation Messages: FTD-CONTROL-PLANE

v KRN IEREEETE KRN

PGTEMPLATE. TemplatePalicy: FLEXCONFIG-POLICY

v | waming: FlexConhg policies intentionally o not contain extensive input validation, Please ensure that the configurations in this FlexCanfig pelicy are
cormect. Incormect configurations will result in a falled deployment that may cause a network interruption. This is only a generic warning and s not
an indication of an incorrect configuration,

IJues,s 22. weds) FlexConfig 1Jglue wouu, FTD

IJgb9s 5.4. olds oo wele wuiy IJwoz J FTD.

Firewall Managemem Center Owerview Analysis Policles Devices Objects Inte-gration Deploy  Q - £+ @ adminv | - cECURE

Device Inspect intermuption Type Last Deploy Time Proview Status

FTD-CONTROL-PLANE FTD Sap 5, 2023 1205 PM Completad

+ Flox Configuration

Tempiate Policy: FLEXCONFIG- POLICY
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> clear conn address 192.168.1.10 all

Jeuwe IUlouoldle IJoguls Juvwds e sé widedol:

> clear conn address 192.168.1.0 netmask 255.255.255.0 all

Jeuwe Jlouoldle ldogubs Jublg pu gulysy IP:

> clear conn address 192.168.1.1-192.168.1.10 all
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S ECURE

Cisco Secure Firewall Device Manager

Usemame

Passwaord

IJue9,6 24. LoBes wywesd 1U>¢gsd |Js FDM

lJglogs 2. weolg lJs lugvle yvods Jlsy. Josli lueyd [Js IJdlsule:

- =
Firewall Device Manager IL'E 0 - A @ @ : D v il SECURE
: Monitaring Policies Objects Davice: firepower * Administrator = N
Maodel Software VDB Intrusion Rule Update Cloud Services High Availability
Clsco Firepower Threat Defense for Vidwa... 7.2.5-208 3530  20220511-1540 i Mot Registered | Register Not Gonfigured

-
[on ] & Internet
i or Ubweare

G e - ol - o

Interfaces Routing Updates: Systemn Settings
Conneciad here are no stah utes yer Geolocation, Rule, VDB, System Upgrade, Management Accass
Enabled 3 of 3 Security Inteligence Feads Logging Settings

3 : : DHCP Server | Relay
View All Interfaces > View Configuration b View Configuration >

DONS Service
DNS Server

Ml

it Interface

Smart License

Hostname

Backup and Restore Troubleshoot
DATE A file " a)

n 89 days

Time Services

Juo9,6 25. Jggé ldpedsple lUissuwsséd J FDM
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: . o == == )
swall Device Manz = i = @ . . @ : admin L el .
Firewall Device Manager Monitoring Policles Objects Dervice: firepower e @ = Administrator asco SECURE

Object Types Network Objects and Groups

6 abjects Y Filter B ”

Preast filers: Syatam datined, User defined

1 IPvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

2 IPvA-Private-172.16.0.0-12 NETWORE  172.16.0.0/12

3 IPvd=-Private-192.168.0.0-16 NETWORK  192.168.0.0/16

4 any-ipvd NETWORK  0.0.0.0/0

5 any-ipve NETWORK =0

& IPvd-Private-All-RFC1918 Group P4 =Private=10.0.0.0-8, [Pvd-Private=172.16.0.0-12, IPv4d-Private=

192.168.0.0-16

Secure Client Profiles

28 Cenificates

B Secrat Keys

IJue9,6 26. logvle IJJlisy

81096 2.2. §p ol 8 Igwp JIlse Iduinnds: 9255 wog IJubwds JJIliso: 98p wluolds
ewslu IP Ig guslo 1duveds 9 ubl@ golasu IP Jeblo§s 2,96 1Jey9) IJos sdie s9uoo0l Is
FTD. &p lud) W98 1J5) 09188 JIJeld Gvwds 1Jlse.

- s o3l Idpeld: wosrd Luwds IJdlisy Idos wpe odssooel [Js e, ozpele 1896 1JEl b ed
Juveds VPN 1Jgl)n6 oo IUuuwJds |.J-.'9_)f_._§6 192.168.1.0/24.

Add Network Object

Name

0BJ-NET-UNWANTED-COUNTRY

Description

Type
® Network () Host () FapN () Range

Network

192.168.1.0/24

IJu09,6 27. luolbs Jlse Lo ds

lJglb9eé 3. e 3Jd. weule l._J:s louvle Slisps wedp Vs 1U9uo9d (ACL) p9wed: Josl IUg ) o.
loedd Ids gdles lJowsse "ble" W IJ8lkses [Jedsl.



) o

« - o e ©&Oe0O
Monitoring Palicies Objects Device: firepower e @

Object Types MNetwork Objects and Groups

adrmin o atlialie - -
AdinStrator asco SECURE

=] 7 ohjects Y e +

L]

Preset fihers: System defined, User dafined

1 IPvd-Private-All-RFC1918 Group IPv4-Private-10.0.0,0-8, IPvd-Private-172.16.0.0-12, IPv4-Private-
192.168.0.0-16

2 IPvd-Private-10.0.0.0-8 NETWORK  10.0.0.0/8

3 IPvd-Private-172.16.0.0-12 NETWORK  172.16.0.0/12

4 IPvd-Private-192.168.0.0-16 METWORK 192.168.0.0/16

5 amy-ipvd NETWORK  0.0.0.0/0

& any-ipvé NETWORK /0

7  ODBJ-NET-UNWANTED-COUNTRY NETWORK  192.168.1.0/24

[Juo9,6 28. Lodes lesble 1Jzol;

IJg1096 3.1. $p wldopssy Jiuwdd 9233 02 IJedsse pu prve IJodsse Ipadse Jel sdis.

' SECURE

Firewall Device Manager = 0 : == @ @ @ H admin
Monitaring Policies Objects Device: firepower L = Admimistrator

Interfaces Routing Updates Systemn Settings
Connected There are na static routes yet Geolocation, Rule, VOB, System Upgrade, hanagement Access
Enabled 3 of 3 Security Inteligence Feads Logging Settings
DHCP Server | Relay
View All Interfaces > View Configuration > View Configuration » e | ey
DDNS Service
DNS Server
. Managemant Interface
Smart License 89 Backup and Restore Troubleshoot )
- el . Hostname
Evaluation ax 1 ot vesacdl o Time Services
Tier: Not selected (Threat Defense Virtual
- Variable)
View Configuration > REQUEST FILE TO BE CREATED See more
View Configuration >
Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
T Includes: FlexConfig, Smart CLI Audit Events, Deployment History,
Download Configuration

View Configuration ? Configure > View Configuration > View Configuration >

lJues,s 29. IJodyso IJpw 90 FDM

196 3.2. & pu 1JJ926 Idsumys: wuodz IJs CL 3ds > Jlisule 9lud) lugvle Jlisy CLI
>3ds.




sii a2 == R
"1 Firewall Device Manager = = @ O.:'.- @ : admin v el op
[ i | v MIGEINArieg Monitoring Policies Objects Device: firepower (] . Administrator asce’ SECURE

Advanced ‘ Device Summary
Objects

Configuration

Smart CLI

DESCRIPTION

Objects

FlexConfig

| CREATE SMART CLI OBJECT |

1Jo9,6 30. Jlsole slzos Lulbs, 1Ulsle, (CLI) IUsdsé

1Jg 095 3.3. 5p luolds luwe JSlses lJoede s 1Usoed (ACL) IJpsuwes Jlouble Glsed
IUso9d 1deouwes pu IUBlsps 1dpouwsds JBIJw slzes uwbo, 1Jisle, (CLIY &p $p wodssy
G9lisp 1Jopde B 1J9,o9d (ACES) IJpbdscs oluweesle Jiiso 1ubods 1Uss o loublie b
U096 2.2 iedloc & 166y 998 15 29188 el Glises lJopde B [Us o9 (ACL).

Edit Smart CLI Object

Description

Extandad Accass st

Template

e ANY destination ANY

log-level INFORMATIONAL log-interval 200

IJue9,6 31. logile $lisped IJoedp B 1J9uo9d (ACL) IJeswed

% pdlzbo: bl Yoo welzs IJs 1uolwe 1Jpjss pu 923le ACE JG@lses Idwede wldsueed
(ACL). Bsedod IJdsle w309 a0 81 C2asd Iplsom 898 Suwly ACE Ields: &p
woboy odle udlb Blods JJud). ol edsoe &p 233 puolewds Jluolws 1Uess> pu
eldle Idozdp Ws 1Usuo9d (ACE).



IJgb9s 4. wg> 3JYe ceole IUs luuile Jlisy FlexConfig: Josl lowdd [Js 1UJses Idsuw)s 9235
FlexConfig > Jlisule FlexConfig. 9lu$, 998 louule Jlisy Flexconfig.

Lol amm— —
i) o T= [ ( ) @ .@ (:) H admin = afuln oo URE
Monitaring Policies Objects Davice: firepower . H Administrator i emge 2ELUR

Device Summary

FlexConfig Objects

Advanced
Configuration

Smart CLI

DESCRIPTION

Objects

FlexConfig

FlexConfig Objects

CREATE FLEXCOMFIG OBJECT

IJuo9,0 32. Jlsule FlexConfig

IJglogs 4.1. §p luolds luwpe JIlsy FlexConfig Jlugile Blispes Idozdpe Vs 1U9u09d (ACL) |Js
e w9s lJozdpe 9odysuol Jglyné JJglgos 1Ughzss Jel sds.
Loslgs uwb, 1igle):

access-group "ACL-name" in interface "interface-name" control-plane

SUgPe o3l |lJs puLJ |Jip_) |Ju|J§‘|J)§ SUVUEIR éks'oé LJQaéJro dgs lJso9J (ACL) I\Jr".9u”86
lJos wpe louulgol L9§ |.J'a]o_96 3.3 Ig.Jlo 'ACL-UNWANTED-COUNTRY"' Jpl sds:

access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

030 0 IUbys 96 IJos Sgw wdssuoel wol Vs ulwis Jliisy FlexConfige wes 3JJ: a5 1))
"0918 8" JlJpld Jlisy FlexConfig.



Create FlexConfig Object

Mame

OBJ-FC-CONTROL-PLANE

Description

Variablas

=+ ADD VARABLE

Template par ) Reset

Eroup ACL-UNWANTED-COUNTRY in interface o

Megate Template 1} Resat

'S5 - Broup ACL-UNWANTED-COUNTRY in interface outside control-plane

IJuo9,6 33. lousle Jlse FlexConfig

lJglb9é 5. luwyd IJs wog FlexConfig. Joil IUg, Lo luwdd IJs wog FlexConfig > FlexConfig.
9lud, B98I, '+ 93> Jlisy FlexConfig 1Uss wpe louulde B IJgbgs 4.1 IgJlo.

E PrallDscs Sianaa b 4 . - - 2 - admin aluetfie =
|l__'—] PR Maonitoring Policies Objects Device: firepower @ @ @ H Administrator | €1%¢@ SECURE
Advanced Device Summary
Configuration FlexConfig Policy
Smart CLI Group List Preview

Objects
T

FlexConfig |® M oau-ro-conTROL-FLANE (]
Flen Create. raw FlexCanfip Object CANCEL “

FlexConfig Policy

IJuo9,6 34. yusluwé FlexConfig

lJglo9é 5.1. we 99 pu i pelsuwo FlexConfig wg)uo IJodssu Iduozse Jblses IJozdp WS
IUsuesd (ACL) IJos we luubldel slud) eds iy 1Jedb.



i o == > . d
I Firewall Device Manage! » == =, @& @@ o e t]
1—| HENS i nager Monitaring Policies Objects Device: firepower e @ = Administrator asco SECURE

Device Surmmary

Configuration FlexConfig Policy

—— Group List Preview
+

¥ in interface

Objects
B OBJ-FC-CONTROL-PLANE

FlexConfig

FlexConfig Objects

FlexConfig Policy

IJu29,6 35. pelsus ywsluwé FlexConfig

lJgb9é 6. 9p vuuv) vessle ldodysy IJs FTD IUss wyss gelswo Los ogple 1U896
lUszubsé Juveods VPN o3l Iuwow lods 898 b IJuui s 1d8kses Idedsl 90288 pu
woRd wEssule Idodssy IJos uvsoe vyl &e lud) W98 "vuy IJIL".

Pending Changes

@ Last Deployment Completed Successfully

pement Histary

Deployed Version (05 Sep 2023 02:27 PM) Pending Version

o Network Object Added: OB.J-NET-LUNWANTED-COUNTRY

subType: Network

valuer 2.2.2.8/04
isSystenDefined: false
dnafesolwtion: 1FVA_AMD IPVE
description:

namenr OB NET-UMRANTED. COUNTRY

@) FlexConfig Palicy Edited: default-group

FlexConfiglbjects:

© Extended Access List Added: ACL-UNWANTED-COUNTRY

entries[0)]. logging: DEFAULT
entrias[0].setion: DENY
name: ACL-UNHANTED-COLWTRY
entries[8]. sourceletuorks

MORE ACTIONS ~

lJuos,o 36. Idouui, Idpedd

lJglo9é 6.1. we 9l pu velz uuy IJuog.



Pending Changes

There are no Pending Changes yet.

on 05 Sep 2023 11:08 AM,

2 in the Deployment History

1Ju29,6 37. wp lJouiny wuele

IJgbgo 7. I3l Ypo wlugile Glisps wpde Vs IJ9ue9d (ACL) gasse J FTD IJglue o I_9 Bl Ypw
oSy Vlispd wede 092920 8> IUluwedsle wuvdd wyvb: ey Idpoe [l o wEgss)le
IJodssy Idos op lplsel Jl cobod sds Idlogoldle 1Jos wp logilyel wldwed  FTD.

seldolds: vrole IUs puve peladle Idlouald 1duuibs J FTD sl Jdewesd eds 3Jd: Ge
Ndleuold wslzesd Lub, IUlsle, (CLIY IUglL06 o FTD seuwz Idlouoldle IJouibs Jel sd.s.

Jeuve Idlouald IJognb Jewslo IP Jeuosd pesu:

> clear conn address 192.168.1.10 all
Jeuwe Idleuoldle 1douibs Juvwds B)esé wlidedol:
> clear conn address 192.168.1.0 netmask 255.255.255.0 all

Jdeuwe IUlouoldle IJogulbs Jublyg pu gulosy IP:

> clear conn address 192.168.1.1-192.168.1.10 all

~ pdlzbs: $9L0S w6 luweesle 1UIJps Il uss all" B wolss loy suslo IUpeess
sl oz Jb,0o LlJs peladle louald 1396 IUglubes Juveds VPN Iduuibs [Js 2ol
IUzelsd Ilpw: wubdd sissuws eusel ©89p boses og9p §96 VPN IUEILLes lbJlg



N 100zl Jpzlsdic Ileuold 1elo s,

odasu Blisps Idoedpe Vs 1Uguo9d IUs puwess [Jogde J ASA Clgwegsle CLI

03l 09 IJlp)le IU3s weole IJs pologwo B 9lzos yulo, l9lo, (CLI) ASA JoJ9su ($lised lJogde
WO 1J9uo9d (ACL) Jpuwwss Idopde Jeb) ogple 1U990 1Uszuvss Juvewds VPN 1Jgl)se Js
lJglgod IUgheso:

IJglogs 1. gued 1Usgsd 1Js 2ol 1deelss IJleo ASA e, CLI gleLod eds IJsue9d IJs "configure
terminal" Jpel sJs.

asa# configure terminal

IJg1096 2. Ipwegop Uies IJelds Jodaso Slsps cede S IUsuesd (ACL) pumes Jeb, eoslo
IP JJesosd 9 guslo Iduvods Joyds 1deg) IJos sdse zloyol |[Js ASA.

- s o3l Idpeld: spdod louile Blises cedpe Vs 1J9uo9d (ACL) 23856 wwps "ACL-
UNWANTED-Country" 9 ws9ss 1b¢gld ACE 1U3s wp wdosuoe IJs pug ozele 1U996 [JEl i ed
Juveds VPN 1@ p6 pu Iduvedo 1J8)es6 192.168.1.0/24.

asa(config)# access-Tist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

IJg96 3. [quegse IUle, IJolds access-group Jodsse Blisps ldopde b 1Usuo9d (ACL) "¢,
IJe,r€9¢ Ssol-country” J$lises Idezde S 1Jsuo9d (ACL) lds puvess IJozde Jslgos ASA
IJghzss.

asa(config)# access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

IJglo9s 4. 131 Geo Llugile §lisps wede B 1J9uosd (ACL) 22836 9 I3l Bpo wopsy Blses
Slisesd $lisps 9> IUluwesle wubdd vubl: Bpu IJpoe o)l v céssle IJedsse Idos e
l2190l Jl cubod eds Ilouoldle 1dos op logbldel Lldded IUs ASA. suldelds: Bloo welzs
IJs puve pelodle IUleuold IJogule $395! Ids ASA. Josdl I wowe logwe IUlooldle 1Jounlos
Jol sds.

Jeuwe IUleold IJugil Jguslo IP Jpuossd pesu:



asa# clear conn address 192.168.1.10 all

Jeuwe IUlouoldle IJoguls Juvwds e sé widedol:

asa# clear conn address 192.168.1.0 netmask 255.255.255.0 all

Jeuwe Jlouoldle ldogubs Jublg pu gulysy IP:

asa# clear conn address 192.168.1.1-192.168.1.10 all

S pdlebs: $9LoS w6 luweesle 1JIJps Il uss all" Bs wolss 1oy guslo IUpeess
IJsluoe Jb,00 1518 peladle louald 1§96 1Jgluies Juvwds VPN IJo uls 1Us 2ol
IJzelss 1Jlpo: wuvdd Hissums evel ©89p bouses ozgp 996 VPN IUElLbes ClbJld
ozl Jeelydle IJleuold Idelows.

o J9su wasd Jeb, Iozele Jesl) 1Uzelss 1Ulew wlguegsle IJie, 'shun'

9 2lJs 9g9> E.t?l.) B9, Jeb) 1ogele Jesb 1Uzelss IJlpu: spdud luwedsle IJio, "weuw
Swse JJ o3l 1dle) b)) Idleuoldle pu puosd polze.

- wped weuw EWIL IP sup s 3Jd [uwdlb zese IJlouoldle Idpguedodss po guslo IP
lJpuos) 9ouwesdol zos wope Ii1Js 9bsws IUzb, 295l

- 50 Sbusd 3898 Iz, 1Ugluos wodl Iiey uwsle Jlo louald wewslo Ipuossd I pess
ool 2ldesl e JI.

-5l Bpe opass £uslu 1U9z06 9pulds Idpuo) 91U9z0s Sldwsesdsd. Slue w@se wluwdlb
louold 1ebluds ldluelds 1s suoe lushs eds zest Idlouoldie Idpuwododss oo IP
lJe25,

IJewslor sop wruw zese IJloualdle Idpwodedssd 9dsuw Béb odd ldos obled
pedplo IUlouold [Jpe36 oo.

- spdud IJzuo9d eds OneConnectCommand W9l JJJ gugly IP Jdeuos).

- Jio Uip_) Swp luwwgsleo Jzb) IJogele wuvdd ssulpsds: VOluo Jl swp g)u00 Vs wdysy
lJoosss Jgolj Id>sle.

- e bldé wdosy 9lgod wwp i@ubl Llds zpse lJgsble IJpouods wodd 1Uslzos.



- LPslEs o) wroy!

shun source_ip [ dest_ip source_port dest_port [ protocol]] [ vlan vlan_id]

- Joglbsd Huwlds el luwegse IJuosgs No po 03l 1Jie):

no shun source_ip [ vlan vlan_id]

Joguw guslu IPgrou'oL:sQQ‘ Ep luwees eds Idoes IJolds Jzsb 1z plsé 1Ules. BOs o3l 1Jpeld.
Swp luwedsle IJle) 'shun' Je b, oz ple U896 1Uglbeo Juvwdo VPN 1Jglss pu ol IP
lJeuo>, 192.168.1.10.

eold lJodosy J FTD.

Uzbss 1. 3 wopmasd 1esd s FTD g slzos uwlos Wisles (CLD sde wobosd le

<ffroot>
>
shun 192. 168. 1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

IJglo96 2. spdud luwegsle I9le, IJe oo 1doldss Joldss golssy IP Es) [Jpuuegsps b FTD
9186 €35 pyle 1U9uo9d € Idpuwerpd JUJ euslu IP:

<tfroot>
>

show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O
>

show shun statistics

diagnostic=0FF, cnt=0



outside=0ON, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:00:28)

euld IJodosy J ASA

IJsbo96 1. uad 1Usg9d 1Js ASA gy CLIgbw oy IUJgws Jpal sds.

<#root>
asa#
shun 192. 168. 1. 10

Shun 192.168.1.10 added in context: single_vf

Shun 192.168.1.10 successful

IJg196 2. spdud luwaésle b9l 1Jg oo IJeldss Joldss solasu IP sy lpuwaéspé bs ASA
9186 €35 pile 1Usuo9d €y Idpuwerpd JUJ euslu IP:

<#root>
asa#
show shun

shun (outside) 192.168.1.10 0.0.0.0 0 0 O

asa#

show shun statistics

outside=ON, cnt=0
inside=0FF, cnt=0
dmz=0FF, cnt=0
outsidel=0FF, cnt=0
mgmt=0FF, cnt=0

Shun 192.168.1.10 cnt=0, time=(0:01:39)

S pdlebé: JJauosd £Js £33 pu Idpedssle 29d Ile) "crow 2ol IJzelss 1Jlp0" Llze saze
loo L oc8le g0 wodss 2ol Lz elisé 1 lee, o0 Cisco

lJozd pu lduoes


/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162
/content/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense/s_8.html#wp2495710162

Joid§) odg@gfélcsroé lJozde WS 1J9ue9d (ACL) IJs puveys Idogde WS 1Usuoe Idpul vy
Jeob Idgelsé 1dleu &p Bp wldpologd sds Idugy IJelds:

IJg 98 1. wad 189 1Jss 2ol 1Jzelss IJlew g slzoé wb) Ilsle) (CLI) 98e wouiésd
IJsle, IJeldss Joldss clbosd cdso $lises Idogde B 1dsuosd (ACL) IJs puwess
IJozdp.

peld 18lz JFTD eop bbloo woluulbs FMC:

<tfroot>
>

show runni ng-confi g access-1ist ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny 1ip 192.168.1.0 255.255.255.0 any

>

show runni ng-confi g access-group

*%*%*QUTPUT OMITTED FOR BREVITY***
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

pold 1&)le JFTD 1Uss oop blhoo wluubs FDM:

<#root>
> show runni ng-config object id OBJ- NET- UN\WVANTED- COUNTRY

object network OBJ-NET-UNWANTED-COUNTRY
subnet 192.168.1.0 255.255.255.0

>

show runni ng-confi g access-1ist ACL- UNWVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any4 log default
> show runni ng-confi g access-group

*%%QUTPUT OMITTED FOR BREVITY*%**
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

pelJ 1JIg)lz J ASA:



<ffroot>
asa#

show runni ng-confi g access-1ist ACL- UNWVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY extended deny ip 192.168.1.0 255.255.255.0 any

asa#

show runni ng-confi g access-group

*%*%QUTPUT OMITTED FOR BREVITY*%**
access-group ACL-UNWANTED-COUNTRY 1in interface outside control-plane

IJeloss 2. Juldss Slises Idopde B IUguesd (ACL) eds puwess Idoede IJos wése web,)
298 1Jpa9) 1dplodsws: Igucese IJin, packet-tracer Jogldls louold TCP 443 1sl,s 1Js Islzod
lJgbzso Jesb Ideelsd [Ulpo: &p luwasle 1Ule, show access-list <acl-name> . sgo jslé g5
Pl 9u09d Slisps IJozde S 1dsuo9d (ACL) B IJ )8 sop Sisol 2b) loyold §98 VPN
IJeubslissé weoly Idzelss IUleo woluwbs Slised IJozde Os 1Usu09d (ACL):

- B 03l IUpeld: 589 IUip, packet-tracer . ppldls lo old TCP 443 §lsp o lJzu09d £Js0 pu
lJposd 192.168.1.10 95w p w9zsoo [Js guslu IP 1JgLzs Jzob 1z elso LJLOQ lJgluo wul.
S99 [g)lz 'packet-tracer' 2,Jo 1Up,9) IJos swp luvdlbol 958,02 181z 'show access-list' jshble
g3 el 19uesd J8lises IJozde Ws 1Jsuesd (ACL) Jpuwess Idoedpe 1Upsesss:

peld 18)lz JFTD

<#root>
>
packet-tracer input outside tcp 192.168.1.10 1234 10. 3. 3. 251 443

Phase: 1
Type:

ACCESS- LI ST
Subtype: Tlog

Resul t: DROP

Elapsed time: 21700 ns
Config:
Additional Information:

ResuTt:

input-interface: outside(vrfid:0)
input-status: up
input-Tine-status: up

Action: drop

Time Taken: 21700 ns



Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-location: frame 0x00005623c7f324e7 flow (NA)/NA

>

show access-1i st ACL- UNVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY 1line 1 extended deny ip 192.168.1.0 255.255.255.0 any (

hitcnt=1

) 0x142f69bf

pold 8,1z J ASA

<#root>
asa#
packet-tracer input outside tcp 192.168.1.10 1234 10.3.3.5 443

Phase: 1

Type: ACCESS-LIST
Subtype:

Result: ALLOW

ETapsed time: 19688 ns
Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 2
Type:

ACCESS- LI ST
Subtype: Tog

Resul t: DROP

ETapsed time: 17833 ns
Config:
Additional Information:

Result:

input-interface: outside
input-status: up
input-Tine-status: up

Action: drop
Time Taken: 37521 ns
Drop-reason: (acl-drop) Flow is denied by configured rule

, Drop-Tlocation: frame 0x0000556e6808cac8 flow (NA)/NA

asa#



show access-1ist ACL- UN\WVANTED- COUNTRY

access-1ist ACL-UNWANTED-COUNTRY; 1 elements; name hash: 0x42732blf
access-1ist ACL-UNWANTED-COUNTRY 1line 1 extended deny ip 192.168.1.0 255.255.255.0 any

(hitcnt=1)

0x9b4d26ac

N LUlebs: sl op cotss 2 RAPN ped Ginods VPN 1Jgl06 olg s ITeo oo Cisco B
2oL Izelss IUleu: Sspdo zsuss lale pzlads louald 288 8s6 2oL 1Jzelss IUlew
Jeldss gpd Slisps 1doedp S 109009 Jpuwess Idoedp Jpl 09 pesde Jeb) s
lJea9, Ideplodyos.

IJIgble 3l 1JuoJé

* oo | leueldle gpsd AnyConnect IJpuwe o [ds IJpsde 1UedlSs: persd wuoese
IJIgble oo Cisco CSCvs65322


https://tools.cisco.com/bugsearch/bug/CSCvs65322

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



