odyso wezles Buvd ISP 1Jes592 J FTD 1Jesl,
w9l wlos FMC

lJpzogsle

l lJozbsb b Jo

|Jp 95006

S92z 03l ldpuwows Jsdsse wdysy welys Wuvd ISP 1Jejr9z wluwegsle PBR g IP SLAs gJs
FTD IJ3s wop bhoo w9l ywlbs FMC.

JeobJole Ul uss

lJeobdolo

w9os Cisco g_;ig') oJ9o s pgy96 wldesluose 1Joldss:
* IJosese Idpuwows [Js Iduwsluvs (PBR)
¢ Jol¥s6 pwe9s 306 w9w9ded IJlue,ue (IP SLA)

* oy bbl,6 Firepower (FMC)
» Firepower Threat Defense (FTD)

lJpdovlo Idpuuweispd

ouwowd Idpedypele 1Uglyo WO o3l ldpuwens 1Js luosble Idolez 9ldedsule 1Jpebss Ideldss:

« FMCv 7.3.0
« FTDv7.3.0

op qu.uls: |JPEJ_9|D|U |J9I_,.>o -_9‘5 o.>| UrouuuLp ,ou I._Jlao_,o I._J,ogag.w n_9§ R PEPJ~5° tluoo



peJ9ple lgwlywso
wb,6 glpé gds psié wedw Idpuwl) Ideloo

oose 2830 "wede Idpul IJeloe” J FTD |gueésle louold o ISP elugs Vs 21ds £30 w99,
1 Iedzs lplous. 9p0 led c2ds 031 1Jedsl $89s "wrolez Idbowld Bl Iounes
(FTD)" b puwl) Slow w038 o)l 906 w@9p wupssso. eylde gpdso SSLA [Josd wlyueésle
bJole oss ICMP 1U>9,86.

Blde soe odds > wods Suwsoe leooh IUJlisy pebdl ssepe LlJs Idpuwly Idpdeso po
229d lJogzse. sop luwoddle puvh vt leoslbs we wdsuo puwedl wadl pu Idpush 1Uss
e Lldoe. sosuel sdsu punh Idouwe Idlzoslbs s> Idlgwaésle wsluad gpdss o)l 9w
SLA peladlwol JJsue9d 1Js 0309 1dpsl§uws.

Swpzr? w9, 1Josd p)8 Is: sop luvowsld 1deuul 1o B 229d IJogzse: Jpl oop LIS
puvh oyt Idlzeslbs.

Sedud IUlu odoso 1desss pu lplele lehé wozse IJozydle IJoldss 1Jpuwenss [Js
IJuwslows B vd g 19w gudel woblod 2y 1des9) pg pelss) Idpuwl selad Iduble
lel>s worso 26 1dpsg) IUs euldsu IP wldesose IUss wease zos cuge.

w9, IJpsjo eds iaoj& FTD Uo;g ouved IJluosly 7.1 9ldos wop bLwel Jlzgl woluwbs
lJluosly 7.3 po FMC gldlosble [dlzse.

lJodosuy

lLuwe Idogbsbs Jduvods

O@3p 030 196 poldl eds e lJogbsbs JJuveds.

ISP1 Internet
10.115.117.1

ISP2 Internet
172.20.20.13

IJuo9,6 1. pold eds Iyuwe IJotbsbs.



ISP1=10.115.117 .1

ISP2 =172.20.20.13

lJodosule
lJglbes 1. odysu Jlsule pyl§u6 SLA.

eds 9220 lJoedp Vs bLoe 1UJ9es IJlwlwsé (FMC). 1o dd [Js Object > Object Management > SLA
Monitor > Add SLA Monitor Jliso, gl SLA 1Uglue weoldso IPJ ISPgiubdo.

Juluws SLA JJguls I e, luoss Idigulunss (1SPL).



Edit SLA Monitor Object

MName: Description:
| saL

Frequency (seconds): SLA Monitor ID*:
60 1

{1-604800)

Threshold (milliseconds): Timeout (milliseconds):
S000 5000

s e b i m .\_.I:l.-.- -\.l:l-
|_'\. 'E'\-I-I-'I:l_l 1 'E'I- q'\.l L) ('

Data Size (bytes): ToS:
1]

Number of Packets: Monitor Address®:

B ' 10.115.117.1

Available Zones
0, Search Selected Zones/Iinterfaces

Outside

lJuo9,s 2. |bly odosy uvlyué SLAL

Uiluis SLA JJdgobys Il e,lonss Idelosss (1SP2).



Edit SLA Monitor Object

Threshold (milliseconds):

| 5000

(0= G000

Data Size (bytes):

Number of Packets:
1

Available Zones
o, Search

Backbone

IJuo9,s 3. lbl) odosy yulyvs SLA2.

Description:

|

SLA Monitor ID*:
| 2

Timeout [miliseconds):

| 5000

-~ o5 '\.'\.I:d'l
15 E.-—i-.--\.'-.- Bl

To5:

| 0

Monitor Address®:
[ 172.20.20.13

Selected fones/Interfaces

Backup

e ]



1J21096 2. oo ldpuwble 1delows wluueisle susly Idegul.

eJs 9220 IJogdp B bl [JJszs |Jiu.u|u.u.§5 (FMC). luedd |Js Device > Device Management > Edit the desired FTD > Routing >
Static Routes pwllo IJlguolissle sl_ool olgwegsle uluué SLA IJoeses.

Sew o odau Uoluvs SLA os Idos wlde Iduslus I el uoss.

IUpuwlh Ieloo ddewhs IJIdesluass IJipuluss:

Edit Static Route Configuration 7]

Type: o |Pvd 1P

Interface®
outside ¥

(Interface starting with this icon [Bssignifies it is available for route leak)

Avallable Network O - Selected MNetwork
. Search any-1pvd

10.10.10.1
10.117.0.250
10.34.24.0
172.16.0.20
172.20.20.13
192.168.1.20

Ensure that egress virtualrouter has route to that destination

Gateway
10.115.117.1 v [ 4

Tunneled: (Used only for default Route)
Route Tracking:
SAL1 v |+




IJuo9,6 4. ulW3s wdssu IJpuwly IUelow JJglzos 1Jghzss.
el Ideloe Jdgols IUIBe,)luoss IJelugss.

Edit Static Route Configuration

Type: o IPvd IPvE
Interface*
backup v

(interface starting with this icon [ signifies it is available for route leak)

Available Metwork O T Selected Network
Q, Search any-ipvd

10.10.101

10.117.0.250

10.34.24 91

172.16.0.20

172202013

192.168.1.20

Ensure that egress virtualrouter has route to that destination

Gateway

172.20.20.13 r | +
Metric:

254

Tunmehed: (Used only for default Route)
Route Tracking:
SLA2 v | +

IJue9,6 5. uldss wdysy lJeuwl)y Idolow Jslgesd [Jouwe IJlzeslbs.

IJgbo96 3. wdssu IJpuwble 1wl uss JJuog.




loodd lJs Device > Device Management > Edit the desired FTD > Routing > Policy Based Routing, [_olw8é PBR. 9l¢ <, 9lz06 1U>g9J.

Add Policy Based Route

A policy based route consists of ingress inlerface bt and & oot of malch criteia associsied 1o egrets intertsces

Ingress Interface”
Select

Match Criteria and Egress Interface
Specily forward sction for chermen match critir

There are o fonwand-actions defined yet. Start by defining the first ane

IJuo9,6 6. ulwss wdysy PBR

odosu lplele lgbé IJugzso.

o ge, Blisps cpde B 1U9u09d 23858 wuss pbludeol 9 G Lluoldeol.
+  l¢e,IPAddress oo, Sendto lJgsh.

o B osl lJpald. 10.115.117.234 o5 gusle IPIJEl o o FTD 13z



Edit Forwarding Actions

Match ACL:* | all_ipvé_for_pbr | +
Send To:* | IP Address v |
IPv4 Addresses: 10.115.117.234 |
IPv6 Addresses: | For example, 2001:db8::, 2002:db8:1: |
Don‘t Fragment: | None |

"] Default Interface

IPv4 settings IPv6 settings

Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address

Verify Availability

[+

1Ju29,6 7. 0ld3s wdysu lplele lghe Iduszso.

Gp wldoprs) IJs Iuudd sluoluds Verify Availability §.spe ISPL.

Edit Forwarding Actions

"] Default Interface

IPv4 settings |IPv6 settings

Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address

Verify Availability
IP Address: Sequence: Track:

10.115.1171 1 1




IJue9,6 8. uldss wdysu lplele lglhs Iduszso.

I 0w IJgedsé Jolzos IJouwe Idlzeslbes. 9pe 3Jd: clds pu luwoesle Jliso Blisps wedp Bs 1Usuo9d peodd.

Edit Forwarding Actions 7]
Match ACL:* | internal_networks | + -
Send To:* | IP Address v |

IPv4 Addresses: |172.20.20.77 |

IPv6 Addresses: | For example, 2001:db8::, 2002:db8::1: |

Don‘t Fragment: | Mone |

"] Default Interface

IPv4 settings IPv6 settings
Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1,10.10.10.1 |
[] Peer Address

Verify Availability

[+

[Ju29,6 9. ulwss wdssy lplele lghs IJegzso

Iy 0w IJg pdss Vernify AvailahilitydJodsse sJdo 1Ty J ISP2.



Edit Forwarding Actions (7]

[_] Default Interface .

IPv4 settings IPv6 settings

Recursive: | For example, 192.168.0.1 |
Default: | For example, 192.168.0.1, 10.10.10.1 |
[ ] Peer Address
Verify Availability [+
IP Address: Sequence: Track:
172.20.20.13 2 2 |

1Ju29,6 10.0288 pu wdsso 1Jwes,.

wzdd pu weed IJodssy IUElue .

|} Firewall Maljagn.am_en_t Center Crvenview Analysis Policies Devices Cibjects Integration Depiy O & O @

FTDb=-osmontoy

Cisco Firepower Threat Defense for ViiWane

Dervice Routing Inerfaces Infine Sads DHCS VTER

Policy Based Routing

Specify ingress intarfaces, match critenia and sgress interfaces to route trafic accondingly. Trafic: can e routnd across Egress intertaces accordingly

Configues Interince Prioeity -

Ingreas Intaitasas Misteh £ riteris s farmitd sclion

vianz816 - P
_igd_Po_pbe 10116117234
Internal_networis 172.20.30.77

IJue9,s 1. wJdosy PBR

Ueedd po lduoes

S IJ9uesd 1Js FTD po I 1JEuk)é 1JTpws (SSH) sluwese 1ie, system support disagnotsic-cli 9.9 wouigsd 1Jisle,
IJoldsé:

show route-map: s&,u2 03l 1Jie, odase &rsbs IJpuwl).



<#root>

firepower#

show rout e- map

rout e-map FMC_GENERATED PBR 1679065711925

, permit, sequence 5
Match clauses:
ip address (access-1ists): internal_networks

Set clauses:
ip next-hop verify-availability 10.115.117.1 1

track 1 [up]

ip next-hop 10.115.117.234

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 10
Match clauses:

ip address (access-1lists): all_ipv4_for_pbr

Set clauses:
ip next-hop verify-availability 172.20.20.13 2

track 2 [up]



ip next-hop 172.20.20.77
firepower#

* show running-config slamonitor: sg,_o o3l IJiPJ wdysu SLA.

<#root>

firepower#

show runni ng-config sla nonitor

sla nmonitor 1

type echo protocol ipIcmpEcho 10.115.117.1 interface outside
sla monitor schedule 1 Tife forever start-time now

sla nmonitor 2

type echo protocol ipIcmpEcho 172.20.20.13 interface backup
sla monitor schedule 2 1ife forever start-time now
firepower#



« show slamonitor configuration: sg, 2 03l IJle) Bsp wJssw SLA.

<#root>

firepower#

show sl a nonitor configuration

SA Agent, Infrastructure Engine-II
Entry number:

Owner:
Tag:
Type of operation to perform: echo

Target address: 10.115.117.1

Interface: outside

Number of packets: 1

Request size (ARR data portion): 28

Operation timeout (milliseconds): 5000

Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE



Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

Entry number:

Owner:
Tag:
Type of operation to perform: echo

Target address: 172.20.20.13

Interface: backup

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 5000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 60

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

+ show slamonitor operational-state: sg ;o 03! 1Jie, IJelJé IJogbgsdsé Jepdss SLA.

<#root>



firepower#

show sl a nonitor operational -state

Entry nunber: 1

Modification time: 15:48:04.332 UTC Fri Mar 17 2023
Number of Octets Used by this Entry: 2056

Number of operations attempted: 74

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 17:01:04.334 UTC Fri Mar 17 2023
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

Entry number: 2

Modification time: 15:48:04.335 UTC Fri Mar 17 2023
Number of Octets Used by this Entry: 2056



Number of operations attempted: 74
Number of operations skipped: 0
Current seconds left in Life: Forever

Operational state of entry: Active

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

Over thresholds occurred: FALSE

Latest RTT (milliseconds): 1

Latest operation start time: 17:01:04.337 UTC Fri Mar 17 2023
Latest operation return code: OK

RTT Values:

RTTAvg: 1 RTTMin: 1 RTTMax: 1

NumOfRTT: 1 RTTSum: 1 RTTSum2: 1

« show track: sg,2 03l IJlp) IJpedsele 1pced8s Llddlsole IJos wp oedwol woluuwlbs gpdssé wedw SLA.

<#root>

firepower#t

show track

Track 1



Response Time Reporter 1 reachability

Reachability is Up

4 changes, last change 00:53:42
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

ROUTE-MAP 0

STATIC-IP-ROUTING O

Track 2

Response Time Reporter 2 reachability

Reachability is Up

2 changes, Tast change 01:13:41
Latest operation return code: OK
Latest RTT (millisecs) 1

Tracked by:

ROUTE-MAP 0

STATIC-IP-ROUTING O

e show running-config route: sg,_o 03l IJi,oJ odosu ldpuwl) 1delds.

<#root>



firepower#

show runni ng-config route

route

out si de

0.0.0.0 0.0.0.0 10.115.117.1 1

track 1

route

backup

0.0.0.0 0.0.0.0 172.20.20.13 254

track 2

route vlan2816 10.42.0.37 255.255.255.255 10.43.0.1 254
firepower#



*  show route: sg, o o3l Uip) 229d IJwsese Jglzole IJoslule.

<#root>

firepower#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of last resort is 10.115.117.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 10.115.117.1, outside

10.0.0.0 255.0.0.0 [1/0] via 10.88.243.1, backbone
10.88.243.0 255.255.255.0 is directly connected, backbone
10.88.243.67 255.255.255.255 is directly connected, backbone
10.115.117.0 255.255.255.0 is directly connected, outside
10.115.117.234 255.255.255.255 1is directly connected, outside
10.42.0.0 255.255.255.0 is directly connected, vlan2816
10.42.0.1 255.255.255.255 1is directly connected, vlan2816
10.42.0.37 255.255.255.255 [254/0] via 10.43.0.1, vlan2816
172.20.20.0 255.255.255.0 is directly connected, backup
172.20.20.77 255.255.255.255 1is directly connected, backup

rOunroroOor 0 nm

g0 Buud Idboulb gl gus:



+  show route-map: sg,,2 03l 1Jlp) o dssu ersbs Idpusly gus Bubd Loulb.

<#root>

firepower#

show rout e- map FMC_GENERATED PBR 1679065711925

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 5
Match clauses:
ip address (access-1ists): internal_networks

Set clauses:
ip next-hop verify-availability 10.115.117.1 1

track 1 [down]

ip next-hop 10.115.117.234

route-map FMC_GENERATED_PBR_1679065711925, permit, sequence 10
Match clauses:

ip address (access-1lists): all_ipv4_for_pbr

Set clauses:
ip next-hop verify-availability 172.20.20.13 2

track 2 [up]



ip next-hop 172.20.20.77
firepower#

+  show route: sg,2 031 1Jle) 239J IJwszsoe IUzss> JIJ 9lzos.

<#root>

firepower#

show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN

i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route, + - replicated route

SI - Static InterVRF, BI - BGP InterVRF

Gateway of Tast resort is 10.115.117.1 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.20.20.13, backup

10.0.0.0 255.0.0.0 [1/0] via 10.88.243.1, backbone
10.88.243.0 255.255.255.0 is directly connected, backbone
10.88.243.67 255.255.255.255 is directly connected, backbone
10.115.117.0 255.255.255.0 is directly connected, outside
10.115.117.234 255.255.255.255 1is directly connected, outside
10.42.0.0 255.255.255.0 is directly connected, vlan2816
10.42.0.1 255.255.255.255 1is directly connected, vlan2816
10.42.0.37 255.255.255.255 [254/0] via 10.43.0.1, vlan2816

nwnrroroOor 0w



C 172.20.20.0 255.255.255.0 is directly connected, backup
L 172.20.20.77 255.255.255.255 1is directly connected, backup

pedyple slo Lods
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