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Interfaces Routing Updates Systern Settings
Connected Thare are no Salic routes yet Gealotation, Rule, VDB, Systermn Upgrade, Managem:
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View All interfaces > View Configuration ¥ View Configuration ¥
DONS Service
DMS Sarver
5 Management interface
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Site-to-Site VPN Remote Access VPN Advanced Configuration Device Administration
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Gonfigure
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@ Important onfigure Snert

Set recurring updates

Inspaction Engine: 3.1,21.100=7 Downgrade o 2.0

Make sure the threat defense version is compatible with the FXOS version.
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Snoat is th Main inspasction enging in Secune Firewall
Threat Defense. It is used for intrusion and file palicy
analysis, S5 decryption, and layer 7 inspection,
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Systern Upgrade Intrusion Rule o2zt
Cusrent version threat defense: 7.2.3=77 Current version FXOS: 2.13(0.212) Latast Update on 18 Jul 2023
Canfi
e Sat recmrig updntes oo
Make sure the threat defense version is compatibile with the FXOS version. Inspection Engine: 3.1.21,100-7 Downgrade 1 2.0
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Snor is the main inspection engine in Secure Firewall
Threat Defensa. It is used for intrusion and file palicy
nnalysis, SS1 decryption, and layer 7 inspacticn.
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Confirmation
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Device Summary

Updates
Geaolocation 205 1103 VDB
Latest Update on 18 Jul 2023 Latest Update on 18 Jul 2023
Configure Configure
Set recuring updates Set recurring updates

System Upgrade
Current version threat defense: 7.2.3-77 Current version FX03: 2.13(0.212)

@ Important
Make sure the threat defense version is compatible with the FXOS version.
Learn mong (5

File: Cisco_FTD_SSP_Upgrade-T.2.4-165.5... [  Replace file
Upgrade to 7.2.4-165
Readiness Check Mot Performed Yet Rur
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Security Intelligence Feeds

Configure
Set recurring updates

URDATE FROM CLOUD

Intrusion Rule
Latest Update on 18 Jul 2023

Configure
Set recurring updates

0 running 1 completed 0O failures

MName Start Time

Upgrade Readiness 19 Jul 2023
11:62 AM

SECURE

Snort

Inspection Engine: 3.1.21.100-7 Downgrade 1o 2.0
Saar is the Fain inspection enging in Secune Firewall
Threat Datense. it is used for intrusion and fils policy

analysis, 5L decryption, and layer 7 irspaction,
See mare v

Dedete all finished 1asks

End Time Status

19.Jul 2023 @ Upgrade Readinass

TI:B& AM  Check Completed
Successiully
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Device Summary
Updates
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Latest Update on 18 Jul 2023 Latest Update on 18 Jul 2023

Configure
Set recurring updates

Configure
Set recurring updates

Configure
Set recuning updates

URDATE FROM CLOUD

System Upgrade Intrusion Rule :

Cumrent version threat defense: 7.2.3-77 Current version FX0S: 2.13(0.212) Latest Uipdate on 18 Jul 2023

Configure
Set recurring updates

@ Important
Make sure the threat defense version is compatible with the FXOS version.
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File: Cisco_FTD_SSP_Upgrade-T.2.4-165.5... [  Replace file
Upgrade to 7.2.4-165
Readiness Check Run Upgrade Readiness Check

@ Precheck Success
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Confirm System Upgrade

Befare starting the upgrade:

1. Do nat start & system restore at the same time as & system upgrade,

2. Do not reboot the system duing the upgrade. The systern automatically
reboots at the appropriate time during upgrade if a reboot is necessary.

3. Do not power o thi devies during the UpGrade. IAtamipting tha upgrade
can leave the system in an unusable state_

You will be logged out of the system when the upgrade begins,
Adrer 1he installation completes, he device will be reboated.

UPGRADE OPTIONS

Automatically cancel on upgrade failure and roll back 1o the previcus version
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Snort

Inspection Engine: 3.1.21.100-7 Downgrade 1o 2.0
Saar is the Fain inspection enging in Secune Firewall
Threat Datense. it is used for intrusion and fils policy

analysis, 5L decryption, and layer 7 irspaction,
See mare v
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Gecéncation, Rule, VDB, System Upgrade, Managemant Access
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View All Interfaces » View Configuration » View Configuration >
Smart License @ Backup and Restore Troubleshoot
View Configuration » Visw Configuration » e S Bt
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i, louble 2duwé SSH Uluweésle gusle IP JJblLs 1Jglue o FTD.

ii. Iuwegse 11, show version JJez 8l po Iluesh IJelds eds IJosId 1Jglue oo

Copyright 2004-2023, Cisco and/or its affiliates. A1l rights reserved.
Cisco 1s a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.12.0 (build 499)
Cisco Firepower 4125 Threat Defense v7.2.4 (build 165)

> show version

[ firepower ]
: Cisco Firepower 4125 Threat Defense (V6) Version 7.2.4 (Build 165)
: e55a326e-25cd-11ee-b261-8d0ffe6dde59
LSP version : Isp-rel-20220511-1540
VDE version H
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