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e bdole IJlul jusé
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w90 Cisco vig oJ9y s pgy96 wldpesluose 1Joldss:

* 8096 )5 bLs 2ol Idgelss Iley ey Cisco (IJpes9d wlodl wluwe @) 1516
Firepower) 9,035, 12036 251 1Jzplss 1Jlew (Idpg 198 uwlo @l wluwe e, gols FirePOWER).
o pey86 zolj 2ol Idzpelss 1Jlew (Ipg 98 uwle @l wluwe Firepower).
lJpdovlo Idpuweispd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwens 1Js luesble Ido)lez 9ldedsule 1Jphbss Ideldss:

e 1,35 bhs 2ol Ipplss IUTes e Cisco (FMC 1000, 5 1600. 9 2500, 9 2600. 9 4500, 9 4600. 9
Virtual) 1Uss suvéd wolez IUluosl, 7.0.5 sigdis.



o o Lo 2ol Ideelss IUlew e Cisco (FMC 1600 9 2600 9 4600 9 Virtual) 1Jss suvéJ
IJluosl, 7.1.0-3 sldluesble 1Jigds.

o o Lo 2ol Ideelss IUlew e Cisco (FMC 1600. 9 2600. 9 4600. 9 Virtual) 1Jss suvgJ
IJluosl, 7.2.4 sle Js pu IJwoleg.

e b 1depelss IJlew po Cisco (FPR 1000 9 2100 9 3100 9 4100 9 9300 9 ISA3000 9 Virtual)
lJ3s suved IJluesl, 7.0.5 3ig_J5 eu ldoyulpe: [Jpesl) o9luwlos Secure Firewall Device
Manager.

« 2 1Jeelss IJlew po Cisco (FPR 1000 9 2100 9 3100 9 4100 9 9300 9 ISA3000 s Virtual)
lJ3s suved IJluosl) 7.1.0-3 90l wgs0: 9831 w9luwbé Secure Firewall Device Manager.

o 21 1z plss 1JTes po Cisco (FPR 1000 5 2100 5 3100 5 4100 5 9300 5 ISA3000 s Virtual)

IUss suvgd IJluosl) 7.2.4 sleds po 1dwsolez: IJpesly oo Bwd Secure Firewall Device
Manager.

e logile IJro:g_Jg,olo 1J91,36 B 03l IJpuaws oo 1Jiz036 10092936 WS wsisé pg psé ¢luob.
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lJpeedsé IJos wewss eds yvoble JJauesd [Js 1Jesrss pu édple Cisco (IJw,lgsue [J3ds6.
9ldoslpz: 9 VDB, 9 SRU. 9eessele 1Jpsde 1Jzé)lds). suveede IJuble IUlG Cisco oJdlss!
eu Uvoble CA 23836 VS 99 pd S9psl woluwlbs IJuble. Vs Iduwled: Jlo edsd o) 8o
IJosulpe Jopdse yvoble IJesze IJpuos.

PJ‘CESZ o2 1ps b $ s p3g spb <as 1lu=d1,7.0.0 15 7.0.4 157.1.01J57.1.0-2157.2.0 1Js 7.2.3. 1A G A 38 a0 Juad ) a3 50 s
luaal ) &&) a3 spe sl U?éﬁ EP) ?&LJE A58 e g 3s UJ‘&\? go Il ald < Cisco.

odysu IJoprse lJodlliss Jegpsgle CA edJs SFMC 9 SFDM

wedsu lduprse IJodiliss Jgje CA

Joedso doprse IJoddliss Jpzeselo CA eds pads 1Ls b 1eelss 1Jlew 9055 Tzess 220
lJgpelsé 1Jlpy:

1.1J9,09d |Js SFMC Ig SFDM g, 9lzoé Lwlo, 1Jisle, wluwegsle SSH g 9236 IJweJpe.
2. 9p vouESd IJi,oJ configure cert-update auto-update enable g Js CLI (9lzos wlo, LJigI,oJ):

<ffroot>

> configure cert-update auto-update enable



Autoupdate is enabled and set for every day at 18:06 UTC

3. Jlgeoly ol I3l JIy wpsse 256 CA Gyl eds IJoesse IJoddlss: 8o vouvésd 1Jle)
configure cert-update test:

<#root>
> configure cert-update test

Test succeeded, certs can safely be updated or are already up to date.

oubgsd ldopase Jeie CA 29l

Jogigsd Jopase ¢! Jezesele CA gds o3 118 22l Ieelss 1Jlew 9385 Izesé 22
lJzelsé 1Jlpy:

1.1J9,09d |Js SFMC Ig SFDM g, 9lz0é Lwlo, 1JIsle, wluwegsle SSH g 936 IJweJpe.
2. 9p vouesSd IJi,o_, configure cert-update run-now gJs CLI (9lzoé yulbo, IJigI,oJ):

<#root>
> configure cert-update run-now

Certs have been replaced or was already up to date.

IJoedd pu lduogsd
Uzl pu wozs Idoprse [dodyliss Jejie CA

JJozds pu wogs Idedsso Jdoprse IJoddliss Jezesele CA eds podj bLs 2ol 1Jzelss
lJlpw 9058, lzosé gl 1Jzelss [Jlpy:

1.1J9,09J |Js SFMC Ig SFDM g, 9lz0é Lwlo, 1Jisle, wluwegsle SSH g 9236 IJweJe.
2. 8p woubgsd IUle, show cert-update g Js 9lz0é ulo, 11910,

<tfroot>

> show cert-update

Autoupdate is enabled and set for every day at 18:06 UTC
CA bundle was Tast modified 'Wed Jul 19 03:11:31 2023’



lweduuld IJlgble gl oJlzol
ebl Bs lJoprse
IUgbsle ldesos wol:

1. 0288 pu wIdysu DNS IJzlds.

2. o;&& PU woed odysu IJloe,ue 9ldedsd Jglzos 1UDL6.

3. olds pu Iy s louold pg tools.cisco.com wlyuegsle ICMP g curl Glgwegsle [Jle) WOs
9028 1Jgwle:

sudo curl -vvk https://tools.cisco.com



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



