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1lowe: Ipcsd 02
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Apcess List
MAC Pocd

* Resource Profiles
Network Control Policy
Chassis URL

oldss pdud og,sd 1Upg)s

1J¢g b9 3. (Igeshs) Lo Ubisé weee MAC oo guslo MAC blojys Jslzole posd
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Add Standalone

Deewice Mame: ﬂﬁ

Template: Cistn Secure Firewall Threat Deferse
Image Version: 725208

Instance Typa:  Container

@ Before you acd the first container Instance, you must reinitialize
tha security modula/snging £o that tha disk has the cormect
Termatting, You only need to perform this ation onde.

[ ox || canced |

Il 98 pesd
lJglbgo 5. wdysu lJsglzole

. eSS0 pJBd Se s 1deslys. 9lz0s IUI1s: s IP JJeds 0.

Vs o3l ldpeld :

'odW g )W 1Upy)s: IUpesd 01
'9lzos IJDs1,6: Ethernet1/3
'ManagementIP: x.x.1.1

Cisco Secure Firewall Threat Defense - Bootstrap Configuration |1||§1

s e ‘

SM 1 - 86 Cores Avallable
Resource Profile:  Instancedl
finterface Information

Hanagement Intarface: | Ethemet1/3

odsu pdud IJogysdlylzos IUL6/s1,6 IP

w. UESSU dlgolu IJuslule.

B o3l 1dpold :

'Ethernet1/1 (suvegsp JJoIEJ)
'Ethernet1/2 (suwegspe JJigsle 1Jghzsé)

'Ethernet1/4 (suvwede Jhoulb HA)
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Pravisioning - FTDO1 Sne Carcel

Standalone | Cisco Secure Firewall Threat Defense | 7.2.5.208

E
= Ethernetl/1
Ethernetl/2
Ethernetl /4
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4 o 7.2.5.208 Instance0! 1 1 Le- Ethernet1/3

Interface Hame Type
[ F— data
[ — data

[ Pea— data
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Y o 7.2.5.208 Instancedl 1 1 1 Ethernetl/3 wf [nstalling ) AN
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Overview Interfaces QRLITEINTANTESY Sacurity Engine  Platform Settings

& Refresh | (D Ak -
Logical Device List (2 Container instancas) 66% (56 of 88) Cores Available
Stancalons Statusiok
application Version Hesource Profile Management 19 Gateway Management Port Status
ol 7.2.5.208 10.1 Ethernet/7 @ onine [ el A
application Varsion Managaman ¢ e Gataway Management Part Status
* o r.2.5.208 1 Ethernet/3 @ cniine (8] A

oldss 2lds Idpesd B 1dzols IUluwlus

f. (Igesbhs)ldouvgsd scopessa scopesot 1 gldip,
(CLI) IJgl o6 o FirePOWER.

show app-Instance |Js 1Jluosh 2 2lJs pouads wolzes Lulbo, 1Jisle,
<tfroot>

FPR4145-ASA-K 9#

Scope ssa

FPR4145-ASA-K9 /ssa #

scope slot 1

FPR4145-ASA-K9 /ssa/slot #

show app- | nst ance

AppTlication Instance: App Name Identifier Admin State Oper State Running Version Startup Version Deplo
Ol i ne

7.2.5 208 7.2.5 208 Container No Instance0l Not Applicable None --> FTDO1l Instance is Online ftd FTD11
Ol i ne

7.2.5 208 7.2.5 208 Container No Instance02 Not Applicable None --> FTD11l Instance is Online

3 8e wldeed eds 1zols Ieluss. cldss 9293 peldso wzlds pouad.
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Add High Avallability Pair

Name*
| ETDOT_FTD0Z_un

Duricn Typs:
Fitrevil Thwst Ditict
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FTD_FTD0
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FTDEFTO02
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luols 59z welss IJud 1JisJ

5. oessu IPJhoulb cely; IJdid Bs oz welgs IJBduad 1JisJ.
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Add High Awailability Pair

High Availability Ling State Link

Inindace:” | Ehermatit Inteface:  Ethomet 14
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User 1PV Ackiross
Secondary - | 192.16850.3

Subnat Maskc" | 255 255 755.0

IPsac Encryption
Enabled

i WA

10 LAN Bailovar ik is used b sync condgurason, staietul fabowor bnk is used i syne application conkent
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$IRA0E - Aot S g Sacurity Mosiude - 1 [Contaner]

oldss 2lJs oz weles Iddud 1Jis]

Base. Thosat (7 mose|

Base, Thosas (2 mave_|

Base. Thesat (2 mave |

Base, Threst (2 more..}

Depky G @ O @ sdminy Ul cecuRe

Deployment History

@, Search Device | “

£

f.loedd lJs Wigs 3 > 1ad, dis@ FTDO1L_FTD02_HA (W o3l IJpeld) > Wszela, cessu IP ol Jslzos Iduslule.

s 03l IJpeld -

Ethernetl/1 (B 151z J): 192.168.10.254/24
Ethernet1/2 (¢1)z): 192.168.20.254/24
Ethernetl/3 (o b suo.s): 192.168.80.1/24

oo odo lduog,yé lesh IPIJuuule J Ethernetl/1.

P Address:
THL108.10.204724

W0 TRy ST T RO 0T

wessu IPogub Jslzos IJuslule

g loedd 1Js \ige s > 0@ disd FTDOL_FTDO02_HA (B o3l IJpeold) > WIaizs eidet. wesso IPIJlzoslbs Jslzos IJuslole.

s 03l IJpeld -

Ethernetl/1 (B 1513 J): 192.168.10.253/24
Ethernet1/2 (¢1)z): 192.168.20.253/24
Ethernetl/3 (o b suo.s): 192.168.80.2/24
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Edit inside

Manitor this interface for fadures

L] #4

Interface Name:
ingide

Active IP Addrass:
192.168.10.254

Mask:
24

Standby P Address:
192,168.10,253

wessu IPlJlzoslbs Jslgos lJoslule

2 I 1Jelogs 6.clds g Jluolds soz welss IJBud IJolus.
B o3l 1JpolJ

1Jlgue: FTD11_FTD12 HA
Jobs, IJiuwlus : FTD1_FTD11
1Jobs) lJelyss : FTD2_FTD12

Loolb Blsy IJeys, : Ethernetl/8
Dovlb [Jd>9Je: Ethernetl/8
-Ethernetl/8 (ha._link active): 192.168.91.1/24

-Ethernet1/5 (5lgJ Active): 192.168.30.254/24
-Ethernetl/6 (¢Lz IJuuulb): 192.168.40.254/24
-Ethernetl/7 (Diagnostic Active): 192.168.81.1/24

Ethernet1/8 (HA_LINK G5 9 og IJlawegsls): 192.168.91.2/24

Ethernet1/5 (Vs 9 o¢ IJluueesls 1slgJs): 192.168.30.253/24
Ethernetl/6 (¢hz 9o Ul ueesls): 192.168.40.253/24
Ethernetl/7 (9 o¢ IJluveesh IJouigsoos): 192.168.81.2/24

i loodd s tge s sobkdes > loaldd soucidd. oesso Sless ACP Jduwelz werds 1Jpsg) po IUbIed 1Js 1J¢be.
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wEssu Slgré ACP

J-ouin IJlesl B FTD.
J. oldss elJé HA B CLI
Jol sep oldss 2lds HA JJJ posd Bs 9lzos Lulo, 1Jisle, (CLIY 1Jgl 06  FiIrePOWER glJes welod ASA.

$p woubgsd show running-config failover 9lJies, show failover |Js zlJé HA IJ¢loé o FTD1_FTDOL (IJpesd 1Jigulus 01).

<#root>
/I confrim HA status of FTD1_FTDOL1 (Instance01 of Primary Device) >
show runni ng-config fail over
failover failover lan unit primary failover Tan interface ha_link Ethernetl/4 failover replication htt
show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/4 (up) ...... This host: P
...... Other host: Secondary - Standby Ready <---- Instance0l of FPR0O2 is Standby Interface diagnostic

ouvgsd show running-config failover glJie, show failover |Js glJs HA IJpuive,3J6 J FTD1_FTD11 (Primay Instance02) .

<#root>
// confrim HA status of FTD1_FTD11 (Instance02 of Primary Device) >
show runni ng-config fail over
failover failover lan unit primary failover Tan interface ha_link Ethernetl/8 failover replication htt
show fail over

Failover On Failover unit Primary Failover LAN Interface: ha_Tlink Ethernetl/8 (up) ...... This host: P
Other host: Secondary - Standby Ready <---- Instance02 of FPR0O2 1is Standby Interface diagnostic (192.16

oUbgsd show running-config failover glJie, show failover |Js zlJé FTD2_FTDO2 (IJpesd IJelugs 01).

<#root>
/I confrim HA status of FTD2_FTDO02 (Instance01 of Secondary Device) >
show runni ng-config fail over
failover failover lan unit secondary failover lan interface ha_link Ethernetl/4 failover replication h
show fail over

Failover On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... This host:
Other host: Primary - Active <---- Instance0l of FPRO1l is Active Active time: 31651 (sec) slot 0: UCSB-



O vldogvgsd show running-config failover slJie, show failover Jdeuesd eds elds FTD2 _FTD12 (IJposd IJolds 02).

<#root>
/Il confrim HA status of FTD2_FTD12 (Instance02 of Secondary Device) >
show runni ng-config fail over

failover failover lan unit secondary failover Tlan interface ha_link Ethernetl/8 failover replication h
Other host: Primary - Active <---- Instance02 of FPRO1l is Active Active time: 31275 (sec) slot 0: UCSB-
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op oubésd cely) IJdgud

IJgbys 1. lool louold FTP pu wble IJobgsd Winl0-01 [Js oble IJoybgsd Winl0-02.

IJglb9s 2. swpe luuule show conn |Ji|o_) "wubgsd" Jlogold FTPIJpuve,d bs IJ po ldpesd 01.

<tfroot>




/I Confirm the connection in Instance01 of FPRO1 >
show conn

TCP outside 192.168.20.1: 21 inside 192.168. 10. 1: 49723, idle 0:00: 11, bytes 529, flags UONL // Confirr
show conn

TCP outside 192.168. 20. 1: 21 inside 192.168. 10. 1: 49723, idle 0:00: 42, bytes 530, flags U O N1

IJglbogo 3. Ivai louold FTP oo uble IJovgsd Winl0-03 [Js uble IJouugsd Winl0-04.

IJgbys 4. sop louuls show conn IJiPJ "wuvgsd" Jlouold FTPIde ve,d Bs JJ pu ldpesd 02.

<ttroot>

/I Confirm the connection in Instance02 of FPRO1 >
show conn

TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:00: 02, bytes 530, flags U ONL // Confirr
show conn

TCP outside 192.168.40.1: 21 inside 192.168. 30. 1: 52144, idle 0:00: 13, bytes 530, flags U O N1

1J 1096 5. §p woubgsd connect ftd FTDOL system support diagnostic-cli 1Jie, J1¢ld 9lzed Lwlo, Iisle, (CLIY J ASA. §p wouisésd
enable crashinfo forcewatchdog slJie, J, 0 posd IJouolse 01 B 1926 1wl wss/lJoilos.

<#root>

Firepower-modulel>

connect ftd FTDO1

>

system support diagnostic-cli
FTDO1>

enabl e

Passwor d: FTDO1# FTDO1#
crashinfo force wat chdog

reboot. Do you wish to proceed? [confirni:

IJg1o96 6. seas welys IJbuvd B Instance0l 9l s p pbllogs louold FTP. §p wouugsd show failover show conn IJie, Joldss
elJle 1Jposd 01 B FPRO2.



<#root>
>
show fail over

Fail over On Failover unit Secondary Failover LAN Interface: ha_link Ethernetl/4 (up) ...... Thi s host:
O her host: Primary - Failed Interface diagnostic (192.168.80.2): Unknown (Mnitored) Interface inside (

show conn

TCP outside 192.168.20.1:21 inside 192.168. 10. 1: 49723, idle 0:02: 25, bytes 533, flags U NL

IJgbo96 7. 22 gl B Instance0l Jp sJo Jo wlos) gds Instance02. $p woyugsd show falover show conn IJie, Joldss zldle
lJposd 02.

<#root>

>
show fail over

Fai l over On Failover unit Secondary Failover LAN Interface: ha_link Ethernet1/8 (up) ...... Thi s host:
O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!

show conn

TCP outside 192.168.40.1:21 inside 192.168. 30. 1: 52144, idle 0:01:18, bytes 533, flags U O N1

121096 8. loedd [Js 1digess >104d e s FMC. lds oo 2lJs HA.
'FTD1_FTDOL: 1dh Primay« soag Idloucg s

'FTD2_FTD02: &g« ok

FTD2_FID02{Secendary, Actve] Sncs

FTO_FT0N1[Primary, Astive) Snon

Qid§> clJs HA

IJglo9s 9. (Igwshs) ves i Szt IJposd 01 oo FPROLIJs ghs: spdud oussd glds HA 395l $pdo ouldss 3JY wyluwlbd



91208 IJpuuegsp IUyuwspss (GUI) J FMC g glzos wwlb, 1Jisle, (CLI) J FRP.

B FMC. oo 1ds 1digess > 1040, b §lo 96 adcie o, cotb Iy szed 2IJé HA J FTDOL_FTD02_HA.

FTD2_ P Secondary, Active) Sno 3

FTDFTDT 1 [Primary, Astive] | Snoe 3

wwssd glds HA

eJs FirePOWER CLI. $p woubésd connect ftd FTDO1 system support diagnostic-clilJie, JJ>gsd s ASA CLI. §p wouiésd
enable failover active slJip, JJowssd wsu eldss IJogs, (HA) J FTDOL_FTDO2_HA.

<#root>
Firepower-modulel>
connect ftd FTDO1
>
system support diagnostic-cli
Attaching to Diagnostic CLI ... Press
enabl e
firepower#

failover active

lovoduuld IJigble 9l oJlzol

"Crl+a then d'

to detach. Type help or '?'

JJezdd pu elds wely; 1B $p wldouugsd show failover show failover history glJie,.

<tfroot>

>

show fail over

Fail over On Failover unit Secondary Fail over

LAN | nterface:

for

ha_|ink Ethernetl/8 (up)

a list of avail ak

..... Thi s host:



O her host: Primary - Active Interface diagnostic (192.168.81.1): Normal (Mnitored) Interface inside (!
>

show failover history

From State To State Reason -

Bp wouvgsd IJlp, debug fover <option> Jopdse uved ouszst IJidble 1Jgluo worlys Uil

<{froot>

>
debug fover

auth Failover Coud authentication cable Failover LAN status cnd-exec Fail over EXEC conmand execution

lJeoze

https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-high-avail ability-on-firep.html

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/multi-1nstance/multi-Instance_solution.html

https://www.cisco.com/c/en/us/support/docs/avail ability/high-avail ability/217763-troubl eshoot-firepower-threat-def ense-hi.html#toc-hl d-
46641497
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