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AMoguws JIJ eo FrePOWER: Gp woumsd 1059 s slz0s IJeuwatse Ispusess (GUI)
IJ¢luoo » FCM. luo@d Ids IJlzejo Idpub 8so > we)ys). luolws 9lzos wslule |Us ASA: Jel o9
P9oT DS 1Juoys.

Overview Interfaces JELILEINSEANIEEE Security Engine  Platform Settings System Tools Help  admin

Editing - ASADL
Standalone | Cisco: Adaptive Security Appliance | 9.18.3.56

odssu lgleole puwodl
IJebb9s 2. IJodssy eds 1d9es6 1l ul uss

IJleold wlzos yubo, I9le, FXOS Il ul wsé gy SSH 9 9236 Idwedp. lJoyugsd connect module
1 console connect asaglJie, J>¢ld slzos wlo, IJisle, (CLI) J ASA.

I odssu welss IJdubd gds 19226 Iiuwluwss (Gp woubésd IJie) B wusld 1doble JJ9zss IJigwluss).

<#root>
failover lan unit primary failover lan interface fover EV/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby 1
failover group 1

O00<--- group 1 is assigned to primary by default preempt 30 failover group 2 secondary preempt 30 fai

o 090 pzesed oles IJSud JJuwsls (Bp woubésd i) B uusld 1doble JJ9zss IJluwlpuss).

<#root>

admin-context admin

context admn

<--- admin context is assigned to group 1 by default allocate-interface E1/3 config-url disk0:/admin.c
join-failover-group 1

<--- add conl context to group 1 ! context con2 allocate-interface E1/5 allocate-interface E1/6 config

join-failover-group 2



<--- add con2 context to group 2

g wuuésd changeto context conl J,ulo Gwsld conl oo uwsld IJuble . §p vodssu IPJglzes yusld conl (G vouugsd IJio,

B uwsls conl JJozsé 1wl wss).

interface E1/1 nameif conl-insideip address 192.168.10.254 255.255.255.0 standby 192.168.10.253 security-level 100 no shutdown interface EL/2 nameif

3. wgugsd changeto context con2 Jyolo ywsld CON2 oo wsl@ Iduble . §p wodso IPJUslzod yuwsl§d CON2 (9§ vouvgsd
IJie) B uwsld CON2 JJgzsé Il ul wss).

interface E1/5 nameif con2-inside ip address 192.168.30.254 255.255.255.0 standby 192.168.30.253 security-level 100 no shutdown interface E1/6 nameif

1296 3. IJedosy eds 1J9e26 1Jelu9ss

I IJleuold wslzos Lwlo, 1Jisle, (CLIY IJelusss 1Ugluos wouble IJouugsd FXOS gu) wi9e9dsd SSH g 9258 IJwede. B
wodoso weles IUBubd eds 1J9z26 1Jelusss (B vousésd IJip) O uwsld Idoble JJsgss IJelosss).

failover lan unit secondary failover lan interface fover EV/4 failover link fover_link E1/8 failover interface ip fover 192.168.240.254 255.255.255.0 standby

o wubgsd falover IJip) (sop cubgsdo B pwsld Iduble JJszss IJelosss).

fallover

IJglogo 4. oid.;.> 2lJs welys Idyvd wes lowoele IJpjslews wogle

I IJoubésd show failover B Gusld 1doble JJ9ess IJolusss.

<#root>
asatt
show fail over

Failover On Failover unit Secondary Failover LAN Interface: fover Ethernetl/4 (up) Version: Ours 9.18(
Secondary

<--- group 1 and group 2 are Standby status in Secondary Unit Group 1 State:



St andby Ready

Active time: 0 (sec) Group 2 State:

St andby Ready

Active time: 945 (sec) conl Interface conl-inside (192.168.10.253): Unknown (Waiting) conl Interface c

Primry
<--- group 1 and group 2 are Active status in Primary Unit Group 1 State:
Active

Active time: 1637 (sec) Group 2 State:

Active

Active time: 93 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface c

o (ltoshs) 8p wouvgsd nofailover activegroup 2 Ui, Jozssd 1dpzeses 2 pu 19236 1diuulunss $29s! Is 2lJé 1Jlguegols
(Be LIJouigsd B wusld IJuble JJ9ess 1wl wsd). spdu 1o $92s 309 1Js p8l0é 2ed 2298 1Jpass po 21 231 IJzelss.

<tfroot>

no failover active group 2
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primary
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El/S con2-inside C T 11 Flf cond -'JurEifIf.-
192, 168, 30, 253 I 192, 168. 40, 253
El/& fover EI/8 fover_link
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EI/& fover EI/E fover_ ink
Winl0-03 192, 168, 240, 253 192, 168, 250, 253 winl0-04
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..... Active IP . Active 1P
| | T VLANE1 240 P [ vuanmiza : I
P EI/I conl-inside : : E1/2 conl-outside
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sacondary

op wubgsd wely; IJsgnd
IJg 96 1. 1usl louold FTP oo wble IJoybgsd Winl0-01 |Js oble lJe iésd Winl0-02
IJgb9s 2. cldss louold FTP $ud welyj Idd il

oubgsd changeto context conl JJloold wuwsld conl po ywsld IJoble. olds o0 logile loold FTP Ws JJ pu 9zows ASA.

<#root>
asalact/pri/conl#
show conn

5 in use, 11 most used
I ——- Confirm the connection in Primary Unit TCP

conl-out si de

192.168.20.1: 21

conl-inside 192.168.10. 1: 49703
, idle 0:00:11, bytes 528, flags UIO asa/stby/sec/conl#
show conn

5 in use, 11 most used
I ——- Confirm the connection in Secondary Unit TCP

conl-outside 192.168. 20.1: 21 conl-inside 192. 168. 10. 1: 49703



, idle 0:00:14, bytes 528, flags UIO

IJ¢Logé 3. LinkDown EV/1 JJ9z»6 Il wlwss
IJglogs 4. cldss 2lds welys IJd vd

B pwsld IJoble. olds oo 2398 weles IJB ] B IJpzeses 1.

adigds: 2lJs welys IJwuvd wblwd 2lds wrds 2yds 1de,9, 4.

<ttroot>



asalact/sectt
show fail over

Failover On Failover unit Secondary Failover LAN Interface: fover Ethernetl/4 (up) ...... Group 1 Tast
Secondary

Group 1 State:

Active

<--- group 1 of Secondary Unit is Switching to Active Active time: 5 (sec) Group 2 State:
Active

Active time: 10663 (sec) conl Interface conl-inside (192.168.10.254): Normal (Waiting) conl Interface
Primary

Group 1 State:

Fai | ed

<--- group 1 of Primary Unit is Switching to Failed status Active time: 434 (sec) Group 2 State:

St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.253): Failed (Waiting) conl Interface co

IJgo9é 5. cldss louold FTP wes weloj IJdnd

Bp wouvgsd changeto context conl JJlouold wuwsld conl oo Lusld IJoble 90ids oo £30 pbllogs louold FTP.

<#root>
asalact/sec#t
changet o context conl

asa/act/sec/conl# show conn 11 in use, 11 most used
! ——- Confirm the target FTP connection exists in group 1 of the Secondary Unit TCP

conl-outside 192.168.20.1:21 conl-inside 192.168.10.1:49703

, idle 0:00:09, bytes 529, flags UIO

IJgLo96 6. cldss uvded 1Jsde Ipuwowd

LinkUP EV/1 JJ92»8 IJiuulusé sloel, 30 Sluss (98 puvwd): woze eldé weles IJeyud IJs 1JzlJs 1Jiuadss (wblud wrd s
2J6 1de,9) S Idupb 1).

<#root>
asa/stby/pri#

Goup 1 preenpt mate



0000<--- Failover is triggered automatically, after the preempt time has passed asa/act/pri# show fail
Primary

Group 1 State:

Active

<--- group 1 of Primary Unit 1is switching to Active status Active time: 34 (sec) Group 2 State:

St andby Ready

Active time: 117 (sec) conl Interface conl-inside (192.168.10.254): Normal (Monitored) conl Interface
Secondary

Group 1 State:

St andby Ready

OO0<---- group 1 of Secondary Unit is switching to Standby status Active time: 125 (sec) Group 2 State:
Active

Active time: 10816 (sec) conl Interface conl-inside (192.168.10.253): Normal (Monitored) conl Interfac

euwslu MAC Idblo,s

B 2lJs welss IUSUud Jugub/lJogib: sop skisel luuegsle guslo MACIblo,s (wessu IJdses $9s! Is losle 1JEsps
odilssl |_9 IJ¥speo IUIBC,)loss). syowlk guglo MAC Ibloys IJuil ldslzoes [Jublbs.

IJlgsl 1Js9s Jewglo MAC IJblo,s

in order to oo IJdgJs {upper} mac address JJslzole s29.slc mac address |Jie, 19 110, mac-address (Lo pu I/F seww lundow)

suvwbse Juo lguogpdo. o3l pold gds lesh guglo MAC blo,s $398! JJslzoes 1Jplssé EV/L.



Sl Sres wrow luvodsle 0350 1Jusesy pu 1dible, sl 1Jzols wdywo.

<#root>

asa/act/pri(config)# failover group 1 asa/act/pri(config-fover-group)#

mac address E1/1 1234.1234.0001 1234.1234. 0002

asa/act/pri(config-fover-group)# changeto context conl asa/act/pri/conl(config)# show interface E1/1 |
1234. 1234. 0001

, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl

1234.1234. 0002



, MTU 1500 <--- Checking virtual MAC on the Secondary Unit(conl) side

<#root>
asa/act/pri(config)# changeto context conl asalact/pri/conl(config)# int E1/1 asalact/pri/conl(config-if)#

mac- addr

1234.1234. 0001 standby 1234.1234. 0002

asa/act/pri/conl(config)# show interface E1/1 | in MAC MAC address

1234.1234. 0001

, MTU 1500 <--- Checking virtual MAC on the Primary Unit(conl) side asa/stby/sec# changeto context conl

1234.1234. 0002

, MTU 1500<--- Checking virtual MAC on the Secondary Unit(conl) side

Idlg M 1ded@is s Jeaslo MAC 1Jbls s

swp lsuol sgp IJlousle IJoddliss Jewslo MAC IJblo,s. 9spdo wpdsdo wluuwoesle mac-address auto <prefix prefix> 1Jie,.
oSy guslu MAC IJbloys 09 A2 xx.yyzz.zzzz 1J3s swp logblye odBlssl.

A2: 8s5p6 Olows

XXYY: & logblio w9luulos <prefix prefix> 1Jpess B gsh) 1Jie) (sop wzasd IJulbiss [Js gusluusd 0inss &p sop bzl
dosose IJgduns).

72.22727: o p loUbldo 9luwbos g0 5lgds

o3l puld god luusle gugly MAC bloys guwe Mmac-address auto IJilﬁJ JJslgos.

<#root>

asalact/pri(config)#

mac- addr ess aut o



INFO: Converted to mac-address auto prefix 31

asa/act/pri(config)#

show run all context conl

<--- Checking the virtual MAC addresses generated on conl context
allocate-interface Ethernetl/1

mac-address auto Ethernetl/1l a21f.0000.0008 a21f.0000.0009
allocate-interface Ethernetl/2

mac-address auto Ethernetl/2 a21f.0000.000a a21f.0000.000b
config-url disk0:/conl.cfg

join-failover-group 1

asa/act/pri(config)#

show run all context con2

<--- Checking the virtual MAC addresses generated on con2 context
context con2

allocate-interface Ethernetl/5

mac-address auto Ethernetl/5 a2l1lf.0000.000c a21f.0000.000d
allocate-interface Ethernetl/6

mac-address auto Ethernetl/6 a2l1lf.0000.000e a21f.0000.000f
config-url disk0:/con2.cfg

join-failover-group 2
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_maa-match-d.html#wp1965271687
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https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#concept_7D37702EF9A54E718AFB4B5AB21B1B05
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#concept_7D37702EF9A54E718AFB4B5AB21B1B05
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#concept_7D37702EF9A54E718AFB4B5AB21B1B05
https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade/asa-appliance-asav.html#concept_7D37702EF9A54E718AFB4B5AB21B1B05
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_maa-match-d.html#wp1965271687
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_maa-match-d.html#wp1965271687
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/I-R/asa-command-ref-I-R/m_maa-match-d.html#wp1965271687
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



