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<tfroot>

(Machine esa03.taclab.krk) (SERVICE)> tail threatfeeds
Press Ctr1-C to stop.

Wed Sep 8 16:15:26 2021 Info: THREAT_FEEDS: A delta poll is scheduled for the source: Test_Poll_Path
Machine: f‘esa03.taclab.krk'. A failure was encountered for the source 'Test_Poll_Path'.

Reason for failure: The ETF service is either disabled or there is no valid feature key for the service.
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(Machine esa03.taclab.krk) (SERVICE)> tail threatfeeds

Press Ctr1-C to stop.
Reason for failure: Taxii Error: HTTPSConnectionPool(host= otx.alienvault.comport, port=443): Max retri
Failed to establish a new connection: [Errno 110] Connection timed out',))
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(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 6 13:38" threatfeeds
Mon Sep 6 13:38:16 2021 Debug: THREAT_FEEDS: Failed to fetch observables from the source: Test_Poll_Pat
Mon Sep 6 13:38:55 2021 Info: THREAT_FEEDS: The source 'Test_Poll_Path' is currently in a polling state
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Hostname: | ? limo.anomali.com

Polling Path: |7 fapifvl/taxidpoll/

Collectron Name: |7 Abuse_ch_Ransomware,

1 Hours |':ZI mirns

Pallerg interyal:

bl HTTP: Buid puol> 86 e 1JzlJ6 401

(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 8 16:35" threatfeeds
Wed Sep 8 16:35:39 2021 Debug: THREAT_FEEDS: Updating the timestamp: 2021-09-08 16:31:36.071684 for the
Wed Sep 8 16:35:39 2021 Info: THREAT_FEEDS: Job failed with exception : Source: ETF_Source_Name. Reason
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(Machine esa03.taclab.krk) (SERVICE)> grep "Aug 27 08:51" threatfeeds
Fri Aug 27 08:51:16 2021 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: Test a
Fri Aug 27 08:51:16 2021 Info: THREAT_FEEDS: Job failed with exception : Source: Test. Reason for failu
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Poling Path: (7) [/ taiy poly

Collection Name: (7) Iusm' _AhanVault

wow IJosd: "405"

(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 13 00:2" threatfeeds
Mon Sep 13 00:20:21 2021 Debug: THREAT_FEEDS: Failed to fetch observables from the source: Anomali. Rea
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TAXII Details

Hostname: otx.alienvault.com

Collection Name:

@
Polling Path: (2) | [Zeaxii/poll/
@

user_AlienVault

el HTTP: $306 05 1JzlJ6 503 g5, o986

(Machine esa03.taclab.krk) (SERVICE)> grep "Nov 10 13:45" threatfeeds
Sun Nov 10 13:45:21 2020 Info: THREAT_FEEDS: Job failed with exception : Source: ETF_Source_Name. Reaso
Sun Nov 10 13:45:22 2020 Info: THREAT_FEEDS: A delta poll is scheduled for the source: ETF_Source_Name
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(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 7 12:53" threatfeeds
Tue Sep 7 12:53:16 2021 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: Test_Po
Tue Sep 7 12:53:16 2021 Debug: THREAT_FEEDS: Updating the timestamp: 2021-09-07 12:49:12.648625 for the
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Hostname: "7 Ilimu.un-::mali.curn

Palling Path: "¢ |,."a|_1i,."-.r1.-’ta:r:ii.-"u-=:l|L"

Collection Mame: |7 Iﬁ.hll‘.—'.ﬂ_ch_litansnmwar

[SSL: CERTIFICATE_VERIFY_FAILED] v uJ IJoz 89 pu Idyioelss (_ssl.c:590)

<tfroot>

(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 8 16:35" threatfeeds
Wed Sep 8 16:35:26 2021 Info: THREAT_FEEDS: A delta poll 1is scheduled for the source: ETF_Source_Name
Wed Sep 8 16:35:33 2019 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: ETF_Sou

Reason for failure: Taxii Error: [SSL: CERTIFI CATE VERI FY_FAILED] certificate verify failed (_ssl.c:590)
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Custom List: @ Enable

Upload a new or revised file
Browse... No file selected.

() Disable

glol Bis wedsd XML: Jp sop ldews) eds eoves (IJuvle, 0)

<tfroot>

(Machine esa03.taclab.krk) (SERVICE)> grep "Aug 21 02:39" threatfeeds
Fri Aug 21 02:39:37 2021 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: ETF_So
Fri Aug 21 02:39:37 2021 Info: THREAT_FEEDS: Job failed with exception : Source: ETF_Source_Name.

Reason for failure: Taxii Error: XML Parising Error: no elenent found (line 0)
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TAXII Details

Hﬂﬂmmﬂﬂ*:@ otx.alienvault.com

Polling Path: (?) | Jtaxii/pollf

Collection Name: (2) | [ser Alienvault

Polling interval: 0 ——

(Maximum 24 Hours.)

Age of Threat Feeds: (2) |3u Days
(Maximum 365 Days.)

Time Span of Poll Segment lfj |3 Days

rhe maximum time span

Buid logvle logald 2383 wp 92 louold [Ermo 111]

<tfroot>

(Machine esa03.taclab.krk) (SERVICE)> tail threatfeeds

Press Ctr1-C to stop.
Reason for failure: Taxii Error: HTTPSConnectionPool(host=otx.alienvault.comport=443): Max retries exce

Failed to establish a new connection: [Errno 111] Connection refused',))
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https://www.cisco.com/c/ar_ae/support/security/email-security-appliance/products-user-guide-list.html
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/content/dam/en/us/products/se/2021/9/SC_Ops/EMEAR_Security_TAC_2021_External_Threat_Feeds_Overview_and_Troubleshooting.pdf
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