od9su 1d9uesd Idlpw wluweesle esl 2elss
Sophos XG

lJp 9500

S92z 0l IJp e JsBss wdsu 1dsue9d Ilew wluwegsle 231, 2plsé Sophos XG.

Ipclbdolo IUlgulusé

¢ oo puol> 86 ZTNA SSO

.« oJ9s0 19 09 [ Tee Lis VPN 9 o9 s wgs
lJeobdolo

w90 Cisco yio oJ9o s pgy96 wldesluose 1Joldss:

* 2 zplss Sophos XG
* 1suosd IUlew


https://docs.sse.cisco.com/sse-user-guide/docs/manage-users-and-groups
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
https://docs.sse.cisco.com/sse-user-guide/docs/configure-integrations-with-saml-identity-providers
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks
https://docs.sse.cisco.com/sse-user-guide/docs/manage-virtual-private-networks

» Cisco Secure Client - VPN
» Cisco Secure Client - ZTNA
* ool w90 j9lsl

lJpdovlo Ipuuweispd
ouwow Idpgdspele 1Jglyo WO o3l ldpwows 1Js:

* 2L zplss Sophos XG

* 1Jsuesd IJlew

» Cisco Secure Client - VPN
» Cisco Secure Client - ZTNA

e louvle IJpedsple 1Jsl)é B o3l lJpuuews pu 1Ul2056 10092958 B wsisé pepdss ¢luos.

wilo zpse 1Uizes IJpuwagsps B o3l Idpuvows wodssy ppuwse (1B8o,luos). I3l Jloe
dredod 86 IJogvgsd: Wolds oo Wopd JJules) Idpeeed Jls lp).

peJ9ple lumlgussd



CISCO
Secure

ACCEeSS
SOPHOS

lJsuesd IJley - Sophos

woppe Cisco psj6 Secure Access Joplo 2plss 19 o9d s Idobosdle 1Ugluos 90938 o.
eJds luwluw peds 98lsp eds IUubuds gds e gusle. Jol luo suopu IUlouold oo IJubuds
IJs IJlocsoe. ssoedd 3JY pu ¢dld wbousd luvldse sbudle louss pogsré. wosd zpseol
IJs 1JeBlb eds Idpedsple g0 1J9uesd 1Jsol gw) Iduwelus.



lJodosuy

odoso IJudd gds 1Jsuesd 1Jlew

loowd Ids Jogé 1JI6 [Jglues o Secure Access.

B Overview Overview

Tha Evorviow dashboar

&% con
Rersources Data Transfer [ (a:70a

1 e TOTAL USAGE

= Lo 69.52 MB Total traffic
T25.96 MB "~ Decroase (st 7 days)

o udmi

16.45 MB Receive

A Workfiows

35.39 MB “ Decrwase (5t 7 days)

53.07 MB sent
690.58 MB "~ Decraass (last T diys) " I I

IJsuo9d IJley - IJuodzs I yssumsd

* 1u®) 999 Connect > Network Connections.

+ Branch
B — Cisco Secure Client
8 — RN

B — Browsor-based ZTNA

@ seectan


https://login.sse.cisco.com/

B®  Overview Overview

The Overview dashboard displays

&Y Connect

Essentials

MNetwork Connections
Resources

Connect data centers, tunnels,
resource connectors

) Secure Users and Groups

Provision and ma nage users anc
LY MLFUERS for use In ACCESS rules

I~"  Monitor

End User Connectivity
Manage traffic steering from
a Admin endpoints to Secure Access

IJsuesd Idley - louoldle 1duvwds

+  ozo Network Tunnel GroupslJ_og b gJis + Add.

Connector Groups | Bata Metwork Tunnel Groups

Network Tunnel Groups = ..
1 1 0

Disconnected i Warming Ji Conmected §

Metwork Tunnel Groups
A netwark tunnel group provides a framework for establishing tunnel redundancy and high

availibility. Connect tunnels 10 the hubs within a network tunnel group 10 Securely contnol
uSer ACCess Lo the Intermet and peivate resources. Help of

[:: aarch ) [Fegion y [ V] 2 Tunnel Groups

Primary

Netwaork Tunnel Group Status Region Primary Hub Data Genter Tunnels Secondary Hub Data Genter Secondary Tunnels
HOME @ Disconnected Europe [Genmany) sse-euc-1-1-0 [+] S5e-euc-1-1-1 o
SAD A Wasning Europe (Garmany) sse-auc-1-1-0 1 sse-auc-1-1-1 ]

Rows per page mv] < >

Is o9 Ilew - presele wdd IdubeJb

e lJodesy Tunnel Group Name: Region gDevice Type.

. |Ué_). Next



General Settings

Give your network tunnel group a good meaningful name, choose a region through
which it will connect to Secure Access, and choose the device type this tunnel
group will use.

Tunnel Group Name

[ SophosFirewall ® ]
Region

[ Europe (Germany) v ]
Device Type

[ Other v ]

IJ929J UTPQ - pepotlo Uiogélj -1Jlesble [Jglpo



ek Izo, 18w pulbds Ids e9de 2oL IJzelss.

* 8p wodysy Tunne ID Format 9Passphrase.

* Iud)NeXt



Tunnel ID and Passphrase

Configure the tunnel ID and passphrase that devices will use to connect to this tunnel group.

Tunnel ID Format

(® Email IP Address

Tunnel ID

[ csasophos ® ] @<org><hub>.sse.cisco.com

Passphrase

[ LA R AR AL R LR AL R L LN Show ®]

The passphrase must be between 16 and 64 characters long. It must include at least one upper case letter, one lower case letter, one
number, and cannot include any special characters.

Confirm Passphrase

[ FEBEBIBISIIIBIBRBEE S Show @ ]

IUsuesd IJlew - pzesele 1SS - gy 1JodE 986 109,

o Gp wodssu ublidle golssy 1Py IJussle IJpuosds IJos Gpo wodssuel sds Iduvwds 90,85 weys) erdé
IJes9, po gdId 1dsu0sd IJlpw.

e luyy. Save

Routing option
@ Static routing
Use this option to manually add IP address ranges for this tunnel group.

IP Address Ranges
Add all public and private address ranges used internally by your organization. For example, 128.66.0.0/16, 192.0.2.0/24.

128.66.0.0/16, 192.0.2.0/24 m

4

192.168.0.0/24 X 192.168.10.0/24 X

Dynamic routing

Use this option when you have a BGP peer for your on-premise router.

IJsuo9d IUlpy - pzesele Uil - esblo IJwsgso

o8 1Judy WS IUpedsple Savezod 800 IUudE: Iele b wJd Idpedsple JUgbes IJoldss: Configurethetunnel on
Sophos.



cuslole Jus g

Data for Tunnel Setup

Review and save the following information for use when setting up your netwark tunnel devices. This is the only time that

your passphrase is displayed.

Primary Tunnel ID:
Primary Data Center IP Address:

Secondary Tunnel ID:

Secondary Data Center IP Address:

Passphrase:

csasophos@ -sse.cisco.com [
1815614574 O
csasophos@ -sse.cisco.com O

3720.45.23 O

I -

IJsuo9d IJlpy - presele Uiudlé - lpwwosold IJedysoy

cdysu ldud g eds Sophos

odysu pdVd o s IPsec

Jodasu pdod weis IPsec luedd 1Js eoly zelsé Sophos XG IUglue .

wewed 8Js ubse publuo Josl:

Download CSV



SOPHOS

Control center

SF $1953MR-3
System
o
Control centar l o ¢¢
Parformance Services
Currant activities B
”
Reports Intorfaces VPN
Zero-day protection
I"‘ e N ir
P U0 U/l
Diagnostics RED Wirgless APS
0 0
Connected remote Live users
Rules and policies usem
Intrusion prevention 12% E1%
CcPU Mamary
Web 61B/s 0
Bandwidth Sessions

Applications o

0% C
Decryption capacity Decrypt sessions

Wireless

High availability: Not configurad
Email
Web server Running for 0 dayl(s), 3 hour(s), 52 minutels)

Advanced protection

Remote access VPN
Active firewall rules

0 1 3

WAF L

Site-to-site VPN

Network

Routing

Traffic insight

Sophos Central

Profiles

Sophos - Jggé 1JIs1,6

o lyodd lJs Profiles

]
Reports
4 0
Scanned
0 i

o lud) V9§ IPsec Profiles g gs 3JY 1o §) W9 $Add

jorithm

Phase 2

Feedback WM How-toguides Logview

User & device insights
Security Heartbeat®

0 Monitor endpaint health
and systams at risk

At risk
Click hare

Synchronized Application Contrgl™

0 Identify unknown apps on
your network

Apps

o Zero-day protection
0 0
Recent Incidents Scanned
Bla ATP uTQ
0 s 0
] Sources blocked Accounts at risk

Configure

S5L/TLS connections

0w Ox% 0
Of traffic Decrypted Failad
Messages
0 Alert
Warning
0 Alert
Mew Click b

Device access

Delete

Manage



Sophos - pJble wg s IPsec

wew General SettingslJodysu:

o Name lgwp poze Juog IJsuesd IJlew po Cisco
¢ Key Exchange: IKEv2

* Authentication Mode: |lJg_og U 5808

* Key Negotiation Tries.0

* Re-Key connection: g IJgsh

Name Description
S
“
Re-kL‘-vcunnnct'un
O IKEvl (® IKEv2 0 ]

D Pass data in compressed format
Authentication mode

(®) Mainmode () Aggressive mode
A

[_,I SHAZ with 96-bit truncation

Sophos - w9 sl IPsec - |eshle gled

wew PhasellJodysy:

« Key Life:28300

*  DH group(key group): wess> 199 20

e Encryption: AES256

« Authentication: SHA2 256

*  Rekey margin: 360 (IJl el os)

* Randomizere-keying margin by: 50 (I ,l_os)



Phase 1

Key life Re-key margin
28800 ] 360 L]

DH group (key group)

2 selected o~
Encryption Authentication
AES256 [ B SHA2 256 &

© You can add up to 3 different algorithm combinations

Sophos - pJudle wg s IPsec - 1Jpyeds 1

wew Phase2 o dgsy:

* PFSgroup (DH group): o duw 1Jeszds Idlsds
e Keylife:3600
¢ Encryption: AES 256

e Authentication: SHA2 256

Phase 2
PFS group [DH group) Key life
Same as phase-| Qv 3600
Encryption Authentication
AES256 (2% SHAZ 256

oYou can add up to 3 different algorithm combinations

Sophos - pJble wg s IPsec - 1Jp,yedo 2

wew Dead Peer Detection lJod9su:

e Dead Peer Detection: g>> 1Jgsl)
¢ Check peer after every:10
*  Wait for response up to: 120 (IJl el o)

*  When peer unreachable: |glsé IJwoe (IJ18e,l o)

Randomize re-keying margin by

S0

O



BEFORE

G Dead Peer Detection

Check peer after every Wait for response up to ‘When peer unreachable

AFTER

a Dead Peer Detection
Check peer after every Wait for response up to When peer unreachable

10 (] 120 -] Re-initiate [ 2%

Sophos - pJle wgHsd IPsec - 1Jeuldd IJobs) IUpse
o> 3JY Iog b Save and proceed with the next step, Configure Site-to-site VPN.
od9su U ds VPN oo 0988 IJs e98e

Jose odoso IUgiuds 1306 1bloyss (VPN). lod) 9.6 Siteto-site VPN & p o8, B9 d Add.

eports

Zero-day protection Show additional properties Delate Wizard
Diagnestics

Cornectian - Status
O Name a  Group name Profile -l ) Manage
Rules and policies Active Connection

Intrusion prevention

Web Mo records found
Applications

Wireless
Email
Wab server

Advanced protection =
Fallover groug

Remaot VPN
Site-to-site VPN Add Delete
Metwork

Sophos - v dd VPN o0 0998 1Js 0998

wew General SettingslJodysu:

« Name lgup poze Juog IPsec JJsosd IJlew e Cisco
e IPversion: IPv4
*  Connection type: lz0é lJu9.9

e Gateway type: woe lJloold



* Activeon save: gx> IJgsh)

sdics: Active on save spdu 1Ugsh) uvods VPN odiliss! wes 1o cooos Is odsse uiwdsd VPN oo 098 1Js p98E.



Name IP version Activate on save

SecureAccess (] @ IPvd O IPvB O Dual
[:] Create firewall rule
Description Connection type
This is the IPsec Policy for Sophos Tunnel interface [ R
Gateway type
Initiate the connection o~

adlzds: o 99, 91206 IJud§ IJIgoshiss wlouble 5lzos w8 § lWe,)luoss Jzol) 2elss Sophos XG olwe XFRM.



wew Encryption IJodssu:

o Profile pdU IJog)sd 1Jss wdpe wlouilise gds IJgbys: Configure | Psec Profile

* Authentication type: IJpdcle IJpubend puvodl

¢ Repeat preshared key: Preshared key

Encryption

Profile

CSA (VA%

Preshared key: |JpWulz 1Uss ©@9p vodssue gds IUglbgs. Configure the Tunnel on Secure Access

Authentication type
Preshared key v R

Sophos - 1 o ds 1glLos IUbloyss (VPN) po 098¢ 1Js p98¢ - ldouids,

o Gateway Settings ¢shle IJoJsse Loca Gateway Remote Gateway. [ wegsp 03l 1za9d Jpsze-

lJosles [Jpedso

9lzod IUlvepele

9lzgos v Js WAN-lIUlow,oo Jdsd

eusly IJwsles

IP IJgle 1Uss p logilde wpsze 1Ugbb9s. Tunnd

Data

09€ IJperd 1dpeds
lJonss IUIdIde 90

09e IJperd Idogsy




ewsly IP

P& peds

|J¢lo9é. Tunne Data

IJooss IUIJIe,0s 1Uds wpe luuule weo

PEISD LESS

Data

IP IJgle 1Uss ©p logblde wpsze 1Ugbb9s. Tunnd

IJubods IJd,esé Ipzdsd
ls

o ds 1J,es6 [Jog s

Gateway settings

Local gateway

Listening interface

PortB - 192.168.0.33

Local ID type

Email

Local ID

csasophos@

Local subnet

Any

Add new item

-§se.cisco.com

Remote gateway

Gateway address

v Y 18.156.145.74

Remote ID type

(v R IP address
Remote ID
(v] 18.156.145.74

Remote subnet

) Any

Add new item

Sophos - |esble IJuibwds 1gluos 1dblo,ss (VPN) po p98E 1Us p98€ - Idwslus

w83 3JY lud) Savesspedud o ous o 1Jodd ope logildo.

IPsec connections
Show additional properties
D Name a Group name Profile

(O  securenccess - CSA

Sophos - looldle VPN po p9 8¢ 1Us p9de - IPsec

Active N7 Connection ~

Connection type

Tunnel interface 1

Wizard

Manage

SO0




adizs: JJoedd pu wpdsu IJudd wuvdd Loese eds 1Jue9,s 1Jigs,é spdod IJezdd pu Connection 1JzlJs. 51
Jly guosle Blo 1Jud§ posod BBl de sdu ool IJod s g8, pouad.

JJozdd pel BBl wp logsle 0BG luedd |Js Current Activities > | Psec Connections.



MOMNITOR &
Control center
Current activities

Reports

Zero-day protection

Diagnostics

Sophos - 1J el §w6 sldeedsd - IPsec

Live users Live connections Live connections |PvG IPsec connections Remote users

No tunnel established to Secure Access
D Name Local server _ocal subnet Username Remote server/host Remote subnet Manage

]

No records found

~
Tunnel established to Secure Access
[:I Name Local server Local subnet Username Remote server/host Remote subnet Manage
a SecureAccess-1 192.168.0.33 0.0.0.0/0 18.156.145.74 0.0.0.0/0 o

Sophos - Il 9w6 sldepdsd - IPsec §od 9o
908> 3JY spdu 1o wsluad 1Jgbbes. Configure Tunnel Interface Gateway.
odysu 9lgos [Jud g

loodd [Js 1J9lzos Network Ides op odssuol gds Uivwds VPN 98z 0ol WAN Jog)s) 9lzes [Jud§ 1dbloyss wluwedsle

[JIgwpe xfrm.

o lud) eds xfrm IJslzos.



Email
Web sarver

Advanced protection

Remote access VPN
Site-to-site VPMN
Metwork

Routing

Authentication

System services

Sophos - IJ e Js - 9lzos [Jud

il L =YL |

WAN
_eth RFTEYN
Physical

zl’r_nﬂ.

tuneiel JERYTST]

PortC
ECY Unbound
Physical

o 8p wodosu IUslzos Lluwasle IP s, IUBlud JJosese bs ivwdod: gds wwosd Ipolde spdud [uwaesle
169.254.x.X/30 909 IP B.s pwlzs £y Blwds JJwszse £hé. 98 IUpold 1Uss upede wuvagsp 169.254.0.1/30

General settings
Name * xfrm1
Hardware xfrml
IPsec connection SecureAccesS
Network zone VPN
IPvd configuration
IPvd/netmask * 169.254 0.1

Sophos - I e Js - 9lzed 1Jud§ - IJodysy

odosu Iduglule

Jodsu golys 1Uslgos IUblo,sé (xfrm)

e lyoedd lJs Routing > Gateways

/30 [255.255.255.252)



Diagnostics £ S0-WAN routes  SD-WAN profiles Gateways Static routes BGP 0SPF 05PFva Information Upstream proxy ss=

Rules and policies 1PV catewan
Ve g

Iny

Web

Applications
Wireless Delete

Email & i el e g . Haal " Shatie " :
Wb sarici O Name IP addrass Interface Health check Status Manage

Advanced protection

P _Por W 182.168.01 WAN On L] #F

MNetwork

Bonising IDUE Aataam

Sophos - IJwszsoe - lduslole

weo Gateway host IJoJdosu:

o Name: lgwp subes) s 1Uslzes IUblo,yss IJos wpe logblyel Juvods VPN

e Gateway IP: W gldoul 169.254.0.2 03l 09 o ,99Y9d IUlue,ue (IP) wee IJuveds 169.254.0.1/30 1Uss Spul
vusssuo wldued weo IJglbys. Configure Tunnel Interface

o Interface: 1Jglzos IUblo,s6 Juvwdé VPN

o Zone oJl (IJlde,lss)

Gateway host

Name * CSA_GW
Gateway IP 169.254.0.2

Interface xfrm1-169.254.0.1 v
Zone None v

Sophos - IJwgzso - Idwslole - puosad [Jwgles

e luy, Save



Health check

Health check

Sophos - IJwyzso - Idwslole - 1deedd po lduozs

Spdud pdlzbs 21Js IUusles wed pdb IJodssy:

IPvd gateway

Add Delete
O Name 5/ IPaddress Y/ Interface %/ Health check T/ Status T/ Manage
[0 csacw 169.254.0.2 xfrml off ® PEC R
DHCP PortB GW 192.168.01 WAN on ® d

Sophos - IJeszso - lduslole - 1Jz1Js

odysu puwly) SD-WAN

Jlwole gpdsé IJodssu: sdipd logble Idpuwl 138 suvpe JI wlghs wozse 298 1dp9) 1Js Idsuesd IJlew.

loedd IJs Routing > SD-WAN routes.

e lud) Y9 Add



SD-WAN profiles Gateways Static routes BGP OSPF OSF

Diagnostics SD-WAN routes]

Rules and policies

AN route. VPN rout

Intrusion prevention AN route, VPN route.
P o = e straftfic To learn how ta chanos -« confiouration ao to the an 5 o
Neb Policy rc L y traffic. To learn how to change the configuration, go to the online help

Email
Web sarver
Advanced protectica

M Watch: How to use SD-WARN routes

Remote accers VPN
Site-to-site VPN

Routing
Authentication ™ 2 b : i = Destination = ) Application =

b,§ Sophos - L Js WAN IJpg 96 g0 boysd Idwlee

wew Traffic Selector IJodgsu:

+  Incoming interface: 255 1Jslz0é pu 28 w8 Luwld 2098 1Jpu9) 19 1dpuwoespsu IUsso suodso po RA-VPN Ig ZTNA
I9 ClientLess-ZTNA

¢ DSCPmarking: JI use gds o3l Ipeld

*  Sourcenetworks: 23> IJgogl 1J3s e8> w9zsoo guy 1o
+  Destination networks: is I9 spdod wzass 9z06

«  Services is Iy spJdod weass 1Ugsple

* Application object: wbosd 13l wp wdyso IJJlsy

+ Useror groups: I3l Juw w)ge B [4olds pze9es pesué pu lJeunctsesu Jugese 2r3ds 1e9) 1Js 1dsuesd Ilew

Traffic selector

Incoming interface

LAN-192.168.0.203

Source networks

An
v
Any

Add new item

Application object

Any

Add new item

DSCP marking

Select DSCP marking

Destination networks

Any

Add new item

User or groups

Any

Add new item

SOPHOS - puble SD-WAN - pess 2yJ6 1Jp)9)

wew Link selection settings o Jyso 1Jw9lus:

Add new item



*  Primary and Backup gateways: z>> lJzsh

*  Primary gateway: wgss> [Juglos 1Uedeus Lopu IUglbsé. Configure the Gateways

o ol Wy Save

Link selection settings

O Select SD-WAN profile o @ Primary and Backup gateways

Primary gateway Backup gateway

CSA_GW . None

[:] Route only through specified gateways 0

I
Save Cancel

SOPHOS- pulyle SD-WAN - o235 2,96 19, - IJwslole Iluwluess sldouwg 1Jlzoslbs

o luole IJodssu gJs o1 eelssé Sophos XG: spdud Idpologs wldglbgs. Configure Private App.

odysu ldobosy 1Jglue

Jodsu 1Usuesd IUs Idobosd 1Jglue: e vouwesd 1U589d IJs eagd L e wiadd.

e lyoedd |Js Resources > Private Resour ces


https://login.sse.cisco.com/

BE  Oyorview Private Resources

Private Resources are applications, t
resource using zero-trust access. Hi

Private Resources Private F

Sources and destinations

Private Resources

' Secure Define internal applications and
other resources for use in access

I  Monitor —
Registered Networks
Point your networks to our servers

o Admin

Internal Networks
Define internal network segments

% Workflows to use as sources in access rules |

Internet and SaaS Resources

Define destinations for internet
access rules

Roaming Devices
Mac and Windows

1Uso,o9d IJles - 1 eslys 1Jgl 06

o 1od, B9 +Add

Private Resources Private Resource Groups

Private Resources
o] i ~ 4 Private Resources
. - Private Resource Connection
Private Resource Group Method Accessed by Rules Total Requests

1Us,29d IJles - 1esls 1106 2



e ueuw General wJysy Private Resource Name

General

Private Resource Name

SplunkSophos

Description (optional)

'

IJsuo9d 11w - 1Jeshys 1Jglu08 - gle

wzw Communication with Secure Access Cloud lJod9so:

* Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDRY): 23> 1Jpg,> IJ3s w)ss 1Uguosd IUse



adizs: o3y, v & wp wessu IJewslu IJBled JJsuesd [Jsoe slgdsl s 1Jgbys. Configurethe Tunnel on Secure
Access.

*  Protocol: g lJu,90999d 1Uss wuwegspo JJ9uosd IJs o3l 1dpgs

e Port/Ranges: wzsss IUpuldds IJos ceole lUs wpdsuel JUsuesd IUs Idobousd



Communication with Secure Access Cloud

Specify one or more addresses that will be used for communication between this resource and Secure Access. Secure Access will route traffic to this address. Help 2

Internally reachable address (FQDN, Wildcard FQDN, IP Address, CIDR] @& Protocol Port [ Ranges

192.168.0.40 TCP - (HTTR/HTTPS 8000 + Protocol & Port

+ |P Address or FQDN

Secure Access - 1Jp9l)s [JElLos - IJleuoldle oluweésle Secure Access Cloud

92w Endpoint Connection Methods o3o 1J9zs6: Spdud wdsso zese 1,8 1Jpedusd JJsuosd 1Us 1desls 1UElLos eus
"ldsuosd 1dleu": slee, IUb, 8 Idos wuss luvoesleol Jossed:

e Zero-trust connections: g>> lJpyog Jopdso 9,09J ZTNA.

Client-based connection:: wpJdsu 1Jj) Jduwele wdlesé joul 1Uglueé ldgesd

Remotely Reachable Address: wJgysu IPIJgluo vobousdd IUglue

*  Browser-based connection:: wedsu IJj) Jduwelz J ZTNA IJpuweoss IUs Idpuwo oo

Public URL for this resource: | ol | up Jlgwegsloo wlJlBeslu pe Idpeld ztnassse.cisco.com

«  Protocol: i, HTTPIg HTTPS Jo,9e99sd JJsuosd IJse pu edIJ IJpuwes oo

* VPN connections: 2> lJe g Jopdso 9,09J RA-VPN.

e lugd, Save



Zero-trust connections

Allow endpoints to connect to this resource from outside your network without requiring a VPN connection. Help ¢

‘D Client-based connection
Allow connections from endpoints that have the Secure Client installed. Enable this option for maximum control over
Remotely Reachable Address (FQDN, Wildcard FQDN, IP Address) ©

192.168.0.40

+ FQDN or IP Address

‘) Browser-based connection

Allow browser-based connections from endpoints that do not have the Secure Client installed. Enable this option wh
endpoint security checks are possible.

Public URL for this resource @

https://  splunksophos -8195126.ztna.sse.cisco.com
Protocol Server Name Indication (SNI) (optional) ®
HTTP v

Validate Application Certificate ®

VPN connections

Allow endpoints to connect to this resource when connected to the network using VPN.

A

m Cancel

Secure Access - IJpsl)s 1Jgluos - Idlooldle olguweésle Secure Access Cloud 2

o8 Jopld IJodssu: wdyy 030 o5 IJuwses:

Connection

Private Resource ] Private Resource Group Mathed Accessed by Rules Total Requests
VPN
Browser-based
SplunkSophos - ZTNA 1 2 16
Client-based
ZTHA

Idsuesd 1l - odaso IJeshs 1J¢lues



Ul sedud polugd IJgbys. Configure the Access Policy.

odosu vog IUsuesd

Jodysu vog lJsuesd |Js Secure > Access Policy.

# Admin

s o9d 1lew - uwesluws 19 uo9d

¢ lud, Add Rule> Private Access

Policy

Access Policy

Create rules to control and secure
access to private and internet
destinations




Add Rule ~

Private Access

Control and secure access to resources and
applications that cannot be accessed by the
general public.

Internet Access

Control and secure access to public
destinations from within your network and
from managed devices

4

IJso9d IJlew - uwsluws 1suesd - Idsuesd 1Jglue

Ie vodssu ldesble 1deldss Jogds) 1dsvesd ewn bud puesss Jdpuolb$é:

e 1. Specify Access

- Action:upele

* Rulename: wegsss lywpe JBless 1Uguosd IJElLos o
e From:ldeuwegsess IU3so ceue Joe 28 1J9uo9d 1Us
o Toldobosd IUss Do Iduwele wldsuesd 1Uso

»  Endpoint Requirements: (IJIWd el _os)

. IUL9J Next



o Specify Access

Specity which users wipaints can access which resources. Help .3

Action
) Allow Black
Alow specified traffic if security reguirements k
are met.
From To

Specify one or more sources, Specify one or more destinations,

Any Private Resources s SplunkSophos

nformation about destinations, incl ullighe destinations, Help .3

Information about sources, ing

ting multiple

Endpoint Requirements

If endpoints do not meet the specified requirements for zero-trust connections, this rule will not match the traffic. Help

) Zero-Trust Client-based Posture Profile  pule Defaults

Requirements for end-user devices on which the Cisco Secure Client is installed.

Frofile: System provided (Client-based) | Requirements: Disk encryption, Operating System, Endpoint security agent, Firewall

Privale Resources: SplunkSophos

] Zero Trust Browser-based Posture Profile  pule Defaulta
Requirements for end-user devices on which the Cisco Secure Client is NOT installed.

Profile: System provided (Browser-based) | Requirements: Operating System, Browser

Private Resources: SplunkSophos

IJso9d IJlew - uwsluws [suosd - weas [suesd



adigks: JJglbgs 2. Configure Security e 1delzé: JIu B o030 1deldé: Jp w@p wwpdsy Intrusion Prevention (1PS). I_9
Tenant Control Profile.

o oy Save gdrsd:

# Rule name Access Action Sources Destinations Security Status

Splunksophos Private Allow Any SplunkSophos - ]

0 3Jde spdud polugs IUgbgs Verify.



Joedd pu lJuozs

JJezdd pu ldsuesd: sz lo ©dso §> Seo wotuse gpsd Cisco Secure Client 1ss sedud wojsde o wunsd Lulez -

Cisco Secure Client.
J-VPN

ouwesd 1J>ged pu ¢JIJ Cisco Secure Client Agent-VPN.

@l Cisco Secure Chent

AnyConnect VPN:
Ready to connect.

7 VPN, S5E, CSCO, COm

Zero Trust Access:

Registration is required to access
SECUre resources.,

i ©

influcn]us
CISCO

Secure Client - VPN

o 1Jeuwobds pu edld p9d, SSO


https://software.cisco.com/download/home/286330811/type
https://software.cisco.com/download/home/286330811/type

8 Cisco Secure Client - Lagin e O *

Single Sign-On

vpnuser@  edit

Password

Secured by Duo

1J9,09J IJTee - VPN - SSO

c wed v eoe puobded sedud IUsuesd 1Us 1Jps)s:

Bd Login | Splunk X + 8 Cisco Secure Client — X

A Mot secure | n-US/accour

@ c;nne?:er-ljto '
o o :

e o e g e mm e IF Disconnect

00:05:18 (6 Days 23 Hours Remaining) IPv4

Zero Trust Access:

Registration is required to access
SECUre resources,

2 @
splunk

Username Password

IJoo9d |J|po -VPN- p 038

luwdd |Js:Monitor > Activity Search



42
Total

Event Details

Allowed

Mowv 23, 2023 1:09 AM

4 vpnuser (vpnuser@ciscosspt.es) 4 vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es) A vpn user (vpnuser@ciscosspt.es) RDP (373192)
A vpnuser (vpnuser@ciscosspt.es) A vpnuser (vpnuser@ciscosspt.es)
A vpnuser (vphuser@ciscosspt.es) A vpnuser (vpnuser@ciscosspt.es) .
4 vpn user (vpnuser@ciscosspt.es)
A vpnuser (vpnuser@ciscosspt.es) A vpn user (vpnuser@ciscosspt.es)
A wpnuser (vpnuser@ciscosspt.es) A vpnuser (vpnuser@ciscosspt.es) 192.168.50.130
A vpnuser (vpnuser@ciscosspt.es) A vpn user (vpnuser@ciscosspt.es) 09 ,_ 0
192.168.0.40
A wpnuser (vpnuser@ciscosspt.es) A vpnuser (vpnuser@ciscosspt.es)
. - " " 50226
A vpnuser (vpnuser@ciscosspt.es) A vpnuser (vpnuser@ciscosspt.es)
4 vpnuser (vpnuser@ciscosspt.es) A vpn user (vpnuser@ciscosspt.es) 8000
A vpnuser (vphuser@ciscosspt.es) A vpn user (vpnuser@ciscosspt.es)
B ) Uncategorized
4 vpnuser (vpnuser@ciscosspt.es) A vpn user (vpnuser@ciscosspt.es)
Dispute Categorization
A vpnuser (vpnuser@ciscosspt.es) A vpn user (vpnuser@ciscosspt.es)

lJouesd IUlpy - 1o o lJuuull - RA-VPN

oo suwabse lo s Ipuceed JIo sumpz 1o 50238 po 2l RA-VPN.
ZTNA IUg psd-IJiwlwes

ouwesd 1Usgd pu edld 9dsd gpsd Tfog pu Cisco- ZTNA.

€ Cisco Secur g Client

AnyConnect VPN:

Ready to connect

Zero Trust Access:

Registration is required to access
SECUre resources.,

Secure Client - ZTNA

© Mowesd wluve Idpguose IJElue wJ.



€9 Cisco Secure Client - Zero Trust Access

lJ&PKSJ Lﬂp() - ZTNA - |JuuuagSJ

o Idpuolr 86 Vs p9s, SSO

[4E1]

Cisco Secure Access

Sign In to Enroll

Use your company email address and continue

Email Address

[ you@yourcompany.com ]




 Cisco Secure Client - Zero Trust Access - [m} x

Single Sign-On

vpnuser@ciscosspt.es edi

Password

Secured by Duo

Secure Client - ZTNA - o gwegsd >¢9d SO

c e lo cop puobdod. sedud IUsuesd 1 s

B Login | Splunk b +

& O A Not secure | 192.168.0.40:8000/en-US/account/login?return_to=%2Fen-US%2F =y

@ Cisco Secure Client

Zero Trust Access:
Zero Trust Access is active.

IJso9d 1les - ZTNA - oz

loo’d lJs:Monitor > Activity Search



ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

ZTNA CLIENT-BASED

D
<
D
| WEE J
L FW
L Fw
L Fw
«=»

o T I O S R D R R DR B I B R O T DR N O T N

b

TR AR LW R R e e e o

vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (vpnuser@ciscosspt.es)
vpn user (vpnuser@ciscosspt.es)
vph user (Vvpnuser@ciscosspt.es)

vpn user (vpnuser@ciscosspt.es)

IJoo9J LJTPQ -ldeze gu lduunlb - 1Jpuwows |Js gpsd ZTNA

AcTiOn
@ Allowed

Time

Nov 23, 2023 1:27 AM

Rule Name

Splunksophos

Identity
b § vpn user (vpnuser@ciscosspt.es)

Policy or Ruleset Identity

4 vpn user (vpnuser@ciscosspt.es)

Resource/Application

SplunkSophos

0s
win 10.0.19045.3693

Location

us

Location IP
47.185.249.220

Enpoint Security Agent
windows-defender(]

Firewall

System

System Password
enabled(]

Disk Encryption
None

lue suvebse slse 1o IJpuvaged Jlo suwez lu suo38 ew ¢JIJ ZTNA baser.

ZTNA I puews 1S U puvegrop

JJzuesd eds euslu URL. szo 1Jluedld |Js Resources > Private Resour ces.



H R
s esources

a Admin

IJso9d IJleuw - 09,0 Elue

o ol eds Iduog

/

SplunkSophos

IJsue9d 1Jley - p9,5 Elue - SlunkSophos

o oy Jigeasd

Sources and destinations

Private Resources

Define internal applications and

other resources for use in access
rules

Registered Networks
Point your networks to our servers

Client-based
ZTNA

Browser-based 1
ZTNA

VPN



SplunkSophos

Client-based ZTNA Browser-based ZTNA X

VPN

Total Requests

23 ~" 44% from previous 24 hours -

15

10

2

D A
3am Sam 2pm apm Tar

TOTAL REQUESTS BY STATUS

Status

@ Success 5

Blocked 18

1U9,29J 1JTew - 1deshs 1Jlu06 - IJeodd Jigusd


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://docs.sse.cisco.com/
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-6F811A7A-D58B-47B4-84B4-73391D55C268.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-1/zta-module.pdf
https://www.cisco.com/c/en/us/support/docs/security/secure-access/221201-troubleshoot-secure-access-error-enroll.html
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