lJzuesd edss pedsple cuopse igble 1J]uosl 9
AAA J Cisco Secure ACS J Windows

Slhgizall

do 280l

cadl Lo

oMapdl

duw Y o lllaioll

do 2ol o LgSoll

Windows ,laoY Cisco Secure ologles e Jaaxll

DOS olol Jlaw plasiuwl

(GUI) dwoguw JI oozl de>l9 olasiwl

Windows ellas] zuzuai olgiwal CisCO o w0l SloYl sgixall juas slacl
(ACS) awoguw JI paiwall dg=l9 9 JolS JI fid| (Sqiwo puei dudS
Oouil9 HaiSAl Jo35 s usi duaiS

package.cab calo clisl

Scab.do;x)l D o

CSSupport.exe sacluoll 815V plaziwl package.cab walo clisl

Lo packages.cab colo gioxi

Windows NT AAA clias auuai wloglea) Cisco Secure _le Jaaxll
Cisco Secure ,;,0 Windows NT AAA J Lilaiall guuill elas] puuai ologles _le Jon>ll
Jlail 95 pasiuuall d95kas Lis|

Windows 2000/NT &bl 618 Lid oV Cluwl yaxs

6:=Jl RADIUS d9>bas

aaJliJl RADIUS é95Las

6:=J| +TACACS adskan

(duazlo) duuo ue +TACACS ddslas

o old ologles

doasoll

logles slac] 4S9 Windows jlasY Cisco o oVl (SloYl sgixall juae (o6 d6sS ol 13 2 iin
lgde Jaaxllg (AAA) duwlxolly Laugailly a9skanll ellas| auuas

call

wbMaodl



gl Cisco olxali ooMasl g2, wiiimell ol>Masl Js> closleall (o 250 e Jguaxll

LVl o Wllaiall

i)l 1ig a0l duwlwl olllais 1265 Y

a2 iwoll & bgSoll

Windows sl ellai) Cisco oo oIl _dloYl sgixall juas Il xiuall 13D (3 63,lo)l & logleall situs
2.6

Windows ,laoY Cisco Secure ologles e Joaxl

Jwogu | paiwoll dg>l9 plaziwl 91 DOC Lolgl Jlow plasiuwl laodl wlogles Lo ,e ciSa,

DOS Jolgl Jlow plaziuwl]

cstacacs pasiuwl [DOS 8 ,oloVl Jlaw L3 JV3 0 Windows J Cisco Secure ACS luol 8, =30
:aJWl aioVl sl +TACACS J x-9 RADIUS J v- asy, csradius ol

C.\ Program Fil es\ G scoSecure ACS v2. 6\ CSTacacs>cstacacs -s
CSTacacs v2.6.2, Copyright 2001, Cisco Systens Inc

C:\Program Fi | es\ C scoSecure ACS v2. 6\ CSRadi us>csradius -v
CSTacacs v2.6.2), Copyright 2001, Cisco Systens Inc

: o)l Juuw Lle \Windows Jzuw 9 Cisco Secure ACS gwoli ,luol 08, Loyl s 5 28

[ HKEY_LOCAL_MACHI NE\ SOFTWARE\ Ci sco\ G scoAAAv2. 1\ CSAut h]
(Version=2.6(2

(GUI) doguw Jl paiwall dg=l9 plaiw]

ACS J g )l axaall | Jaisl (Cisco o dioVl (ACS) dsoguw )l pasiuall dgzly plasiwl; jlaoYl o )
sl Go LVl selell oS,I 6 Cisco Systems lsi §od Ladl cd9 i L9 cl,>Vl 1id i liSay
Jo U1, lx0Yl dgunsgs )| axaall o sl caaill o 2w

Cisco (0 0Vl 9loYl sgixall juas slac]
Windows

cllasi s olgi

b3Vl aas wlogles oo uadVl axll e Joazll dsglinnll dalisall clasYl s ohls 2 L lad

(ACS) awogqu )l pazvimall dg>l9 , 9 JolS' JI Jl sai 5 dataS

&l ololazl gl wlliy pball . Jlw,Jl 4815 Jyouwid ACS uss ] gl

aoadl U pSull < anlasVl 085 Il Jaisl ACS J dwus )l axiauall 0 .1


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Glo olis] pludl Jores eiSar. JolS I Juoliill Ssino s o8 dosidl S Glo (oS5 Oloie o 2

_ _ p30 151 Jall 8,519 3>
System Configuration

CiscoSecure ACS on mhammon-pc ﬂ

Is Currently Running

Services Log File Configuration E

Level of detail
& Mone
C Low
¥ Full

(Generate Mew File
& Ewery day
" Ewvery week
(" Ewvery month

(*' When size is greater than |2048 | KB

[ Manage Directory
' Keep only the last I? files
* Delete files older than |? days

byl e ol JS g1y85 ol ol oo a8t .Dr. Watson 61959 DRWTSN32 go; sglay 1oVl azgo 9
63320 jooJl J9az @19



™ Dr. Watson for Windows 2000

2

Log File Path: Al UsershDocumentshDiiw/atzon . Browse.
Crazh Dump: H:\Documents and Settingzhalll - Browse...
Wave il Biise
Mumber of [nstructions: [10
Murmber af Errors Ta Save: [10
— Options

IV Dump Syrmbol Table

v Dump &ll Thread Contexts

¥ Append To Exizting Log File

™ Wisual Nulilicatior

™ Sound Maotification

v Create Crazh Dump File
Application Emrors Yiew Llear

riebec_ugzewe 0000005 JS_AlazPropertp[B0022743)
gxplorer.exe cO000005 Ordinal 907 7RA8C3C]
explorer.exe cO000005 <nosymbolz:[F11870E7F)
explorer.exe cO000005 <nosymbolz:[ /00D ERA5F)

Jl | |
ak. Cancel Help
package.cab «alo clis]
Scab.éo;Al D b

plaziw] diSa, .6claSy lg>Nolg ACS ellas] GBliSiwy doj Ml wlalall JS' e sgizy Zip walo 9® cab.do ;I
Lo wlalall guaxi eliSoy 91 cab.do =l cliv) éacluall CSSupport.exe 61>l

CSSupport.exe sacbwall 815Y1 plaiwl package.cab alo clis)

oSan cdy 81 9 CSSupport.exe wlo Jaisiy ad lgic logleo ga> Jl zlizs ACS alSuise el culs 3]
Windows Explorer J (GUI) dwoguw JI pasiuall dg>lg 91 DOS LolgVl Llaw pastiwl . alSuiwall 5 ol 2=
.C:\program files\Cisco Secure ACS v2.6\Utils>CSSupport.exe ;o pcill Jieiud

aJUl 6381 Lglns (CSSupport.exe alo uiiy podi loaic



CizcoSecure State Collector

CiscoSecure ACS

for Windows NT

Syztemn State Collector.

Mote that thiz program will tempaorarnly zuzpend CizcoSecure ACS for NT zervices.

Hun"-.-h-"maru:i (e Thiz option performs data collection and
il S S ARG EvEE
Set Log Levels Only This ophion adjusts logging levels

Mest = Cancel Help

olbuws) uhls b ddnlidl 0d 0

goxailogleall 3,15 :CISCO o wloYl 1> gaxoilslas gyl o dlwbw JMS igi, sl @ eall Lo -

9l (adeall dcgaxoll)

Cisco J| 6ile JlasVly ddall JoVl elglasdl _lasi <l aowy sily Jaad sl Soiwo puss -

J=ll 654 aiwliv :Secure State Collector

placiw] diSay « JoVI slacyl sy . Joudl Gusi) do3WI wlglazd] deylio) Syl @lleos 32> 6,0 JoY slacW

Wil il 28 . ] olgiue lawa) 1had Sl olgiue layo LS

Jleall Jisis

Alleall i Hbs plasiwl ologleall ayaxs aas JWI 2 juiy

3228 cacgozall 91 pasiuall olly 62l ® JilSuine ol adies S 13] . dd, Ludl & Moudly paiuol]
wilasl .ddludl oMol HLJ] a9 dogas)] oMl poini (9 i wiS 3] . pasimell oLy 6acld

boaic ell3 o=y



Cizco5Secure State Collector: Information Select 1

Cisco SysTEMs  CiscoSecure 2 4 has been detected.

— T he followng nformation will be collected
- [ Llseil;}iﬁ ¥ Tacacs Packet Dump

¥ CSMNT Remsty | Radius Packet Dump
¥ Dr'\Watson ¥ CSLlog Packet Dump

— Semvice Log Fles
W CSAuth ¥ CSRadius [ CSTacacs
v CS5Admin v C5log ¥ CSMon
[~ Previous Logs:

— Accounting Log Files
¥ TACACS+: Accounting  TACACS+ Admin
¥ Aadus Accounting ™ Failed Attempts
[~ Previous Logs:

< Hack Mext » Cancel Help

98 LoLidYl .ad cab.aojxl 209 a5 sl SN is il 055 :Cisco o wloVl Al> gocvs .2
oo ST .oyl 3] 29g0Jl 139 juss diSs, .C:\Program Files\Cisco Secure ACS v.26\utils\Support
eaiS 15] . Lgdlayle wloasdl Jusin ey CSSupport Juin wllai, . guily 59iSall auuall 2990l 30
W 598 il Leleiig dioVl Cisco wloas Jyuin Blay| a5 bl oo 1aSTio



Cis"toSecure State Collector: Installation Select

Cisco SvsTems

D:%Program Files\CizcaSecure ACS w2 EMUbls\Suppoart

CoAWIMMT Sdmatzn32. log |

sy lial
1) LuadVl szl | Lol Joww dlb] gusd Ll 53> @lbYl Jgws 1Cisco go wloVl dl> gaso .3
s3> alsiy pgdi o waw> RADIUS 9l +TACACS s3> asiall doj> bladl olgic cxs .oloasll
o0 Mo e Jgasdl as oS 13] tidasNo. JWI il g boric .CSLog o> bl elay) L
s ol plY sae Guss o6 1 Gglazdl (8 adyludl oMol 5L Ll oz e oy i Lull oLV



CiscoSecure State Collector: Log Yerbosity

switched on

el 8302l
sslel o biloas Blay| piww cdsyliall aic @il I iy Luixs s ,uwCisco Secure State Collector .4
085 Ol agslaall olalall d8LS blail 0 CSSonport S (SJ 9,0 glaaVl 1id s, lehsis
a2y cilhab Y 13 e Lhseis éslely oloazll wdgs 610Liv (o Saiiw > il aie @il 89
ol >



CizcoSecure State Collector

Cisco SvsTems  WARNING: When vou press ‘Next' on this screen, the

zervices will be temooranly stopped and then restarted. If
you do not wish to proceed, please press ‘Cancel now.

< Hack _ Next » _HI Cancel el

e by
wlog Melgl 999 Jail .>axall @9gall 9 cab.ao;xl e jeiell Say (loasdl Juin 65l

Sl a=9g0 Jéiy 09 o5 cab.doj=l aida> Sl g9g0ll JI ool ol =iwVl 09 ;91> package.cab
mlAQCLJu9_9;5|._,3u1b]||A§)J;uol>J|u4.oJ|ro.CAJ|uu»@.oJ|mA9 dbpuﬁwwﬁb
Le>Volg cliasV S LinSiww

laid il Oloiwo usi

S plactian] diSasd Sl ligiamo uss ] 10 >l Sy A gae s linuo cuad 28 S 13]
sy 0085 > A pull i CISCO o oYl > gazes dinlis LI Llasil) 1aad ozl olsime Guss

6,0 JWI B899 il pi izl dxino I 6uile JinYl pisw «JWI §o9 aill sic . dpayiisdl do=l blal
oloxxl Jszis 63lely calall gaz9 dorsdl Blayy (5,51

Lo packages.cab calo gioxs

2o JSuiw Jasy CSSupport S5 od 131 .package.cab JI bxo s lehoxi pi (il wlalodl dasld (L Loud
Windows cauisSuume p|.)2wl.: olaloll 0i® FIV.SY eliSoy

(Registry (ACS.reg

Failed Attenpts File
(C\programfiles\Ci sco Secure acs v2.6\Logs\Failed Attenpts active.csv)

TACACS+ Accounti ng
\C:\programfiles\C sco Secure acs v2.6\Logs\ TACACS+ Accounti ng)
( TACACS+ Accounting active.csv



RADI US Accounti ng
\C\program files\C sco Secure acs v2.6\Logs\ RADI US Accounti ng)
(RADI US Accounting active. csv

TACACS+ Admi ni stration
\C:\programfiles\Ci sco Secure acs v2. 6\ Logs\ TACACS+ Admi ni stration)
( TACACS+ Adni ni stration active.csv

Auth | og
(C\programfiles\Ci sco Secure acs v2. 6\ CSAut h\ Logs\ aut h. | og)

RDS | og
(C\programfiles\Ci sco Secure acs v2.6\CSRadi us\ Logs\ RDS. | 0g)

TCS | og
(C\programfiles\Ci sco Secure acs v2.6\CSTacacs\ Logs\ TCS. | og)

ADW | og
(C\programfiles\Ci sco Secure acs v2. 6\ CSAdni n\ Logs\ ADM N. | og)

Csl og | og
(C\programfiles\Ci sco Secure acs v2.6\CSLog\ Logs\csl og. | 0g)

Csnon | og
(C\programfil es\Ci sco Secure acs v2. 6\ CSWon\ Logs\ csnon. | og)

Dr WAt son
drwtsn32.10g) See section 3 for further details)

Windows NT AAA cllas| auuas wlogleal Cisco Secure e Jouanll

0985 Lodic oIVl Jlaw g9 9 CSAuth 9 CSTacacs 9 Windows NT CSRadius wloas Jusiv piy 29

le>Nolg alSiine OLiSiuwl

Windows J Cisco Secure wloas oo sl olS 5] 139220 dogu I e3>l dg>ly JI Joogll 1o, tdla>No

SoloVl Jlaw gy 9 sl 18 NT

elas)| lawn, 089 DOS 638l zidl .CSAuth 9l CSTacacs 9l CSRadios clas puuas wlogles e Jouaxl

300 _JI Windows awols dilil cdsall &%l

:CSRadius J aJWl ,oloVl pasiwl

c:\programfiles\ciscosecure acs v2.1\csradi us>net stop csradius

c:\programfiles\ciscosecure acs v2.1\csradi us>csradius -d -p -z

:CSTacacs J aJl ,oloVl pasiwl

c:\programfiles\ciscosecure acs v2.1\cstacacs>net stop cstacacs

c:\programfil es\ciscosecure acs v2.1\cstacacs>cstacacs -e -z

Windows NT J Elaia)l gaull elas] aonas ologles e Jaaxll




Cisco Secure ;.0 AAA

Jiloio g @lSine OLisSiwly poisi loxic oloVl Jlaw gy 9 Windows NT CSAuth wloxs Juis pi 28
Le>Noly

Windows J Cisco Secure wloas (y0 @i OlS 13] 19220 duogu I paiuwall dg=l9 JI Joogll (eSS tdla>No
SoloVl Jlaw 209 (9 Jasiwdl 38 NT

cddall ¢ 3all £las,)| lawng DOS 6486 zadl (CSAuth J Jilaioll gl elias guas wlogles e Jgaxl
.300 _JI Windows éuo > duiliu

:8aglly Huaall p3lg> o JS le CSAuth J adll LoloVl pasiwl

c:\programfil es\ciscosecure acs v2.6\csaut h>net stop csauth

c:\programfil es\ciscosecure acs v2.1\csaut h>csauth -p -z
BASE\csauth\logs\auth.log$ walo J| Jais Ll LS oVl azg0 6380 J] el gas &S i

Jlail (9> paskiwall é95kas HLis|

plasiawl RADIUS LS| o,Sas (CLI) 0loYl o dgals JMS oo pasiusal] d83Lao ;LS| pis 45

Slexdl ui.v o 13] 600 OHLisYI 01D u_gSq 29 "tactest” plaziwl, +TACACS L3 a9 "RADTEST"
Cisco 9 dlSuie Jid ilS 3] bo Jo> oVl Jag, Jud oIS 3lg (8aus0 elas] frarar logleo Qi Juaiall
liol L lnudg BASE\ULiISS s (3 _SuSill b3 Vls bl oo JS 12919 slexl b dlsiso 5i 091 ACS
Sl Js e

RADTEST plazawl Jlail 95 RADIUS pacius d95kas jLis]

SERVER TEST PROGRAM

Set Radius IP, secret & tineout...1
Aut henticate user...2

Aut henticate fromfile...3

Aut henticate with CHAP...4

Aut henticate with MSCHAP...5
Replay log files...6

Drive authentication and accounting fromfile...7
Accounting start for user...8
Accounting stop for user...9

A. .. Extended Setup

B. .. Custoner Packet Buil der
Exit...0

Defaults server:172.18.124. 99 secret:secret_val ue tinmeout:2000nSec
aut h: 1645 acct: 1646 port: 999 cli: 999

Choi ce>2

User nane><>abcde
User pasword><>abcde
<d i ><999

<NAS port i d><999
<><State



User abcde aut henti cated

Request from host 172.18.124.99: 1645 code=2, id=0, |ength=44 on port 1645
Si gnature val ue: A6 10 00 96 6F C2 AB 78 B6 9F CA D9 01 E3 D7 C6 [080]
Franed- | P- Address value: 10.1.1.5 [008]

.Ht Return to continue

TACTEST plasiwl Juasl 95 +TACACS patiume @9sbas Hlis]

tactest -H 127.0.0.1 -k secret
<TACACS
: Commands avail abl e
[aut hen action type service port renote [user
<action <l ogi n, sendpass, sendaut h
<type <ascii, pap, chap, nschap, ar ap
<service <l ogin, enabl e, ppp, ar ap, pt, rcnd, x25
aut hor argl=val uel arg2=val ue2
acct argl=val uel arg2=val ue2
TACACS> authen login ascii login tty0 abcde
User nanme: abcde
Password: abcde
Aut henti cati on succeeded
<TACACS

Windows 2000/NT &bl 6aeld Jid oV bl aaxs

Ll JasYl Windows 38x 58,0 it Sy «ulid LiSJs Windows 2000/NT _JI @dslasll a5 i 13|
< i, oY1 oloaVl < oyl I LBl . 5833l < o lusbyll woYlonall paiiuaall 8,05] < dpls] wlosl < zols
Jiall SVl Jrw LS lede gisll o Ll sl oV Lo,e pip .adsbaall Jiss oY ela, eloVl Jo,le
S Jball (9 2090 98 oS G

(NT/ 2000 aut hentication FAILED (error 1300L

Lol olas 5 elasVlg lasVl bl 6 wusll Lle Microsoft gdss e Jilu )l 0id (5 ol (Says
. Windows NT , .9 clasVI jg0,9 Windows 2000

oLl ziogo 68 LaS 1300L Uazdl dlu, o9 piy

Code Nane Description

1300L ERROR_NOT_ALL_ASSI GNED I ndi cates not all privileges
referenced are assigned to the
caller. This allows, for
exanple, all privileges to be
di sabl ed wi thout having to
know exactly which privileges
.are assigned

6]l RADIUS d95bas



http://msdn2.microsoft.com/en-us/library/aa125719.aspx
http://msdn2.microsoft.com/en-us/library/aa125719.aspx
http://support.microsoft.com/default.aspx?scid=kb;EN-US;q155011
http://msdn2.microsoft.com/en-us/library/aa125719.aspx

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z
CSRadi us v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
Debug | oggi ng on

Comrand | i ne node

SERVI CE STARTED

(Version is 2.6(2.4

Server variant is Default

auth threads, 20 acct threads 10
NTlib The | ocal conputer name is YOUR-PC

NTIib W are NOT a dommin controller

NTIib W are a nmenber of the RTP-APPS donmin

NTlib An additional domain list is defined: \LOCAL, RTP-APPS, sonedomai n

W nsock initial sed ok

Created shared nenory

Ext ensi onPoi nt: Base key is [ SOFTWARE\ Ci sco\ C scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt
[s

Ext ensi onPoi nt: Entry [001] for supplier [Gsco Aironet] via dll [AironetEAP.dII
[

[ Ext ensi onPoi nt: Looking for vendor associations for supplier [C sco Aironet

] ExtensionPoint: Found vendor association [RADI US (Ci sco Aironet)] for supplier
[ Cisco Aironet

... ExtensionPoint: Supplier [Cisco Aironet] is disabled, ignoring

CSAuth interface initialised

About to retreive user profiles from CSAuth

(Profile O, Subset for vendor 1 - RADIUS (G sco | OS/PI X

Vendor - Specific vsa id: 9 [026]

ci sco- h323-return-code val ue: 01 [103]
(Profile O, Subset for vendor 8 - RADIUS (Ci sco Aironet
Vendor - Specific vsa id: 9 [026]

ci sco- h323-return-code val ue: 01 [103]

Starting auth/acct worker threads
. RADI US Proxy: Proxy Cache successfully initialized
Ht any key to stop

[Di spatch thread ready on Radius Auth Port [1645
[Di spatch thread ready on Radius Auth Port [1812
[Di spatch thread ready on Radius Acct Port [1646
[Di spatch thread ready on Radius Acct Port [1813
Request from host 172.18.124.154:1645 code=1, id=6, |ength=55 on port 1645

User - Nane val ue: roy [001]

NAS- | P- Addr ess val ue: 172.18.124. 154 [004]

User - Passwor d value: BF 37 6D 76 76 22 55 88 83 [002]
AD 6F 03 2D FA 92 DO

NAS- Por t val ue: 5 [005]
Sendi ng response code 2, id 6 to 172.18.124.154 on port 1645

Franed- | P- Addr ess val ue: 255. 255. 255. 255 [ 008]

. RADI US Proxy: Proxy Cache successfully cl osed
()Calling CMFini
CVFini () Conplete

SERVI CE STOPPED

:Server stats
Aut henti cation packets : 1

Accept ed 1
Rej ect ed 0
Still in service 0
Accounti ng packets 0
Bytes sent : 26
Byt es received : 55
UDP send/recv errors 0

<F:\Program Fil es\ Ci sco Secure ACS v2. 6\ CSRadi us



aaJll RADIUS é9slas

<F:\Program Fil es\ Ci sco Secure ACS v2. 6\ CSRadi us

F:\ Program Fi |l es\ G sco Secure ACS v2.6\CSRadi us>csradius -p -z
CSRadi us v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
Debug | oggi ng on

Commrand | i ne node

SERVI CE STARTED

(Version is 2.6(2.4

Server variant is Default

auth threads, 20 acct threads 10
NTlib The | ocal conputer name is YOUR-PC

NTIib W are NOT a dommin controller

NTIib W are a nmenber of the RTP-APPS donain

NTlib An additional domain list is defined: \LOCAL, RTP-APPS, sonedomai n

W nsock initial sed ok

Created shared nenory

Ext ensi onPoi nt: Base key is [ SOFTWARE\ Ci sco\ C scoAAAv2. 6\ CSRadi us\ Ext ensi onPoi nt
[s

Ext ensi onPoi nt: Entry [001] for supplier [Gsco Aironet] via dll [AironetEAP.dII
[

[ Ext ensi onPoi nt: Looking for vendor associations for supplier [C sco Aironet

] ExtensionPoint: Found vendor association [RADI US (Ci sco Aironet)] for supplier
[ Ci sco Aironet

...ExtensionPoint: Supplier [Cisco Aironet] is disabled, ignoring

CSAuth interface initialised

About to retreive user profiles from CSAuth

(Profile O, Subset for vendor 1 - RADIUS (G sco | OS/PI X

Vendor - Speci fic vsa id: 9 [026]

ci sco- h323-return-code val ue: 01 [103]
(Profile O, Subset for vendor 8 - RADIUS (Ci sco Aironet
Vendor - Specific vsa id: 9 [026]

ci sco- h323-return-code val ue: 01 [103]

Starting auth/acct worker threads
. RADI US Proxy: Proxy Cache successfully initialized
Ht any key to stop

[Di spatch thread ready on Radius Auth Port [1645
[Di spatch thread ready on Radius Auth Port [1812
[Di spatch thread ready on Radius Acct Port [1646
[Di spatch thread ready on Radius Acct Port [1813
Request from host 172.18.124.154:1645 code=1, id=7, |ength=55 on port 1645

User - Nane val ue: roy [001]

NAS- | P- Addr ess val ue: 172.18.124. 154 [004]

User - Passwor d val ue: 47 A3 BE 59 E3 46 72 40 B3 [002]
AC 40 75 B3 3A BO AB

NAS- Por t val ue: 5 [005]

User:roy - Password supplied for user was not valid
Sendi ng response code 3, id 7 to 172.18.124.154 on port 1645
Request from host 172.18.124.154:1645 code=1, id=8, |ength=55 on port 1645

User - Nane val ue: roy [001]

NAS- | P- Addr ess val ue: 172.18.124. 154 [004]

User - Passwor d value: FE AF CO D1 4D FD 3F 89 BA [002]
0OA C7 75 66 DC 48 27

NAS- Por t val ue: 5 [005]

User:roy - Password supplied for user was not valid

Sendi ng response code 3, id 8 to 172.18.124.154 on port 1645

Request from host 172.18.124.154: 1645 code=1, id=9, |ength=55 on port 1645
User - Nane val ue: roy [001]
NAS- | P- Addr ess val ue: 172.18.124. 154 [004]



User - Passwor d value: 79 1A 92 14 D6 5D A5 3E D6
7D 09 D2 A5

NAS- Por t value: 5

User:roy - Password supplied for user was

Sendi ng response code 3, id 9 to 172.18.124.154 on

Request from host 172.18.124.154: 1645 code=1, id=10, |ength=55 on

User - Nane val ue: roy

NAS- | P- Addr ess val ue: 172.18.124. 154

User - Passwor d value: 90 4C 6D 39 66 DL 1C B4 F7
8B 7F 8A 29

NAS- Por t value: 5

User:roy - Password supplied for user was
Sendi ng response code 3, id 10 to 172.18.124. 154 on

[ 002]

8E 65 A5
[ 005]

not valid
port 1645
port 1645
[ 001]

[ 004]

[ 002]

60 9E 87
[ 005]

not valid
port 1645

. RADI US Proxy: Proxy Cache successfully cl osed
()Calling CMFini
CVFini () Conplete

SERVI CE STOPPED

:Server stats
Aut henti cati on packets : 4

Accept ed 0
Rejected : 4
Still in service 0
Accounti ng packets 0
Byt es sent 128
Byt es received 220
UDP send/recv errors 0

<F:\Program Fil es\ Ci sco Secure ACS v2. 6\ CSRadi us

6:J| +TACACS adsbas

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>cstacacs -e -z

CSTacacs v2.6(2.4), Copyright

1997-1999, Cisco Systens Inc
CSTacacs server starting

Base directory is F:\Program Fil es\Ci sco Secure ACS v2.6\CSTacacs

Log

directory is F:\Program Fil es\Ci sco Secure ACS v2. 6\ CSTacacs\Logs

(CSTacacs version is 2.6(2.4
. Runni ng as consol e application
Doing Stats

**%*% Registry Setup ****
Si ngl e TCP connecti on operation enabl ed
. Base Proxy enabl ed

R R I R R R Sk S b S R

TACACS+ server started
Ht any key to stop

(Created new session f3f130 (count 1

All

sessi ons busy,

wai ting

Thread 0 waiting for work
Thread 0 all ocated work
Waiting for packet Read AUTHEN START si ze=38

*xxxxxkxxxxPacket from NAS
CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0Q), type 1,
(session_id 1381473548 (0x52579d0c),

seq no 1,
Data length 26 (0Oxla
End header

flags 1



: Packet body hex dunp
Oe 00 72 6f 79 30 31 37 32 2e 31 38 2e 31 32 34 2e 31 35 34 01 03 01 01 01 01
type=AUTHEN START, priv_lvl =1
action = login
aut hen_t ype=asci
servi ce=l ogi n
(user_len=3 port_len=1 (0x1), rem addr_I| en=14 (Oxe
data_l en=0
User: roy
port: O
FrRE* xRk *kxA*rem addr: 172. 18. 124. 154End packet
(Created new Single Connection session numO (count 1/1
Al'l sessions busy, waiting
Al'l sessions busy, waiting
Li stening for packet.Single Connect thread O waiting for work
Singl e Connect thread 0 all ocated work
thread 0 sock: 2d4 session_id 0x52579d0c seq no 1 AUTHEN: START | ogin ascii |ogin
roy 0 172.18.124. 154
Aut hen Start request
Aut hen Start request
Cal i ng authentication function
Witing AUTHEN GETPASS si ze=28

kxxxkxkkxkxx+Packet from CST

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 2, flags 1
(session_id 1381473548 (0x52579d0c), Data length 16 (0x10
End header

: Packet body hex dump

Oa 00 00 50 61 73 73 77 6f 72 64 3a 20 00 01 05

t ype=AUTHEN st at us=5 ( AUTHEN GETPASS) fl ags=0x1

nsg_| en=10, data_l en=0

:msg: Password

:data

***********End packet

Read AUTHEN CONT size=22

*Frxxxkxkkxxpgcket from NAS

CONNECTI ON: - NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 3, flags 1
(session_id 1381473548 (0x52579d0c), Data |l ength 10 (Oxa
End header

: Packet body hex dump

6f 63 73 69 63 00 00 00 05 00

t ype=AUTHEN CONT

user_msg_len 5 (0x5), user_data_len 0 (0x0) flags=0x0
User nsg: cisco

*rxkxxxkkxkkUser data: End packet

Listening for packet.login query for 'roy' 0 from 520b accepted
Witing AUTHEN SUCCEED si ze=18

krxxkxkkxkxx+Packet from CST

CONNECTI ON:  NAS 520b Socket 2d4

PACKET: version 192 (0xc0O), type 1, seq no 4, flags 1
(session_id 1381473548 (0x52579d0c), Data length 6 (0x6
End header

: Packet body hex dump

00 00 00 00 00 01

t ype=AUTHEN st at us=1 ( AUTHEN SUCCEED) f| ags=0x0

msg_| en=0, data_l en=0

: s g

:data

***********End packet

Singl e Connect thread 0 waiting for work



(520b: fd 724 eof (connection closed
Thread 0 waiting for work

Rel ease Host Cache

Cl ose Proxy Cache

()Calling CMFini

CVFini () Conplete

Cl osi ng Password Agi ng

Cl osi ng Fini shed

<F:\Program Fil es\ Ci sco Secure ACS v2.6\CSTacacs

(dazilo) do e +TACACS ddslas

<F:\Program Fil es\C sco Secure ACS v2.6\CSTacacs

F:\Program Fi |l es\ G sco Secure ACS v2.6\CSTacacs>cstacacs -e -z
CSTacacs v2.6(2.4), Copyright 1997-1999, Cisco Systens Inc
CSTacacs server starting
Base directory is F:\Program Fil es\Ci sco Secure ACS v2.6\CSTacacs

Log directory is F:\Program Files\Ci sco Secure ACS v2.6\CSTacacs\Logs
(CSTacacs version is 2.6(2.4

. Runni ng as consol e application

Doing Stats

**%*% Registry Setup ****
Singl e TCP connecti on operation enabl ed
. Base Proxy enabl ed

Rk I R R R R Sk S S S R

TACACS+ server started
Ht any key to stop

(Created new session f3f130 (count 1

Al'l sessions busy, waiting

Thread 0 waiting for work

Thread 0 al |l ocated work

Waiting for packet Read AUTHEN START si ze=38

¥rxxkkxkrxxPacket from NAS

CONNECTI ON: - NAS 520b Socket 2d4

PACKET: version 192 (0xc0Q), type 1, seq no 3, flags 1
(session_id 714756899 (0x2a9a5323), Data length 11 (Oxb
End header

: Packet body hex dunp

6f 31 63 73 69 63 00 00 00 06 00

t ype=AUTHEN CONT

user_nmsg_len 6 (0x6), user_data_len 0 (0x0) flags=0x0
User nsg: ciscol

*xxxxxxxxx*Jser data: End packet

Listening for packet.login query for 'roy' 0 from 520b rejected
Witing AUTHEN FAIL size=18

Rel ease Host Cache

Cl ose Proxy Cache
()Calling CWVFini
CVFini () Conplete

Cl osi ng Password Agi ng
Cl osi ng Fini shed



<F:\Program Fil es\ Ci sco Secure ACS v2.6\CSTacacs
ao obd oo
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