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Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string *AnyConmnect VPN Cent’. The regular expression is used
-1 Anye Oustmizationi. ocalization to match the user-agent of a browser to an image.
- [F) AnyConnect Client Profile You can also minimize connection setup time by mowving the image used by the most commanly encountered operation system to the top of the kst.
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Image Regular expression to match user-agent
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The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote wsers upon connection, The initial dient deployment requires ~
end-user administrative rights. The Cisco AnyConnect VPN Client supports IPsec (IKEv2) tunnel as well as S50 tunnel with Datagram Transport Layer 1

Security (DTLS) tunneling options.
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“HAnyConnect Connection Profiles

AnyConnect Customization Lecalization

[If] AnyConnect Chent Profile WAccess Interfaces
-{1f) AnyConnect Client Software s
il ) o5 [+] Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
Group Polides SSL access must be enabled if you allow AnyConnect dient to be launched from a browser (Web Launch) .
h"lPser.cIKE\rl}ComecnunProﬂes
) secure Mobility Solution = . SSL Access tPsec (IKEvZ) Access
B (ip Address Assignment Allow Access Enable DTLS Allow Access Enable Client Services
[ Advanced > =
outside
= Coontess 55 Vo Acess s = 9 = =
- i5D] Conmection Profiles -

[] Bypass interface access lists for inbound VPN sessions
Access lists from group policy and user policy always apply to the traffic.

Login Page Setting
[ ] Allow user to select connection profile on the login page. )

[[] shutdewn portal login page.

Connection Profiles
Conmection profile (tunned group) spedfies how user is authenticated and other parameters. You can configure the mapping from certificate to
connection profile here,
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Name S5l End)l-ed IPsec E.nabled Aliases Authentication Method Gaup PokY
DefaultRAGroup AMG_OCAI.)
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[ AnyConnect Client Software
il Dynamic Access Policies
83 Group Palices

&

: Secure Mobility Selution
[#-Gyp Address Assignment
[} Advanced
-1 Clientless S5L VPN Access
H-mg AAA[Local Users

Host Scan Image
+ % Secure Desktop Manager
+-[E3 Certificate Management
' Lanquage Localization
2.8 | pad Balancing
{i5' DHCP Server
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This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later. You can select a profile to
'Add' button to add a new profile. Pressing the Impart or Export button is for upload and download of dient profiles between local machine and device.
The profile Lisage field is introduced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

4 Add & Edit_ér}-} Change Group Poiicy | il Delete | T mport @, Export| 5 validate

Profile Name Profile Usage Group Pelicy

E=] Add AnyConnect Client Profile -
Profile Name  demal
Profile Usage  Web Security Service Profile W

Enter a device file path for an xml file, ie. disk0:/ac_profile. The file wil be
automatically created if it does not exist.

Profile Location disk0:/demo.wsp Browse Flash. ..

Group Palicy <Unassigned> W

Enable 'Ahways On VPN’ for selected group
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' Scanning Proxy

Scanning Proxy list is currently up-to-date.

Host Name
|108.171.128. 156

108.171.129. 156
30,254, 150.66

30.254. 154.66
30.254.155.66

|196.26.220.66

File View Tools Wizards

ent Profil

Authentication

Prowcy Authentication License Key

() Custom matching and reporting for machines not joined to domains

| Computer Name v]

Cusstom Groups (optional)

== change requires WebSecurity service restart
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This panel is used to manage AnyConnect Client Profiles and perform group assignment for AnyConnect version 2.5 or later. You can select a profile to edit,
change group or to delete. You can select the "Add’ button to add a new profile. Pressing the Import or Export button is for upload and download of dient
profiles between local machine and device.

The profile Usage field is introduced with the Secure Mobiity Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

4 add| (& edit 5 Change Group Poiicy | ] Defete| T Import | ), Export | £ vaiidate |
Profie Name Profie Usage Group Policy Profile Lacation
Web Security Service P
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Remote Access VP g %

pplm"um‘;:mnm Manage VPN group polides. A VPN group is a collection of user-oriented authorization attribute fvalue pairs that may be stored internaly on the device or externally on a RADIUSADAP server. The
T AnyConnect € Profies group pobcy information is referenced by VPN connection profiles and user accounts.

[IF) AnyConnect Client Profile

- E3 AnyConnect Customization Localization To enforce authorization attributes from an LDAP server you must use an LDAP atiribute map.
[1F) AnyConnect Client Software ‘Md-|m€dt]'0d:hc|%m

Connection Profiles/Users

MName Type Tunneling Protocol Aac To

DfitGrpPolicy (System Default) ternal ke 1;ike vipsec;ssl-dient;ssl-dientiess DefaultRAGroup; Defaultl 2L Group; DefaultWEBVPNGroup
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5] Edit Internal Group Policy: DfltGrpPalicy

~General The WPN dient makes split tunneling dedisions on the basis of a network list that can be specified below by providing the proper parameters to 'Palicy
i-Gervers
=-Advanced DNS Names: |

[ plit Tunneling

Browser Proxy Send All DNS Lookups Through Tunnel: () Yes () No

[#-AnyConnect Client
[#-TPsec{IKEw 1) Client

Paolicy: |Exdude Network List Below
IPw6 Policy: |Exdude Network List Below
MNetwork List: |— Mone —

Pressing this button to set up split exlusion for Web Security proxies.
| Set up Split Exclusion for Web Security. .. |

Intercept DHCP Configuration Message from Microsoft{ Enter a new or select an existing access list used for Web Security split
exdusion. ASDM will set up the access list for use in the network list.

Access list name: |CWS-Tower|

Create AccessList | | Update AccessList | |




~-General The VPN dient makes split tunneling dedsions on the basis of a network list that can be specified below by providing the proper par
;----Servers
EI--ﬁfivanced DNS Mames: |

I nlit Tunneling

‘.. Browser Proxy Send All DNS Lookups Through Tunnel: () Yes  (#) No
#-AnyConnect Client
[#H-IPsec{IKEv 1) Client

Palicy: |Exdude Metwork List Below
IPvE Policy: | Exclude Network List Below
Network List: CWUS-Tower

Pressing this button to set up split exlusion for Web Security proxies.
[ Setup Split Exclusion for Web Security... |

Intercept DHCP Configuration Message from Microsoft Clients
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General Keep Installer e Chant System: @vYes  (OMe

:

= Advanced Datagram Transport Layer Security (DTLS): (@) Enable () Disable

< [ | E
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General Keep Instaler on Chent System: @tes O
Servers
=-Advanced Datagram Transport Layer Seaurity (DTLS): (@) Enable (O Disable
- Eplit Tunneling
| v Py DTLS Compression: @ Enable () Disable
[ERAnyConnect Chent
LIRS sSL Deflate () L25 Disable
Login Setting Compression: O (@] (]
Chent Fravwel Ignore Don't Fragment(DF) Sit: () Enable  (®) Disable
ey Regeneration
Dead Peer Detactid | Chient Bypass Protocol:
Customizaion ) )
Custom Attributes | | FRPN of This Device:
- IPseciIKEv 1) Chent MTU:
Keepalive Messapes:
Optional Chent Modkles to mebseaurity This panel is used to select existing AnyConnect profile for a group policy. To reate or edit a profile, go to Remote 4"10
T ) Disoble @ Use ]| Access VPN>Hetuwork (Clent) Access >AnyConnect Chent Profie.
o Select a profile name and the usage will be determined automatically. The ‘View Profile’ button wil open the profile
EiC T viewer (no editng) if the AnyConnact 2.5 chent or later is instaled and if the profie Leage s determined.
@ add| [ Dsiete] || Othervase, itwil shew the profile content as XML text.
T - ) [veve |
Profile Lisage: | Vizh Security Service Prafie v]
[ o |[ Concel |[ reb |
|
< n >
Find: | | @net @ previews
[ oc [[ concel [[ Heb |
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f§ Cisco AnyConnect Secure Mobility Client

| userl

| — Contacting 10.106.36. 30.

10.106.36.30 Connect




Al AnyConnect Secur

Status Overview - Virual P NOr - '

Disconnect in progress, please wait. ..
Ready to connect.

Contacting 10, 106, 36.30,

User credentials entered.

Establishing VPN session. ..

Checking for profile updates...

Downloading Web Security Service Profile - 100%%)

Checdking for product updates. ..

Downloading AnyConnect W ity 4.1.08005 - 100%G

Chedking for customization updates. ..

Performing any required updates. ..

The AnyConnect Downloader updates have been completed.

E=tablishing VPN session. ..

Establishing YPN - Initiating connection. ..

Establishing YPM - Examining system...

Establishing WP - Activating VPN adapter...

Establishing VPN - Configuring system. ..

E=tablishing VPM. ..

Connected to 10,106, 36,30,

Collect diagnostic information for all
installed components.

-

Connected to 10.106.356.30.

10, 106. 36, 30

00:00:14

9 Web Security:
Enabled ({India)




Bl Joo 8> $po vouwesd Isgsd wldded: Bpu IJpuvozuwo cuvesd Itse ¢e wuvesd
1J>89d p6 125 Jopdsu IUgbsws.

<9S80/ o | o>l AnyConnect
wlbd 9l 596 1duin) 290 wEss) I 2lds ©udss Idluosh. 9pe 3JI Slu 1Ug S o Es) ppdu.
I3 pg IUpold 1Jelds 4.1 spdo cudsoe lJs oses 4.2

995 pl sds 1Ugbsle sle IduaJe:

IJ2b96 1. 8o wogesd lzoe 2506 AnyConnect 4.2 |Js 319,68 Flash (1J319,6 1J0936) 9l wawsd
4.1 lese pJd.

oo wyulez AnyConnect Client > | quowsld: p lee,) pJd 1du09,6 Idizse.

File View Tools Wizards Window Help

& ' — i o S r
@ Home 0 Configuration [j Monitoring G Save @ Refresh o Back d Forward ? Help
Remote Access VPN o &

9 Introduction
- | Metwork {Client) Access

Type topic

Configuration > Remote Access VPN > Network (Client) Access > AnyConnect Client Software

AnyConnect Client Images

"} AnyCannect Connection Profles Cisco AnyConnect Client packages can be downloaded from the Cisco Web using the search string "AnyConne
= . . to match the user-agent of a browser to an image.

J_r--- AnyConnect Customization/Localization

AnyConnect Client Profile ‘You can also minimize connection setup time by moving the image used by the most commonly encountered of

:-Hlo Dynamic Access Polides & Add|[F Replace [f] Delete| 4+ | &

g Group Polices

;A ) Image Regular expression t
&= IPsec(IKEv 1) Connection Profiles "
Secure Mobility Solution disk0: /anyconnect-win-4. 1.08005-+k3.pkg _

+- By Address Assignment ] -
B Advanced . Replace AnyConnect Client Image
e
+- [ Clientless SSL VPM Access
+-gh' AAALocal Users AnyConnect Image: |disk(:/anyconnect-win-4,2,01035%9.pka

Host Scan Image

1) Secure Deskiop Manager

+ Certificate Management Regular expression to match user-agent
o Language Localization

28 | gad Balandng

»
>

------ {8 DHCP Server oK | | Cancel | | Help |

IJg 1096 2. g lghé 1dlouold wuvwJs AnyConnect VPN, Lus89p ASA Loldg l2as 9238 wplsé
AnyConnect g, IJubods 1Jgluo6 Idblo,ss (VPN) 390 [zl s céssle s pdwd og s ol



9 Cisco AnyConnect Secure Mobility Client

®

Exiting., Upgrade in progress.
10,106, 36.30

o Web Security:
Enabled (India)

The AnyConnect Downloader is installing AnyConnect Secure
Mobility Client 4.2.01035. Please wait. ..
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