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pdlgbé: @Ipu Cisco Lluosl) I>la lJosesd pu PIX |Js ASA Jdewless Ws |ur0u0 epdso
lJosesd Ids IaoJo ASA 1Ug>5856. Spdu wujsd odo 1Ji>I6 PU LISE UU);SJ wulee PIX. )lze
oozsd odosy zolj ILJI,oILJ PIX 500 Series Security Appliance |Js 1206 IJI,qu lJpeg>Jo ASA 5500
Series JJzuo9d eds pis> pu ldpedyple.

IJeobdule IUIguluss

eobdule IJlzojo sldulee
Sedod odess PIX 515, 515e, 525, 535 |Js IJlosl, 7. 0.

Bod wie gpdss IJesdss [Us Idluosh 7.x w9uos Cisco wogigsd PIX Idluesl 6.2 19 [uosl)
l2>e. 903l sUpeU wrsd IJedssy Ields wuvdd Lozse. wldluolds |Us 3Jd: see oduss
eclbdole 1Uizojé 030 Jgs IJbus pu pobdole 31956 1d9uosd IJeLislkss (RAM):

byl; PIX  pobdols 31,6 1dsuosd IJguuslss RAM

r 93> (R) UNrestricted (UR) / wely; IJW_bd W §b (FO)
PIX-515 64 psszlolse” 128 pszlolse®
PIX-515 E 64 pszlolse” 128 pszlolse™
PIX-525 128 pszlolse 256 pszlolse
PIX-535 512 pszlolse 1 estlolse

B Uluodly 1Uie, show version Jozsss pdsly 31,6 1Usuo9d 1JeLbslss (RAM) IJpe oo 2l
eJs PIX.

pdlebd: 9 vobde oydsle wleg PIX 515 9 515e o) 9s6 1U31,6 ls ol:

- Stw @886 WIgugluo 1Usso Jrsop wolgsue pds»s 951856 uwes 32 pselulse [Us 31,6
s 64 pselolse.
- Sev wBdss IJlguglue 1Ussu dssep wolgsue £s) 08826 931Y,6 wgs 64 pselulse lds
5156 wed 128 pszlulse.
Jlze 031 1Jza9d Jbdle IJigsle IJos weole IJsol Josdss 1U31d,6 eds oo IUizoj6.

odosu IJzols 1UelJs eJ e 8sé
. " leplds 1U31Y,6 (Bed . leplds 1U31Y,6 (wg>
< . I w0 IJz; z
JeSUP puLPd IJgpd IS Bes6) PRIAN/ ST IJe)8:56)
098> (R) 32 pselolsw PIX-515-MEM-32= 64 pszlolse
&S pds> (UR) 32 pselelsw PIX-515-MEM-128= 128 psglulse
oely Mo ISk g4 il PIX-515-MEM-128= 128 pszlolse
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pdlzbé: seops ,9p Idgie eds IJosgsue ldpowe eds PIX

oop <886 IUluosly 6.X1Js 7.X o0 IJulpz wundluws oles socbdo weuo IJepd [Js29s:
9JIJu sev 1Jpld 030 lUgbsle Sod lJuoe:


http://www.cisco.com/en/US/docs/security/asa/migration/guide/pix2asa.html
http://www.cisco.com/en/US/docs/security/asa/migration/guide/pix2asa.html
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2. olds po Iy PIX Jl swos louoldle wse9dsd Ileuold 1o ds JJudbs (PPTP). JI
S8 luodh Idoyulpe 7.x 2lds! luele PPTP.

3. lugwe Ls wwoble ) 89psé Jlouoldle VPN eds PIX 9od wae gpdsé 1o, 9s6.

4. 18,1 030 lJpwowsle JJolds oo lod eds 2)lsé wldisle, 1023836 9lJpés,6
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PIX1Js IJluosh 7.x se> césul dos)l ssobde weuo 99 IJusdss gu ldgpd.
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lole 1de) po w9sd slz>.

Sew 1Jpld 030 IJgbsle IJedle Jdesesd pu PIX |Us ASA:
1. 986 luosl) wyulez PIX [Js 7.x.

2. oz9sd luwpele 1Uslzos o0 wyulez Cisco PIX Software 7.0 [Js wuuwsd Cisco ASA.
3. louwg wdysu IJeyulez PIX Software 7.0 |Js Cisco ASA 5500.
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http://www.cisco.com/cgi-bin/tablebuild.pl/pix?sort=occ-121.zip
http://www.cisco.com/cgi-bin/tablebuild.pl/pix?sort=occ-121.zip
http://www.cisco.com/en/US/docs/security/asa/asa70/pix_upgrade/upgrade/guide/pixupgrd.html
http://www.cisco.com/en/US/docs/security/asa/asa70/pix_upgrade/upgrade/guide/pixupgrd.html
http://www.cisco.com/cgi-bin/tablebuild.pl/pix
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http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Bod wae £ods6 1Je,8ss IJdedsé: 1dpd IUgbsle IJolJsé:

1. 8p wluosly 1Jle, show running-config Is write net Jz b wdssy PIX Izlds Bs pJud
uuos I9 gbp TFTP.
2. §p wluosl, IJie, show version JJoez 88 pu ldecbdolo. pod 31,6 19009 1Jg sisliss
(RAM). ksol: I8l pgyzle 03l 1ie) Is pdd woss. B3l lzoze Jdizoe 1Js luasl 1$op e
I Bpu ldpzeed b ceelz IUs pdclz IJcuuvsb 1Jiuods.
131 o PIX sz2ess eds luosl wble [z bEld Iuvluus (BIOS) 183p pu 4.2 19 I3l Jue wibb
Jesdss PIX 51519 PIX 535 pg PDM powe wldded: Bszo edsd [Jpld o)l 1Je) 886 B
9028 IJeilBws wodl pu luwesle bysds Iduuwg pu titp flash. Je, o [uool, BIOS. §p wlelss
wbEsd PIX 9pg w9uosd Jod 9226 weded Il Iuwlisd gus Idoposo.

Rebooting. . ..

Cl SCO SYSTEMB Pl X FI REWALL

Embedded BIOS Version 4.3.207 01/02/02 16:12:22.73

Conpi | ed by norl ee

64 MB RAM

pdlebé: sop ozosd igl,oJ 6.x oJylissl lJs iglro_, 7xleole IUo)dss. suwg gu ldozssd
IJoddlss JJle) wéssy Vs IJodyso 1dglue wd. crolz lds plzes vessile Idodsse wes
0poS> wulez 7.X ddozdd pu lu IJegss)le IJoddlisss prupss. e ledb IJodyso Bs
31,6 Flash (1J31,6 1Je98w6) Jupplo €30 Ssle IJuble wozasd Idedssy p,6 1)s VI Idp)o
lJoldss Idos swp Ysol wpeoss zolj IJlply.

pdlzbo: wgs o)y 986 IJuble |Js 7.X pu 1Jpop €30 luvegsle 1Ji>16 lJeuwless JJGyuo wluosh
IJeoolee 6.x Npe pod [uwesdls JJes 1des9): gse luel oy Lo9,6 Idwsulpe 7 X 90wbdy
pud lehs cyvgsd IJouble oo 9uoe IJublubs. Jol spdu o sSouwow BSs O8> IJodssu
lJuwled 9usle 1lely ldeedyple IUluwluss.

o886 zobs lplo PIX Lluwegsle IJie, copy titp flash
IJed 030 IJgbsle Josdss PIX Lluwegsle 11, copy thtp flash.

1. louwe 1Juwo9,s 1deulsss Jzols PIX: gs wwosd 1peld: PIX701.bin. [Jes 1sdsd 1Jzs,
Jébe TFTP.
2. o0 pozo IJie, enable . §o Lluosl, IJie, copy titp flash.

pi xfirewal | >enable
Passwor d:

pi xfirewal | #copy tftp flash

3. bed gwsle IP 1Jgluo wglse TFTP.

Address or nane of renote host [0.0.0.0]?

4. 15¢J luwe 1Jpdd £Js ebp TFTP IUss s> cppsdo. 03l 09 luwp pdd o096 PIX



lJoulsss.
Source file nane [cdisk]?

5. E_Q.)lp| OUp pb|JVQéJ uuqu_gSJ OUEo TFTP. IJoo UEp-
copying tftp://172.18.173.123/pi x701.bin to flash:image
[ yes| no| agai n] ?yes

6. sep uuwe [Juos)s IJlu pu ¢le TFTP |Js 1J31d,6 1Jeddws (flash).obo, 030 1d,uulJs
oy s o 1doudd o9 velzi 9see puwe [Jues)s Ideulsss [JEsses S Flash. ssepe
Jolows 1due9)s [Jgrsss sovuswol.

Recei ved 5124096 bytes
Erasi ng current image

Witing 5066808 bytes of inage
| T I A A I A O A Y

I mage installed
pi xfirewal | #

7.1e> wepsd zols PIX Joposs 1Jues)6 1Jzss36.
pi xfirewal | #reload
Proceed with rel oad? [confirni

Rebooting. . ..
8. 589p PIXIJlu wwposs (09,6 7.0. 903l sIpd £pdsé IJe)8:56.
pold gds IJodasu - o886 golj PIX Lluvegsle 1Ule, copy titp flash

pi xfirewal | #copy tftp flash

Address or nanme of renote host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701.bin

copying tftp://172.18.173.123/pi x701.bin to flash:image
[yes| no| agai n] ? yes

RN R RN RN NN RN RN NN

Recei ved 5124096 bytes
Erasi ng current inage

Witing 5066808 bytes of inage
RN R RN RN NN RN RN NN

I mage installed

pi xfirewal | #

pi xfirewal | #reload

Proceed with rel oad? [confirni

Reboot i ng. . .

Cl SCO SYSTEMs PI X FI REWALL

Enbedded BI OS Version 4.3.207 01/02/02 16:12:22.73
Conpi | ed by norl ee

128 MB RAM

PCl Device Tabl e.

Bus Dev Func Vendl D DeviD C ass Irq
00 00 00 8086 7192 Host Bridge

00 07 00 8086 7110 | SA Bridge



00 07 01 8086 7111 IDE Controller
00 07 02 8086 7112 Serial Bus 9

00 07 03 8086 7113 PCl Bridge

00 OD 00 8086 1209 Ethernet 11

00 OE 00 8086 1209 Et hernet 10

00 13 00 11D4 2F44 Unknown Device 5

Cisco Secure PIX Firewall BIOS (4.2) #0: Mn Dec 31 08:34:35 PST 2001
Pl at f orm Pl X- 515E
Syst em Fl ash=E28F128J3 @ Oxf f f 00000

Use BREAK or ESC to interrupt flash boot.

Use SPACE to begin flash boot imediately.

Readi ng 5063168 bytes of image fromflash.

HEg R R R R R R R R R R R R
HEg R R R R R R R R R R R R
128MB RAM

Total NI Cs found: 2

ncwa i 82559 Ethernet at irg 11 MAC: 0009. 4360. ed44

ncwa i 82559 Ethernet at irg 10 MAC: 0009. 4360. ed43

Bl OS Fl ash=an29f 400b @ 0xd8000

ad file systemdetected. Attenpting to save data in flash

!--- This output indicates that the Flash file
!--- system is formatted. The messages are normal. |Initializing flashfs... flashfs[7]: Checking
bl ock 0...Dblock number was (-27642) flashfs[7]: erasing block 0...done. flashfs[7]: Checking
bl ock 1...Dblock number was (-30053) flashfs[7]: erasing block 1...done. flashfs[7]: Checking
bl ock 2...Dblock number was (-1220) flashfs[7]: erasing block 2...done. flashfs[7]: Checking
bl ock 3...Dblock number was (-22934) flashfs[7]: erasing block 3...done. flashfs[7]: Checking
bl ock 4...Dblock nunmber was (2502) flashfs[7]: erasing block 4...done. flashfs[7]: Checking bl ock
5...block number was (29877) flashfs[7]: erasing block 5...done. flashfs[7]: Checking bl ock
. bl ock nunmber was (-13768) flashfs[7]: erasing block 6...done. flashfs[7]: Checking bl ock
. bl ock nunmber was (9350) flashfs[7]: erasing block 7...done. flashfs[7]: Checking bl ock
. bl ock nunmber was (-18268) flashfs[7]: erasing block 8...done. flashfs[7]: Checking bl ock
. bl ock number was (7921) flashfs[7]: erasing block 9...done. flashfs[7]: Checking bl ock
10... bl ock number was (22821) flashfs[7]: erasing block 10...done. flashfs[7]: Checking bl ock
11... bl ock number was (7787) flashfs[7]: erasing block 11...done. flashfs[7]: Checking bl ock
12...bl ock number was (15515) flashfs[7]: erasing block 12...done. flashfs[7]: Checking bl ock
13...block number was (20019) flashfs[7]: erasing block 13...done. flashfs[7]: Checking bl ock
14. .. bl ock nunmber was (-25094) flashfs[7]: erasing block 14...done. flashfs[7]: Checking bl ock
15. .. bl ock number was (-7515) flashfs[7]: erasing block 15...done. flashfs[7]: Checking bl ock
16. .. bl ock number was (-10699) flashfs[7]: erasing block 16...done. flashfs[7]: Checking bl ock
17...bl ock number was (6652) flashfs[7]: erasing block 17...done. flashfs[7]: Checking bl ock
18...bl ock number was (-23640) flashfs[7]: erasing block 18...done. flashfs[7]: Checking bl ock
19... bl ock number was (23698) flashfs[7]: erasing block 19...done. flashfs[7]: Checking bl ock
20...block nunber was (-28882) flashfs[7]: erasing block 20...done. flashfs[7]: Checking bl ock
21...block nunber was (2533) flashfs[7]: erasing block 21...done. flashfs[7]: Checking bl ock
22...block nunber was (-966) flashfs[7]: erasing block 22...done. flashfs[7]: Checking bl ock
23...block nunber was (-22888) flashfs[7]: erasing block 23...done. flashfs[7]: Checking bl ock
24. .. bl ock nunber was (-9762) flashfs[7]: erasing block 24...done. flashfs[7]: Checking bl ock
25...block nunber was (9747) flashfs[7]: erasing block 25...done. flashfs[7]: Checking bl ock
26. .. bl ock nunber was (-22855) flashfs[7]: erasing block 26...done. flashfs[7]: Checking bl ock
27...block nunber was (-32551) flashfs[7]: erasing block 27...done. flashfs[7]: Checking bl ock
28...block nunber was (-13355) flashfs[7]: erasing block 28...done. flashfs[7]: Checking bl ock
29...block nunber was (-29894) flashfs[7]: erasing block 29...done. flashfs[7]: Checking bl ock
30...block nunber was (-18595) flashfs[7]: erasing block 30...done. flashfs[7]: Checking bl ock
31...block nunber was (22095) flashfs[7]: erasing block 31...done. flashfs[7]: Checking bl ock
32...block nunber was (1486) flashfs[7]: erasing block 32...done. flashfs[7]: Checking bl ock
33...block nunber was (13559) flashfs[7]: erasing block 33...done. flashfs[7]: Checking bl ock
34...block nunber was (24215) flashfs[7]: erasing block 34...done. flashfs[7]: Checking bl ock
35...block nunber was (21670) flashfs[7]: erasing block 35...done. flashfs[7]: Checking bl ock
36...block nunber was (-24316) flashfs[7]: erasing block 36...done. flashfs[7]: Checking bl ock
37...block nunber was (29271) flashfs[7]: erasing block 37...done. flashfs[7]: Checking bl ock



125. .. bl ock nunber was (0) flashfs[7]: erasing block 125...done. flashfs[7]: inconsistent sector
list, fileid 7, parent_fileid O flashfs[7]: inconsistent sector list, fileid 12, parent_fileid O
flashfs[7]: 5 files, 3 directories flashfs[7]: O orphaned files, O orphaned directories
flashfs[7]: Total bytes: 16128000 flashfs[7]: Bytes used: 5128192 flashfs[7]: Bytes avail abl e:
10999808 flashfs[7]: flashfs fsck took 59 seconds. flashfs[7]: Initialization conplete. Saving
the configuration ! Saving a copy of old configuration as downgrade.cfg ! Saved the activation
key fromthe flash i nage Saved the default firewall node (single) to flash Saving image file as
PIRIRIRE R il Upgrade process conpl ete Need
to burn loader.... Erasing sector 0...[OK] Burning sector 0...[OK] Licensed features for this

pl atform Maxi mum Physical Interfaces : 6 Maximum VLANs : 25 |Inside Hosts : Unlinmted

Fai |l over : Active/Active VPN-DES : Enabled VPN 3DES-AES : Enabled Cut-through Proxy : Enabled
Guards : Enabled URL Filtering : Enabled Security Contexts : 2 GIP/GPRS : Disabled VPN
Peers : Unlimted This platformhas an Unrestricted (UR) |icense. Encryption hardware device :
VAC (I RE2141 with 2048KB, HW 1.0, CGXROM 1.9, FWB.5) ------mmmmm oo
-------------------------------- e L L e N e B O B e O R R A NN B B A
C i S C 0 S Y S & € M S oo oo o oo o b oo
--- Cisco PI X Security Appliance Software Version 7.0(1) *****xxkkkxskkxkkrrdkkxkkrxkrxx* WArni ng
Rk kkkkkkkkxkkxkkkkxkkkxkkxxkrx This product contains cryptographic features and is subject to
United States and local country |aws governing, inport, export, transfer, and use. Delivery of
Ci sco cryptographic products does not inply third-party authority to inport, export, distribute,
or use encryption. Inporters, exporters, distributors and users are responsible for conpliance
with U S and local country laws. By using this product you agree to conply with applicable | aws
and regulations. If you are unable to conply with U S. and local laws, return the enclosed itens
imediately. A sunmary of U. S. |aws governing Ci sco cryptographic products may be found at:
http://ww. ci sco. coml wMd / export/crypto/tool/stqrg.htm If you require further assistance pl ease
contact us by sending email to export @i SCO.com *****Fkkxkdkkrsdkkxkkkxkkrxkkxkkrx* WArni ng

KRk kkkkkkkkkkkkkkkxkkkxkkxxkkx Copyright (c) 1996-2005 by Cisco Systenms, Inc. Restricted Rights
Legend Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph (c) of the Commercial Conputer Software - Restricted R ghts clause at FAR sec.
52.227-19 and subparagraph (c) (1) (ii) of the Rights in Technical Data and Conputer Software

cl ause at DFARS sec. 252.227-7013. Cisco Systens, Inc. 170 West Tasnan Drive San Jose,
California 95134-1706 !--- These messages are printed for any deprecated commands. ERROR: This
command is no | onger needed. The LOCAL user database is always enabled. *** Qutput fromconfig
line 50, "aaa-server LOCAL protoco..." ERROR This conmand is no | onger needed. The 'fl oodguard'
feature is always enabled. *** Qutput fromconfig line 55, "floodguard enabl e"

Crypt ochecksun{unchanged): 9fa48219 950977b6 dbf6bea9 4dc97255 !--- All current fixups are
converted to the new Modular Policy Framework. |NFO. converting 'fixup protocol dns maximm
length 512" to MPF commands | NFGQ converting 'fixup protocol ftp 21' to MPF commands | NFG
converting 'fixup protocol h323_h225 1720' to MPF commands I NFO converting 'fixup protocol
h323_ras 1718-1719' to MPF conmands I NFO converting 'fixup protocol http 80" to MPF commands
INFO converting 'fixup protocol netbios 137-138 to MPF commands | NFO converting 'fixup
protocol rsh 514' to MPF commands | NFO. converting 'fixup protocol rtsp 554' to MPF commands
INFO converting 'fixup protocol sip 5060° to MPF commands | NFO converting 'fixup protocol

ski nny 2000' to MPF commands | NFO converting 'fixup protocol sntp 25 to MPF commands | NFO
converting 'fixup protocol sqglnet 1521' to MPF conmands | NFO converting 'fixup protocol
sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69° to MPF commands | NFO
converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting 'fixup protocol xdntp
177° to MPF conmands Type help or '?" for a list of available conmands. pixfirewall >

pdlebé: $p Lluosl) 1Jie, show version JJoe$d po lo PIX suvgd 1T luosh IJwsolez 7.x.

pdlebd: Jsz o ls igble 2w lule oypsd Idedasu: §p wluosly IJle, show startup-config
errors. wbo, IJIgble Vs o3l 1UIE)lz wed lu w@9p wwposs PIX Jdp,o IUlsds.

<8 zob Iplo PIX pu 9 08 IJublbé

3¢do p2yw luwdaw

lope o3l steps in order to s¢Jo psy0 luwdsw eds IJ PIX.



5.

co9uosd Jod 9236 wpdp wpud’ 9236 [doedp eds PIX Cluwedsle leshle IUlouold

IJelds6:9600 Lo B 1Jelussd spsle vo wslulewdl eeledow lsdld glesgse IUepde
Os lJors s

-39,6 IJbl @6 19 lelsé wzpsd PIX. ¢JIJ IJoposs sop pbldoed Llguegsle BREAK Iy ESC

Jpdllbgs wposs Flash (IU31Y,6 1Up98ws). Issd guiy &olo Jlgldo gpdso I poss
lJelse.

usgb gds pBdelz ESCly e wluwld 2y BREAK Jbsgld s oe Il us.Jsl doe

ouweese Windows Hyper Terminal, B spdod IJuogb eds pdole ESC g I ogb eds
Ctri+Break J|,v!J 2, BREAK.I Ul Ussd wyuleg Telnet oo gJIJ Ebpe byds JJsuesd
lJs pud3 9236 Idoedp 1IUElLos o PIX Slue welzs lds Iduog b gJs Ctrl+] (Control +
B9 lspw) JJ9Losd lJs p9zo 9o, Telnet. &p Bp wluosl, IUie, send break.

ooy ulwss plbldus .

clog lds 4 <2956 PIX oo 908 I _jisl_sis6.

<36 PIX pu 9 o€ bl s

lope o3l steps in order to zuwoe I PIX o0 o350 luvdoe.

1.

2.

logwe 19,8 IJeulisss Jeols PIX. gds uvwsd Idpeld. PIX701.bin. s IdsJsd Uz,
Jébse TETP.

sedo pyyu lowd9w eds IJ PIX. Bl Juo sy PQLsJ_) 20 I8 1JBdsle w3Jde lze bzl
2lJo 1 il s, pdlebs: spdud [puwegsle IUpdelz "S" wpz)s 3¢9JY Vs s og [Juil s
Jeruo Blisps wldgsble 1Jelzs.

bgd Ldp 1J9lz06 1J3s souad wo ébe TFTP. Ig 1Jslzoes 1JI 8,0 Jglse TFTP. IJlesls

Ul el s 09 1slzos 1 (B 1Us12J).

noni t or >interface

pdlebé: O 908 1Jp)l s wd9p 1Uslzod slisel wldovly o ldeddliss eds Iduwed
Sldhuwld culiss IJleglo. swgd) wyps) leshble 1Uglzod wyps)l wlowl. J3JdI: Bl wp
©90u28J 91206 PIX Bs p29d wp wypsio wuvdd elow Jduwyed/ldhuwld wuliss [Jloglo.
Bles odasuo JJodly o IJoddlss loule 92939 B 9 e 1Up)ldus. lede lsuol o zols
PIX Jl suvwlbse wosisé 9lzos Gigabit Ethernet oo 9 0¢ zols Ide)ue. Sew s luwwgsle
9lzod lseyuw ywysed wadl pu 3JY.

ed guslo IP1Jgloo wlJBho 1Upess B 1Ugbes 1Jel)es.

noni t or >address

bed gwslo IP 1Jgluo wglbe TFTP.

noni t or >server



6. (Iwshs) i)EJ ewslu IP 1Jglue wolowd. sdjp 929> suslu evlyd 31 Jp oIy glges PIX
092936 gJs IUyvods ool IJgl oo Lgle TFTP.

noni t or >gateway

7. ed luwe 1dedad £Js e TETP 1Uss s weesdo. 03l 09 luue pdd Lo9,é PIX

lJeulsss.
nmoni t or >file

8. sop leouly Idleuold po PIX 1Js ¢be TFTP Jdezdd po louold P Buiude ltouble
logold: Beedd pu lddodie seuslo IP1Elue wslzes PIX s¢lse TFTP seoslo IP 1Jglue
wldoslos (131 e 1dle)). sz o wuge lRovble ldlogald Yod ldeclogs.

noni t or >ping

9. Yoy tftp Jode wujsd TFTP.

noni t or >tftp

10. s89e PIX vouisd 1Juo9,6 1ds 31956 1d9uosd IJebsliss (RAM) sozpsdol
oJ&I:s@.i&gl: epdsé lJopossc sup wessd ublp lJpJdSle et lJodosu IJzlds 1Ugluo
wd. 9p8 3JIc dp wuwo wes. Jlgb juwlds [dueds) 030 wes [duposs 9ldpelugd |Us
lJglbgs 11:

R R R R RS R R R R R R R R R R SRR R R RS R EEEEEEEEEE SRR

* % * %
** **x WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG ***  **
* % * %
*x ----> Current image running fromRAMonly! <---- *x
* % * %

**  \When the PI X was upgraded in Mnitor nbde the boot inmage was not **
** witten to Flash. Please issue "copy tftp: flash:" to | oad and *x
** save a bootable image to Flash. Failure to do so will result in **
** a boot loop the next tine the PI X is rel oaded. *x

* % * %

IR R R E R R RS R R R R R R RS R E R RS R EEEEEEEEEEEEEEE

1. pl o Spoddedo SpIdu iougv slogwe IJ OO wo 429,06 [Js IJ PIX &loss. 030 1Jey6: Bp
wluosl) 1Jle, copy tftp flash.s9>s 3JY [Js e 1Uuo9,6 WS wble pJwd Flash. s9>s
lJouivd WS 1Jpld 030 1Ugb9o |Js 259¢ o)l edds Jdoposs WOs Idp)o IJoeldse IJos

Swp Isol lghs wepsd PIX.
pi xfirewal | >enable
pi xfirewal | #copy tftp flash

pJlebs: JJeuosd eds buvble o Losdss 2od Js8sé wuwe 1Jue9ss gy luweesle



12.

IJio, copy titp flash. ,lee w856 zolj lolo PIX Ul wegsle $uwe llie, copy thtp flash.
Pl ouwes 1Juessé sdsu eg I copy thtp wud les: IJozuwse gpdss Jlpd.peld
oubdsd - ©u9s8 eob lelu PIX o0 9o¢ 2ols Iderue

noni t or >interface 1

0: 18255X @PCI (bus: 0 dev: 13 irq: 10)
1: i8255X @PCl (bus:0 dev:14 irq:7 )
2: 18255X @PCl (bus:1 dev:0 irq:11)
3: 18255X @PCl (bus: 1 dev:1 irqg:11)
4: 18255X @PCl (bus:1 dev:2 irq:11)
5: 18255X @PCl (bus: 1 dev:3 irq:11)

Using 1: 182559 @PCl (bus:0 dev:14 irqg:7 ), MAC. 0050.54ff.4d81

nmoni t or >address 10.1.1.2

address 10.1.1.2

noni t or >server 172.18.173.123

server 172.18.173.123

noni t or >gateway 10.1.1.1

gateway 10.1.1.1

nmoni tor >file pix70l1l.bin

file pix701.bin

nmoni t or >ping 172.18.173.123

Sendi ng 5, 100-byte Oxa0l14 | CMP Echoes to 172.18.173.123, tineout is 4 seconds:
Success rate is 100 percent (5/5)

nmoni t or >tftp

tftp pix701. bi n@L72. 18. 173. 123, . . ..
Recei ved 5124096 bytes

Cisco PI X Security Appliance adnm n | oader (3.0) #0: Mon Mar 7 17:39:03 PST 2005
HH T
128MB RAM

Total NICs found: 6

ncwa i 82559 Ethernet at irg 10 MAC: 0050. 54f f . 4d80

ncwa i 82559 Ethernet at irq 7 MAC 0050.54ff. 4d81

ncwa i 82558 Ethernet at irq 11 MAC: 00e0. b600. 2014

ncwa i 82558 Ethernet at irgq 11 MAC. 00e0. b600. 2015

ncwa i 82558 Ethernet at irqg 11 MAC. 00e0. b600. 2016

ncwa i 82558 Ethernet at irgq 11 MAC: 00e0. b600. 2017

Bl OS Fl ash=AT29C257 @ Oxf f f d8000

ad file systemdetected. Attenpting to save data in flash

!--- This output indicates that the Flash file

!--- system is formatted. The messages are normal. |lnitializing flashfs... flashfs[7]:
Checki ng bl ock O...block nunber was (-10627) flashfs[7]: erasing block O...done
flashfs[7]: Checking block 1...block nunber was (-14252) flashfs[7]: erasing bl ock
1...done. flashfs[7]: Checking block 2...block nunber was (-15586) flashfs[7]: erasing

bl ock 2...done. flashfs[7]: Checking block 3...block number was (5589) flashfs[7]: erasing
bl ock 3...done. flashfs[7]: Checking block 4...block number was (4680) flashfs[7]: erasing
bl ock 4...done. flashfs[7]: Checking block 5...block number was (-21657) flashfs[7]:
erasing block 5...done. flashfs[7]: Checking block 6...block nunber was (-28397)
flashfs[7]: erasing block 6...done. flashfs[7]: Checking block 7...block nunber was (2198)
flashfs[7]: erasing block 7...done. flashfs[7]: Checking block 8...block nunber was (-
26577) flashfs[7]: erasing block 8...done. flashfs[7]: Checking block 9...block nunber was
(30139) flashfs[7]: erasing block 9...done. flashfs[7]: Checking block 10...block number
was (-17027) flashfs[7]: erasing block 10...done. flashfs[7]: Checking block 11... bl ock
nunber was (-2608) flashfs[7]: erasing block 11...done. flashfs[7]: Checking bl ock

12...bl ock number was (18180) flashfs[7]: erasing block 12...done. flashfs[7]: Checking

bl ock 13...block number was (0) flashfs[7]: erasing block 13...done. flashfs[7]: Checking
bl ock 14...bl ock nunmber was (29271) flashfs[7]: erasing block 14...done. flashfs[7]:
Checki ng bl ock 15...bl ock nunber was (0) flashfs[7]: erasing block 15...done. flashfs[7]:
Checki ng bl ock 61...block nunber was (0) flashfs[7]: erasing block 61...done. flashfs[7]:

i nconsistent sector list, fileid 9, parent _fileid O flashfs[7]: inconsistent sector list,



fileid 10, parent_fileid O flashfs[7]: 9 files, 3 directories flashfs[7]: 0O orphaned
files, O orphaned directories flashfs[7]: Total bytes: 15998976 flashfs[7]: Bytes used:
10240 flashfs[7]: Bytes avail able: 15988736 flashfs[7]: flashfs fsck took 58 seconds.
flashfs[7]: Initialization conplete. Saving the datafile ! Saving a copy of old datafile
for downgrade ! Saving the configuration ! Saving a copy of old configuration as
downgrade.cfg ! Saved the activation key fromthe flash i mage Saved the default firewall
mode (single) to flash The version of image file in flash is not bootable in the current
version of software. Use the downgrade command first to boot ol der version of software.
The file is being saved as image_ol d. bi n anyway.
rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrriiiri il upgrade process complete

Need to burn | oader....

Erasing sector 0...[ K]

Burni ng sector 0...[ K]

Erasi ng sector 64...[ ]

Bur ni ng sector 64...[ ]

Li censed features for this platform
Maxi mum Physical Interfaces : 6

Maxi mum VLANs . 25

I nsi de Hosts D Unlimted
Fai | over : ActivelActive
VPN- DES : Enabl ed
VPN- 3DES- AES : Enabl ed
Cut -t hrough Proxy : Enabl ed
Quards : Enabl ed
URL Filtering : Enabl ed
Security Contexts 2

GTP/ GPRS : Disabl ed
VPN Peers D Unlimted

This platformhas an Unrestricted (UR) |icense.

Encryption hardware device : VAC+ (Crypt 05823 revision 0x1)

Cisco PI X Security Appliance Software Version 7.0(1)

EE Rk O S O O O \Mrnl ng R I S S S

Thi s product contains cryptographic features and is
subject to United States and | ocal country | aws
governing, inport, export, transfer, and use.
Delivery of Cisco cryptographic products does not
inmply third-party authority to inport, export,
distribute, or use encryption. |nporters, exporters,
di stributors and users are responsible for conpliance
with U S. and local country laws. By using this
product you agree to conply with applicable |aws and
regul ations. If you are unable to comply with U. S.
and |l ocal laws, return the enclosed itens i mediately.

A sunmary of U.S. laws governing Ci sco cryptographic
products may be found at:
http://ww. ci sco. com w / export/crypto/tool/stqgrg. htm

If you require further assistance please contact us by

sending emai|l to export @i sco.com
kkhkkhkhkkkhkkhkhkhkhkkhkkhhkhrhkkhkhkhkhkhkkhkkhhkhrkkhkkhhkkxk V\ﬁl’nl ng kkhkkhkhkkkhkkhkhkhkhkkhkkhhkhrhkkhkhkhhkhkkhkhhkrxkkhkhhkkk



Copyright (c) 1996-2005 by G sco Systens, Inc.
Restricted Rights Legend

Use, duplication, or disclosure by the Governnment is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Conputer
Sof tware cl ause at DFARS sec. 252.227-7013.

Ci sco Systens, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

!--- These messages are printed for any deprecated commands. .ERROR This conmand is no
| onger needed. The LOCAL user database is always enabled. *** Qutput fromconfig line 71,

"aaa-server LOCAL protoco..." ERROR This command is no | onger needed. The 'fl oodguard'
feature is always enabled. *** Qutput fromconfig line 76, "floodguard enabl e"
Crypt ochecksun{unchanged): 8c224e32 c17352ad 6f2586c4 6ed92303 !--- All current fixups are

converted to the

!--- new Modular Policy Framework. |NFQ converting 'fixup protocol dns maxi mum | ength
512" to MPF commands | NFO converting 'fixup protocol ftp 21' to MPF comrands | NFO
converting 'fixup protocol h323_h225 1720 to MPF conmands | NFO. converting 'fixup
protocol h323_ras 1718-1719' to MPF conmmands | NFO converting 'fixup protocol http 80" to
MPF comands | NFO converting 'fixup protocol ils 389" to MPF commands | NFO converting
"fixup protocol netbios 137-138" to MPF conmands | NFO converting 'fixup protocol rsh 514’
to MPF commands | NFO converting 'fixup protocol rtsp 554' to MPF commands | NFO
converting 'fixup protocol sip 5060' to MPF commands | NFO converting 'fixup protocol

ski nny 2000' to MPF commands | NFO converting 'fixup protocol sntp 25 to MPF conmands
INFO converting 'fixup protocol sqglnet 1521' to MPF commands | NFG converting 'fixup
protocol sunrpc_udp 111' to MPF commands | NFO converting 'fixup protocol tftp 69' to MPF
conmands | NFOG converting 'fixup protocol sip udp 5060' to MPF commands | NFO converting

"fixup protocol xdncp 177' to MPF commrands
kkhkkhkhkkkhkkhhkhkhkhkhhhkhkhkhkhhhkhkhdhhhhhkhhhhddhhhhhkdhhhkddhhhhdhkhhkddhrhhhdhdrhkdddrhrhhkdhxx*x **%x %% **%x **x%

WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG *** WARNI NG *** ** ** % %% ___._> Cyrrent
image running fromRAM only! <---- ** **x *x *x \When the Pl X was upgraded in Mnitor node
the boot image was not ** ** witten to Flash. Please issue "copy tftp: flash:" to | oad
and ** ** save a bootable inmage to Flash. Failure to do so will result in ** ** a boot

|l oop the next tine the PIX is rel oaded. ** ** **
kkhkkhkhkkkhkkhhkhkhkhkhhhhkhkkhhhhhkhhhhkhhhhhhhdhhrhkhhkdhhhkddhrhhhdhhhkddhrhrdhkdhkrhkddhrrxrhdhxx* Type help or '?'

for a list of available conmands. pixfirewall> pixfirewal| >enable
Passwor d:

pi xfirewal | #
pi xfirewal | #copy tftp flash

Address or nane of renote host []? 172.18.173.123
Source filenane []? pix701.bin

Destination filenane [pix701.bin]?

Accessing tftp://172.18.173.123/ pi x701. bin. .. trrrrrrreeerererrrrrrrrrrrrrnd
NERERERE R R R R RN R R R RN R R R R R R RN R R R RN RN RN RN

Witing file flash:/pix701.bin...
RN NN RN R RN R RN RN RN

5124096 bytes copied in 139.790 secs (36864 bytes/sec)
pi xfirewal | #



oe9sd luvple 1Uslzos po wyolez Cisco PIX Software 7.0 [Js ouuusd Cisco ASA

copead IJgbys IJoldss Ws 1dgpdss Ws wzys) Idodssu [dpuvens IUs IJe,ulez Cisco PIX
Software 7.0 IJpz9d zosel s90 louoald.

wpl 16 1ol 8s6 wuwpss lzos Cisco ASA wiodud gu lzojs Tl Cisco PIX. Slow weles 1Js
lole vessile eds wdssu Cisco PIX 9od ugwgo/wgpesdo |Js golj lely Cisco ASA 5500 Series
Security Appliance.

lope o3l steps in order to zeJo 1JBLo luwe wés) eds IJ PIX ouvdsd:

1. louwe IJodssu Ideass 1JB8lse eds wyulee PIX Software 7.0 290 louold oldloeyuw.
JJdusle wodl ldlp)le 9p vogpesd IJodosy IJs ¢lbe TFTP/FTP I o uwg Idodssy pu
eduwo gpd 9236 wedp IUs p2) vuwesue-Jogesd wdssu PIX|Js gbe TETP/FTP. oo 9256

IJoede: e wluosly o3l 1l

copy startupd@™ ' config tftp://n.n.n.n/PlX7cfg.txt
or

copy startupd@™ ' config ftp://n.n.n.n/PlX7cfg.txt

2. L ogpsd pdV IJedssu 1J3kspe eds woolez Cisco PIX Software 7.0 wogle [Us ¢lbpe
TFTP/FTP (ls Juo@oluuwge IJs peoy wuosue): Ivee Notepad/WordPad 19 |s oz )
wwesP pBued Jogss) luvple 19lzes eds wdssu PIXlzole Dile Izejé lelu PIX oo 0
IJs n ey Cisco. glzole [, 8le lzoj6 1Jlely Cisco ASA 5500 Series Security Appliances
luwoobl lds padgollddezs IJglos wol. swp wydse IJ9lzole e pzs oo 0/0 |Js 0/3.
99lz0d IJ1y6 o IUPL6 0/0. swp ey9se IJslzole gds 9256 4GE SSM ey 1/0 |Js
1/3.5259.5 ASA 5510 oy Cisco pg IJozsue IJluwluus 1Jss suvgd 7.0 eds odles
pules Ethernet yu)sg6 (o0 0/0 [Js 0/2) ldluolwds s slzos 11,6 0/0 IJewlzs. Cisco
ASA 5510 pg v ¢ s e Security Plus ©o99,) zpse slgole Ethernet IJ w86 1Ugpuw.
oouoew Cisco ASA 5520 9 5540 1,6 pulds Gigabit Ethernet 900,085 |sl)6 Fast Ethernet
9lz>. sew9s Cisco ASA 5550 gds wpluss puluds Gigabit Ethernet 900095 Fast Ethernet
3123.89p wobss) luwele 191208 eds dasu PIX s couwsd 3lzos ASA.gJs uuwsd
IJpelJ:

Et hernet0 ==> Ethernet 0/0

Et hernet1l ==> Et hernet0/1
G gabi t Et hernet 0 ==> G gabi t Et hernet 0/0

Jles Buwe "wdssu pedele 1Usle0s" pu 2Jisd wdasy wlo, I9le, Cisco Security Appliance.
ledh, 7.0 JJzuesd £ds eiss oo Iegdsple.

o IJodssu pu PIX|Js ASA

g o0do IJuwbé: Irsd wdssy puwowd IJs g_?gl,oa Cisco PIX Software 7.0 ¢ iuuph: lJ9lzod
lJos wp wedsdol vese wdyy glojs Jdouwt 19 Idegpsd [Js uvduvds Cisco ASA 5500
lJ¢gluos od. ould bysyuly Jugpsd IJodyso lJpuweows [Js wyulpe Cisco PIX Software 7.0
lJs zol; Cisco ASA 5500 Series.

IJpd IJgbsle 191536 B 1o ,s5.86 1: 1o wg 1395/ JJ 0.8 19 1k 1s.86 20 woisd po
TFTP/FTP.

IJb,s86 1: IJogwelJduod 1Js29s


http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/config.html
http://www.cisco.com/en/US/docs/security/asa/asa70/configuration/guide/config.html

louwe Idodssu pu gdld bysesé IJougwe/lddued pu 9236 wgde PIX:

1. 8p wouwesd 1Usgsd [Js uvduvds Cisco ASA 5500 oy ¢JIJ 9236 Iz de sluos, 1Uie,
clear config all Jo vz IJoJd9so Yod Juold IJedssu IJpesrd Juyulez Cisco PIX Software
7.0.

ASA#config t
ASA(config)#clear config all

2. logwg 1Jodsse 9Juodo WS 9236 wedp ASA. &p b IJodssy. pdlebé: olds oy v
zpsSE Idglzole Ws gldo Jod woe lJIRool,.

IJb)ys86 2: IJouisd po TFTP/FTP

lJbys86 1Jeluss os wujsd IJodssu ldpuvaeus |Js wyulez Cisco PIX Software 7.0 o0 ¢lpe
TFETP/FTP. Jo3o IJglb9s: sdjpd wdysy 9lzos IUD16é gds goly Cisco ASA 5500 Series Joujsd
TFTP/FTP:

1. o0 9226 wedp ASA §p wluool) pl sds:
ASA#config t
ASA (config)#interface management 0
ASA (config)#nameif management
ASA(config)#ip add

‘oJ|a.|b5: (|Cu.,5|_)§) <ip> <mask> < >
2. opzyd lesh glzos IUDL6: spdud wuisd wdssu PIX |Js ASA:

ASA (Config)#copy tftp://

3. 8p web IJodssu.

obusd odysu IJluosh 6.X pu wyulez PIX Software gJs 1Jluosl) 7.X po woulee
ASA

o29sd wdosy PIX 6.2 19 6.3 |Js zols lelu ASA 2555 09 £pJs6 $3956. Sdip 99, puwds
ASA/PIX Jozasd Loslés PIX 6.x Jebludsé Loslgs ASA sdalus IUlsle, |Js oJose ASA.
Spdod 8o 9Juod weus I9le) pod i) access-list. wlds oo pdlus cdssy PIX6.219 6.3
wubdd 98838 wodasu ASA IUpdss Juoplu g3p 2290 IRble B IJozasd.

edlgbs: spdy |guogsle Cisco CLI Analyzer (pzJJ 9lz0é wlb, IJioloy o0 Cisco) (JJgple
lJowzdsu W9b) Jozasd weuo 1JI9le) 1UI8>0 £, 1Upre9006: pod apply I outbound lg (§ul6
IJosuosd lds Blises 1Usuosd Idpuluwwsd. ssdie luveeilus Idoslole 1deesds luwee)l ol
Juledl. 0 1du2,9,8 IJezdd pu oblod Idozsd pe wuslusle IUlplo.

pdlebbé: wgodu gpdss 1de)dso 1Js zols ASA 2368 g0 1Ue) 836 [Js zolj PIX 28>, w9ss


http://cway.cisco.com/go/sa/
http://tools.cisco.com/RPF/register/register.do
http://tools.cisco.com/RPF/register/register.do

ezlods 1Jo, 886 |Js ASA Cluwagsle gpdsé PIX |Js logsle £33 pu ié_]olc lJodysy eds ASA.
lvodunlos IJIRble gl odlzol - Cposd IUoYdssy 1Us39s

IJzol; lJ 86 W 2J @6 lebs IJoybgsd

s o8 lu suweged lue I copy titp o) d luvdye inorder to puwow I PIX glesw: 09 suod
s o3l reboot Iy g bé:
Cisco Secure PIX Firewall BIOS (4.0) #O:
Thu Mar 2 22:59:20 PST 2000
Pl at form Pl X- 515
Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt flash boot.
Use SPACE to begin flash boot imediately.
Readi ng 5063168 bytes of image from fl ash.

Jl spdo ordsé 12036 PIX 3le |uoshle BIOS 1J18sp oo 4.2 Uluwoésle 1Jie, copy thtp flash.
.__savgojégsool wluwegsle luvde "9oe IJunlué". :

o8 lu syIduo I PIX7.X 98883 IJwposs: 09 Suod Vs 03l reboot [y iglbs:
Rebooting. . ..

Cisco Secure PIX Firewall BIGCS (4.0) #0: Thu Mar 2 22:59:20 PST 2000
Pl atform Pl X-515
Fl ash=i 28F640J5 @ 0x300

Use BREAK or ESC to interrupt flash boot.
Use SPACE to begin flash boot imediately.
Readi ng 115200 bytes of inmage from fl ash.

Pl X Fl ash Load Hel per

Initializing flashfs...

flashfs[0]: 10 files, 4 directories

flashfs[0]: O orphaned files, 0 orphaned directories
flashfs[0]: Total bytes: 15998976

flashfs[0]: Bytes used: 1975808

flashfs[0]: Bytes avail able: 14023168

flashfs[0]: Initialization conplete.

Unabl e to | ocate boot image configuration
Booting first image in flash

No bootable image in flash. Please download
an image from a network server in the monitor mode

Failed to find an image to boot

lou PIX -._'5\?_90 CUNULU U P i'_}u\Jﬁy IJs 7‘0“'&__5J o 1J 7.0 w296 Jl s, sled v wed
12506 1Jl9J 7.0 w5 3JY gwopl IJ PIX sdou lgse: 09 suowe w lJouod B reboot
luuhgb6.596 1929z o b wd9e wogesd IJur9ss )6 IS pu elds IUubluus. wes
©p0$0: Sew sy Luwg IJues)d p)6 1S wluwesle bisds uywg titp flash.

JuwlJs gbl

g0 1Jo,866 Lluwagsle b)ys@s ugwg thitp flash. Lue,s Huwls [Jgbl oso:



pi xfirewal | #copy tftp flash

Address or name of renote host [0.0.0.0]? 172.18.173.123
Source file name [cdisk]? pix701.bin

copying tftp://172.18.173.123/pi x701.bin to flash:image
[yes|nojagain]? vy
RN RN R RN RN RN R RN RN RN RN

Recei ved 5124096 bytes

Erasi ng current inage

Insufficient flash space available for this request:

Size info: request: 5066808 current: 1966136 delta: 3100672 free: 2752512
I mge not installed

pi xfirewal | #

wboj 030 lywlds wuvdd glue guspl wop ) dss PIX 515 l9 PIX 535 p¢ PDM lJpe e
lJoed wluwegsle luudye copy titp flash.

B NJendss Upwetsle luudse "sng 10l we" Jod o3 Iy Je.

Jl se9 IJodsso ogsel
@8> w9806 PIX oy 6.X |Js 7. Jl swp wyesd veue IJodssy wuvdd ozse.

s&u2 [&lz IJie, show startup-config errors s iz bole re o loule orzsd IJodssy. wbo,
Il ble B o3l 1181z s 1o ©d9p woposs PIX JJe,s IIsJs. [Bzue oso IUlzble 9zl9J zJol.

Jl ogpd weuo IUgsple pod FTP
985 weue Idizsloc Jl ogpd veup IJgsple pod FTP wes 1Je,dss.

Jp sup wpdsy Iddzuo Jodo IJgsple wed 1de)8ss. wpdsy ldovwosys eds 1Jgsele )
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