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} User = cse
"password = clear "cse
default service = permit

{
CisCO 40 0¥ UNIX RADIUS o515 S5

paziuall dg>l9 61cbua; (NAS) éSuidl I Jowosll o315 asild _JI pliaslly PIX IP ylgic ool :aka>Mo
aoiiall (GUI) asogu !

} user=bill
} radius=Cisco
} =check_items



"foo"=2

{

} =reply attributes
6=6

{

{

{

Cisco Secure Windows RADIUS

Windows RADIUS J ¢,V Cisco psl5 slacy wlglazll 0id paciwl
: px3imall 31ag] pd 9 59,0 dalS e Jouaxll 1
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"key = "cisco

} user = cse

"login = cleartext "cse
default service = permit

{
1id abslaall - PIX ) JoVI pyeSill

10&d 883kl - PIX J LIVl (053l

PIX Version 5.2(0)205

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd OnTrBUGlTpOedmkr encrypted
hostname pixfirewall

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720




fixup protocol rsh 514

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol sip 5060

names

!

These lines are necessary !--- 1f the new feature ---!
in 5.2 is used to define which !--- target/source IP
addresses are to be authenticated. access-list 101
permit tcp any any eq telnet

access-list 101 permit tcp any any eq ftp
access-list 101 permit tcp any any eq www

!

pager lines 24

logging on

no logging timestamp

no logging standby

logging console debugging

no logging monitor

no logging buffered

logging trap debugging

no logging history

logging facility 20

logging queue 512

interface ethernet(0 auto

interface ethernetl 1l0baset

mtu outside 1500

mtu inside 1500

ip address outside 99.99.99.1 255.255.255.0

ip address inside 172.18.124.157 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no failover

failover timeout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

global (outside) 1 99.99.99.10-99.99.99.20 netmask
255.255.255.0

nat (inside) 1 172.18.124.0 255.255.255.0 0 O
static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp any any

conduit permit udp any any

conduit permit icmp any any

route inside 172.18.0.0 255.255.0.0 172.18.124.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc
0:10:00 h323 0:05:00

si p 0:30:00 sip_media 0:02:00

timeout uauth 0:05:00 absolute

!

For the purposes of illustration, the TACACS+ ---!
process 1is used !--- to authenticate inbound users and
RADIUS is used to authenticate outbound users. aaa-
+server TACACS+ protocol tacacs

aaa-server RADIUS protocol radius

+aaa-server AuthInbound protocol tacacs

aaa-server AuthInbound (inside) host 172.18.124.111
cisco timeout 5

aaa-server AuthOutbound protocol radius

aaa-server AuthOutbound (inside) host 172.18.124.111
cisco timeout 5




|
The next six statements are used to authenticate ---!
all inbound !--- and outbound FTP, Telnet, and HTTP
traffic. aaa authentication include ftp outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include telnet outside 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http outside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthInbound
aaa authentication include http inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include telnet inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
aaa authentication include ftp inside 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0

AuthOutbound
!
OR the new 5.2 feature allows these two statements ---!
in !--- conjunction with access-1list 101 to replace the
previous six statements. !--- Note: Do not mix the old
.and new verbiage

aaa authentication match 101 outside AuthInbound

aaa authentication match 101 inside AuthOutbound

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

no sysopt route dnat

isakmp identity hostname

telnet timeout 5

ssh timeout 5

terminal width 80

Cryptochecksum:5882£514247589d784a0d474c800907b8
end

(3lieg 5.3) \uoSill dblall RADIUS 38Lo

PIX 5.3 _5 .(1813/1812 65lc) 1646/1645 LoV, RADIUS 38le RADIUS p3lgs Jag, pakius
oLdYslaeYl e 3T e i | diwlxos RADIUS d85kas i8lo ues o,Say «a>Yl olyluoYl
‘Wl oloVl plaiiwl, 1646/1645

# aaa-server radius-authport
# aaa-server radius-acctport

PIX @8slao clasi aunas dliol

9 paciwe) diol 018 .clsVl oy Jieis diS Jo> wlogles e Joaxl cUa.iSlI:M wleas g2,
aS> d9slan pii .uSelly (99.99.99.99) 172.18.124.114 =15 JI j9,0l 45> lay 31 99.99.99.2

lgde RADIUS JgSsi9,,: @93ban ai laS  TACACS JsSsion Lle 63,lg)l 49,0l




(63,l9J)) +TACACS - ax>Ul a95La0ll

Auth start for user '???' from 99.99.99.2/11003 to 172.18.124.114/23 :109001
Authen Session Start: user 'cse', sid 2 :109011
Authentication succeeded for user 'cse' from 172.18.124.114/23 :109005
to 99.99. 99.2/11003 on interface outside
Built inbound TCP connection 4 for faddr 99.99.99.2/11003 :302001
(gaddr 99.99.99 .99/23 laddr 172.18.124.114/23 (cse

Uas" pasiwall §p .(83)l0)1) +TACACS - énno e )9,0)l dalS/ pasiimall pwl wuny a2l ué d85Laoll
"D 0l a5, il oVelxoll sae) _.adVl sl

Auth start for user '???' from 99.99.99.2/11004 to 172.18.1 24.114/23 :109001
Authentication failed for user '' from 172.18.124.114/23 :109006
to 99.99.99.2/1 1004 on interface outside

dalf Il PIX (lln, Y9 83519 6,0 pasimall puwl pasimall (s .(3,lo)l) +PIX - TACACS _JI &axis Y polsl

"B 9l a5 Jl oYolxall 330 a8Vl sl :las" pasiwall s, (Telnet Jlc 0id) 19,0

Auth start for user '???' from 99.99.99.2/11005 to 172.18.124.114/23 :109001
Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed :109002
server 172.18.12 4.111 failed) on interface outside)
Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed :109002
server 172.18.12 4.111 failed) on interface outside)
Auth from 172.18.124.114/23 to 99.99.99.2/11005 failed :109002
server 172.18.12 4.111 failed) on interface outside)
Authentication failed for user '' from 172.18.124.114/23 :109006
to 99.99.99.2/1 1005 on interface outside

(,oLall) RADIUS - 62> d95Lao

Auth start for user '???' from 172.18.124.114/35931 to 99.99.99.2/23 :109001
Authen Session Start: user 'bill', Sid 0 :109011
Authentication succeeded for user 'bill' from 172.18.124.114/35931 :109005
to 99 .99.99.2/23 on interface inside
25 cpaiunll puwl b paiuall (s .(3ball) RADIUS - (49 500l @alS of pastiunll pwl) dyuo e @8slas
o5 il oVl sag) LadVl axl :las" 221 i o) 15]9 0i® JB3Y 0,8 &V s (39,0l dalS
" 1D 9l

Auth start for user '???' from 172.18.124.114/35932 to 99.99.99.2/23 :109001
Auth from 172.18.124.114/35932 to 99.99.99.2/23 failed :109002

server 172.18.12 4.111 failed) on interface inside)
Authentication failed for user '' from 172.18.124.114/35932 :109006

to 99.99.99. 2/23 on interface inside

ol gaxl) L u ool ol c (al> Ji2is poliw 3929 2o 5J9 (12Lall) PIX - RADIUS go o3kl iy o)
Lusle "RADIUS ool Lisd" i (90l dalS g5 (pasiimall puwl pasimall s . Jsasll/zkianll gillos pac
"1D50lw a5l oY9lxall 3a2) _wadVI sl :lasl”

Auth start for user '???' from 172.18.124.114/35933 to 99.99.99.2/23 :109001
Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed :109002

server 172.18.12 4.111 failed) on interface inside)
Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed :109002

server 172.18.12 4.111 failed) on interface inside)



Auth from 172.18.124.114/35933 to 99.99.99.2/23 failed :109002
server 172.18.12 4.111 failed) on interface inside)

Authentication failed for user '' from 172.18.124.114/35933 :109006
to 99.99.99. 2/23 on interface inside

il _J| a9LioYL a9sLanll

(Telnet 9 FTP 9 HTTP) cllasl guo> iiity pgidslan s ol oporsimel] gaox) plow]l (8 & 5 S 13|
2lowll 8 oy cuS 3] ol go9 .ayeidl Ll dnl> JUd G985 Vg adlS eSs ddslaall Gl PIX SN o
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WJGall Juw e . ool JI paiiwodl 4 pgs, s )oUI PIX Jw_u csaugaill Juis o9 a9>Lanll 05 oi 13
u.9 oSl Jguoll ,oJ|_9§ &0 ulidYL +TACACS _a,945 plaziw! pi PIX 0 5.2 a0l u.9 "http 1.2.3.4"
oo kol axgi S0

2990 oY WebSense Jio aoly paiwl (lgiily coi (il n9 8lgo) HTTP Jayedi dais (6 i S 13]
- dijisall IP ¢u9lic o suS dae e seizy ol ooy 2219 w9
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CisCO 0 0¥ UNIX TACACS o35 13955

} user = can_only_do_telnet
clear
} service shell
} cmd = telnet

*. permit

{

{

{

MA KKK KKXAKHFN paggword

} user = can_only_do_ftp
"kkkxxkxkAN pagsword = clear
} service = shell

} cmd = ftp

*. permit

{

{

{

} user = httponly

MKk XXXXAN pagsword = clear
} service = shell

} cmd = http

*. permit

{

{

{

Cisco ,'s0 ,0Y| +TACACS JgS4i9 5

+Cisco Secure Windows TACACS 55 slacy clghazll 01 oSl

.dcgaxall el Jawl 9 aaloiall & [0S ol Jad, §od il .1
Telnet aoli 2lowl a5 S 1] (Jliall Juww e (FTP. http. telnet) 3> ol 5 m/uiyiay dslnil 2



e o a2y . 1.2.3.4 |5 dlawwg)l telnet o LoVl 016 ("telnet 1.2.3.4") s120 gdga,
Jliadl s _10) dlawgll Jaiuss 8 IP (ulic) olic "allowed” disi o8 "command=telnet”
895 ,ail SJs delnet U, Lo LoVl 016 Telnet zoly ga zlawdl pisw olS 131 ("allowed 1.2.3.4"
2l elgl ol il pi a2 )aall ue olowwsll gy glowdl

(FTP 3 HTTP 5 Telnet .Jtall Juw _1c) L zgmumall ,olsVl oo ol JSI 2 solasdl slpmly b .3

QUi JI 0 63 luao o puusd JiSis NAS JI L3 olgic PIX Jl ol .4

TACACS+ FreeWARE 055 1055

} user = can_only_do_telnet
"login = cleartext "telnetonly
} cmd = telnet
*, permit
{
{

} user = httponly
"login = cleartext "httponly
} cmd = http
*, permit
{
{

} user = can_only_do_ftp
"login = cleartext "ftponly
} cmd = ftp
*, permit

{
{
Jigzs @8lo] - PIX oS

:asgaill L) el9l @dlo)

aaa authorization include telnet outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound

aaa authorization include http outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

aaa authorization include ftp outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

iyl SMI Josdl Jlaiaw Lo 633300l 101 Jguogl dnsld go oLidYL 6,Lell 0ig) 625331 5.2 6 jull puis
b03l9 dagadll olaall Gy lalsl s Y

aaa authorization match 101 outside AuthInbound

Las9aillg PIX d85kas @dslas clas| auuas dbiol

+TACACS - ;-padl josg4illy d95Laall 2l




Auth start for user '???' from :109001
to 172.18.124.114/23 99.99.99.2/11010

Authen Session Start: user 'cse', Sid 3 :109011

Authentication succeeded for user :109005
cse' from 172.18.124.114/23 to 99.99.99.2/11010"
on interface outside

Authen Session Start: user 'cse', Sid 3 :109011

'Authorization permitted for user 'cse :109007
from 99.99.99.2/11010 to 172.18.1 24.114/23
on interface outside

Built inbound TCP connection 2 for faddr :302001
gaddr 99.99.99.99/23 laddr 99.99.99.2/11010
(cse) 172.18.124.114/23

" asgill [ad) a5 :llas" dlw I Loyl pasiwall 5 +TACACS - jagaill  Jid )9 60> ddslas

Auth start for user '???' from :109001
to 172.18.124.114/23 99.99.99.2/11011
Authen Session Start: user 'httponly', Sid 4 :109011
'Authentication succeeded for user 'httponly :109005
from 172.18.124.114/23 to 9 9.99.99.2/11011
on interface outside
'Authorization denied for user 'httponly :109008
from 172.18.124.114/23 to 99.99.99.2/11011
on interface outside

22| Jaooll 405l 6 juo

JS Uwlwl e Leaglai, p8 PIX _le Jsosl ailed 33> «&asYl olluoYly PIX gob,y oo 5.2 lxo)l 8
RADIUS i, . aygailly ddskaall +TACACS wllaiy . pslsdl e pasimsll ciy i calo I 15liw| pasisue
Js09 dails slac| @i . +TACACS I ouysball Jassadly @8skaall s aiy (Jliall 13D 3 .lnad d85Laall

PIX e

oo Jsooll piled iai ai RADIUS paius e 13] «asYl alluoYly PIX (e 6.0.1 5luoYl 8 :dla>Vs
o o Jlall 130 5 [IETF RADIUS [CSCdt50422 d,,leall (filter-id) 11 damll 9 dsslall Jiss| Jys
3,90l Lol "acl=115" aSxJl iéis o Yo, 115 _le 11 douull

PIX 955

access-list 115 permit tcp any host 99.99.99.2 eq telnet
access-list 115 permit tcp any host 99.99.99.2 eq www
access-list 115 permit tcp any host 99.99.99.2 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq www
access-list 115 deny tcp any host 99.99.99.3 eq ftp
access-list 115 deny tcp any host 99.99.99.3 eq telnet

_p)[i” Wi olale

" Jgogll L8 pSxil dnsld" dxus e +TACACS J dslxall goll (o 2.1 5laoYl B,ei Y tdlas e

Cisco ;0 +TACACS J ;0¥ UNIX o315 19S5

}user = pixa
Ak KXXXXAN password = clear



} service=shell
set acl=115

{

{

Cisco ;0 0¥l +TACACS J0S4i9 ,

20 32>9 shelllexec x> . Jgogll pilsd go paziwmall Jlil 2990 9 aSill PIX JI Jaygss adlo] J>1 oo
(PIX e Jgogll daild o3, 5:llow) pS))l dissiz 39 «Jguolly Sl 40518

Cisco Secure UNIX RADIUS

}user = pixa
mkkxkxkkk* " password = clear
} radius=Cisco
} =reply_attributes
"acl=115"=9,1
{
{
{

Cisco Secure Windows RADIUS

o9 "acl=115" cluig 19,0 dnlsy pazime awl JI "Pixa" paxiwall zlixy jlex)l £65 5® RADIUS/Cisco
(3,80l Lol5) AV-pair 0011009 Jgé, cu> Cisco/RADIUS il g, 4l

29,0

U9 oSl aaslB iy el ooy 3Ly Saay Lap,sidl calo L8 "acl=115" go "pixa” slall paiuall
13® PIX o9 (PIX _JI ACL)=115) Jguosll

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 2

user 'pixa' at 172.18.124.114, authenticated
access-1list 115
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

130 pasiuall S (Liasall

Error: acl authorization denied
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T [O0RN0S] caee-h3d3-day- and-me Croup Settings

[ [003106] ciseo-h323-redirect - To enable admrsstrators 1o tabor what ssthonzahons me

dplayed for & conbguration end 1o senplfy the
| wterface, Cisco Secure ACS displays cody the
- [O0A IO T caco-bisd 3-preferred - Lang .ﬂ dcerralion [or the ouggend ¢ -I'.E.E'.i W .-I-h.lﬁ. -\.F.l-.-q.
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attribages are dinplayed o Group Setep only @ the

Fralvigme Fwrr g ane ot :l
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Lebsis o5 3l Joogll dasldy dxllo a9skas :PIX cllasi anas

S>3l 9,0 &,> a9 n9 Telnet o 1asd pouw -
:pix# 305011: Built dynamic TCP translation from inside
to outside:172.16.171.201/1049 172.16.171.33/11063
Auth start for user '???' from 172.16.171.33/11063 :109001
to 172.16.171.202/23
Authen Session Start: user 'cse', sid 10 :109011
'Authentication succeeded for user 'cse :109005
from 172.16.171.33/11063
to 172.16.171.202/23 on interface inside

:Built outbound TCP connection 123 for outside :302013
:to inside (172.16.171.202/23) 172.16.171.202/23
(cse) (172.16.171.201/1049) 172.16.171.33/11063

.show uauth ,oVl ;0 Ol 50
pix#show uauth
Current Most Seen



Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

.show access-list oVl 0 1,5V

pix#show access-list

access-list AAA-user-cse; 2 elements

(access-1list AAA-user-cse permit tcp any any eq telnet (hitcnt=1
(access-list AAA-user-cse deny ip any any (hitcnt=0

S)31 90 &S,y pouw9 Telnet lagd a9, -
:pix# 305011: Built dynamic TCP translation from inside
to outside:172.16.171.201/1050 172.16.171.33/11064
Auth start for user '???' from 172.16.171.33/11064 to :109001
172.16.171.202/23
Authen Session Start: user 'cse', sid 11 :109011
'Authentication succeeded for user 'cse :109005
from 172.16.171.33/11064
to 172.16.171.202/23 on interface inside
'Authorization denied (acl= AAA-user-cse) for user 'cse :109015
from 172.16.171.33/11064 to 172.16.171.202/23 on interface inside

.show uauth ,oVl -0 o> 30

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list AAA-user-cse

absolute timeout: 0:05:00

inactivity timeout: 0:00:00

.show access-list oVl 0 2,5V

pix#show access-list

access-list AAA-user-cse; 2 elements

(access-1list AAA-user-cse deny tcp any any eq telnet (hitcnt=1
(access-1list AAA-user-cse permit ip any any (hitcnt=0
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S>3 490 aS,> a9 9 Telnet o laad zouww -
:pix# 305011: Built dynamic TCP translation from inside
to outside:172.16.171.201/1051 172.16.171.33/11065
Auth start for user '???' from 172.16.171.33/11065 to :109001
172.16.171.202/23
Authen Session Start: user 'cse', sid 12 :109011
Authentication succeeded for user 'cse' from :109005
to 172.16.171.202/23 on interface inside 172.16.171.33/11065
:Built outbound TCP connection 124 for outside :302013
:to inside (172.16.171.202/23) 172.16.171.202/23
(cse) (172.16.171.201/1051) 172.16.171.33/11065

.show uauth ,oVl -0 o> 30

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated
access-list #ACSACL#-PIX-cse_access_list-3cfflbb3
absolute timeout: 0:05:00

inactivity timeout: 0:00:00

pix# 111009: User 'enable_15' executed cmd: show uauth
#pix

.show access-list oVl 0 2I,5VI



pix#show access-list
access-list #ACSACL#-PIX-cse_access_list-3cfflbb3; 2 elements
access-list #ACSACL#-PIX-cse_access_list-3cfflbb3
(permit tcp any any eq telnet (hitcnt=1
access-list #ACSACL#-PIX-cse_access_list-3cfflbb3
(deny ip any any (hitcnt=0
pix# 111009: User 'enable_15' executed cmd: show access-list

831 59,0 aS,>y poaw9 Telnet knas a9, -
:pix# 305011: Built dynamic TCP translation from inside
to outside:172.16.171.201/1052 172.16.171.33/11066
Auth start for user '???' from 172.16.171.33/11066 to :109001
172.16.171.202/23
Authen Session Start: user 'cse', sid 13 :109011
'Authentication succeeded for user 'cse :109005
from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside

(Authorization denied (acl=#ACSACL#-PIX-cse_access_list-3cffldd6e :109015

for user 'cse' from 172.16.171.33/11066
to 172.16.171.202/23 on interface inside

.show uauth ,oVl ;0 o> ,%0

pix#show uauth

Current Most Seen

Authenticated Users 1 1

Authen In Progress 0 1

user 'cse' at 172.16.171.33, authenticated

access-list #ACSACL#-PIX-cse_access_list-3cffldde6
absolute timeout: 0:05:00

inactivity timeout: 0:00:00

pix# 111009: User 'enable_15' executed cmd: show uauth

.show access-list oVl 0 z2I,5VI
pix#show access-list
access-list #ACSACL#-PIX-cse_access_list-3cfflddé6; 2 elements
access-list #ACSACL#-PIX-cse_access_list-3cfflddé
(deny tcp any any eq telnet (hitcnt=1
access-list #ACSACL#-PIX-cse_access_list-3cfflddé
(permit ip any any (hitcnt=0
#pix# 111009: User 'enable_15' executed cmd: show access-listpix

duw 0 a9lo|

b @lo| - PIX -peSs

(TACACS (Authinbound=tacacs

LoVl 13 @Sl

aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound

Jowogll pilgd douwles alu> way o 20z 5.2 (8 63,021 6 ju0ll paciuwl 9

aaa accounting match 101 outside AuthInbound



Jeasio JSuin 101 Jauog)l dasld aazs pi, dkasNo

(RADIUS (AuthOutbound=radius

LoVl 13® @Sl

aaa accounting include any inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthOutbound

Jowogll pilgd douwles alu> woy Lo oz 5.2 (8 623,021 6 juall paciuwl 9

aaa accounting match 101 outside AuthOutbound

Jeasio JSuin 101 Jouog)l dasld aazs pi, dkasNo

PIX 7.0 50, o0 leay PIX (le d,bYl Jool olulx) dulxall oMo clis] o Soy aa>Yo
o diol

.(99.99.99.99) J=15172.18.124.114 J| &,15 99.99.99.2 ,» Telnet J TACACS duwlxo Jlo -

pixuser PIX 99.99.99.2 start server=rtp-cherry 172.18.124.157
time=10:36:16 date=08/23/2000 task _id=0x0 foreign_1ip=99.99.99.2
local_ip=172.18.124.114 cmd=telnet

pixuser PIX 99.99.99.2 stop server=rtp-cherry 172.18.124.157
time=10:37:50 date=08/23/2000 task _id=0x0 foreign_ip=99.99.99.2
local_ip=172.18.124.114
cmd=telnet elapsed_time=94 bytes_in=61 bytes_out=254

99.99.99.3 9 (Telnet) 2,5 99.99.99.2 JI J51> 172.18.124.114 0 JlasM) RADIUS duwlxo Jbio -
(HTTP) 2,5

Sun Aug 6 03:59:28 2000
Acct-Status-Type = Start
NAS-IP-Address = 172.18.124.157
Login-IP-Host 172.18.124.114
Login-TCP-Port = 23
Acct-Session-Id = 0x00000004
User-Name = cse
Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35937
Vendor-Specific = Destination-IP=99.99.99.2
Vendor-Specific = Destination-Port=23

Sun Aug 6 03:59:32 2000
Acct-Status-Type = Stop
NAS-IP-Address = 172.18.124.157
Login-IP-Host 172.18.124.114
Login-TCP-Port = 23
Acct-Session-Id = 0x00000004
Username = cse

Acct-Session-Time = 4

Acct-Input-Octets = 101

Acct-Output-Octets = 143

Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35937



Vendor-Specific = Destination-IP=99.99.99.2
Vendor-Specific = Destination-Port=23

Sun Aug 6 04:05:02 2000
Acct-Status-Type = Start
NAS-IP-Address = 172.18.124.157
Login-IP-Host = 172.18.124.114
Login-TCP-Port = 80
Username = cse
Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35949
Vendor-Specific = Destination-IP=99.99.99.3
Vendor-Specific = Destination-Port=80

Sun Aug 6 04:05:02 2000
Acct-Status-Type = Stop
NAS-IP-Address = 172.18.124.157
Login-IP-Host 172.18.124.114
Login-TCP-Port = 80
Acct-Session-Id = 0x0000000a
Username = cse

Acct-Session-Time = 0

Acct-Input-Octets = 1277

Acct-Output-Octets = 310

Vendor-Specific = Source-IP=172.18.124.114
Vendor-Specific = Source-Port=35949
Vendor-Specific = Destination-IP=99.99.99.3
Vendor-Specific = Destination-Port=80

eliwYl ol plasiwl

03D ,laol pd o ol Jayess 9l adslas J zlizs Y dimo 4g29 9l juao ol o8 13] aSuidl 0id 9
;yﬂgy|

aaa authentication exclude telnet outside 172.18.124.114 255.255.255.255
AuthInbound 255.255.255.255 99.99.99.3

aaa authorization exclude telnet outside 172.18.124.114 255.255.255.255
AuthInbound 255.255.255.255 99.99.99.3

aaa accounting exclude telnet outside 172.18.124.114 255.255.255.255
AuthInbound 255.255.255.255 99.99.99.3

include Lolgl J=all, el 1dka>Mo

aaa authentication|authorization|accounting include http|ftp|telnet

oolzuiw] 35 b =y 28 5.2 9 63,031 6540l o (9l

access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eqg telnet
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq ftp
access-list 101 deny tcp host 99.99.99.3 host 172.18.124.114 eq www
access-list 101 permit tcp any any eq telnet

access-list 101 permit tcp any any eqg www

access-list 101 permit tcp any any eq ftp



aaa authentication match 101 outside AuthInbound
aaa authorization match 101 outside AuthInbound
aaa accounting match 101 outside AuthInbound

Jioil o g0l sleiaw] L] Loud wd Jiox b ulS9 a8slaall o &0 dleiiwl wed 13] :aax>Ne

2ge3> S oi pill uoaiiuwaell 0,69 Joe)l ol ._..a.'éill 2]

ol roasiuall Go,e" 91 " ozl dwd) 08V A" Slise Jle RADIUS 9 +TACACS pslgs jas oi
p@d9>> Jui pi (il uoaiauall ax9 9l Josdl clwlx) a9V axdl duai aslSo| anii " pgdo>> Jouws oo
o313 Loisy MOlayl" ai o) SU9 0dlis] ps dwwle "o Jmuw JUD (oS boaic Lduwlxall oMo e

W o Jac aul> 4 paciauall ol $I) Je3 Al Jizows 19 Jly ¥ Lasidl ol RADIUS ol +TACACS

J 2> JSuiy 13D Josy ¥ ol 09 .oVl dsulo sy FTP 9 Telnet o¥lasy 1> JSuisn 138 Jas, .(PIX
Lowss (@ audlaall U9 ko dSui (oS plaiuw] iy (Jlioll 13D 9 HTTP

bl e d@83kanll PIX U5 oo pasiuall Telnet

pix) 109001: Auth start for user '???' from)
to 9.9.9.25 /23 171.68.118.100/1200
pix) 109011: Authen Session Start: user 'cse',K Sid 3)
pix) 109005: Authentication succeeded for user)
cse' from 171.68.118.100/1200 to 9.9.9.25/23"
pix) 302001: Built TCP connection 5 for)
faddr 9.9.9.25/23 gaddr 9.9.9.10/1200 laddr
(cse) 171.68.118.100/1200
server start account) Sun Nov 8 16:31:10 1998)
rtp-pinecone.rtp.cisco.com cse
PIX 171.68.118.100 start task_id=0x3
foreign_ip=9.9.9.25
local_ip=171.68.118.100 cmd=telnet

Ol 3Ll gl 8ol (o d>all 04D (9 "BLlayl" Jmw Gl oSU9 "eny" Jmw 4Dl 28 pall oY Llas
JisuaS o law)) @slas wllaiy, ;31 Jlasl el pasiwall J9> 15] . Je )l Jzaw 28 "Telnet aol " paiuwe
Al peay el ol Gol,idl) pasiwell lig) polil Ll "1" e Jasll oluds) o8Vl axdl Guss o5 1319 (3]
FTP 9l Telnet gol (9 alac ity pasiuwall poiy .33l Jd o JLasVl jad) piy (Jos)l oluds) a8Vl
(Jid $58> June Luady) 2,5 05 «Oagll vaall e

pix) 302002: Teardown TCP connection 5 faddr)
gaddr 9.9.9.10/128 1 laddr 9.9.9.25/80
duration 0:00:00 bytes 171.68.118.100/1281
(cse) 1907

server stop account) Sun Nov 8 16:41:17 1998)
rtp-pinecone.rtp.cisco.com

cse PIX 171.68.118.100 stop task_id=0x3
foreign_ip=9.9.9.25 local_ip=171.68.118.100
cmd=telnet elapsed_time=5 bytes_in=98
bytes_out=36

8,88 JN3 5,31 8,0 Ly 8319 830 @3Laaall) JisT 91 (8,0 JS 9 @8sLanll 1) 0 & @sLaall &ilS elow
all Jsosll pis @990 JSU duwlro Joruw glad iy (d950a0ll

oo pazimoll oz e HTTP (o Jbio Ud . JsSei9,l dzulal [l caliso JSuiy HTTP Jas,
PIX M5 0 9.9.9.25 JI 171.68.118.100

pix) 109001: Auth start for user '???' from)



to 9.9.9.25 /80 171.68.118.100/1281
pix) 109011: Authen Session Start: user 'cse', Sid 5)
pix) 109005: Authentication succeeded for user)
cse' from 171.68.118.100/12 81 to 9.9.9.25/80"
pix) 302001: Built TCP connection 5 for faddr)
gaddr 9.9.9.10/12 81 laddr 9.9.9.25/80
(cse) 171.68.118.100/1281
server start account) Sun Nov 8 16:35:34 1998)
rtp-pinecone.rtp.cisco.com
cse PIX 171.68.118.100 start task_id=0x9
foreign_ip=9.9.9.25 local_ip=171.68.118.100 cmd=http
pix) 302002: Teardown TCP connection 5 faddr)
gaddr 9.9.9.10/128 1 9.9.9.25/80
(laddr 171.68.118.100/1281 duration 0:00:00 bytes 1907 (cse
server stop account) Sun Nov 8 16:35.35 1998)
rtp-pinecone.rtp.cisco .com
cse PIX 171.68.118.100 stop task_id=0x9
foreign_ip =9.9.9.25 local_ip=171.68.118.100
cmd=http elapsed_time=0 bytes_ in=1907 bytes_out=223

16:35:35 9 8ol Jmwg 16:35:34 8 ol Jow i oy Lebsis o5 il sl axio pasivuall s,

piz a) (@deill g dladl Sz o 83319 dgl o JB1 JUd oIS al sl) 62319 dpl Jysiidl 130§ ianl
09 a3l .9 dxino b2luiy paimall poiy Losic JLasVl pid aiy V.9 @980 | pastiuall Jo35 Jius
o <doll) JlasVl edg oY sy id gelasy ¥ Jo I Jazuis 19018 (il uoasiauall o ,e 9l Josdl olwl)
"en" Jouw a2 V. e58)l Wl 6® "WlaVI"g "eall” Jouw 1> ,uad HTTP 8 ("Teardown"g "Build"

o5 S "BLaYI"g "eadl" Jmuw JUd J1iy ¥ Lyuss dasll Guss (8 Gaxs oMol oY "Glyl" Jouw o9
Jo=ll ludx) a8Vl sl o8 (s 209 ST e i 191 0 J lginss o5 eloww dloleo S paldl I allw))
HTTP oVlas] doubo cuy oMoy Y pgess Jimas o5 oudll uoasiawal] Jo,09

paiwmall dgzlg

cpaoximol| dlos dlw) juss

LoVl oS 1]

auth-prompt prompt PIX515B

adlaall 038 PIX o 0901 il Ggorsimall 5, o

PIX515B

ool B, Jl Wl JI ouass

LoloVl cla) cols 3]

"auth-prompt accept "GOOD_AUTHENTICATION
"auth-prompt reject "BAD AUTHENTICATION

22U/ Jild Jo3s Jeuws aie a9skaall dI> Jg> dlluy Ggoatiwall s ps

PIX515B
Username: junk



:Password
"BAD_AUTHENTICATION"

PIX515B

Username: cse
:Password
"GOOD_AUTHENTICATION"

padiums JSJ dallaally dloll HUnnVI ol a9

28 +TACACS Laysaifadslan cils 13] .adskanll sle] Ll who sac 9 PIX timeout uauth ,oVl oS>,
algoll 5 oSzl 13D pacviuuall cay,2s ale slac pi . pazims JS Gulwl Lo s (8 aSxill piy « sl
(B5B> S dlgall elgsl olid gaig aslrall golull +TACACS ools e 138 a2g.)

} user = cse

default service = permit
"login = cleartext "csecse
} service = exec

timeout = 2

idletime =

|
—~

:Joxill/adsbanll as

show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

:user 'cse' at 99.99.99.3, authorized to
port 172.18.124.114/telnet
absolute timeout: 0:02:00
inactivity timeout: 0:01:00

Loisad dilgs 9
Jasl dul> Jiass o6 - aallas)l dlgall

Authen Session End: user 'cse', Sid 20, elapsed 122 seconds :109012
Teardown TCP connection 32 faddr 99.99.99.3/11025 :302002
gaddr 99.99.99.99/23 1 addr 172.18.124.114/23 duration 0:02:26
(bytes 7547 (TCP FINs

W HTTP J slall

Losmimall 318 e Jghw dlaxNo aigd cawis PIX e clliSy PIX 2,5 gdlgo e dllan ddslaall cols 13|
880 19 0)l dalSy paimall pul o336 SliosRiuall Y Llai o>Vl jasy (9

Lo aisJy il e amgill L6 e olgic) REC 1918 ylsic @lol s ,0Uall HTTP ik pb Jid wizd
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aaa authentication include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authorization include tcp/25 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
AuthInbound
OR the new 5.2 feature allows these !--- four statements to perform the same function. !--- —--- !

.Note: The o0ld and new verbiage should not be mixed

access-list 101 permit tcp any any eq smtp
The "mail" was a Telnet to port 25. access-list 101 permit tcp any any eq telnet ---!
aaa authentication match 101 outside AuthInbound

aaa authorization match 101 outside AuthInbound
!



plus ! virtual telnet 99.99.99.30

static (inside,outside) 99.99.99.30 172.18.124.30
netmask 255.255.255.255 0 0

static (inside,outside) 99.99.99.99 172.18.124.114
netmask 255.255.255.255 0 0

conduit permit tcp host 99.99.99.30 eq telnet any

p—

conduit permit tcp host 99.99.99.99 eq telnet any
conduit permit tcp host 99.99.99.99 eq smtp any

{(+*TACACS _;xall 20l | o8 13D) ¢j9033iuuall

} user = cse

default service = permit
"login = cleartext "csecse
{

} user = pixuser

"login = cleartext "pixuser
} service = exec

{

} cmd = telnet

*. permit

{

{

IP ulsic I Telnet aoli, le @8skanll azs 3,19l 3l cpuoasiamall WSy (Jaid @8sbasll Jyeis d> 9
aalS/ paziouo awl 52,9 99.99.99.30 _JI cse” Telnet" pasimall ol (Jio3idl (e o5 13].99.99.99.30

99.99.99.99 _JI 3, "cse" paiwmall Juw s U3 asy9 .Telnet Juasl blaw| ollac +TACACS 9,0
J Lausidl s PIX Juw s losic «ell> gog "Pixuser” paximall d93laall azi .(172.18.124.114)
2L3VI 3D 5 auoge 98 laS cllall Lius, .cmd-arg=172.18.124.114 g cmd=tcp/25

Auth start for user from :109001
to 172.18.124.114/23 99.99.99.2/11036
Authentication succeeded for user :109005
cse' from 172.18.124.114/23 to'
on interface outside 99.99.99.2/11036

Brarare

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 1
Authen In Progress 0 1
user 'cse' at 99.99.99.2, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00
pixfirewall# 109001: Auth start for user '???' from

to 172.18.124.30/23 99.99.99.2/11173
'cse', sid 10 :109011
99.99.99.2/23 :109005
interface outside
'cse', sid 10 :109011
99.99.2/11173 :109007
interface outside
99.2/11174 to :109001
172.18.124.114/25
'cse', sid 10 :109011
99.99.2/11174 :109007

Authen Session Start: user
Authentication succeeded for user 'cse' from
to 172.18.124.30/11173 on

Authen Session Start: user

Authorization permitted for user 'cse' from 99.
to 172.18.124.30/23 on

Auth start for user 'cse' from 99.99.

Authen Session Start: user

Authorization permitted for user 'cse' from 99.

to 172.18.124.114/25 on

Built inbound TCP connection 5 for faddr 99.

interface outside
99.99.2/11174 :302001



(gaddr 99.99.99.99/25 laddr 172.18.124.114/25 (cse

pixfirewall# 109001: Auth start for user '???' from 99.99.99.2/11175
to 172.18.124.30/23

Authen Session Start: user 'pixuser',6 sid 11 :109011

Authentication succeeded for user 'pixuser' from 99.99.99.2/23 :109005
to 172.18.124.30/11175 on interface outside

Authen Session Start: user 'pixuser',K sid 11 :109011

Authorization permitted for user 'pixuser' from 99.99.99.2/11175 :109007
to 172.18.124.30/23 on interface outside

Auth start for user 'pixuser' from 99.99.99.2/11176 :109001
to 172.18.124.114/25

Authorization denied for user 'pixuser' from 99.99.99.2/25 :109008
to 172.18.124.114/11176 on interface outside
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aaa authentication include tcp/25 inside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthOutbound
OR the new 5.2 feature allows these three statements !--- to replace the previous ---!



.Statements. !--- Note: Do not mix the o0ld and new verbiage

access-list 101 permit tcp any any eq smtp

access-list 101 permit tcp any any eq telnet

aaa authentication match 101 inside AuthOutbound

!

plus ! virtual telnet 99.99.99.30 ---!

.The IP address on the outside of PIX is not used for anything else ---!

199.99.99.30 _JI Telnet aoli ;19 a4l cawao Ll olgl amgo ayais a8 )l Il U311 oo 2 Jlu,Y
:99.99.99.2 _JI 172.18.124.114 0 3l Jbu,| iy .4 oo sul) L pasy 1329

Translation built for gaddr 99.99.99.99 :305002
to laddr 172.18.124.114

Auth start for user '???' from :109001
to 99.99.99.30/23 172.18.124.114/32860

Authen Session Start: user 'cse', Sid 14 :109011

'Authentication succeeded for user 'cse :109005
from 172.18.124.114/32860 to 99.99.99.30/23
on interface inside

Built outbound TCP connection 22 for faddr :302001
gaddr 99.99.99.99/32861 99.99.99.2/25
(laddr 172.18.124.114/32861 (cse

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

Sl Telnet gob iy 0 29,3 s

ad 955 sUl cdgll Leln, show uauth LoVl oL (s ,@Ual Telnet lgic JI Telnet goasiwnll sy loaic
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Jias Y gy 5,31 6,0 5,0 Wl Telnet IP glgic I Telnet aoby I ve>lixy agld (62>8)l LS cdgll
Jlall 139 axog, Lo 13®9 . Jos)! duwl>

oVl ddsLaoll

'?2?2?2' Auth start for user :109001
from 172.18.124.114/32862 to 99.99.99.30/23
Authen Session Start: user 'cse', Sid 15 :109011
Authentication succeeded for user :109005
cse' from 172.18.124.114/32862 to'
on interface inside 99.99.99.30/23

oV désLasll as;

pixfirewall#show uauth

Current Most Seen
Authenticated Users 1 2
Authen In Progress 0 1

user 'cse' at 172.18.124.114, authenticated
absolute timeout: 0:05:00
inactivity timeout: 0:00:00

agll a95Laoll
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'pixfirewall# 109001: Auth start for user 'cse
from 172.18.124.114/32863 to 99.99.99.30/23

'Authentication succeeded for user 'cse :109005
from 172.18.124.114/32863 to 99.99.99.30/23
on interface inside

aslil a9>5Lanll 2y

pixfirewall#show uauth

Curren;uthefijZai:ZnUsers 0 2
Authen In Progress 0 1
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Outside P
PIX
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_i
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aaa authentication include any outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
aaa authorization include tcp/40-50 outside 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0

AuthInbound
OR the new 5.2 feature allows these three statements !--- to perform the same function as ---!
.the previous two statements. !--- Note: The old and new verbiage should not be mixed

access-list 116 permit tcp any any range 40 50

aaa authentication match 116 outside AuthInbound

aaa authorization match 116 outside AuthInbound

!

plus ! static (inside,outside) 99.99.99.99 172.18.124.114 ---!
netmask 255.255.255.255 0 0

conduit permit tcp any any

virtual telnet 99.99.99.99

(slw) +TACACS o555 (95 Jlo

} user = cse

"login = cleartext "numeric
} cmd = tcp/40-50

permit 172.18.124.114

{

{

J9l loic (@8sLaall 2z, .99.99.99.99 s dlall IP ylgic JI Yol Telnet plakiw| pasimell e o,
iy ((172.18.124.114) 99.99.99.99 _J| PIX i 50-40 idiall $las _5 TCP 19,0 &5,> 295 pastiuoll
LD 290 6B laS cmd-arg=172.18.124.114 go +TACACS e3> _J| cmd=tcp/40-50 Jluw,|

Auth start for user '???' from 99.99.99.3/11075 :109001
to 172.18.124.114/23
Authen Session Start: user 'cse', Sid 13 :109011
'Authentication succeeded for user 'cse :109005
from 172.18.124.114/23 to 99.99.99.3/11075
on interface outside
Auth start for user 'cse' from 99.99.99.3/11077 :109001
to 172.18.124.114/49
Authen Session Start: user 'cse', Sid 13 :109011
'Authorization permitted for user 'cse :109007
from 99.99.99.3/11077 to 172.18.124.114/49
on interface outside

Telnet 9 FTP 9 HTTP ,ué 50 (5,31 19,00l aS,5J AAA duwlw

Lol a8 aSuidl 31> Gasinall I TCP/40-50 59,0 iS,%) lawl) 5,2l Telnet gl Jac oo 25Tl as:
LoloVl 03D plasiwly 03D 49,a)l &S, duwlxall

aaa accounting include any inbound 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0 AuthInbound
OR the new 5.2 feature allows these !--- two statements to replace the previous statement. ---!
.!/--- Note: Do not mix the old and new verbiage

aaa accounting match 116 outside AuthInbound
access-list 116 permit ip any any

+TACACS aulbw oMow e Jlso




Thu Aug 24 08:06:09 2000 172.18.124.157 cse PIX 99.99.99.3

start task_1d=0x17 foreign_ip=99.99.99.3 local_ ip=172.18.124.114
cmd=tcp/40-50

Thu Aug 24 08:06:17 2000 172.18.124.157 cse PIX 99.99.99.3

stop task id=0x17 foreign_ip=99.99.99.3 local_ip=172.18.124.114
cmd=tcp/40-50 elapsed_time=8 bytes_in=80 bytes_out=101

DMZ _lc a8sLavll

olezloll oLyl 49,0 &> d8slany PIX L3l w531 JI DMZ ag>l9 (o Goliiiy ¢uill moaiaunl] @85Laa)
13® Jio el PIX JI e .6 louwwsll

least secure

PIX outside (security0) = 172.18.124.155

pix/intf3 (DMZ - securitylb5) = 3.3.3.3 & device 3.3.3.2

(pix/intf4 (DMZ - security20) = 4.4.4.4 & device 4.4.4.2 (static to 3.3.3.15

PIX inside (securityl100) = 10.32.1.250
most secure
asual) il |

Internet

TACACS+ server
17218124 111

17218124 155

[oUtside) DMZ intf3
2433

DMM

4444

44472
[static to
— 3.3.3.15)

10321250
Insice

32| PIX 05



D ping0 6 laS PIX/INTF4 9 PIX/INTF3 o Telnet clly 49,0 &,> @9skas ad

3l PIX 505G

nameif ethernet0 outside security0

nameif ethernetl inside securityl100

(nameif ethernet2 pix/intf2 securityl0)

nameif ethernet3 pix/intf3 securitylh

nameif ethernetd pix/intf4d security20

(nameif ethernetb5 pix/intf5 security25)

interface ethernet0 auto

interface ethernetl auto

(interface ethernet2 auto shutdown)

interface ethernet3 auto

interface ethernet4d auto

(interface ethernet5 auto shutdown)

ip address outside 172.18.124.155 255.255.255.0

ip address inside 10.32.1.250 255.255.255.0

ip address pix/intf3 3.3.3.3 255.255.255.0

ip address pix/intf4 4.4.4.4 255.255.255.0

static (pix/intf4,pix/intf3) 3.3.3.15 4.4.4.2 netmask
255.255.255.255 0 0

conduit permit tcp host 3.3.3.15 host 3.3.3.2

+aaa-server xway protocol tacacs

aaa-server xway (outside) host 172.18.124.111 timeout

aaa authentication include telnet pix/intf4 4.4.4.

255.255.255.0 3.3.3.0

xway 255.255.255.0 3.3.3.0 255.255.255.0

aaa authentication include telnet pix/intf3 4.4.4.0
255.255.255.0 3.3.3.0

xway 255.255.255.0 3.3.3.0 255.255.255.0
OR the new 5.2 feature allows these four statements ---!
!--- to replace the previous two statements. !--- Note:
.Do not mix the old and new verbiage

access-list 103 permit tcp 3.3.3.0 255.255.255.0
4.4.4.0 255.255.255.0 eq telnet

access-list 104 permit tcp 4.4.4.0 255.255.255.0
3.3.3.0 255.255.255.0 eqg telnet

aaa authentication match 103 pix/intf3 xway

aaa authentication match 104 pix/intf4 xway
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