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Cisco PIX 515€ oo (5)6.3 ,luo))|

pi x515e- 635#show running-config
Saved :

(PI'X Version 6.3(5

Sets the hardware speed to auto on both interfaces. ---!
interface ethernetO auto interface ethernetl auto /---
Specifies the inside and outside interfaces. naneif

et hernet 0 outside securityO naneif ethernetl inside
securityl00 enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQ1bNI dI . 2KYQU encrypt ed host name pi x515e- 635
fixup protocol dns naxi mumlength 512 fixup protocol ftp
21 fixup protocol h323 h225 1720 fixup protocol h323 ras
1718-1719 fixup protocol http 80 fixup protocol rsh 514
fixup protocol rtsp 554 fixup protocol sip 5060 fixup
protocol sip udp 5060 fixup protocol skinny 2000 fixup
protocol sntp 25 fixup protocol sql net 1521 fixup
protocol tftp 69 names !--- Specifies the traffic that
can pass through the IPsec tunnel. access-list pixtosw
permt ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255. 255. 0 pager lines 24 nmtu outside 1500 ntu inside
1500 !--- Sets the inside and outside IP addresses and




subnet masks. ip address outside 10.20.20.1
255.255.255.0 i p address inside 192.168.1.1
255.255.255.0 ip audit info action alarmip audit attack
action alarmpdm history enable arp tineout 14400 !/---
Instructs PIX to perform PAT on the IP address on the
outside interface. gl obal (outside) 1 interface !/---
Specifies addresses to be exempt from NAT (traffic to be
tunneled). nat (inside) O access-list pixtosw /---
Specifies which addresses should use NAT (all except
those exempted). nhat (inside) 1 0.0.0.0 0.0.0.00 0 !---
Specifies the default route on the outside interface.
route outside 0.0.0.0 0.0.0.0 10.20.20.2 1 tineout xlate
3:00: 00 timeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 rpc 0:10: 00 h225 1:00: 00 timeout h323 0:05: 00
ngcp 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tineout sip-
di sconnect 0:02: 00 sip-invite 0:03:00 tinmeout uauth

0: 05: 00 absol ute aaa-server TACACS+ protocol tacacs+
aaa- server TACACS+ max-failed-attenpts 3 aaa-server
TACACS+ deadtime 10 aaa-server RADI US protocol radius
aaa-server RADI US nmex-failed-attenpts 3 aaa-server

RADI US deadtinme 10 aaa-server LOCAL protocol |ocal no
snnp-server |ocation no snnp-server contact snnp-server
community public no snnp-server enable traps floodguard

enable !--- Implicit permit for all packets that come
from IPsec tunnels. Sysopt connection permt-ipsec /---
PHASE 2 CONFIGURATION: !--- Defines the transform set

for Phase 2 encryption and authentication. !---
Austinlab is the nane of the transformset that uses
aes-256 encryption !--- as well as the SHAl hash
.algorithmfor authentication

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hmac

Specifies IKE 1s used to establish the IPsec SAs ---!
for the map "maptosw". Crypto nap maptosw 67 ipsec-
i sakmp /--- Specifies the ACL "pixtosw" to use with this
map . crypto map maptosw 67 match address pixtosw !/---
Specifies the IPsec peer for this map. Crypto nmap
mapt osw 67 set peer 10.10.10.1 !--- Specifies the
transform set to use. Crypto map maptosw 67 set
transformset austinlab /--- Specifies the interface to
use with this map. crypto map naptosw i nterface outside
!--- PHASE 1 CONFIGURATION !--- Specifies the interface
.to use for the | Psec tunne

i saknp enabl e outside

Specifies the preshared key and the addresses to ---!
use with that key. !--- In this case only one address 1is
used with the preshared key ciscol23. isaknmp key
¥x*kkxkxx address 10.10.10.1 netmask 255.255.255.255 /---
Defines how the PIX identifies itself in !--- IKE
negotiations (IP address in this case). isaknp identity
address !--- These five commands specify the Phase 1
configuration settings !--- specific to this sample
configuration. isaknp policy 13 authentication pre-share
i saknmp policy 13 encryption aes-256 isaknp policy 13
hash sha isaknp policy 13 group 2 isaknmp policy 13
lifetine 28800 telnet timeout 5 ssh tinmeout 5 console
tinmeout O termnal width 80

Crypt ochecksum 07a3815d59db9965b72c7d8a7aaf 7f 5f : end

pi x515e- 635#




(2)7.0 ,1x0YI Cisco PIX 515

pi x515- 702#show running-config
Saved :

(PI'X Version 7.0(2

nanes
|

PIX 7 uses an lnterface configuration mode similar ---!
to Cisco IOS®. !--- This output configures the IP
address, interface name, !--- and security level for
interfaces Ethernet(0 and Ethernetl. interface EthernetO
namei f outside security-level O ip address 10.20.20.1
255.255.255.0 ! interface Ethernetl naneif inside
security-level 100 ip address 192.168.1.1 255.255.255.0
! interface Ethernet2 shutdown no naneif no security-

level no ip address ! interface Ethernet3 shutdown no
namei f no security-level no ip address ! interface

Et hernet4 shutdown no naneif no security-level no ip
address ! interface Ethernet5 shutdown no nameif no

security-level no ip address ! enabl e password
8Ry2Yj | yt 7TRRXU24 encrypt ed passwd 2KFhbNI dI . 2KYOU
encrypt ed host nane pi x515-702 domai n-nanme ci sco.comftp
node passive !--- Specifies the traffic that can pass
through the IPsec tunnel. access-list pixtosw extended
permt ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255.255. 0 pager lines 24 nmtu inside 1500 ntu outside
1500 no fail over nonitor-interface inside nonitor-
interface outside no asdm history enable arp tinmeout

14400 !--- Instructs PIX to perform PAT on the IP
address on the outside interface. gl obal (outside) 1
interface !--- Specifies addresses to be exempt from NAT
(traffic to be tunneled). nat (inside) 0 access-Iist

pi Xxtosw !--- Specifies which addresses should use NAT
(all except those exempted). nat (inside) 1 0.0.0.0
0.0.0.0 !--- Specifies the default route on the outside

interface. route outside 0.0.0.0 0.0.0.0 10.20.20.2 1
timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 tinmeout ngcp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tineout uauth

0: 05: 00 absol ute no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp !--- Implicit
permit for all packets that come from IPsec tunnels.
sysopt connection permit-ipsec !--- PHASE 2
CONFIGURATION !--- Defines the transformset for Phase 2
encryption and authentication. !--- Austinlab is the
name of the transform set that uses aes-256 encryption
l--- as well as the SHA1l hash al gorithmfor
.authentication

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hmac

Specifies the ACL pixtosw to use with this map. ---!
crypto map naptosw 67 match address pi xtosw !/---
Specifies the IPsec peer for this map. Crypto nmap

mapt osw 67 set peer 10.10.10.1 !--- Specifies the
transform set to use. Crypto map maptosw 67 set
transformset austinlab /--- Specifies the interface to

use with this map . crypto map maptosw i nterface outside
!--- PHASE 1 CONFIGURATION !--- Defines how the PI X




identifies itself in !--- |KE negotiations (IP address
.(in this case

i saknp identity address

Specifies the interface to use for the IPsec ---!
tunnel. isaknmp enabl e outside !--- These five commands
specify the Phase 1 configuration !--- settings specific
to this sample configuration. isaknmp policy 13

aut hentication pre-share isaknp policy 13 encryption
aes- 256 isaknp policy 13 hash sha isaknp policy 13 group
2 isakmp policy 13 lifetine 28800 telnet timeout 5 ssh
timeout 5 console timeout 0 !--- These three lines set
the IPsec attributes for the tunnel to the !--- remote
peer. This is where the preshared key is defined for
Phase 1 and the !--- IPsec tunnel type is set to site-
to-site. tunnel -group 10.10.10.1 type ipsec-12l tunnel-
group 10.10.10.1 ipsec-attributes pre-shared-key *

Crypt ochecksum 092b6f c5370e2ef Ocf 07c2bc10f 1d44a : end

pi x515- 702#

IPsec J _sl9a=ll giooll -
Fad Wl o lysSall pumall 13D oy

Cisco PIX 515€e ;40 (5)6.3 o)l -
(2)7.0 ,loo)l [Cisco PIX 515 .

Cisco PIX 515€ (0 (5)6.3 /o)l

pi x515e- 635#show running-config
Saved :

(PI'X Version 6.3(5

Sets the hardware speed to auto on both interfaces. ---!
interface ethernet0 auto interface ethernetl auto !/---
Specifies the inside and outside interfaces. naneif

et hernet 0 outside securityO naneif ethernetl inside
securityl00 enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQhbNI dI . 2KYQU encrypt ed host name pi x515e- 635
fixup protocol dns maxi mumlength 512 fixup protocol ftp
21 fixup protocol h323 h225 1720 fixup protocol h323 ras
1718-1719 fixup protocol http 80 fixup protocol rsh 514
fixup protocol rtsp 554 fixup protocol sip 5060 fixup
protocol sip udp 5060 fixup protocol skinny 2000 fixup
protocol sntp 25 fixup protocol sql net 1521 fixup
protocol tftp 69 names !--- Specifies the traffic that
can pass through the IPsec tunnel. access-l|ist pixtosw
permit ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255. 255. 0 pager lines 24 ntu outside 1500 ntu inside
1500 !--- Sets the inside and outside IP addresses and
subnet masks. ip address outside 10.20.20.1
255.255.255.0 i p address inside 192.168.1.1
255.255.255.0 ip audit info action alarmip audit attack
action alarm pdm history enable arp tineout 14400 !---
Instructs PIX to perform PAT on the IP address on the
outside interface. gl obal (outside) 1 interface !/---
Specifies addresses to be exempt from NAT (traffic to be
tunneled). nat (inside) O access-list pixtosw /---
Specifies which addresses should use NAT (all except




those exempted). nat (inside) 1 0.0.0.0 0.0.0.00 0 !---
Specifies the default route on the outside interface.
route outside 0.0.0.0 0.0.0.0 10.20.20.2 1 tineout xlate
3:00: 00 timeout conn 1:00: 00 hal f-cl osed 0:10:00 udp
0:02: 00 rpc 0:10: 00 h225 1:00: 00 timeout h323 0:05: 00
ngcp 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tineout sip-
di sconnect 0:02: 00 sip-invite 0:03:00 tinmeout uauth

0: 05: 00 absol ute aaa-server TACACS+ protocol tacacs+
aaa- server TACACS+ max-failed-attenpts 3 aaa-server
TACACS+ deadtime 10 aaa-server RADI US protocol radius
aaa-server RADI US nmex-failed-attenpts 3 aaa-server

RADI US deadtinme 10 aaa-server LOCAL protocol |ocal no
snnp-server |ocation no snnp-server contact snnp-server
community public no snnp-server enable traps floodguard
enable !--- Implicit permit for all packets that come
from IPsec tunnels. Sysopt connection pernmit-ipsec !---
PHASE 2 CONFIGURATION !--- Defines the transformset for
Phase 2 encryption and authentication. !--- Austinlab is
the name of the transform set that uses aes-256
encryption !--- as well as the SHA1l hash al gorithmfor
.authentication

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hmac

Creates the dynamic map ciscopix for the transform ---!
set. crypto dynami c-map ciscopix 1 set transformset
austinlab !--- Specifies the IKE that should be used to
establish SAs !--- for the dynamic map. Crypto nmap
dynmapt osw 66 i psec-isaknp dynam c ciscopix !--- Applies
the settings above to the outside interface. Crypto nmap
dynmapt osw i nterface outside !--- PHASE 1 CONFIGURATION
I--- Specifies the interface to use for the | Psec tunne

i saknp enabl e outside

Specifies the preshared key and the addresses to ---!
use with that key. !--- In this case only one address 1is
used as the preshared key "ciscol23". isaknmp key
¥x*kkxkxx address 10.10.10.1 net mask 255. 255.255.255 /---
Defines how the PIX identifies itself in !--- IKE
negotiations (IP address in this case). isaknp identity
address !--- These five commands specify the Phase 1
configuration settings !--- specific to this sample
configuration. isaknp policy 13 authentication pre-share
i saknmp policy 13 encryption aes-256 isaknp policy 13
hash sha isaknp policy 13 group 2 isaknmp policy 13
lifetine 28800 telnet timeout 5 ssh timeout 5 console
tinmeout O termnal width 80

Crypt ochecksum 07a3815d59db9965b72c7d8a7aaf 7f 5f : end

pi x515e- 635#

(2)7.0 ,1x0YI Cisco PIX 515

pi x515- 702#show running-config
Saved :

(PI'X Version 7.0(2

nanes
|

PIX 7 uses an lnterface configuration mode similar ---!
to Cisco IOS. !--- This output configures the IP




address, interface name, and security level for !---
interfaces Ethernet(O and Ethernetl. interface EthernetO
namei f outside security-level O ip address 10.20.20.1
255.255.255.0 ! interface Ethernetl naneif inside
security-level 100 ip address 192.168.1.1 255.255.255.0
! interface Ethernet2 shutdown no naneif no security-

level no ip address ! interface Ethernet3 shutdown no
namei f no security-level no ip address ! interface

Et hernet4 shutdown no naneif no security-level no ip
address ! interface Ethernet5 shutdown no nameif no

security-level no ip address ! enabl e password
8Ry2Yj | yt 7TRRXU24 encrypt ed passwd 2KFhbNI dI . 2KYOU
encrypt ed host nane pi x515-702 domai n-name ci sco.comftp
node passive !--- Specifies the traffic that can pass
through the IPsec tunnel. access-list pixtosw extended
permt ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255. 255. 0 pager lines 24 ntu inside 1500 ntu outside
1500 no failover nonitor-interface inside nonitor-
interface outside no asdm history enable arp tinmeout

14400 !--- Instructs PIX to perform PAT on the IP
address on the outside interface. gl obal (outside) 1
interface !--- Specifies addresses to be exempt from NAT
(traffic to be tunneled). nat (inside) 0 access-Iist

pi Xtosw !--- Specifies which addresses should use NAT
(all except those exempted). nat (inside) 1 0.0.0.0
0.0.0.0 !--- Specifies the default route on the outside

interface. route outside 0.0.0.0 0.0.0.0 10.20.20.2 1
timeout xlate 3:00:00 tinmeout conn 1:00: 00 hal f-cl osed
0:10: 00 udp 0:02:00 icnp 0:00:02 tinmeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0:05: 00 tinmeout ngcp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tineout uauth

0: 05: 00 absol ute no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp !--- Implicit
permit for all packets that come from IPsec tunnels.
sysopt connection permit-ipsec !--- PHASE 2
CONFIGURATION !--- Defines the transformset for Phase 2
encryption and authentication. !--- Austinlab is the
name of the transform set that uses aes-256 encryption
l--- as well as the SHA1 hash al gorithm for
.authentication

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hmac

Creates the dynamic map "ciscopix" for the defined ---!
transform set. crypto dynam c-map ciscopix 1 set
transformset austinlab !--- Specifies that IKE should
be used to establish SAs !--- for the defined dynamic
map. crypto map dynnapt osw 66 ipsec-i saknp dynami c
ciscopix !--- Applies the settings to the outside
interface. crypto map dynmaptosw interface outside !---
PHASE 1 CONFIGURATION !--- Defines how the PIX
identifies itself in !--- |KE negotiations (IP address
.(in this case

i saknp identity address

Specifies the interface to use for the IPsec ---!
tunnel. isaknmp enabl e outside !--- These five commands
specify the Phase 1 configuration settings !--- specific
to this sample configuration. isakmp policy 13

aut hentication pre-share isaknp policy 13 encryption
aes- 256 i saknp policy 13 hash sha isaknp policy 13 group
2 isakmp policy 13 lifetine 28800 telnet timeout 5 ssh




timeout 5 console timeout 0 !--- These three lines set
the IPsec attributes for the tunnel to the !--- remote
peer. This is where the preshared key is defined for
Phase 1 and the !--- IPsec tunnel type is set to site-
to-site. tunnel -group 10.10.10.1 type ipsec-12l tunnel-
group 10.10.10.1 ipsec-attributes pre-shared-key *
Crypt ochecksum 092b6f c5370e2ef Ocf 07c2bc10f 1d44a : end
pi x515- 702#
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woioll o)l - (2)7.0 ,laoYl Cisco PIX 515 -

i)l gogll - (5)6.3 510l Cisco PIX 515e

pi x515e- 635#show crypto isakmp sa

Tot al 1
Enbryonic : 0
dst src state pendi ng
created
Qv | DLE 0 10.20.20.1 10.10.10.1
1

pi x515e- 635#

pi x515e- 635#show crypto ipsec sa

interface: outside
Crypto map tag: nmaptosw, |ocal addr.
10. 20.20.1

| ocal ident (addr/nask/prot/port):
((192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0
renote ident (addr/nmask/prot/port):
((172.22. 1.0/ 255.255.255.0/0/0
current _peer: 10.10.10.1:500
{,PERM T, flags={origin_is_ac
pkts encaps: 4, #pkts encrypt: 4, #pkts#



//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl

di gest 4

pkts decaps: 4, #pkts decrypt: 4, #pkts#
verify 4

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts conpr. failed:#
0, #pkts deconpress failed: O

send errors 1, #recv errors O#

I ocal crypto endpt.: 10.20.20.1, renpote crypto endpt.
10.10.10.1
path mu 1500, ipsec overhead 72, nmedia ntu
1500
current outbound spi: edOafa33

;i nbound esp sas
(spi: 0xac624692(2892121746
, transform esp-aes-256 esp-sha-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 1, crypto map: naptosw
sa timng: remaining key lifetine (k/sec):
((4607999/ 28718
IV size: 16 bytes
replay detection support: Y

;i nbound ah sas
;i nbound pcp sas

:out bound esp sas
(spi: OxedOafa33(3976919603
, transform esp-aes-256 esp-sha-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 2, crypto map: naptosw
sa timng: remaining key lifetine (k/sec):
((4607999/ 28718
IV size: 16 bytes
replay detection support: Y

:out bound ah sas

:out bound pcp sas

pi x515e- 635#
)| giogll (2)7.0 510l Cisco PIX 515

pi x515- 702#show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active
(and 1 Rekey SA during rekey

Total IKE SA: 1

| KE Peer: 10.10.10.1 1
Type : L2L Role : initiator
Rekey : no State : MM ACTI VE

pi x515- 702#




pi Xx515- 702#show crypto ipsec sa
interface: outside
Crypto map tag: maptosw, |ocal addr: 10.20.20.1

| ocal ident (addr/nask/prot/port):
((192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0
renote ident (addr/mask/prot/port):
((172.22.1.0/255. 255.255.0/0/0
current _peer: 10.10.10.1

pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5#
pkts decaps: 5, #pkts decrypt: 5, #pkts#
verify: 5
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 5, #pkts conp failed:#
0, #pkts deconmp failed: O
send errors: 0, #recv errors: O#

I ocal crypto endpt.: 10.20.20.1, renpte crypto endpt.
10.10.10.1

path nmtu 1500, ipsec overhead 76, nedia mu 1500
current outbound spi: 2D006547

;i nbound esp sas
(spi: Ox309F7A33 (815757875
transform esp-aes-256 esp-sha-hmac
{ ,in use settings ={L2L, Tunne
slot: 0, conn_id: 1, crypto-map: naptosw
sa timng: remaining key lifetime (kB/sec):
((4274999/ 28739
IV size: 16 bytes
replay detection support: Y
:out bound esp sas
(spi: 0x2D006547 (755000647
transform esp-aes-256 esp-sha-hmac
{ ,in use settings ={L2L, Tunne
slot: 0, conn_id: 1, crypto-map: naptosw
sa timng: remaining key lifetime (kB/sec):
((4274999/ 28737
IV size: 16 bytes
replay detection support: Y

pi x515- 702#
Ssaiall gogll - Cisco PIX 515e oo (5)6.3 1ol

pi x515e- 635#show crypto isakmp sa

Tot al 01
Enbryonic : 0
dst src state pendi ng
created
QM | DLE 0 10.10.10.1 10.20.20.1
1

pi x515e- 635#show crypto ipsec sa

interface: outside
Crypto map tag: dynmaptosw, |ocal addr
10. 20.20.1

| ocal ident (addr/nmask/prot/port):




((192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0

renote ident (addr/mask/prot/port):

((172.22.1.0/ 255. 255. 255. 0/ 0/ 0

current _peer: 10.10.10.1:500
{}=PERM T, fl ags
pkts encaps: 0, #pkts encrypt: 0, #pkts#

pkts decaps: 0, #pkts decrypt: 0, #pkts#

pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 0, #pkts conpr. failed:#

0, #pkts deconpress failed: O

send errors 0, #recv errors O#

I ocal crypto endpt.: 10.20.20.1, renpote crypto endpt.

path mu 1500, ipsec overhead 72, media ntu

current outbound spi: efbl1149d

;i nbound esp sas

(spi: 0x2ad2c13c(718455100
, transform esp-aes-256 esp-sha-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 2, crypto map: dynmaptosw
sa timng: remaining key lifetine (k/sec):

((4608000/ 28736

IV size: 16 bytes
replay detection support: Y

:inbound ah sas

;i nbound pcp sas

:out bound esp sas
(spi: Oxefbl149d(4021359773
, transform esp-aes-256 esp-sha-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 1, crypto map: dynmaptosw
sa timng: remaining key lifetine (k/sec):

((4608000/ 28727

IV size: 16 bytes
replay detection support: Y

:out bound ah sas

:out bound pcp sas

pi x515e- 635#
sainll gogll - (2)7.0 101 Cisco PIX 515

digest 0O

verify 0

10.10.10.1

1500

pi x515- 702#show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active

(and 1 Rekey SA during rekey

Total IKE SA: 1




| KE Peer: 10.10.10.1 1
Type : L2L Role : responder
Rekey : no State : AM ACTI VE
pi x515- 702#

pi Xx515- 702#show crypto ipsec sa
interface: outside
Crypto map tag: ciscopix, |ocal addr
10. 20.20.1

| ocal ident (addr/nask/prot/port):
((192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0
renote ident (addr/mask/prot/port):
((172.22.1.0/255.255.255.0/0/0
current _peer: 10.10.10.1

pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5#
pkts decaps: 5, #pkts decrypt: 5, #pkts#
verify: 5
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 5, #pkts conp failed:#
0, #pkts deconmp failed: O
send errors: 0, #recv errors: O#

I ocal crypto endpt.: 10.20.20.1, renote crypto endpt.
10.10.10.1

path ntu 1500, ipsec overhead 76, nedia mu 1500
current outbound spi: D7E2F5FD

;i nbound esp sas
(spi: OxDCBF6AD3 (3703532243
transform esp-aes-256 esp-sha-hnac
{ ,in use settings ={L2L, Tunnel
slot: 0, conn_id: 1, crypto-map: ciscopiXx
sa timng: remaining key lifetine (sec):

28703
IV size: 16 bytes
replay detection support: Y
:out bound esp sas
(spi: OxD7E2F5FD (3621975549
transform esp-aes-256 esp-sha-hmac
{ ,in use settings ={L2L, Tunnel
slot: 0, conn_id: 1, crypto-map: ciscopiXx
sa timng: remaining key lifetine (sec):
28701
IV size: 16 bytes
replay detection support: Y
pi x515- 702#
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