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bl o)liz] i Sl dsouidl §lasly Julaill wlogleo JIS5L pgss loaic kaad PIX JS' e IPSec (oS calizy
alall ols ,ol9Vl .show o write terminal ,sl9l plasiuwl (Sl (o Gl Say . ol wlegozog juaiull
.show crypto IPSec transform-sety .show access-listy .show isakmp policys .show isakmp

Jo> clogleall o 20 Lle Jguaxll Cisco o 10V PIX dlo> la> wolol @140 &1, .show crypto mapg9
olgVl 03

IPSec 95 aJWl wlglazll JoSi

dsuuol| auileoll IKE 11eS5 .1
IPSecC oSS .2

(NAT) asuidl ylgic do> 5 10eSG .3
PLX,an;cA)h> Up055.4

ai*uudlggahhoﬂ IKE /055

a3l dg>loll oS5 cony Ll 13D 5 IPSec clgl wle>ls le IKE ,iSw0il isakmp enable ;oY1 luol, o8
PIX-01 lnad ,olo¥l 0id gl PIX o JS e IKE 01655 a3 PIX oo JS Lle IPSec adlall dg>loll

isakmp enable outside

isakmp policy ;o1 slaol, @8 IKE olioglas clil lgolasiw] ai; il IKE lwbuws 256 I Lyl gl LS

a9 Sty lwlyundl oy iy > di0)9] Soiao s e oy oYl 138 laol sie el plall J2i oo

lisaso o lisio plaiw] Je gl ues @5 WS bl I 1 oo LoV aioloVl s oy Al 010 S
o Diffie-Hellman1 dcgazos (ESP) ooVl dga> cpmeiad DES § o bll d85kaa) MD5 & 555 dw jyle>9

SA J LolidVl el plasiwY Loyl aeill cwss

isakmp policy 1 authentication pre-share
isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 1

isakmp policy 1 lifetime 1000

:show isakmp policy ol plaziwly IKE 165 o axill oSoy

Pl X- 01#show isakmp policy

Protection suite of priority 1

.(encryption algorithm DES - Data Encryption Standard (56 bit keys
hash al gorithm Message Digest 5

aut henti cati on net hod: Pre-Shared Key

(Diffie-Hellman group: #1 (768 bit

lifetine: 1000 seconds, no volune limnt

Default protection suite

.(encryption algorithm DES - Data Encryption Standard (56 bit keys
hash al gorithm Secure Hash Standard

aut henti cation nmet hod: Rivest-Shamr-Adl enan Si gnature
(Diffie-Hellman group: #1 (768 bit

lifetine: 86400 seconds, no volune limt

el Ol ey uas Glgie Lawazisg s il plisoll 985 J21 o isakmp key oVl [laol a8 (sl
aoigy SUI9 (wlgirdl alisy s 63330l guilaall pladiw] aic IPSec jillas go auwss Lo Jiinall plisall
2l ulaill IP glgic e
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isakmp key ********** agddress 172.22.112.12 netmask 255.255.255.255
Pl X- 01#

:show isakmp ol write terminal ,oVl plaziwl, zell o Bzl oSoy

Pl X- 01#show isakmp

i saknp enabl e outsi de

i saknmp key *******xxx zddress 172.22.112.12 netnmask 255.255. 255. 255
i saknmp identity address

i saknmp policy 1 authentication pre-share

i saknmp policy 1 encryption des

i saknmp policy 1 hash nd5

i sakmp policy 1 group 1

i sakmp policy 1 lifetime 1000

IPSecC ;055

9l &> s aSuidl J31 L3V PIX J dg>gall S Ll 9,0 &,> PIX s> Jbiwy bic IPSec e i
9,0l 85,5 xaxid) Jguog)l desld plaiw] pi IPSeC dlawls, lgnla> o5l plai®W 6,40 490 &S,> 03D
655 e X 10.1.1 80 o oLl 19,0 8,5 Jlw,l 03 Jguosll dasld auouws IPSec 9 IKE o loglas 1ag
038 Jgoo)l doild LSl PIX (1055 e 639> 50)l Jgwogll dasld LuSes x.172.16.1 aSuiv JI [PSec
PIX-01 J cwlio 139

access-list 101 permit ip 10.1.1.0 255.255.255.0 172.16.1.0 255.255.255.0

IPSec o> uaxs oy .oblll 8935 dylox) OOV goasiuy il oI dwluw IPSeC Jig dcga>0 dax
W Jl s b v o Sau9 Lol slacy 4,9 auwl Hlis| ey .crypto IPSec transform-set oVl olasiwl,
.esp-desy esp-hmac-md5 :laad ilss oSl 13 paiwy IPSec Glol wVgSgi9 0 vaxi) Jioxi wllac

crypto IPSec transform-set chevelle esp-des esp-md5-hmac

clivY lulus 28,9 day,s awl Guss w3y .6l 9,all &, IPSec SAS shacl, il bl cold
oM eLiY IKE ing yeall iiudll dlay,5 iSuis patiass il dlay,5 ololen iz o8 o5 i oy,
8 hitall Jioxi dCoazo paRiusy dCoaxo s 4y 101 Jowoll daild sillay o i S| by IPSec SAs
Lo @oll 9,a)l 48,5 GloYI duwlpw Coud

crypto map transam 1 IPSec-isakmp

crypto map transam 1 match address 101

crypto map transam 1 set peer 172.22.112.12
crypto map transam 1 set transform-set chevelle

igzloll B B, Ll dgxloll oS ol v Ldgzly Jlo biidll dlay,> Sulai 08 bl dly,S 1,13 2y
APSec a9

crypto map transam interface outside



swbidl dlay 3 Slaw oo g8l show crypto map oVl lausl o8

Pl X- 01#show crypto map
{ Crypto Map: "transam' interfaces: { outside

Crypto Map "transaml 1 | PSec-isaknp

Peer = 172.22.112.12

access-list 101 permt ip 10.1.1.0 255.255.255.0 172.16. 1.0 255. 255. 255
Current peer: 172.22.112.12

Security association lifetine: 4608000 kil obytes/ 28800 seconds

PFS (Y/N): N

{ ,Transform sets={ chevelle

NAT ;055

i > ga> clac aiy i) IPSec J ploidM 6 o i 590 &5,> Sl paxiy poiy VI PIX J oVl 1id Jos,
NAT cloas 0 access-list ,ol9l wl)le glai 3l 59,0l

access-list NONAT permit ip 10.1.1.0 255.255.255.0
255.255.255.0 172.16.1.0
nat (inside) 0 access-1list NONAT

PIX plix bl sSs

S0Vl placiiaw] piy LS 9l Jouogll dasld dlauwlgs gy JSuin Loy 2lowdl oy ol oz 63,l6)l oluwdxll goz oY
plaziwl gdslas was (il 63,19l IPSeC jusiv olud> guo zlowl) sysopt connection allowed-ipsEC

oI Jowy . gaill elin] Jid (9 g 1515 dygsli)l sLiall B85 0eSs Ul ey cdaaxall IPSeC 59,0 &S >
PIX d4lo> x> Glolg ¢poSHl wliso (o 1l laso e sysopt

sysopt connection permit-IPSec

iy gSill

(ladd orj Jzuw) a2 o 2lis] culasiswl gilaiwy cil 8151 CisCO J (o ol terminal 4,LS ¢o 2wl el Laliy o
2240 plaziwY Sao JavaScript cha gesy ulg gss Jzuw ol vy diumo dasig Hlaol Sao o= O
(laas ulxuall eMasll) 21,3Vl

192,68,1,52 _lc PIX-01

(PI'X Version 6.3(5
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQnbNI dI . 2KYQU encr ypt ed

host nane PI X- 01

fixup protocol dns maxi mum|ength 512
fixup protocol ftp 21
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fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol sip 5060
fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol tftp 69
nanes
Defines interesting traffic that is protected by ---!
the IPSec tunnel. access-list 101 permit ip 10.1.1.0
255.255.255.0 172.16.1.0 255.255.255.0
Do not perform NAT for traffic to other PIX ---!
Firewall. access-list NoNAT permit ip 10.1.1.0
255.255.255.0 172.16.1.0 255.255.255.0
pager lines 24
nmtu outside 1500
ntu inside 1500
ntu intf2 1500
mu intf3 1500
ntu intf4 1500
mu intf5 1500
Sets the outside address on the PIX Firewall. ip ---!
address outside 192.168.1.52 255.255.255.0
Sets the inside address on the PIX Firewall. ip ---!
address inside 10.1.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
no fail over
failover tineout 0:00:00
failover poll 15
no failover ip address outside
no failover ip address inside
pdm hi story enabl e
arp tineout 14400
This command tells the PIX not to NAT any traffic ---!
!l --- deemed interesting for IPSec. nat (inside) 0
access-list NONAT
Sets the default route to the default gateway. ---!
route outside 0.0.0.0 0.0.0.0 192.168.1.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngecp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout sip-di sconnect 0:02:00 sip-invite 0:03:00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa-server TACACS+ nax-failed-attenpts 3
aaa- server TACACS+ deadtinme 10
aaa- server RADI US protocol radius
aaa-server RADI US nmex-fail ed-attenpts 3
aaa- server RADI US deadtine 10
aaa-server LOCAL protocol |oca
no snnp-server |ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
Allows IPSec traffic to pass through the PIX ---!
Firewall !--- and does not require an additional conduit




I-—— or access-1ist statements to permit IPSec traffic.
sysopt connection permit-IPSec

IKE Phase 2: !--- The |PSec transformset ---!
"chevel | e" uses esp-nd5-hnmac to provide !--- data
.authentication

crypto IPSec transform-set chevelle esp-des esp-md5-hmac
Crypto maps set up the SAs for IPSec traffic. !--- —---1!
Indicates that IKE is used to establish IPSec SAs.

crypto map transam 1 IPSec-isakmp

Assigns interesting traffic to peer 172.22.112.12. ---!

crypto map transam 1 match address 101

Sets the IPSec peer. crypto map transam 1 set peer ---!
172.22.112.12

Sets the IPSec transform set "chevelle" !--- to be ---!

used with the crypto map entry "transam". crypto map

transam 1 set transform-set chevelle

Assigns the crypto map transam to the interface. ---!

crypto map transam interface outside

IKE Phase 1. !--- Enables IKE on the interface used ---!
to term nate the | PSec tunne

isakmp enable outside

Sets the ISAKMP identity of the peer and !--- sets —---!
the pre-shared key between the IPSec peers. !--- The
same preshared key must be configured on the !--- IPSec

peers for IKE authentication. isakmp key *****%%%
address 172.22.112.12 netmask 255.255.255.255

The PIX uses the IP address method by default !--- ---!
for the IKE identity in the IKE negotiations. isakmp
identity address

The ISAKMP policy defines the set of parameters !-- —---1!
- that are used for IKE negotiations. !--- If these
parameters are not set, the default parameters are used.
!-—- The show isakmp policy conmand shows the
.differences in !--- the default and configured policy

isakmp policy 1 authentication pre-share
isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 1

isakmp policy 1 lifetime 1000

telnet tineout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end :

172,22,112,12 _lc PIX-02

(PI'X Version 6.3(5
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0

namei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFhbNI dI . 2KYQU encrypt ed

host nane PI X- 02

fixup protocol dns maxi mum|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719




fixup protocol http 80
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol sip 5060
fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol tftp 69
nanes
Defines interesting traffic that is protected by ---!
the IPSec tunnel. access-list 101 permit ip 172.16.1.0
255.255.255.0 10.1.1.0 255.255.255.0
Do not perform NAT for traffic to other PIX ---!
Firewall. access-list NoNAT permit ip 172.16.1.0
255.255.255.0 10.1.1.0 255.255.255.0
pager lines 24
nmtu outside 1500
ntu inside 1500
ntu intf2 1500
mu intf3 1500
ntu intf4 1500
mu intf5 1500
Sets the outside address on the PIX Firewall. ip ---!
address outside 172.22.112.12 255.255.255.0
Sets the inside address on the PIX Firewall. ip ---!
address inside 172.16.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
no fail over
failover tineout 0:00:00
failover poll 15
no failover ip address outside
no failover ip address inside
pdm hi story enabl e
arp tineout 14400
This command tells the PIX not to NAT any traffic ---!
!l --- deemed interesting for IPSec. nat (inside) 0
access-list NONAT
Sets the default route to the default gateway. ---!
route outside 0.0.0.0 0.0.0.0 172.22.112.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngecp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout sip-di sconnect 0:02:00 sip-invite 0:03:00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa-server TACACS+ nax-failed-attenpts 3
aaa- server TACACS+ deadtinme 10
aaa- server RADI US protocol radius
aaa-server RADI US nmex-failed-attenpts 3
aaa- server RADI US deadtine 10
aaa-server LOCAL protocol |oca
no snnp-server |ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
Allows IPSec traffic to pass through the PIX ---!
Firewall !--- and does not require an additional conduit
I-—— or access-1ist statements to permit IPSec traffic.
sysopt connection permit-IPSec




IKE Phase 2: !--- The |PSec transform set defines ---!

the negotiated security policy !--- that the peers use
to protect the data flow. !--- The |PSec transform set
"toyota" uses hmac-nmd5 authentication header !'--- and

.encapsul ates the payload with des

crypto IPSec transform-set toyota esp-des esp-md5-hmac
Crypto maps set up the SAs for IPSec traffic. !--- —---1!
Indicates that IKE is used to establish IPSec SAs.

crypto map bmw 1 IPSec-isakmp

Assigns interesting traffic to peer 192.168.1.52. ---1!
crypto map bmw 1 match address 101

Sets IPSec peer. crypto map bmw 1 set peer ---!
192.168.1.52

Sets the IPSec transform set "toyota" !--- to be ---!

used with the crypto map entry "bmw". crypto map bmw 1

set transform-set toyota

Assigns the crypto map bmw to the interface. crypto —--—-!

map bmw interface outside

IKE Phase 1: !--- Enables IKE on the interface used ---!
.to termnate | PSec tunne

isakmp enable outside

Sets the ISAKMP identity of the peer and !--- sets —---!
the preshared key between the IPSec peers. !--- The same
preshared key must be configured on the !--- IPSec peers

for IKE authentication. isakmp key ******** zddress
192.168.1.52 netmask 255.255.255.255

The PIX uses the IP address method by default !--- ---!
for the IKE identity in the IKE negotiations. isakmp
identity address

The ISAKMP policy defines the set of parameters !-- —---1!
- that are used for IKE negotiations. !--- If these
parameters are not set, the default parameters are used.
isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 1

isakmp policy 1 lifetime 1000

telnet tineout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e

end :

iceadl o aasgl
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PIX-01 _o,c olol

Pl X- 01#show crypto IPSec sa
interface: outside
Crypto map tag: transam, |ocal addr. 192.168.1.52

| ocal ident (addr/mask/prot/port):
((10.1.1.0/255.255.255.0/0/0

remot e ident (addr/mask/prot/port):
((172.16.1.0/ 255. 255.255.0/0/0
current _peer: 172.22.112.12

{,PERM T, flags={origin_is_ac

This verifies that encrypted packets are being sent ---!
!--- and received without any errors. #pkts encaps: 3,
#ipkts encrypt: 3, #pkts digest 3
pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3#
pkts conpressed: 0, #pkts deconpressed: O#
pkts not conpressed: 0, #pkts conmpr. failed: 0, #pkts#
deconpress failed: 0O
send errors 2, #recv errors O#

| ocal crypto endpt.: 192.168.1.52, renpte crypto endpt.
172.22.112.12
path ntu 1500, |PSec overhead 56, media ntu 1500
current outbound spi: 6f09cbfl
Shows inbound SAs that are established. inbound esp ---!
:sas
(spi: 0x70be0c04(1891503108
transform esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 1, crypto map: transam
sa timng: remaining key lifetime (k/sec):
((4607999/ 28430
IV size: 8 bytes
replay detection support: Y

:inbound ah sas

:inbound pcp sas

Shows outbound SAs that are established. outbound ---!
:ESP sas

(spi: Ox6f09cbf1(1862913009

transform esp-des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2, crypto map: transam
sa timng: remaining key lifetime (k/sec):
((4607999/ 28430

IV size: 8 bytes

replay detection support: Y

:out bound ah sas
:out bound PCP sas

The ISAKMP SA is 1in the quiescent state (QM_IDLE) ---!
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-0l#show

crypto isakmp sa

dst src state pendi ng
created
QM _TIDLE 0 192.168.1.52 172.22.112.12

1Maui-PIX-01#




PIX-02 , ;0,¢ ,0l9i

PIX-02 _o,c ol

Pl X- 02#show crypto IPSec sa

interface: outside
Crypto map tag: bmw, |ocal addr. 172.22.112.12

| ocal ident (addr/mask/prot/port):
((172.16.1.0/ 255. 255. 255.0/0/0

remote ident (addr/mask/prot/port):
((10.1.1.0/255.255.255.0/0/0
current_peer: 192.168.1.52

{,PERM T, flags={origin_is_ac

This verifies that encrypted packets are !--- being ---!
sent and recede without any errors. #pkts encaps: 3,
#ipkts encrypt: 3, #pkts digest 3
pkts decaps: 3, #pkts decrypt: 3, #pkts verify 3#
pkts conmpressed: 0, #pkts deconpressed: 0#
pkts not conpressed: 0, #pkts conmpr. Failed: 0, #pkts#
deconpress failed: 0
send errors 0, #recv errors O#

| ocal crypto endpt.: 172.22.112.12, renpote crypto
endpt.: 192.168.1.52

path mtu 1500, |PSec overhead 56, nedia ntu 1500
current outbound spi: 70beOc04

Shows inbound SAs that are established. Inbound ESP ---!
:sas

(spi: 0x6f09chf1(1862913009

transform esp-des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 1, crypto nmap: bmw

sa timng: remaining key lifetime (k/sec):
((4607999/ 28097

IV size: 8 bytes

replay detection support: Y

:inbound ah sas

:inbound PCP sas

Shows outbound SAs that are established. Outbound ---!
:ESP sas

(spi: 0x70be0c04(1891503108

transform esp-des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2, crypto nmap: bmw

sa timng: remaining key lifetime (k/sec):
((4607999/ 28097

IV size: 8 bytes

replay detection support: Y

:out bound ah sas
:out bound PCP sas

The ISAKMP SA is in the quiescent state (QM_IDLE) ---!
when it exists. !--- The ISAKMP SA is idle. The ISAKMP
SA remains authenticated with its !--- peer and can be
used for subsequent Quick Mode exchanges. Pl X-02#show
crypto isakmp sa




dst src state pendi ng
created
QM _TIDLE 0 192.168.1.52 172.22.112.12
PIX-02#

953l 209 9 management-access oVl (oS5 pi o) b 345 oS PIX J @l lall dgxloll jlis] o Sou ¥
pll

Pl X- 02( conf i g) #management-access i nsi de
Pl X- 02( confi g) #show management-access
managenent - access i nsi de

Le>Moly cllas VI BLiSiwl

Le>Molg Sl ellas] Bliiwy lgolaiuw! diSay wlogles puusll 13D 99,

Le>Mol9 clasV Bliiwl ol9l

oS3l o9 5 clear jolgl s Ly rda>Vo

B8 e Joglaill dlild o V9lxe aey IPSec SAS s 6slel 4oVl 13 pg4, —crypto IPSec sa auuso -
VPN
e Joglaill dliuld o V9lxo a=y ISAKMP SAS ussi 6slel oVl 13D p98, —crypto isakmp sa auus -
VPN 345
.debug ol9l lxol S8 zuxuaill olol Jo> dags wlogles JI g2l tdla>Ve

VPN Jlail o0 IPSec ¢5> 2o Loslai Jsasdl oIS 13] Lo oVl 138 zu09,—debug crypto IPSec -
VPN Jlail o0 ISAKMP ¢ e ¢ao9lai elladl oIS 13] b 4oVl 138 zung, —debug crypto isakmp -
Show olgl plaziwly aie gzl oSy JasVl JlaiS| sy

o old olo
PIX pe> dxéu0 -

PIX ool 22 0 -

(RECs) cladeil b -

IKE JgSg59 14 p£> dxiwo/IPSec dioglas -
Cisco Systems - olaiwallg _isill acall -
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