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il & LyoSil siiamnall 13D sy

P1Xfirst oS -
P1Xii 0S5 -

PIXfirst o0

Pl Xfirst(config)#write terminal
...Building configuration

Saved :

(PI'X Version 6.3(3
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

enabl e password 2KFQnbNI dI . 2KYOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane PI Xfirst

fixup protocol dns maxi numlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

names

Define encryption domain (interesting traffic) !--- —--- !
for the IPsec tunnel. access-list 110 permit ip host
192.168.1.2 host 192.168.100.2

Accept the private network traffic from the NAT ---!
process. access-list 120 permit ip host 192.168.1.2 host
192.168.50.2

pager lines 24

ntu outside 1500

ntu inside 1500

i p address outside 10.1.1.1 255.255.255.0

i p address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

pdm hi story enabl e

arp tineout 14400

Bypass translation for traffic that goes over the ---!
IPsec tunnel. nat (inside) 0 access-list 120

Inbound translation for the host located on the ---!
remote network. static (outside,inside) 192.168.50.2
192.168.100.2 netmask 255.255.255.255 0 0
route outside 0.0.0.0 0.0.0.0 10.1.1.2 1




ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00
timeout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
aaa-server LOCAL protocol |oca
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e

Accept traffic that comes over the IPsec tunnel ---!
from !--- Adaptive Security Algorithm (ASA) rules and !-
-- access control 1lists (ACLs) configured on the outside

interface. sysopt connection permit-ipsec

Create the Phase 2 policy for actual data ---!
encryption. crypto ipsec transform-set chevelle esp-des
esp-md5-hmac

crypto map transam 1 ipsec-isakmp

crypto map transam 1 match address 110

crypto map transam 1 set peer 10.2.1.1

crypto map transam 1 set transform-set chevelle

crypto map transam interface outside

isakmp enable outside

Pre-shared key for the IPsec peer. isakmp key ---!
*kkkk*k*k* gddress 10.2.1.1 netmask 255.255.255.255

Create the Phase 1 policy. isakmp identity address ---!
isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 1

isakmp policy 1 lifetime 1000

telnet tineout 5

ssh timeout 5

consol e timeout O

termnal width 80

Crypt ochecksum 778f 934d42c037a978b8b5236a93b5f 4

end

[ ]

#(PI Xfirst(config
PIXii ¢

Pl Xsecond( confi g) #write terminal
...Building configuration

Saved




(PI'X Version 6.3(3
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0
narmei f ethernetl inside securityl00
enabl e password 2KFQnbNI dl . 2KYOU encr ypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane Pl Xsecond

fixup protocol dns maxi mum|ength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

nanes

Accept the private network traffic from the NAT ---!
process. access-list nonat permit ip host 192.168.100.2
host 192.168.1.2

Define encryption domain (interesting traffic) for ---!
the IPsec tunnel. access-list 110 permit ip host
192.168.100.2 host 192.168.1.2

pager lines 24

ntu outside 1500

ntu inside 1500

i p address outside 10.2.1.1 255.255.255.0

i p address inside 192.168.100.1 255. 255.255.0

ip audit info action alarm

ip audit attack action alarm

pdm hi story enabl e

arp tineout 14400

Bypass translation for traffic that goes over the ---!
IPsec tunnel. nat (inside) 0 access-list nonat

route outside 0.0.0.0 0.0.0.0 10.2.1.2 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngecp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa- server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server |ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

Accept traffic that comes over the IPsec tunnel ---!
from ASA rules and !--- ACLs configured on the outside
interface. sysopt connection permit-ipsec

Create the Phase 2 policy for actual data ---!
encryption. crypto ipsec transform-set chevelle esp-des




esp-md5-hmac

crypto map transam 1 ipsec-isakmp

crypto map transam 1 match address 110

crypto map transam 1 set peer 10.1.1.1

crypto map transam 1 set transform-set chevelle
crypto map transam interface outside

isakmp enable outside

Pre-shared key for the IPsec peer. isakmp key ---!
*kkkk*k** gddress 10.1.1.1 netmask 255.255.255.255

Create the Phase 1 policy. isakmp identity address ---!
isakmp policy 1 authentication pre-share

isakmp policy 1 encryption des

isakmp policy 1 hash md5

isakmp policy 1 group 1

isakmp policy 1 lifetime 1000

telnet timeout 5

ssh timeout 5

consol e tineout O

term nal width 80

Crypt ochecksum a686f 71a023d1cd7078728a38acf 529e

end :

[ K]

#( Pl Xsecond(confi g

5] JSI il a8 ,J1 placiaw] | d>lxy cold dimo dg>le) s dlay,s JB5] o LiST clisl cuad 13]
pudy pidad] il 3 dcgazo e Soix il dgzloll (8 asgVl cumi] Lol Juubusd] 48, 8 Lals . ays il
Vol eVl aeloVl s, V] Jilae blll 49,0 &5, oI le>

aalico olly oladys glley cualitall OLOYI o sl OlS 3] dnmo dgzlg) 63a%i0 i dlay,3 oY) clisly p
9l e lisiall GL3YI L) 59,0l &S,> 0 dalisio glosl Ll wliso IPsec Glol gubas a5 S 13] 9l

i)l oSl o 63>19 dcoazo o bl )90 45,> @9s5kas 35 S 15] WJkall Juw e (oabasiall
o9 -elow 2> e 6,4iu09 lgde Faae 0oSs ol de,all CBull o )31 degaze Gu Ll 49,0 45,29
i dlay 3 JBo| elisl, p89 (uibasio Joo9 Linild (9 9,0l 45,2 dalisall gleiVl sa> @l 03
eiis Joo9 aasld JSU asio

(SAS) oLVl bl,l au

;a1 LoloVl paziwl PIX J olilioYl g9 9

)i s | usiiid] dolS . dasiuil] IPsec oS 9ix—crypto] ipSec sa] aauo -
LA dpus | usiiid] dolS . dasiuill IKE oS 93, —crypto] isakmp sa] aauo -

2o JSuiy oueSil Jac 4Tl puusl] 138 paciuwl

w22 (OIT) L3Vl a2 i 8151 paskiawl .ShOW Lolol Lasy (Jaad ulxwalleNasl)) 21,51 p> is 6131 ac
. Show oVl 2,50 >

(SAs) 1 > all Lol wlil8l o ,2,—show crypto isakmp sa -
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SAs 2 d> 0l o ,2,—show crypto ipSec sa -

Soxe om JLa¥l o 3V I PIX o Jlas¥l 5l 3axi aSaially (alwVl JlasVl jagis—ping -
cleawwY PIXfirst wal> cwaall JI PIXsecond al> cavaosll (0 JLaiVl L] Jaeis Soy WS .PIX
IPsec g2

IP Glgic vz o5 Sl dxall Cwaall JLaiVlg dox il olxid Lo ,=,—<show local-host <ip_address -
.a

waoll da> i o Gaxill 13D plaziw| pi .de> il olxid wlgixe o 2—Xlate Juwolai )bl -

PIXfirst ;-0  gaxill

ping ,oVl 2,50 ¢® 13®

Pl Xfirst(config)#ping 10.2.1.1

PIX pings the outside interface of the peer. !--- This implies that connectivity between ---!
peers 1s available. 10.2.1.1 response received -- Oms

response received -- Oms 10.2.1.1

response received -- Oms 10.2.1.1

#(PI Xfirst(config
.show crypto isakmp sa oVl 2 ;50 9® 13®

Pl Xfirst(config)#show crypto isakmp sa
Total : 1
Enbryonic : 0

Phase 1 SA is authenticated and established. dst src state pending created 10.1.1.1 ---!
10.2.1.1 QM_IDLE 0 1

.show crypto ipSec sa oVl 2 ;50 9® 13

Shows Phase 2 SAs. PIXfirst(config)#show crypto ipsec sa ---!

interface: outside

Crypto map tag: transam local addr. 10.1.1.1

Shows addresses of hosts that !--- communicate over this tunnel. local ident ---!
( (addr/mask/prot/port): (192.168.1.2/255.255.255.255/0/0

(remote ident (addr/mask/prot/port): (192.168.100.2/255.255.255.255/0/0

current _peer: 10.2.1.1:500

{,PERM T, flags={origin_is_acl

Shows 1f traffic passes over the tunnel or not. !--- Encapsulated packets translate to ---!
packets that are sent. !--- Decapsulated packets translate to packets that are received. #pkts
encaps: 21, #pkts encrypt: 21, #pkts digest 21

pkts decaps: 21, #pkts decrypt: 21, #pkts verify 21#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts compr. failed: 0, #pkts deconpress failed: O#

send errors 0, #recv errors O#

|l ocal crypto endpt.: 10.1.1.1, renote crypto endpt.: 10.2.1.1

path nmtu 1500, ipsec overhead 56, media ntu 1500

current outbound spi: 6ef53756

If an inbound Encapsulating Security Payload (ESP) !--- SA and outbound ESP SA exists with ---!
a !--- security parameter index (SPI) !--- number, it implies that the Phase 2 SAs !--- are
sestablished successfully. inbound esp sas



(spi: Ox1lcf45b9f (485776287

, transform: esp-des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2, crypto map: transam

(sa timing: remaining key lifetime (k/sec): (4607998/28756
IV size: 8 bytes

replay detection support: Y

:inbound ah sas

;i nbound pcp sas

toutbound esp sas
(spi: 0x6ef53756(1861564246

, transform: esp-des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 1, crypto map: transam

(sa timing: remaining key lifetime (k/sec): (4607998/28756
IV size: 8 bytes

replay detection support: Y

:out bound ah sas

:out bound pcp sas

.show local-host oYl z %0 92 13D

Shows translation for the host on a remote network. Pl Xfirst(config)#show local-host ---!
192.168.100.2

Interface outside: 1 active, 1 maxi mum active, 0 denied
, <l ocal host: <192.168.100.2

TCP connection count/limt = O/unlimted

TCP enbryonic count =0

TCP intercept watermark = unlinmited

UDP connection count/limt = O0/unlimted

: AAA

(Xl ate(s

Global 192.168.50.2 Local 192.168.100.2

:(Conn(s

.show xlate detail ;oY g 50 9® 13D

Shows translation for the host on a remote network. PlIXfirst(config)#show xlate detail ---!
in use, 1 npbst used 1

,Flags: D- DNS, d - dump, | - identity, i - inside, n - no random

O - outside, r - portmap, s - static

NAT from outside:192.168.100.2 to inside:192.168.50.2 flags s

#(PI Xfirst(config

PIXii 0  gall

ping JoVl 2,50 9@ 13®



Pl Xsecond(confi g) #ping 10.1.1.1

PIX can ping the outside interface of the peer. !--- This implies that connectivity between ---!
peers is available. 10.1.1.1 response received -- Oms

response received -- Oms 10.1.1.1

response received -- Oms 10.1.1.1

#( Pl Xsecond(confi g
.show crypto isakmp sa oV z ;50 ¢® |i®

Pl Xsecond( confi g) #show crypto isakmp sa

Total : 1

Enbryonic : 0

Phase 1 SA is authenticated and established. dst src state pending created 10.1.1.1 ---!
10.2.1.1 QM_TDLE 0 1

.show crypto ipSec sa oVl z %0 92 13D

Shows Phase 2 SAs. Pl Xsecond(confi g)#show crypto ipsec sa ---!

interface: outside

Crypto map tag: transam |ocal addr. 10.2.1.1

Shows addresses of hosts that communicate !--- over this tunnel. local ident ---!
((addr/mask/prot/port): (192.168.100.2/255.255.255.255/0/0

(remote ident (addr/mask/prot/port): (192.168.1.2/255.255.255.255/0/0
current_peer: 10.1.1.1:500

{,PERM T, flags={origin_is_acl

Shows 1f traffic passes over the tunnel or not. !--- Encapsulated packets translate to ---!
packets that are sent. !--- Decapsulated packets translate to packets that are received. #pkts
encaps: 21, #pkts encrypt: 21, #pkts digest 21

pkts decaps: 21, #pkts decrypt: 21, #pkts verify 21#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts conmpr. failed: 0, #pkts deconpress failed: O#

send errors 0, #recv errors O#

|l ocal crypto endpt.: 10.2.1.1, renote crypto endpt.: 10.1.1.1
path mu 1500, ipsec overhead 56, media ntu 1500
current outbound spi: 1cf45b9f

If an inbound ESP SA and outbound ESP SA exists with an SPI !--- number, it implies that ---!
:the Phase 2 SAs are established successfully. inbound esp sas

(spi: 0x6ef53756(1861564246

, transform: esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 2, crypto map: transam
(sa timing: remaining key lifetime (k/sec): (4607990/28646
IV size: 8 bytes
replay detection support: Y
:inbound ah sas

;i nbound pcp sas
:out bound esp sas

(spi: O0x1lcf45b9f (485776287



, transform: esp-des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 1, crypto map: transam

(sa timing: remaining key lifetime (k/sec): (4607993/28645
IV size: 8 bytes

replay detection support: Y

:out bound ah sas
:out bound pcp sas

#( Pl Xsecond(confi g

Le>Molg ez BLiSiwl

Le>Vool9 (oSl ellas ] BLlisSiuwl wlogleo pwmall 13 499,

Le>Nolg a3V BliSiwl ol

2,2 (OIT) 23Vl a2 io 6131 paiawl .ShOW Lolol aes (lad ulrualleNazl)) 213V p o 6131 acs
. Show oVl 2,50 Jul>s

.debug ,sl9l plaziw! Jd zuxuaill wlol Jo> dogo wlogleo JI gl rdla>No

IPsec el Jg> wlogles o ,2,—debug crypto ipSec -

.(Internet Key Exchange (IKE &la>l Jg> Jilw, Lo _=:—debug crypto isakmp -

debug packet if_name [src source_ip [netmask]] [dst dest_ip [netmask]] [[proto icmp] | [proto -
—[Ms’ | tcp [sport src_port] [dport dest_port] | [proto udp [sport src_port] [dport dest_port] [rx | tx
e obll 9,0 45,5 g5 3% boaie labo LoVl 13D 6%, .6333xall dg=loll I Juas il ol Lo,
630080 do> il 93> o Gaxill LoVl 13D plasiw] pi LS .PIXfirst J adslal dg>lgll

show LoVl plasiuwly ao,e piy 131 c880 e JI syslog Jilw, Juw .—logging buffered level -
dylg 62031 Sl Jl S| gy .allw Ul 850l ¢ 5530l zuue) clear logging LoV ,o,\z'z..ui Jogging
eddall jzall ) Jordl Jais ooy o 0sSe ol doz il adliy ol ol 138 clasiwl .c8sall 50l
093 9179 Juzauil) 880l ¢ j5all Sgime G9 cddall ool I Sl Jisis Blayl pd .ax I aic
Josall Jaouw

Jxaall IP Glgicy (ICMP) coLiVl (9 pSxill Jilw) JgS659 04 doj> wlogles o ,2,—debug icmp trace -
JLaVl L] s Geinig a5y s jolesg PIX &la> jlax JI Jas il ol dgzoll wlsicy
ACMP g5 Ji2ini Ola,Y ICMP g cllaz 2auas ¥ paziwl PIX Glo> 1oz 6256, vl olgzlsl

.debug crypto ipSecy debug crypto isakmp oVl z 50 ¢ 13D

Pl Xfirst(confi g)#debug crypto isakmp
Pl Xfirst(config)#debug crypto ipsec
Pl Xfirst(confi g)#debug crypto engine
Pl Xfirst(config)#show debug

debug crypto ipsec 1

debug crypto isakmp 1

debug crypto engine

#(PI Xfirst(config

#(PI Xfirst(config

crypto_i saknmp_process_bl ock:src:10.2.1.1, dest:10.1.1.1 spt:500 dpt:500
QAK_QM exchange
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: oakl ey_process_qui ck_node
OAK_QM | DLE
| SAKMP (0): processing SA payl oad. nessage |ID = 137660894

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

: 1 SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (basic) of 28800

| SAKMP: SA |ife type in kil obytes

| SAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0xO
| SAKMP: aut henti cator is HVAC MD5

:(Phase 1 policy accepted. | SAKMP (0): atts are acceptable. | PSEC(vali date_proposal _request ---!
, proposal part #1

,key eng. msg.) dest= 10.1.1.1, src= 10.2.1.1)

Encryption domain (interesting traffic) that invokes the tunnel. dest_proxy= ---!
,(192.168.1.2/255.255.255.255/0/0 (type=1

s (src_proxy= 192.168.100.2/255.255.255.255/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac

,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processing NONCE payl oad. nessage |D = 137660894

| SAKMP (0): processing | D payl oad. nessage |ID = 137660894

| SAKMP (0): ID_IPV4A_ADDR src 192.168.100.2 prot 0 port O

| SAKMP (0): processing | D payload. nessage |ID = 137660894

(1 SAKMP (0): ID_IPV4_ADDR dst 192.168.1.2 prot 0 port Ol PSEC(key_engi ne
...got a queue event

| PSEC(spi _response): getting spi 0x15ee92d9(367956697) for SA
from10.2.1.1 to 10.1.1.1 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock:src:10.2.1.1, dest:10.1.1.1 spt:500 dpt: 500
QAK_QM exchange

: oakl ey_process_qui ck_node

QAK_QM AUTH_AVWAI Tmap_al l oc_entry: allocating entry 2

map_al l oc_entry: allocating entry 1

| SAKMP (0): Creating | PSec SAs

(i nbound SA from 10.2.1.1 to 10.1.1.1 (proxy 192.168.100.2 to 192.168.1.2
has spi 367956697 and conn_id 2 and flags 4

lifetine of 28800 seconds

lifetinme of 4608000 kil obytes

(outbound SA from10.1.1.1 to 10.2.1.1 (proxy 192.168.1.2 to 192.168. 100. 2
has spi 1056204195 and conn_id 1 and flags 4

lifetine of 28800 seconds

...lifetime of 4608000 kil obytesl PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas

,key eng. msg.) dest= 10.1.1.1, src= 10.2.1.1)

, (dest _proxy= 192.168.1.2/0.0.0.0/0/0 (type=1

, (src_proxy= 192.168.100.2/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac

,|1ifedur= 28800s and 4608000kb

spi = 0x15ee92d9(367956697), conn_id= 2, keysize= 0, flags= 0x4

, (IPSEC(initialize_sas

,key eng. msg.) src= 10.1.1.1, dest= 10.2.1.1)

,(src_proxy= 192.168.1.2/0.0.0.0/0/0 (type=1

, (dest _proxy= 192.168.100.2/0.0.0.0/0/0 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac

,|1ifedur= 28800s and 4608000kb

spi = Ox3ef 465a3(1056204195), conn_id= 1, keysize= 0, flags= 0x4



VPN Peer: | PSEC. Peer ip:10.2.1.1/500 Ref cnt increnented to:2 Total VPN Peers:1
VPN Peer: | PSEC. Peer ip:10.2.1.1/500 Ref cnt increnented to:3 Total VPN Peers:1
return status is | KMP_NO ERROR

#(PI Xfirst(config
ol src J3b elasVl zuxas doj> 250 9@ 139

Shows that the remote host packet is translated. Pl Xfirst(config)#debug packet inside src ---!
192.168.50.2 dst 192.168.1.2

Pl Xfirst(config)# show debug

debug packet inside src 192.168.50.2 dst 192.168.1.2 both

Source IP is translated to 192.168.50.2. 192.168.50.2 ==> 192.168.1.2 --—-!

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c

id = 0x82 flags = 0x0 frag of f=0x0

ttl = 0x80 proto=0x1 chksum = 0x85ea

-- ICMP echo packet, as expected. -- ICMP ---!

type = 0x8 code = 0x0 checksumr0x425c

identifier = 0x200 seq = 0x900

-- DATA --

0000001c: 61 62 63 64 65 66 67 68 69 6a 6b 6¢ 6d 6 6f 70 | abcdef ghijkl mop
0000002c: 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 | qrstuvwabcdef ghi

| 0000003c: 01

192.168.1.2 <== 192.168.50.2

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c
id = 0x83 flags = 0x0 frag of f=0x0

ttl = 0x80 proto=0x1 chksum = 0x85e9



0000001c:

0000002c:

0000001c:

0000002c:

type = 0x8 code =

0x0 checksunmr0x415c

identifier = 0x200 seq = 0xa00

61 62 63 64 65 66 67 68 69 6a 6b 6¢C 6d 6e 6f 70 |

71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 |

-- DATA --
abcdef ghi j kl mop
gr st uvwabcdef ghi

| 0000003c: 01

192.168.1.2 <== 192.168.50.2

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c

id = 0x84 flags = 0x0 frag of f=0x0

ttl

0x80 proto=0x1 chksum = 0x85e8

| CWP - -

0x8 code = 0x0 checksum=0x405c

type =

identifier = 0x200 seq = 0xb00

-- DATA --
61 62 63 64 65 66 67 68 69 6a 6b 6¢c 6d 6e 6f 70 | abcdef ghij kl nmop
71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 | qrstuvwabcdef ghi

| 0000003c: 01

192.168.1.2 <== 192.168.50.2

ver = 0x4 hlen = 0x5 tos = 0x0 tlen = 0x3c

id = 0x85 flags = 0x0 frag of f=0x0

ttl = O0x80 proto=0x1 chksum = 0x85e7



- ICWP --

type = 0x8 code = 0x0 checksun=0x3f5c

identifier = 0x200 seq = 0xc00

-- DATA --

0000001c: 61 62 63 64 65 66 67 68 69 6a 6b 6C 6d 6 6f 70 | abcdef ghijkl mop
0000002c: 71 72 73 74 75 76 77 61 62 63 64 65 66 67 68 69 | qrstuvwabcdef ghi

| 0000003c: 01

--------- END OF PACKET ---------

#(PI Xfirst(config
Jlogging buffer ,oVl z ;50 o3 li®

Logs show translation is built. Pl Xfirst(config)#logging buffer 7 ---!
Pl Xfirst(config)#logging on
Pl Xfirst(config)#show logging

Sysl og |1 oggi ng: enabl ed

Facility: 20

Ti mestanp | oggi ng: di sabl ed

St andby | oggi ng: di sabl ed

Consol e | oggi ng: di sabl ed

Moni t or | oggi ng: disabl ed

Buf fer | ogging: |evel debugging, 53 nessages | ogged
Trap | oggi ng: disabled

Hi story | oggi ng: disabled

Device I D: disabled

User 'enabl e_15" executed cnd: show | oggi ng :111009

,Sa created, (sa) sa_dest= 10.1.1.1, sa_prot= 50 :602301
0xb1274¢19(2972142617), sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2
,Sa created, (sa) sa_dest= 10.2.1.1, sa_prot= 50 :602301

sa_spi = 0x892deldf (2301485535), sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 1
Translation is built. 609001: Built local-host outside:192.168.100.2 ---!

Built static translation from outside:192.168.100.2 to inside:192.168.50.2 :305009
#(PI Xfirst(config

.debug icmp trace ol ¢ ,50 ¢® 13®

sa_spi

Shows ICMP echo and echo-reply with translations !--- that take place. ---!
Pl Xfirst(config)#debug icmp trace

ICMP trace on

Warning: this may cause problens on busy networks

Pl Xfirst(config)# 5: ICMP echo-request from outside:192.168.100.2 to 192.168.1.2
ID=1024 seqg=1280 length=40

ICMP echo-request: translating outside:192.168.100.2 to inside:192.168.50.2 : 6
ICMP echo-reply from inside:192.168.1.2 to 192.168.50.2 ID=1024 seqg=1280 length=40 :7



ICMP echo-reply: untranslating inside:192.168.50.2 to outside:192.168.100.2

| CMP echo-request from outside: 192.168. 100.2 to 192.168.1.2 | D=1024 seq=1536 | engt h=40
| CMP echo-request: translating outside: 192.168.100.2 to inside: 192. 168. 50. 2

| CMP echo-reply frominside:192.168.1.2 to 192. 168.50.2 |1 D=1024 seq=1536 | engt h=40

| CMP echo-reply: untranslating inside:192.168.50.2 to outside: 192. 168. 100. 2

| CMP echo-request from outside:192.168.100.2 to 192.168.1.2 | D=1024 seq=1792 | engt h=40
| CMP echo-request: translating outside: 192.168.100.2 to inside: 192. 168. 50. 2

| CMP echo-reply frominside:192.168.1.2 to 192.168.50.2 |1 D=1024 seq=1792 | engt h=40

| CMP echo-reply: untranslating inside:192.168.50.2 to outside: 192. 168. 100. 2

| CMP echo-request from outside:192.168.100.2 to 192.168.1.2 | D=1024 seq=2048 | engt h=40
| CMP echo-request: translating outside: 192.168.100.2 to inside:192. 168. 50. 2

| CMP echo-reply frominside:192.168.1.2 to 192. 168.50.2 | D=1024 seq=2048 | engt h=40

| CMP echo-reply: untranslating inside:192.168.50.2 to outside: 192. 168. 100. 2

. 8
19

110
111
112
013
114
115
116
217
118
119
120

#(PI Xfirst(config

do olbd ol

PIX 500 Series Security Appliances ¢,V éj¢21 ac> dxiuw -
PIX Lolol 21,0 -

(RECs) vlaleil ol -

IKE ©VoSgi9 n/IPsec divglao pac> dxaw -

Cisco Systems - olaiiually , gaill acal -



//www.cisco.com/en/US/products/hw/vpndevc/ps2030/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2030/products_tech_note09186a0080094885.shtml?referring_site=bodynav
http://www.ietf.org/rfc.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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