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10.1.1.X Network

Tunnel
«—10.1.1.1 inside) Hub
&
PIX Central 172.18.124.153 (outside)
Tunnel —m

172.18.124.154 ——»=
joutside)

172.18.124.157

PIX 2
joutside) — ™

10.3.3.1
:“33‘; (inside)
inside
L -
10.2.2.X Network 10.3.3.X Network

oliygSill
AWl O lueSl aiwall 13D ooy

PIX Central -
PIX2.
PIX3.

PIX Central

...Building configuration
Saved :




(PI'X Version 6.3(3
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0
narmei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi x-centra
fixup protocol dns maxi mum|ength 512
fixup protocol ftp 21
fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol sip 5060
fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol tftp 69
names
This is traffic to PIX 2. access-list 120 permit ip ---!
10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
This is traffic to PIX 3. access-list 130 permit ip ---!
10.1.1.0 255.255.255.0 10.3.3.0 255.255.255.0
Do not do Network Address Translation (NAT) on ---!
traffic to other PIXes. access-list 100 permit ip
10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
access-list 100 permit ip 10.1.1.0 255.255.255.0
10.3.3.0 255.255.255.0
pager lines 24
| oggi ng on
ntu outside 1500
ntu inside 1500
i p address outside 172.18.124. 153 255. 255. 255.0
i p address inside 10.1.1.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm

pdm hi story enabl e

arp tineout 14400

Do not do NAT on traffic to other PIXes. mat ---!
(inside) 0 access-1list 100

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1

ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa- server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

snnp-server enabl e traps

fl oodguard enabl e

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-des esp-md5-hmac
This is traffic to PIX 2. crypto map newmap 20 ---!
ipsec-isakmp

crypto map newmap 20 match address 120




crypto map newmap 20 set peer 172.18.124.154
crypto map newmap 20 set transform-set myset
This is traffic to PIX 3. crypto map newmap 30 ---!/
ipsec-isakmp
crypto map newmap 30 match address 130
crypto map newmap 30 set peer 172.18.124.157
crypto map newmap 30 set transform-set myset
crypto map newrap interface outside
isakmp enable outside
isakmp key ******** address 172.18.124.154 netmask
255.255.255.255
no-xauth no-config-mode
isakmp key ******** address 172.18.124.157 netmask
255.255.255.255
no-xauth no-config-mode
isakmp identity address
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 1
isakmp policy 10 lifetime 1000
telnet timeout 5
ssh timeout 5
consol e tineout O
term nal width 80
Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end :

PIX 2

... Building configuration
Saved :

(PI'X Version 6.3(3
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0

namei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

passwd 2KFQnbNI dl . 2KYOU encr ypt ed

host nanme pi x2

fixup protocol dns maxi numlength 512

fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol snmtp 25

fixup protocol sqlnet 1521

fixup protocol tftp 69

nanes

This is traffic to PIX Central. access-list 110 ---!
permit ip 10.2.2.0 255.255.255.0 10.1.1.0 255.255.255.0
Do not do NAT on traffic to PIX Central. access- ---!
list 100 permit ip 10.2.2.0 255.255.255.0 10.1.1.0
255.255.255.0

pager lines 24

| oggi ng on

ntu outside 1500




ntu inside 1500

i p address outside 172.18.124. 154 255. 255. 255.0

i p address inside 10.2.2.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm

no failover

failover tineout 0:00:00

failover poll 15

no failover ip address outside

no failover ip address inside

pdm hi story enabl e

arp tineout 14400

Do not do NAT on traffic to PIX Central. mat ---!
(inside) 0 access-1list 100

route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00 h225 1:00: 00

ti meout h323 0:05:00 ngcp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa-server RADI US protocol radius

aaa-server LOCAL protocol |oca

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt connection permit-ipsec

crypto ipsec transform-set myset esp-des esp-md5-hmac
This is traffic to PIX Central. crypto map newmap ---!
10 ipsec-isakmp

crypto map newmap 10 match address 110

crypto map newmap 10 set peer 172.18.124.153
crypto map newmap 10 set transform-set myset
crypto map newmap interface outside

isakmp enable outside
isakmp key ******** address 172.18.124.153 netmask
255.255.255.255

no-xauth no-config-mode

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash md5

isakmp policy 10 group 1

isakmp policy 10 lifetime 1000

telnet tinmeout 5

ssh tinmeout 5

console tineout O

termnal width 80

Crypt ochecksum d41d8cd98f 00b204e9800998ecf 8427e
end :

PIX 3

...Building configuration
Saved :

(PI'X Version 6.3(3
interface ethernet0 auto
interface ethernetl auto

nanei f ethernet0 outside security0




narmei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane pi x3
fixup protocol dns maxi mum|ength 512
fixup protocol ftp 21
fixup protocol h323 h225 1720
fixup protocol h323 ras 1718-1719
fixup protocol http 80
fixup protocol rsh 514
fixup protocol rtsp 554
fixup protocol sip 5060
fixup protocol sip udp 5060
fixup protocol skinny 2000
fixup protocol sntp 25
fixup protocol sqlnet 1521
fixup protocol tftp 69
names
This is traffic to PIX Central. access-list 110 ---!
permit ip 10.3.3.0 255.255.255.0 10.1.1.0 255.255.255.0
Do not do NAT on traffic to PIX Central. access- ---!
list 100 permit ip 10.3.3.0 255.255.255.0 10.1.1.0
255.255.255.0
pager lines 24
| oggi ng on
ntu outside 1500
ntu inside 1500
i p address outside 172.18.124. 157 255. 255. 255.0
i p address inside 10.3.3.1 255.255.255.0
ip audit info action alarm
ip audit attack action alarm
no fail over
failover tineout 0:00:00
failover poll 15
no failover ip address outside
no failover ip address inside
pdm hi story enabl e
arp tineout 14400
Do not do NAT on traffic to PIX Central. mat ---!
(inside) 0 access-1list 100
route outside 0.0.0.0 0.0.0.0 172.18.124.1 1
ti meout xlate 3:00:00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngecp 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
aaa-server LOCAL protocol |oca
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
sysopt connection permit-ipsec
crypto ipsec transform-set myset esp-des esp-md5-hmac
This is traffic to PIX Central. crypto map newmap ---!
10 ipsec-isakmp
crypto map newmap 10 match address 110
crypto map newmap 10 set peer 172.18.124.153
crypto map newmap 10 set transform-set myset
crypto map newmap interface outside
isakmp enable outside




isakmp key ******** address 172.18.124.153 netmask
255.255.255.255
no-xauth no-config-mode
isakmp identity address
isakmp policy 10 authentication pre-share
isakmp policy 10 encryption des
isakmp policy 10 hash md5
isakmp policy 10 group 1
isakmp policy 10 lifetime 1000
telnet timeout 5
ssh timeout 5
consol e tineout O
term nal width 80
Crypt ochecksum aa3bbd8c6275d214b153e1e0bc0173e4
end :

2o JSuin ousSil Jac S pud)l 13D paziwl

w22 (OIT) 23Vl p= o 811 pasiwl .ShoW olol o (Lasd - wuwalleNasll) 21,5V .,a>_;10’6|ii P2V
. show oVl 2,50 Jul>s

25 13 b 3oz 9 luso 09549 (IPsec (SAs ool wlilLidY aJll il o ,2,—show crypto ipSec -
Ll 9,0 aS,> udiin

pi x-centr al #show crypto ipsec sa

i nterface: outside
Crypto map tag: newrap, |ocal addr. 172.18.124. 153

(local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0
(renmpte ident (addr/mask/prot/port): (10.3.3.0/255.255.255.0/0/0
current_peer: 172.18.124.157:500
{,PERM T, flags={origin_is_acl
This verifies that encrypted packets are sent !--- and received without any errors. —---!
#ipkts encaps: 4, #pkts encrypt: 4, #pkts digest 4
pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4#
pkts conpressed: 0, #pkts deconpressed: O#
, pkts not conpressed: 0, #pkts conpr. failed: O#
pkts deconpress failed: 0, #send errors 0, #recv errors O#

,local crypto endpt.: 172.18.124.153
renote crypto endpt.: 172.18.124.157
path ntu 1500, ipsec overhead 56, nedia nmtu 1500
current outbound spi: 3bch6913
: Shows inbound SAs that are established. inbound esp sas ---!
(spi: 0x3efbe540(1056695616
, transform esp-des esp-md5-hmac
{ ,in use settings ={Tunne
slot: 0, conn id: 3, crypto nmap: newmap
(sa timng: remaining key lifetine (k/sec): (4607999/27330
IV size: 8 bytes
replay detection support: Y

:inbound ah sas
;i nbound pcp sas
: Shows outbound SAs that are established. outbound esp sas ---!
(spi: 0Ox3bch6913(1003186451
, transform esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
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slot: 0, conn id: 4, crypto map: newmap

(sa timng: remaining key lifetime (k/sec): (4607999/27321
IV size: 8 bytes

replay detection support: Y

:out bound ah sas
:out bound pcp sas

(local ident (addr/mask/prot/port): (10.1.1.0/255.255.255.0/0/0
(renote ident (addr/mask/prot/port): (10.2.2.0/255.255.255.0/0/0
current _peer: 172.18.124.154: 500
{,PERM T, flags={origin_is_ac

This verifies that encrypted packets are sent !--- and received without any errors. ---!
#ipkts encaps: 4, #pkts encrypt: 4, #pkts digest 4

pkts decaps: 4, #pkts decrypt: 4, #pkts verify 4#

pkts conpressed: 0, #pkts deconpressed: O0#

, pkts not compressed: 0, #pkts conpr. failed: O#

pkts deconmpress failed: 0, #send errors 0, #recv errors O#

,local crypto endpt.: 172.18.124.153
remote crypto endpt.: 172.18.124.154
path mu 1500, ipsec overhead 56, media nmtu 1500
current outbound spi: da8d556
Shows inbound SAs that are established. inbound esp sas: spi: 0x53835c96(1401117846) ---!
, transform esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
slot: 0, conn id: 1, crypto map: newmap
(sa timng: remaining key lifetime (k/sec): (4607999/27319
IV size: 8 bytes
replay detection support: Y

:inbound ah sas

:i nbound pcp sas

Shows outbound SAs that are established. outbound esp sas: spi: 0xda8d556c¢(3666695532) ---!
, transform esp-des esp-md5-hmac

{ ,in use settings ={Tunnel

slot: 0, conn id: 2, crypto map: newmap

(sa timng: remaining key lifetine (k/sec): (4607999/27319

IV size: 8 bytes

repl ay detection support: Y

:out bound ah sas

:out bound pcp sas

(o)l glias Usls) IKE wYLasy aJll Al Lo 2, —show crypto isakmp sa -

pi x-centr al #show crypto isakmp sa

Tot al D2
Enbryonic : 0
dst src state pendi ng created
QM_IDLE 0 0 172.18.124.154 172.18.124.153
QM_IDLE 0 0 172.18.124.157 172.18.124.153
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