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Tunnel VIPM Cllent
Untrusted H

— . . : ..-ﬁ‘? !
E T Vaz.47.63 224728 A7.63.208 =5 - :—P‘E‘i_rjt}

10.48.66.53 IP Address Poaol:
0.1, 100.%

LAN
172.20.20.0/28

ol gSill
oLl axiogall & liygSil xituall 13D oy
Hub PIX ,6S5 -

azgall eSS 20 -
VPN &S Joc 19S5 -

Hub PIX 055

(PI'X Version 6.1(1
nanei f ethernet0 outside security0
namei f ethernetl inside securityl00
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namei f ethernet2 intf2 securitylO

namei f ethernet3 intf3 securityl5

enabl e password OnTr BUGLTpOednkr encrypted
passwd 2KFQhbNI dI . 2KYQU encrypt ed

host nane HubPi x

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

nanes

access-list nonat permt ip 172.20.20.0 255.255.255.0
10.1.100. 0 255. 255. 255.0

access-list 125 permt ip 10.1.100.0 255.255.255.0
172. 20. 20. 0 255. 255. 255.0

pager lines 24

| oggi ng consol e debuggi ng

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown

interface ethernet3 auto shutdown

ntu outside 1500

ntu inside 1500

nu intf2 1500

mu intf3 1500

i p address outside 172.17.63. 213 255. 255. 255. 240
ip address inside 172.17.63.230 255. 255. 255. 240
ip address intf2 127.0.0.1 255.255. 255. 255

ip address intf3 127.0.0.1 25(B5. 255. 255. 255

ip audit info action alarm

ip audit attack action alarm

ip local pool mypool 10.1.100.1-10.1.100. 254

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

failover ip address intf2 0.0.0.0

failover ip address intf3 0.0.0.0

pdm hi story enabl e

arp tineout 14400

gl obal (outside) 1 172.17.63.210

nat (inside) O access-list nonat

nat (inside) 1 172.20.20.0 255.255.255.0 00
route outside 0.0.0.0 0.0.0.0 172.17.63.209 1
route inside 10.48.66.53 255. 255. 255. 255 172.17.63.229 1
route inside 172.20.20.0 255.255.255.0 172.17.63.229 1
ti meout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0: 10: 00

h323 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa- server RADI US protocol radius

+aaa- server partner protocol tacacs

aaa-server partner (inside) host 10.48.66.53 ciscol23
tineout 5

no snnp-server | ocation

no snnp-server contact

snnp-server community public




no snnp-server enable traps

fl oodguard enabl e

sysopt ipsec pl-conpatible

no sysopt route dnat

crypto i psec transformset nyset esp-des esp-nd5-hnmac
crypto dynam c-map dynmap 10 set transformset nyset
crypto map internal 10 ipsec-isaknp

crypto map internal 10 match address 125

crypto map internal 10 set peer 172.17.63.229
crypto map internal 10 set transformset nyset
crypto map internal interface inside

crypto map dyn-map 10 ipsec-isaknp dynam ¢ dynmap
crypto map dyn-map client authentication partner
crypto map dyn-map interface outside

i saknp enabl e outside

i saknmp enabl e inside

i saknp key ******** gddress 172.17.63. 229 net nask
255. 255. 255. 255

i saknp key ******** gddress 0.0.0.0 netmask 0.0.0.0
i saknp identity address

i saknp policy 10 authentication pre-share

i sakmp policy 10 encryption des

i saknp policy 10 hash nd5

i saknp policy 10 group 2

i saknp policy 10 lifetime 86400

vpngroup vpn3000 idle-tine 1800

¥*k**kxk%* ypngroup vpn3000 password

vpngroup vpn3 address-pool mnypool

vpngroup vpn3 dns-server 172.20.20.2

vpngroup vpn3 w ns-server 172.20.20.2

vpngroup vpn3 defaul t-domai n cisco. com

vpngroup vpn3 idle-time 1800

telnet tineout 5

ssh timeout 5

termnal width 80

Crypt ochecksum f cd6d79f 6a662b82e5f 450ed833f 34e6
end :

[X]
a>90ll 19SS S5

version 12.2

service tinmestanps debug uptine

service tinestanps |og uptinmnme

no service password-encryption

1

host nane i nsi de

!
enabl e password ww

1

i p subnet-zero

ip cef

!

1

1

ip audit notify |og

ip audit po max-events 100

1

Create an Internet Security Association and Key ---!
Management Protocol (ISAKMP) !--- policy for Phase 1
negotiations for the VPN 3.x Clients. crypto isakmp
policy 10

hash md5




authentication pre-share

group 2

Specify the pre-shared key for the LAN-to-LAN ---!
tunnel. crypto isakmp key ciscotac address 172.17.63.230
1

!

Create the Phase 2 Policy for actual data ---!
encryption. crypto ipsec transform-set tacset esp-des
esp-md5-hmac

!

Create the actual crypto map. crypto map tacmap 25 ---!
ipsec-isakmp

set peer 172.17.63.230

set transform-set tacset

match address 105

1
!
controller 1SA 6/1
1
1
1
!
interface Serial 2/0
no i p address
shut down
serial restart_delay O
1
interface Serial 2/1
no i p address
shut down
serial restart_delay O
1
interface Serial 2/2
no i p address
shut down
serial restart_delay O
1
interface Serial 2/3
no i p address
shut down
serial restart_delay O
1
interface FastEthernet3/0
i p address 10.48.66.46 255.255.254.0
dupl ex hal f
1
Apply the crypto map on the outside interface. ---!
interface FastEthernet3/1 ip address 172.17.63.229
255. 255. 255. 240
dupl ex hal f
crypto map tacmap
1
interface FastEthernet5/0
i p address 172.20.20.20 255. 255.255.0
dupl ex hal f
1

ip classless




iproute 0.0.0.0 0.0.0.0 172.17.63.230
no ip http server

ip pimbidir-enable

!

!

access-list 105 permit ip 172.20.20.0 0.0.0.255
10.1.100.0 0.0.0.255

!

!

call rsvp-sync

!

!

nmgcp profile default

!

di al - peer cor custom

!

gat ekeeper
shut down
|

!

line con O

line aux O

line vty 0 4
| ogin

!

!

end

VPN &4 oS (655

VPN e 955 adll wlglaxll wuas

sez9all LaoVl Jasll e 159550 Las asl (VPN) ddlall dolil il Juoe Jl Jos 3l S as; .1
2255 NS o Josall Jzawg bl plgall by i (S



# Cisco Systems ¥YPN Client

I Fizen Sverrms
Connecting to:172:17.63.213

% Authenticating user. .

User Authentication for Tacweb -

The server has requested the information
@ specified below to complete the user
authentication.

Ilzemame:
idal

FPazzword:

[T Save Password

ok I Cancel |

.Connect
awlidl ,elaiwg « gall clis] ,\is:)iz..oyl Jasll 999 1>9550 a5 8l (JlaiVl clsba>| o=l .2




Cisco Systems ¥PN Client Connection Status

General Statizhics
Butes in; 240 Butes out: 32814
Packet: decrypted: 4 Packets encrypted: 221
Facketz bypazsed: 3 Facketz dizcarded: 5
Secured routes:

M etwark, Subnet M azk Bytez Stz Port Dz
=30.0.0.0 0.0.0.0 21042 “
=A17217 63213 2h5 2h5 205 255 a *

1| | i
Local LAM routes:

Metbwiark, Subnet M azk Src Part Cizt Port Fri

4] | ha

Time connected: 00:05.02
ak. | Matifications. . Rezet | Digconnect |
aJul

oo oS5 loslal "ple" ol doMe 3> 3



Cisco Systems ¥PN Client Connection Status

General | Statistics |

Client |P address:
server [P address:
E ncryption:
Authentication:

Tranzparent Tunnelng:
Turnel Port:;

Comprezssion:
Local LAM access:
Ferzonal Firewall:

Firewall Policy:

Muote: Stateful Firewall [&lways On) statusz iz not represented above. To wiew thiz status,
right click on the system tray icon. |If checked, this funchionality iz enabled.

10.1.100.1
17217 63.213
BE-bit DES
HiAC-M D5
Inactive

o

Mone
Dizabled

Mane

Hane

Tirne connected: 00:04. 26
k. I Motifications. .. Heset Dizconnect

VPN
Renpte Party Identity and Addressing

I D Type: | P Subnet

Subnet : 172.20.20.0

Mask: 255. 255. 255. 0

Port: al |
Connect Using Secure Gateway Tunnel - Checked

Type: | P Address

Address: 172.17.63.213

My ldentity
Preshared Key

(Aut hentication (Phase | -- Proposal 1
Aut henti cati on Met hod: Preshared Key
Encryption Al gorithm DES
Hash Al gorithm VD5
SALi f e: Unspeci fi ed
Key Group: Diffie-Hellnen 1
(Key Exchange (Phasell -- Proposal 1
SALi f e: Unspeci fi ed
Encapsul ati on Protocol: ESP
Encryption Al gorithm DES



Hash Al gorithm VD5
Encapsul ati on: Tunne

iceadl o aasgl

2o JSuin Jogy ousSill ol oo 35Tl Lgolasiuw] eiSay wlogleo pwsll 13 499,

Jlx o Al i il (ladd goluuall eMasll) 213V a2 s S1sl dlawles o=l solsl Loz, acs ai
ol ol 21,31

.a>gallg PIX _lc show olgl Jy2is ,Soy

1 al> ol Glol wblidl o e, - show crypto isakmp sa -

etiailly el 99 waiilly JSoll wloglesy 1 d>,all ool wLLudl Lo 4=, - sShow crypto ipSA -
asleioll aJIXl ologleally oYLVl o 2, (lass a>g0ll) - show crypto engine connections active -

6 yiuisall utg & iisall o5l

Le>Moly sz BLiSiuwl

LMool (oSl eliaz] BlisSiwY lgolasiw! liSay ologles pumill 13D 9,

2lasYl aua wol9l 9 dogall losleall de>lye el I @l ezl jzai 5ol9l o Sl i @glxo Jid
ologleall (o 2o e Jaaxl) Al elasVl auas o> 50 Loyl 221,

Hub PIX clias] zusuns -
A3l azgoll ellas auuss -
VPN aSuis Joc Jouw -

Sl 209 (9 PIX Lolol iais piy .ol NS e oYl oLl puue l>l wx

A dooll Glol oLLdl g0, (isakmp sa - (PIX bl puo -

2 d> 0l Olol wLlLidl ooy (IPSEC - (PIX ubiss puno -
A a0l Glol LSl 2oy (azg0ll) - isakmp Luail auuo -

2 >0l Glol LSl pumay (a>g0ll) - 88 piituid] pauso -
IPSec s, o0 JS Ll aflill clasVl aonas ollac Jasis ooy

1 al> 0l clisl elasl (PIX 9 a>g0ll) - debug crypto isakmp Lo, -
2 >0l elisl elasl (PIX 9 a>g40ll) - debug crypto ipSec o=, -
il 2o o Slogles o 2, (losd a>g0ll) - debug crypto Engine -

Hub PIX clas| auuas

#( HubPi x(confi g

crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213

VPN Peer: | SAKMP: Added new peer: ip:30.30.30.2 Total VPN Peers:1

VPN Peer: | SAKMP: Peer ip:30.30.30.2 Ref cnt increnmented to:1
Total VPN Peers:1

QAK_AG exchange

| SAKMP (0): processing SA payl oad. nessage ID = 0
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| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKIVP: encrypti on 3DES- CBC

| SAKVP: hash SHA

| SAKIVP: default group 2

| SAKIVP: extended auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 0x20 Oxc4 O0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 2 against priority 10 policy

| SAKIVP: encrypti on 3DES- CBC

| SAKVP: hash MD5

| SAKIVP: default group 2

| SAKIVP: extended auth pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 0x20 Oxc4 O0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 3 against priority 10 policy

| SAKIVP: encrypti on 3DES- CBC

| SAKVP: hash SHA

| SAKIVP: default group 2

| SAKIVP: aut h pre-share

| SAKIVP: life type in seconds

| SAKIVP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 4 against priority 10 policy

| SAKIVP: encrypti on 3DES- CBC

| SAKVP: hash MD5

| SAKIVP: default group 2

| SAKIVP: aut h pre-share

| SAKIVP: life type in seconds

| SAKIMP: life duration (VPI) of 0x0 0x20 Oxc4 O0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform5 against priority 10 policy

| SAKIMP: encrypti on DES- CBC

| SAKMP: hash SHA

| SAKIVP: default group 2

| SAKIVP: extended auth pre-share

| SAKIVP: life type in seconds

| SAKIMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are not acceptable. Next payload is 3
| SAKMP (0): Checking | SAKMP transform 6 against priority 10 policy

| SAKIMP: encrypti on DES- CBC

| SAKMP: hash MD5

| SAKIVP: default group 2

| SAKIVP: extended auth pre-share

| SAKIVP: life type in seconds

| SAKIMP: life duration (VPI) of 0x0 0x20 Oxc4 0x9b

| SAKMP (0): atts are acceptable. Next payload is 3
| SAKMP (0): processing KE payl oad. nmessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =0

| SAKMP (0): processing |ID payl oad. nmessage ID = 0
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad
| SAKMP (0): renote peer supports dead peer detection
| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a Unity client

| SAKMP: Created a peer node for 30.30.30.2



| SAKMP (0): | D payl oad
next - payl oad : 10

type 1
pr ot ocol 117
port : 500
| ength : 8

| SAKMP (0): Total payload | ength: 12
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
QAK_AG exchange
| SAKMP (0): processing HASH payl oad. nmessage ID = 0
| SAKMP (0): processing NOTIFY payl oad 24578 protocol 1
spi 0, nmessage ID =20

| SAKMP (0): processing notify I N Tl AL_CONTACT

... I PSEC(key_engi ne): got a queue event
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP
| PSEC(key_engi ne_del ete_sas): delete all SAs shared with 30.30.30.2

| SAKMP (0): SA has been authenticated
return status is | KMP_NO ERROR
| SAKMP/ xaut h: request attribute XAUTH TYPE
| SAKMP/ xaut h: request attribute XAUTH USER_NAME
| SAKMP/ xaut h: request attribute XAUTH USER_PASSWORD
.1 SAKMP (0:0): initiating peer config to 30.30.30.2
(1D = 1990788923 (0x76a9073b

crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
| SAKMP_TRANSACTI ON exchange
| SAKMP (0:0): processing transaction payload from 30.30.30.2. nessage |ID = 76
| SAKMP:  Config payl oad CFG_REPLY
return status is | KMP_ERR NO RETRANS
crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213

.1 SAKMP (0:0): phase 2 packet is a duplicate of a previous packet
(I SAKMP (0:0): initiating peer config to 30.30.30.2. ID = 167380747 (0x9fa070b
crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
| SAKMP_TRANSACTI ON exchange
| SAKMP (0:0): processing transaction payload from 30.30.30.2. nmessage |ID = 60
| SAKMP:  Confi g payl oad CFG_ACK
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
| SAKMP_TRANSACTI ON exchange
| SAKMP (0:0): processing transaction payload from 30.30.30.2. nmessage ID =0
| SAKMP:  Config payl oad CFG_REQUEST

: 1 SAKMP (0:0): checking request

(1 SAKMP: attribute | PA_ADDRESS (1
(1 SAKMP: attribute | PA_NETMASK (2
(I SAKMP: attribute | P4_DNS (3

(I SAKMP: attribute | P4_NBNS (4

(1 SAKMP: attribute ADDRESS_EXPI RY (5
Unsupported Attr: 5

(1 SAKMP: attribute APPLI CATI ON_VERSI ON (7
Unsupported Attr: 7

(1 SAKMP: attribute UNKNOWN (28672
Unsupported Attr: 28672

(1 SAKMP: attribute UNKNOWN (28673
Unsupported Attr: 28673

(1 SAKMP: attribute UNKNOWN (28674

(1 SAKMP: attribute UNKNOWN (28676

(1 SAKMP: attribute UNKNOWN (28679
Unsupported Attr: 28679

(1 SAKMP: attribute UNKNOWN (28680
Unsupported Attr: 28680

(1 SAKMP: attribute UNKNOWN (28677
Unsupported Attr: 28677

| SAKMP (0:0): responding to peer config from 30.30.30.2. ID = 2994966739



return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
QAK_QM exchange

: 0oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. message | D = 2019793958

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES
o | SAKIVP: attributes in transform

| SAKMP: aut henticator is HVAC MD5

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal
prot 3, trans 3, hmac_alg 1) not supported)

| SAKMP (0): atts not acceptable. Next payload is O
(I SAKMP (0): skipping next ANDed proposal (1
| SAKMP : Checking | PSec proposal 2

| SAKMP: transform 1, ESP_3DES
o | SAKIVP: attributes in transform

| SAKMP: aut henticator is HVAC SHA

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal
prot 3, trans 3, hmac_alg 2) not supported)

| SAKMP (0): atts not acceptable. Next payload is O
(I SAKMP (0): skipping next ANDed proposal (2
| SAKMP : Checking | PSec proposal 3

| SAKMP: transform 1, ESP_3DES
o | SAKIVP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal
prot 3, trans 3, hmac_alg 1) not supported)

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checki ng | PSec proposal 4

| SAKMP: transform 1, ESP_3DES
o | SAKIVP: attributes in transform

| SAKMP: aut henticator is HVAC SHA

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal
prot 3, trans 3, hmac_alg 2) not supported)

| SAKMP (0): atts not acceptable. Next payload is O
| SAKMP : Checking | PSec proposal 5

| SAKMP: transform 1, ESP_DES

o | SAKMP: attributes in transform

| SAKVP: aut henticator is HVAC MD5
| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds



| SAKIVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b
.1 SAKMP (0): atts are acceptable

I'l SAKMP (0): bad SPI size of 2 octets

| SAKMP : Checking | PSec proposal 6

| SAKMP: transform 1, ESP_DES
o | SAKIVP: attributes in transform

| SAKMP: aut henticator is HVAC SHA

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

| PSEC(val i dat e_proposal ): transform proposal
prot 3, trans 2, hmac_alg 2) not supported)

| SAKMP (0): atts not acceptable. Next payload is O
(I SAKMP (0): skipping next ANDed proposal (6
| SAKMP : Checking | PSec proposal 7

| SAKMP: transform 1, ESP_DES
o | SAKIVP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SAlife duration (VPI) of 0x0 0x20 Oxc4 0x9b

.1 SAKMP (0): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
, key eng. msg.) dest= 172.17.63.213, src= 30.30.30.2)
, (dest _proxy= 172.17. 63. 213/ 255. 255. 255. 255/ 0/ 0 (type=1
, (src_proxy= 10. 1. 100. 1/ 255. 255. 255. 255/ 0/ 0 (type=1
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,lifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processing NONCE payl oad. nmessage | D = 2019793958

| SAKMP (0): processing | D payl oad. message | D = 2019793958

| SAKMP (0): 1D _IPV4A_ADDR src 10.1.100.1 prot O port O

| SAKMP (0): processing | D payl oad. nmessage | D = 2019793958

| SAKMP (0): 1D | PVv4_ADDR dst 172.17.63.213 prot O port O

... PSEC(key_engi ne): got a queue event

| PSEC(spi _response): getting spi 0x91e92b8(152998584) for SA
from 30.30.30.2 to 172.17.63.213 for prot 3

return status is | KMP_NO ERROR

crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
QAK_QM exchange

: 0oakl ey_process_qui ck_node

OAK_QM | DLE

| SAKMP (0): processing SA payl oad. message | D = 3584084796

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_3DES

| SAKMP: attributes in transform

| SAKMP: aut henticator i s HVAC MD5

crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
QAK_QM exchange

s 0oakl ey_process_qui ck_node

QAK_QM AUTH_AWAI Tmap_al | oc_entry: allocating entry 6

map_al l oc_entry: allocating entry 5

| SAKMP (0): Creating |PSec SAs
i nbound SA from 30.30.30.2 to 172.17.63. 213
(proxy 10.1.100.1 to 172.17.63.213)



has spi 152998584 and conn_id 6 and

lifetime of 2147483

out bound SA from 172.17.63.213 to 30.
(proxy 172.17.63.213 to 10.

has spi 2121955223 and conn_id 5 and

lifetime of 2147483

flags 4
seconds
30.30.2
1.100.1)
flags 4
seconds

... PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas
, key eng. msg.) dest= 172.17.63.213, src= 30.30.30.2)
, (dest _proxy= 172.17.63.213/0.0.0.0/0/0 (type=1
,(src_proxy= 10.1.100.1/0.0.0.0/0/0 (type=1
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,lifedur= 2147483s and Okb
conn_id= 6, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
,key eng. msg.) src= 172.17.63. 213, dest= 30.30.30.2)
,(src_proxy= 172.17.63.213/0.0.0.0/0/0 (type=1
, (dest _proxy= 10.1.100.1/0.0.0.0/0/0 (type=1
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,lifedur= 2147483s and Okb
conn_id= 5, keysize= 0, flags= 0x4

spi = 0x91e92b8(152998584),

spi = 0x7e7a7797(2121955223),

VPN Peer: |PSEC. Peer ip:30.30.30.2 Ref cnt incremented to:2
Total VPN Peers:1

VPN Peer: | PSEC. Peer ip:30.30.30.2 Ref cnt incremented to:3
Total VPN Peers:1

return status is | KMP_NO ERROR

src 30.30.30.2, dest 172.17.63.213
QAK_QM exchange

: 0oakl ey_process_qui ck_node

QAK_QM AUTH_AWAI Tmap_al l oc_entry: allocating entry 4
map_al l oc_entry: allocating entry 3

crypto_i saknp_process_bl ock:

| SAKMP (0): Creating | PSec SAs
i nbound SA from 30.30.30.2 to 172.17.63. 213
(proxy 10.1.100.1 to 0.0.0.0)
3202697335 and conn_id 4 and flags 4
lifetine of 2147483 seconds
out bound SA from 172.17.63.213 to 30.30.30.2
(proxy 0.0.0.0 to 10.1.100.1)
771522089 and conn_id 3 and flags 4
lifetine of 2147483 seconds
... PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas
, key eng. msg.) dest= 172.17.63.213, src= 30.30.30.2)
, (dest _proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
,(src_proxy= 10.1.100.1/0.0.0.0/0/0 (type=1
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,lifedur= 2147483s and Okb
conn_id= 4, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
,key eng. msg.) src= 172.17.63. 213, dest= 30.30.30.2)
,(src_proxy= 0.0.0.0/0.0.0.0/0/0 (type=4
, (dest _proxy= 10.1.100.1/0.0.0.0/0/0 (type=1
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,lifedur= 2147483s and Okb
conn_id= 3, keysize= 0, flags= 0x4

has spi

has sp

spi = Oxbee54877(3202697335),

spi = 0x2df c7e29(771522089) ,

VPN Peer: |PSEC: Peer ip:30.30.30.2 Ref cnt increnmented to:4
Total VPN Peers:1

VPN Peer: |PSEC. Peer ip:30.30.30.2 Ref cnt incremented to:5
Total VPN Peers:1

return status is | KMP_NO ERROR

VPN Peer: | SAKMP: Added new peer: ip:172.17.63.229 Total VPN Peers:2



VPN Peer: | SAKMP: Peer ip:172.17.63.229 Ref cnt incremented to:1
Total VPN Peers: 2
| SAKMP (0): begi nning Main Mode exchange

crypto_i saknmp_process_bl ock: src 172.17.63.229, dest 172.17.63.230
QAK_MM exchange
| SAKMP (0): processing SA payl oad. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 10 policy

| SAKIVP: encrypti on DES- CBC
| SAKVP: hash MD5

| SAKIVP: default group 2

| SAKIVP: aut h pre-share

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): SA is doing pre-shared key authentication using
idtype I D | Pv4_ADDR

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src 172.17.63.229, dest 172.17.63.230

QAK_MM exchange

| SAKMP (0): processing KE payl oad. nmessage ID = 0

| SAKMP (0): processi ng NONCE payl oad. nmessage ID =0

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): renote peer supports dead peer detection

| SAKMP (0): processing vendor id payl oad

I'l SAKMP (0): speaking to another |10S box

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): | D payl oad
next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
| ength : 8

| SAKMP (0): Total payload | ength: 12
return status is | KMP_NO ERROR
crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
| SAKMP (0): processing NOTIFY payl oad 36136 protocol 1
spi 0, message | D = 409920160
| SAMKP (0): received DPD_R U THERE from peer 30.30.30.2
| SAKMP (0): sending NOTIFY nmessage 36137 protocol 1
return status is | KMP_NO ERR NO TRANS
crypto_i saknmp_process_bl ock: src 172.17.63.229, dest 172.17.63.230
QAK_MM exchange
| SAKMP (0): processing |ID payl oad. nmessage ID = 0
| SAKMP (0): processing HASH payl oad. nmessage ID = 0
| SAKMP (0): SA has been authenticated

| SAKMP (0): begi nning Quick Mde exchange, M ID of -498320091: e24c3d25
... PSEC(key_engi ne): got a queue event
| PSEC(spi _response): getting spi Oxcad23b33(3402775347) for SA

from 172.17.63.229 to 172.17.63.230 for prot 3

return status is | KMP_NO ERROR

| SAKMP (0): sending | N TI AL_CONTACT notify

crypto_i saknmp_process_bl ock: src 172.17.63.229, dest 172.17.63.230
QAK_QM exchange



| SAKMP (0):

spi =

spi

: 0oakl ey_process_qui ck_node
OAK_QM | DLE
| SAKMP (0): processing SA payl oad. message | D = 3796647205

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
o | SAKIVP: attributes in transform

| SAKIVP: encaps is 1

| SAKIVP: SAlife type in seconds

| SAKIVP: SA life duration (basic) of 28800

| SAKIVP: SAlife type in kil obytes

| SAKIMP: SAlife duration (VPI) of 0Ox0 Ox46 0x50 0xO0
| SAKMP: aut henticator is HVAC MD5

.1 SAKMP (0): atts are acceptable
, | PSEC(val i dat e_proposal _request): proposal part #1
,key eng. nsg.) dest= 172.17.63.229, src= 172.17.63. 230)
, (dest _proxy= 172.20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (src_proxy= 10. 1. 100. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,lifedur= 0s and Okb
spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

| SAKMP (0): processing NONCE payl oad. nmessage | D = 3796647205

| SAKMP (0): processing | D payl oad. nmessage | D = 3796647205
| SAKMP (0): processing | D payl oad. message | D = 3796647205
| SAKMP (0): processing NOTIFY payl oad 24576 protocol 3
spi 691534456, nessage | D = 3796647205
| SAKMP (0): processing responder lifetine
responder lifetinme of 3600smap_alloc_entry: allocating entry 8
map_al l oc_entry: allocating entry 7

| SAKMP (0): Creating | PSec SAs
i nbound SA from 172.17.63.229 to 172.17.63. 230
(proxy 172.20.20.0 to 10.1.100.0)
has spi 3402775347 and conn_id 8 and fl ags 4
lifetine of 3600 seconds
lifetinme of 4608000 kil obytes
out bound SA from 172.17.63.230 to 172.17.63. 229
(proxy 10.1.100.0 to 172.20.20.0)
has spi 691534456 and conn_id 7 and flags 4
lifetine of 3600 seconds
lifetinme of 4608000 kil obytes
... PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas
,key eng. nsg.) dest= 172.17.63.230, src= 172.17.63. 229)
, (dest _proxy= 10. 1. 100. 0/ 255. 255. 255.0/0/0 (type=4
, (src_proxy= 172.20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,1ifedur= 3600s and 4608000kb
0Oxcad23b33(3402775347), conn_id= 8, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas
,key eng. nmsg.) src= 172.17.63.230, dest= 172.17.63. 229)
, (src_proxy= 10. 1. 100. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (dest _proxy= 172.20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,1ifedur= 3600s and 4608000kb
= 0x2937f a78(691534456), conn_id= 7, keysize= 0, flags= 0x4

VPN Peer: | PSEC. Peer ip:172.17.63.229 Ref cnt incremented to:2
Total VPN Peers: 2

VPN Peer: | PSEC. Peer ip:172.17.63.229 Ref cnt incremented to:3
Total VPN Peers: 2



return status is | KMP_NO ERROR
#( HubPi x(config
#( HubPi x(config
crypto_i saknp_process_bl ock: src 30.30.30.2, dest 172.17.63.213
| SAKMP (0): processing NOTIFY payl oad 36136 protocol 1
spi 0, nmessage | D = 2020571710
| SAMKP (0): received DPD_R U THERE from peer 30.30.30.2
| SAKMP (0): sending NOTIFY nmessage 36137 protocol 1
return status is | KMP_NO ERR NO TRANS
#( HubPi x(config

3l a>g0)l elas| aouas

#i nsi de

| SAKMP (0:0): received packet from 172.17.63.230 (N) NEW SA :01: 45: 06

| SAKMP: | ocal port 500, renpte port 500 :01:45: 06
| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MM EXCH : 01: 45: 06
Od State = | KE_READY New State = | KE_ R ML

| SAKMP (0:1): processing SA payl oad. nessage ID = 0 :01:45:06

| SAKMP (0:1): found peer pre-shared key matching 172.17.63.230 :01: 45: 06

| SAKMP (0:1):

Checki ng | SAKMP transform 1 against priority 10 policy :01:45: 06

| SAKMP: encryption DES-CBC : 01: 45: 06
| SAKMP: hash MD5 :01:45: 06

| SAKIVP: default group 2 :01:45:06

| SAKIMP: aut h pre-share :01: 45: 06

| SAKMP (0:1): atts are acceptable. Next payload is 0 :01:45:06
Crypt oEngi ne0: generate al g paranmeter :01:45:06

(Crypt oEngi ne0: CRYPTO_| SA DH CREATE( hw) (i psec :01: 45: 06
CRYPTO _ENG NE: Dh phase 1 status: 0 :01:45:06

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE : 01: 45: 06

Od State = IKER MM New State = | KE_ R MM

| SAKMP (0:1): sending packet to 172.17.63.230 (R} MM SA SETUP :01:45: 06
| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE : 01: 45: 06

Od State = IKER ML New State = | KE R M2

| SAKMP (0:1): received packet from172.17.63.230 (R) MM _SA SETUP :01:45: 06

| SAKMP (0:1): Input = | KE_ MESG FROM PEER | KE_MM EXCH : 01: 45: 06
Od State = IKER M2 New State = | KE_ R M\VB

| SAKMP (0:1): processing KE payl oad. nessage ID = 0 :01:45: 06
Crypt oEngi ne0: generate al g paranmeter :01:45:06

(Crypt oEngi ne0: CRYPTO_| SA DH SHARE SECRET( hw) (i psec :01:45: 06

| SAKMP (0:1): processing NONCE payl oad. nessage ID = 0 :01:45:07

| SAKMP (0:1): found peer pre-shared key matching 172.17. 63.230 :01: 45: 07

Crypt oEngi ne0: create | SAKMP SKEYID for conn id 1 :01:45:07
(Crypt oEngi ne0: CRYPTO | SA_SA CREATE(hw) (i psec :01:45: 07

| SAKMP (0:1): SKEYID state generated :01:45: 07

| SAKMP (0:1): processing vendor id payload :01:45: 07

| SAKMP (0:1): vendor IDis Unity :01:45:07

| SAKMP (0:1): processing vendor id payload :01:45: 07

| SAKMP (0:1): vendor IDis DPD :01:45:07

| SAKMP (0:1): processing vendor id payload :01:45: 07

'l SAKMP (0:1): speaking to another |GCS box :01:45: 07

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MODE : 01: 45: 07

Od State = IKE R MMB New State = | KE_ R M\VB

| SAKMP (0:1): sending packet to 172.17.63.230 (R) MM KEY_EXCH :01: 45: 07
| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE : 01: 45: 07

Od State = IKE R MMB New State = | KE_ R M

| SAKMP (0:1): received packet from172.17.63.230 (R) MM KEY_EXCH :01: 45: 07



(Crypt oEngi ne0: CRYPTO_I SA | KE_DECRYPT( hw) (i psec :01: 45:
| SAKMP (0:1): Input = | KE_MESG FROM PEER, | KE_MM EXCH : 01: 45:

07
07

Od State = IKE R M@ New State = | KE_ R MVb

| SAKMP (0:1): processing |ID payl oad. nmessage |ID = 0 :01: 45:

| SAKMP (0:1): processing HASH payl oad. nmessage ID = 0 :01: 45:

Crypt oEngi ne0: generate hmac context for conn id 1 :01:45:

(Crypt oEngi ne0: CRYPTO_I SA | KE_HVAC( hw) (i psec :01: 45:

| SAKMP (0:1): SA has been authenticated with 172.17.63.230 :01: 45:

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_MAI N_MCDE : 01: 45:

07
07
07
07
07
07

Od State = IKER M6 New State = | KE_ R MVb

| SAKMP (0:1): SA is doing pre-shared key authentication using :01:45:

id type 1D | PV4_ADDR

| SAKMP (1): | D payload :01: 45:

next - payl oad : 8

type 1
pr ot ocol : 17
port : 500
| ength : 8

| SAKMP (1): Total payload |l ength: 12 :01:45:

Crypt oEngi ne0: generate hmac context for conn id 1 :01:45:

(Crypt oEngi ne0: CRYPTO_I SA | KE_HVMAC( hw) (i psec :01:45:

Crypt oEngi ne0: cl ear dh nunmber for conn id 1 :01:45:

(Crypt oEngi ne0: CRYPTO_| SA DH DELETE( hw) (i psec : 01: 45:

(Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec :01: 45:

| SAKMP (0:1): sending packet to 172.17.63.230 (R} QVL.IDLE :01: 45:

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, | KE_PROCESS_COWPLETE : 01: 45:

07

07

07
07
07
07
07
07
07
07

Od State = IKER M6 New State = | KE_P1_COMPLETE

| SAKMP (0:1): Input = | KE_MESG | NTERNAL, |KE PHASEL COMPLETE : 01: 45:

07

Od State = | KE_P1_COVPLETE New State = | KE_P1_COVPLETE

| SAKMP (0:1): received packet from 172.17.63.230 (R} QMV.IDLE :01: 45:
(Crypt oEngi ne0: CRYPTO_I SA | KE_DECRYPT( hw) (i psec :01: 45:

Crypt oEngi ne0: generate hmac context for conn id 1 :01:45:

(Crypt oEngi ne0: CRYPTO_I SA | KE_HVMAC( hw) (i psec :01: 45:

| SAKMP (0:1): processing HASH payl oad. nessage | D = -498320091 : 01: 45:
| SAKMP (0:1): processing SA payl oad. nmessage | D = -498320091 :01: 45:

| SAKMP (0:1): Checking | PSec proposal 1 :01:45:

| SAKMP: transform 1, ESP_DES :01:45:

© | SAKMP: attributes in transform:01: 45:

| SAKIVP: encaps is 1 :01:45:

| SAKIVP: SAlife type in seconds :01:45:

| SAKIVP: SA life duration (basic) of 28800 :01:45:

| SAKIVP: SAlife type in kil obytes :01:45:

| SAKIMP: SAlife duration (VPI) of Ox0 Ox46 0x50 Ox0 :01:45:
| SAKIVP: aut henticator is HVAC-MD5 :01: 45:

val i date proposal 0 :01:45:

.1 SAKMP (0:1): atts are acceptable :01:45:

, | PSEC(val i dat e_proposal _request): proposal part #1 :01:45:

,key eng. nmsg.) I NBOUND | ocal = 172.17. 63. 229, rempte= 172.17.63. 230)

, (local _proxy= 172. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renot e_proxy= 10. 1. 100. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,lifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x4

val i dat e proposal request 0 :01:45:

| SAKMP (0:1): processing NONCE payl oad. nessage | D = -498320091 : 01: 45:
| SAKMP (0:1): processing |ID payl oad. nmessage | D = -498320091 :01: 45:

| SAKMP (0:1): processing |ID payl oad. nmessage | D = -498320091 :01: 45:

| SAKMP (0:1): processing NOTIFY I NI TI AL_CONTACT protocol 1 :01:45:

spi 0, message | D = -498320091, sa = 62EF984C

, I SAKMP (0:1): Process initial contact :01:45:

08
08
08
08
08
08
08
08
08
08
08
08
08
08
08
08
08
08

08
08
08
08
08

08



bring down existing phase 1 and 2 SA's
.1 SAKMP (0:1): peer does not do paranoi d keepalives :01:45:08

| SAKMP (0:1): asking for 1 spis fromipsec :01:45:08
, | SAKMP (0:1): Node -498320091 :01:45:08
I nput = | KE_MESG FROM PEER, | KE_QM EXCH
ad State = | KE_ QM READY New State = | KE_QMV SPI _STARVE

... | PSEC(key_engi ne): got a queue event :01:45:08
| PSEC(key_engi ne_del ete_sas): rec'd delete notify from | SAKMP :01: 45: 08
| PSEC(key_engi ne_del ete_sas): delete all SAs shared :01:45:08

with 172.17.63.230
... | PSEC(key_engi ne): got a queue event :01:45:08
| PSEC(spi _response): getting spi 691534456 for SA :01:45:08

from 172.17. 63. 229 to 172.17.63. 230 for prot 3

(I SAKMP: received ke nmessage (2/1 :01:45:08
Crypt oEngi ne0: generate hmac context for conn id 1 :01:45:08
(Crypt oEngi ne0: CRYPTO_I SA | KE_HMAC( hw) (i psec :01:45:08
(Crypt oEngi ne0: CRYPTO_I SA | KE_ENCRYPT( hw) (i psec :01: 45: 08
| SAKMP (0:1): sending packet to 172.17.63.230 (R) QM IDLE :01:45:08
, | SAKMP (0:1): Node -498320091 :01:45:08

| nput = | KE_MESG FROM | PSEC, | KE_SPI _REPLY
ad State = | KE QM SPI _STARVE New State = | KE_ QM R QW

| SAKMP (0:1): received packet from172.17.63.230 (R) QVLIDLE :01: 45: 09
(Crypt oEngi ne0: CRYPTO_I SA | KE_DECRYPT( hw) (i psec :01: 45: 09

Crypt oEngi ne0: generate hmac context for conn id 1 :01:45:09

(Crypt oEngi ne0: CRYPTO_I SA | KE_HMAC( hw) (i psec :01:45:09

i psec allocate flow O :01:45:09

i psec allocate flow O :01:45:09

(Crypt oEngi ne0: CRYPTO_|I SA | PSEC_KEY_CREATE( hw) (i psec :01:45:09

(Crypt oEngi ne0: CRYPTO_|I SA | PSEC_KEY_CREATE( hw) (i psec :01:45:09

| SAKMP (0:1): Creating | PSec SAs :01:45:09

i nbound SA from 172.17.63.230 to 172.17.63. 229 : 01: 45: 09
(proxy 10.1.100.0 to 172.20.20.0)

has spi 0x2937FA78 and conn_id 2029 and flags 4 :01: 45: 09

lifetine of 28800 seconds : 01: 45: 09

lifetinme of 4608000 kil obytes :01: 45: 09

out bound SA from 172.17.63.229 to 172.17.63. 230 : 01: 45: 09
(proxy 172.20.20.0 to 10.1.100.0)

has spi -892191949 and conn_id 2030 and flags C :01: 45: 09

lifetine of 28800 seconds : 01: 45: 09

lifetinme of 4608000 kil obytes :01: 45: 09

| SAKMP (0:1): deleting node -498320091 error FALSE :01:45:09
"()reason "qui ck nmobde done (await

, | SAKMP (0:1): Node -498320091 :01:45:09
I nput = | KE_MESG FROM PEER, | KE_QM EXCH

Od State = IKE QMR QW New State = | KE_ QM PHASE2_COVPLETE

... | PSEC(key_engi ne): got a queue event :01:45:09
, (IPSEC(initialize_sas :01:45:09
,key eng. nmsg.) I NBOUND | ocal = 172.17. 63. 229, rempte= 172.17.63. 230)
, (local _proxy= 172. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renot e_proxy= 10. 1. 100. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,1ifedur= 28800s and 4608000kb
spi = 0x2937FA78(691534456), conn_id= 2029, keysize= 0, flags= 0x4
, (IPSEC(initialize_sas :01:45:09
, key eng. msg.) OUTBOUND | ocal = 172.17. 63. 229, renote= 172.17.63. 230)
, (local _proxy= 172. 20. 20. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, (renot e_proxy= 10. 1. 100. 0/ 255. 255. 255. 0/ 0/ 0 (type=4
, protocol = ESP, transfornr esp-des esp-nd5-hmac
,1ifedur= 28800s and 4608000kb
spi = OxCAD23B33(3402775347), conn_id= 2030, keysize= 0, flags= 0xC



, | PSEC(create_sa): sa created :01:45:09
,sa) sa_dest= 172.17.63.229, sa_prot= 50)
, (sa_spi = 0x2937FA78(691534456
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2029
, | PSEC(create_sa): sa created :01:45:09
,sa) sa_dest= 172.17.63.230, sa_prot= 50)
, (sa_spi = 0xCAD23B33( 3402775347
sa_trans= esp-des esp-nd5-hmac , sa_conn_id= 2030
#i nsi de

VPN &by o 2w

Sev=I nfo/ 6 DI ALER/ 0x63300002 04/13/02 13:21:53.420 1679
.Initiating connection

Sev=l nfol 4 CM 0x63100002 04/13/02 13:21:53.420 1680
Begi n connection process

Sev=Info/ 4 CM 0x63100004 04/13/02 13:21:53.430 1681
Establ i sh secure connection using Ethernet

Sev=Info/ 4 CM 0x63100026 04/13/02 13:21:53.430 1682
"Attenpt connection with server "172.17.63.213

Sev=Info/ 6 | KE/ 0x6300003B 04/13/02 13:21:53.430 1683
.Attenpting to establish a connection with 172.17.63.213

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:21:53.470 1684
( SENDI NG >>> | SAKMP OAK AG (SA, KE, NON, ID, VID, VID, VID
to 172.17.63. 213

Sev=Info/5 | KE/ 0x6300002F 04/13/02 13:21:53.671 1685
Recei ved | SAKMP packet: peer = 172.17.63.213

Sev=I nfol 4 | KE/ 0x63000014 04/13/02 13:21:53.671 1686
(RECEI VI NG <<< | SAKMP QAK AG (SA, VID, VID, VID, KE, 1D, NON, HASH
from172.17.63. 213

Sev=Infol/5 | KE/ 0x63000059 04/13/02 13:21:53.671 1687
Vendor | D payl oad = 12F5F28C457168A9702D9FE274CC0100

Sev=Info/5 | KE/ 0x63000001 04/13/02 13:21:53.671 1688
Peer is a Cisco-Unity conpliant peer

Sev=Infol/5 | KE/ 0x63000059 04/13/02 13:21:53.671 1689
Vendor | D payl oad = AFCAD71368A1F1C96B8696FC77570100

Sev=Info/5 | KE/ 0x63000001 04/13/02 13:21:53.671 1690
Peer supports DPD

Sev=Info/5 | KE/ 0x63000059 04/13/02 13:21:53.671 1691
Vendor | D payl oad = 4565726A4035E50EA2133A5813561EF2

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:21:53.701 1692
( SENDI NG >>> | SAKMP OAK AG *( HASH, NOTI FY: STATUS_| NI TI AL_CONTACT
to 172.17.63. 213

Sev=l nfol 4 | PSEC/ 0x63700014 04/13/02 13:21:54.071 1693
Del eted all keys

Sev=Info/5 | KE/ 0x6300002F 04/13/02 13:21:56.725 1694
Recei ved | SAKMP packet: peer = 172.17.63.213



Sev=I nfol 4 | KE/ 0x63000014 04/13/02 13:21:56.725 1695
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.17.63.213

Sev=l nf o/ 4 CM 0x63100015 04/13/02 13:21:56.725 1696
Launch xAuth application

Sev=l nf o/ 4 CM 0x63100017 04/13/02 13:22:05.187 1697
xAut h application returned

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:22:05.187 1698
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.17.63.213

Sev=l nfol 4 | KE/ 0x63000056 04/13/02 13:22:10.214 1699
Phase 2 exchange timed out (nessage id = 0x76A9073B). Retry count: 1

Sev=l nfol 4 | KE/ 0x63000013 04/13/02 13:22:10.214 1700
SENDI NG >>> | SAKMP QAK TRANS *(Retransmi ssion) to 172.17.63.213

Sev=Info/5 | KE/ 0Ox6300002F 04/13/02 13:22:10.654 1701
Recei ved | SAKMP packet: peer = 172.17.63. 213

Sev=I nfol 4 | KE/ 0x63000014 04/13/02 13:22:10.654 1702
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.17.63.213

Sev=l nf o/ 4 CM 0x6310000E 04/13/02 13:22:10.654 1703
Establi shed Phase 1 SA. 1 Phase 1 SAin the system

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:22:10.665 1704
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.17.63.213

Sev=Ilnfo/5 | KE/ 0x6300005D 04/13/02 13:22:10.675 1705
Client sending a firewall request to concentrator

Sev=Ilnfo/5 | KE/ 0x6300005C 04/13/02 13:22:10.675 1706
,Firewall Policy: Product=Cisco Integrated dient
.(Capability= (Centralized Policy Push

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:22:10.675 1707
SENDI NG >>> | SAKMP OQAK TRANS *(HASH, ATTR) to 172.17.63.213

Sev=Ilnfo/5 | KE/ 0Ox6300002F 04/13/02 13:22:10.735 1708
Recei ved | SAKMP packet: peer = 172.17.63. 213

Sev=I nfol 4 | KE/ 0x63000014 04/13/02 13:22:10.735 1709
RECEI VI NG <<< | SAKMP OQAK TRANS *(HASH, ATTR) from 172.17.63.213

Sev=I nfo/ 5 | KE/ 0x63000010 04/13/02 13:22:10.735 1710
MODE_CFG REPLY: Attribute = | NTERNAL_I PV4_ADDRESS: , value = 10.1.100.1

Sev=Info/ 5 | KE/ 063000010 04/13/02 13:22:10.735 1711
MODE_CFG REPLY: Attribute = INTERNAL | PV4 DNS(1): , value = 172.20.20. 2

Sev=I nfo/ 5 | KE/ 0x63000010 04/13/02 13:22:10.735 1712
, » (MODE_CFG REPLY: Attribute = INTERNAL_|I PV4_NBNS(1) (a.k.a. WNS
value = 172.20. 20. 2

Sev=Info/5 | KE/ 0Ox6300000E 04/13/02 13:22:10.735 1713
MODE_CFG REPLY: Attribute = MODECFG UNI TY_DEFDOMAI N: , val ue = ci sco.com

Sev=I nf o/ 4 CM 0x63100019 04/13/02 13:22:10.735 1714
Mode Config data received

Sev=I nfo/ 5 | KE/ 0x63000055 04/13/02 13:22:10.755 1715



, Received a key request fromDriver for |IP address 172.17.63.213
GWIP = 172.17.63. 213

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:22:10.755 1716
SENDI NG >>> | SAKMP QAK QM *(HASH, SA, NON, ID, ID to 172.17.63.213

Sev=Info/5 | KE/ 0x63000055 04/13/02 13:22:10.755 1717
, Received a key request fromDriver for |IP address 10.10.10. 255
GWIP = 172.17.63. 213

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:22:10.755 1718
SENDI NG >>> | SAKMP QAK QM *(HASH, SA, NON, ID, ID to 172.17.63.213

Sev=l nfol 4 | PSEC/ 0x63700014 04/13/02 13:22:11.115 1719
Del eted all keys

Sev=Info/5 | KE/ 0x63000055 04/13/02 13:22:11.616 1720
, Received a key request fromDriver for |P address 144.254.6.77
GWIP = 172.17.63. 213

Sev=War ni ng/ 3 | KE/ OXE3000002 04/13/02 13:22:11.616 1721
Function initialize_gmfailed with an error code
(of 0x00000000( | NI TI ATE: 811

Sev=Info/5 | KE/ 0Ox6300002F 04/13/02 13:22:12.097 1722
Recei ved | SAKMP packet: peer = 172.17.63. 213

Sev=I nfol 4 | KE/ 0x63000014 04/13/02 13:22:12.097 1723
, RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID
NOTI FY: STATUS_RESP_LI FETI ME) from 172.17.63. 213

Sev=Ilnfo/5 | KE/ 0x63000044 04/13/02 13:22:12.097 1724
RESPONDER- LI FETI ME noti fy has val ue of 28800 seconds

Sev=Ilnfo/5 | KE/ 0x63000045 04/13/02 13:22:12.097 1725
RESPONDER- LI FETI ME noti fy has val ue of 4608000 kb

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:22:12.097 1726
SENDI NG >>> | SAKMP CAK QM *(HASH) to 172.17.63. 213

Sev=Ilnfo/5 | KE/ 0x63000058 04/13/02 13:22:12.097 1727
Loadi ng | Psec SA (Message | D = 0x78639C26 OUTBOUND SPI = 0x091E92B8
(1 NBOUND SPI = Ox7E7A7797

Sev=I nfo/ 5 | KE/ 0x63000025 04/13/02 13:22:12.097 1728
Loaded OUTBCUND ESP SPI: 0x091E92B8

Sev=I nfo/ 5 | KE/ 0x63000026 04/13/02 13:22:12.097 1729
Loaded | NBOUND ESP SPI: Ox7E7A7797

Sev=I nfol 4 CM 0x6310001A 04/13/02 13:22:12.097 1730
One secure connection established

Sev=I nfo/ 6 DI ALER/ 0x63300003 04/13/02 13:22:12.117 1731
. Connection established

Sev=Info/5 | KE/ 0Ox6300002F 04/13/02 13:22:12.477 1732
Recei ved | SAKMP packet: peer = 172.17.63. 213

Sev=I nfol 4 | KE/ 0x63000014 04/13/02 13:22:12.477 1733
, RECEI VI NG <<< | SAKMP QAK QM *(HASH, SA, NON, ID, ID
NOTI FY: STATUS_RESP_LI FETI ME) from 172.17.63. 213

Sev=I nfo/ 5 | KE/ 0x63000044 04/13/02 13:22:12.477 1734



Sev=Info/5

Sev=Info/ 4

Sev=Info/5

Sev=Info/5

Sev=Info/5

Sev=Infol/ 4

Sev=Info/ 4

Sev=Info/ 4

Sev=Info/ 4

Sev=Info/ 4

Sev=Info/ 4

Sev=Info/ 4

Sev=Info/ 4

Sev=Info/ 4

Sev=Info/ 6

Sendi ng DPD request to 172.17.63. 213,

Sev=Info/ 4

RESPONDER- LI FETI ME noti fy has val ue of

| KE/ 0x63000045 04/13/02

| KE/ 0x63000013 04/13/02

| KE/ 0x63000058 04/13/02
(1 NBOUND SPI =

| KE/ 0x63000025 04/13/02

| KE/ 0x63000026 04/13/02

CM 0x63100022 04/ 13/02
. Addi tional

| PSEC/ 0x63700010 04/13/02
Created a new

| PSEC/ 0x63700010 04/13/02
Created a new

| PSEC/ Ox6370000F 04/ 13/ 02
Added key with SPI =0xb8921e09

| PSEC/ 0x63700010 04/13/02
Created a new

| PSEC/ Ox6370000F 04/ 13/ 02
Added key with SPlI=0x97777a7e

| PSEC/ Ox6370000F 04/ 13/ 02
Added key with SPlI=0x7748e5be

| PSEC/ 0x63700010 04/13/02
Created a new

| PSEC/ Ox6370000F 04/ 13/ 02
Added key with SPlI=0x297ef c2d

| KE/ 0x6300003D 04/13/02

| KE/ 0x63000013 04/13/02

13: 22:
RESPONDER- LI FETI ME notify has val ue

13: 22:
SENDI NG >>> | SAKMP QAK QM *(HASH) to

13: 22:
Loadi ng | Psec SA (Message | D = OxD5A0CB3C OUTBOUND SPI
13: 22:

Loaded OUTBCOUND ESP SPI

13: 22:
Loaded | NBOUND ESP SPI :

13: 22:

Phase 2 SA established

13: 22:

13: 22:

13: 22:

13: 22:

13: 22:

13: 22:

13: 22:

13: 22:

13: 22:

seq# = 1723178673

13: 22:

28800 seconds

12. 477 1735
of 4608000 kb

12. 477 1736
172.17.63. 213

12. 477 1737
= OxBEE54877
0x2DFC7E29

12. 477 1738
OxBEE54877

12. 477 1739
0x2DFC7E29

12. 477 1740

12. 477 1741
key structure

12. 477 1742
key structure

12. 477 1743
into key list

12. 477 1744
key structure

12. 477 1745
into key list

12. 477 1746
into key list

12. 477 1747
key structure

12. 477 1748
into key list

21. 229 1749

21. 229 1750

SENDI NG >>> | SAKMP QAK | NFO *(HASH, NOTI FY: DPD_REQUEST) to 172.17.63. 213

Sev=Info/5

Sev=Info/ 4

| KE/ 0x6300002F 04/13/02

Recei ved | SAKMP packet: peer =

| KE/ 0x63000014 04/13/02

13: 22:

13: 22:

21. 259 1751
172.17.63. 213

21. 259 1752

RECEI VI NG <<< | SAKMP QAK | NFO *( HASH, NOTI FY: DPD_ACK) from 172.17.63. 213

Sev=Info/5

, Recei ved DPD ACK from 172. 17. 63. 213,

Sev=Info/ 4

| KE/ 0Ox6300003F 04/ 13/02
seqg# expected =

| PSEC/ 0x63700019 04/13/02

13: 22:
seqg# received

13: 22:
Activate out bound key with SPlI=0x7748e5be for
with SPI=

21. 259 1753
= 1723178673
1723178673

31. 744 1754
i nbound key
0x297ef c2d



Sev=I nfo/ 6 | KE/ 0Ox6300003D 04/13/02 13:22:46.765 1755
Sendi ng DPD request to 172.17.63.213, seq# = 1723178674

Sev=I nfol 4 | KE/ 0x63000013 04/13/02 13:22:46.765 1756
SENDI NG >>> | SAKMP QAK | NFO *( HASH, NOTI FY: DPD_REQUEST) to 172.17.63. 213

Sev=Info/5 | KE/ 0Ox6300002F 04/13/02 13:22:46.765 1757
Recei ved | SAKMP packet: peer = 172.17.63. 213

do olbd ol

Cisco PIX d;la> la> 2ol @iio pc> -
Cisco 0 0¥l PIX dslo> Hla> yolol 2210 -
IPSec pe> 420 -

IPSec _J| doaéo -

IPSec eSS -

(RECs) vlaleil ol -

Cisco Systems - olaiiwally  isill acall -
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