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AAA user-vpn-group dauw _J| "LDAP "memberOf douw uei LDAP douw lalaze (053l 13D ooz

AAA I,¢':.)|_9.'>' aCgo>09 a9>Laoll wolwl P9 p.9 A
aaa new node
!
!
aaa group server |dap AD
server DC1l
!
aaa authentication |login default |oca
aaa authentication login vpn | oca
aaa authentication login AD group |dap |oca
aaa aut hori zation exec default I|ocal

| dap attribute-map ADVAP

map type nmenber O user-vpn-group

- 32Lull LDAP dow i | iy s3I LDAP 0313 (005 28 .3
| dap server DCl
i pv4 192.168.0. 136
attribute map ADMAP
,bind authenticate root-dn CN=Ci sco Systens, Ok=Servi ce Accounts, DC=chillsthrills
<DC=l ocal password 7 <renoved
base-dn DC=chillsthrills, DC=l oca
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ip local pool vpnpool 192.168.200.200 192.168. 200. 250
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webvpn gateway gateway_ 1

host nane vpn

ip address 173.11.196. 220 port 443

http-redirect port 80

ssl trustpoint TP-sel f-signed-2564112419
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webvpn install svc flash:/webvpn/anyconnect-w n-2.5.2019-k9. pkg sequence 1
I

webvpn install csd flash:/webvpn/sdeskt op. pkg
I
webvpn cont ext VPNACCESS
secondary-col or white
title-col or #669999
text-col or black
ssl authenticate verify al
I
policy group NOACCESS
. banner "Access denied per user group restrictions in Active Directory
".Please contact your system admi nistrator or manager to request access
hi de-url - bar
timeout idle 60
ti meout session 1
I
!
policy group CN=T,OU=MyBusiness,DC=chillsthrills,DC=local
functions svc-enabl ed
"banner "special access-granted
"svc address-pool "vpnpool
"svc defaul t-domain "cisco.com
svc keep-client-installed
svc rekey method newtunnel
"svc split dns "cisco.com
svc split include 192.168.0.0 255.255.255.0
svce split include 10.10.10.0 255.255.255.0
svce split include 172.16.254.0 255.255.255.0
svc dns-server primary 192.168.0.136
default-group-policy NOACCESS
aaa authentication list AD
gat eway gateway_1
i nservice
!
end
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, Radi us configured group policy "CN=VPNACCESS, OU=SecurityG oups, OU=MyBusi ness
DC=chillsthrills, DC=l ocal " does not exi st

1@ AD (0 8lalioll dlulud] ol 2oiog; selas D9
" CN=VPNACCESS, OU=Securi t y&G oups, O=M/Busi ness, DC=chi | | sthrills, DC=l ocal "
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HOURTR1( confi g- webvpn- cont ext ) #webvpn cont ext VPNACCESS

, HOURTR1( confi g- webvpn-cont ext)# policy group "CN=VPNACCESS, O=Security G oups

" OU=MyBusi ness, DC=chil | sthrills, DC=l ocal

Error: group policy name cannot exceed 63 characters
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138 LDAP daw cusi sVl 3 goo."department” Jio .dalize LDAP daw paiwl .
| dap attribute-nmap ADVAP
map type departnent user-vpn-group

WebVPN 659 VPNaccess Jio dosd e pasiuo) puwsdl dow dosd usi Sou ] 01 us
webvpn cont ext VPNACCESS
secondary-col or white
title-col or #669999
text-col or black
ssl authenticate verify al
I
pol i cy group NOACCESS
. banner "Access denied per user group restrictions in Active Directory
".Please contact your system adm nistrator or manager to request access
I
policy group VPNACCESS
functions svc-enabl ed
"banner "access-granted
"svc address-pool "vpnpool
"svc defaul t-domain "cisco.com
svc keep-client-installed
svc rekey method new-tunnel
"svc split dns "cisco.com
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255. 255. 255.0
svc dns-server primary 192.168.0.136
def aul t - gr oup- pol i cy NOACCESS
aaa authentication list AD
gat eway gateway_1
i nservice
!
end
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webvpn cont ext VPNACCESS
secondary-color white
title-color #669999
text-col or bl ack
ssl authenticate verify al
|
policy group NOACCESS
. banner "Access deni ed per user group restrictions in Active Directory
".Please contact your system adm nistrator or manager to request access
|
policy group VPNACCESS
functions svc-enabl ed
"banner "access-granted
"svc address-pool "vpnpoo
"svc defaul t-domain "cisco.com
svc keep-client-installed
svc rekey nethod new tunnel
"svc split dns "cisco.com
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255. 255.255.0
svc dns-server primary 192.168.0. 136



def aul t - gr oup- pol i cy NOACCESS
aaa authentication list AD
gat eway gateway_1

i nservice
]

end
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