od9sy AnyConnect SSL VPN J ISR4k
v'u*’&'@'fo l'JPuDI-)Léé |JPE_JL§6

lJpzogsle

lowod vl Iizble oo lzol

lJp 95,00
S o3l ldpuwows g5ué CIISU pu YIS ©IISU pIzo 206 p3pg (ISR) 4k 9226

lJIluwedeld sldoe Cisco IOS® XE J AnyConnect Secure Sockets Layer (SSL) VPN pg glgsé
wslule puueise peds.

IJecbdole IJlgul jusé

lJpeobdolo

w9os Cisco g_;ig') oJ9y s pgy96 wldesluose 1Joldss:

|IOS XE (ISR 4K) oy Cisco
» AnyConnect Secure Mobility Client

E.Pdtsé SSL |Je|p6
IJouss IJluslguss Jdedolz IJgle (PKI)

lJpdovlo Idpuweispd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwews 1Js luesble Ido)lez ldedsule 1Jpebss Ideldss:

* p9go Cisco ISR4451-X/K9 pg IJluosl, 17.9.2a
* AnyConnect Secure Mobility Client 4.10.04065

wp logule IJﬁgdgrolo 1936 Vs 03l IJpuwews pu IJiao_jé 1J 09296 WS w56 pgpdso gluoo.
o zese Ulzosd IJpuwogrps Os 03l 1Jpuwows wodssu peunsz (1Be)lups). Bl dive
u’bvdod L9;5.) |Juuu&§J‘ wolds U k_90p¢J JJQ|C‘;.§_) |JPCQpJ JLS ||p_).



peJsple luwlpussd

099 psjo Iduveds 1UEl oo [dbloyse (VPN) J SSL Idsgp Vs wyulpez Cisco 10S XE JJg o9
g0 w8 Jdpuwetse IJs ubwdle IJpduwuwle po is pdlo eds Ilocsue. s wads) Idsuesd
U w8 pu gdld w9lws VPN U SSL swpe wpdsy bogs pi?_.') IJosoosd IJlewé (SSL-enabled).
oS wilwo SSL VPN Jdeuwedspsu Ideesirsu lugile v g VPN Tlpg. oluwegsle JuoJs
VPN |J¢loé wuble Cisco IOS XE SSL: spdo Jdpuwegspsu IJuolisssu 1Uyuosd wuvdd T,og,
eu 1dpuid 19 ls pode saep IJloc,ue pod IJudlb 1JBelJs 1JJluudIdss. Jol wose IJuiwds
IJgluos IJblo,sé (VPN) go)y wi9w9dsd Cisco I0S XE SSL JJuindle lpdluss Idsuosd lJs
wodle Idgiydle Jduiydle 9ldpuwogvhso WS 1Jghz: pu ia.J zelsé vslule ldyuydle.

030 1Jps36 038906 £Js IUIubbp6 1l ul usé 1Upes58:

lJpwu06

luosl, 10S XE 1Jp3g9, o Cisco

wwduwds p9zo grplo Idubeds Igweloss
1000V py Cisco

Cisco 10S XE IJ|_o>l, 16.9

Cisco Catalyst 8000v

Cisco I0S XE Bengaluru. IJl_s>l, 17.4.1

p9zo IUg>ple 1Up>pzé Cisco 4461 Integrated
Services Router

p9zo lJg>ple 1Jp>peé Cisco 4451 Integrated
Services Router

e9zo IUgsple 1Jpspezé Cisco 4431 Integrated
Services Router

Cisco I0S XE Cuteno 17.7.1a

lJodosy

e ldogbsbs Jduvedo
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lJodssule

1. wpdsu IJpuolb 36 9ldodss o sldpeluves (AAA) sodssu Idpuolb 96 999ksp IJwéssd
9luolB6 lgwe puwegse Ids Sless IJoslole [Jpedss.

aaa new-model

|

aaa authentication Togin default Tocal
aaa authorization exec default Tocal

aaa authorization network default Tocal
|

username test password ciscol23

2. 9p wluuble TrustPoint Joowso yuolso 1Jogso: I3 Jp oy p9z936 wlded Jdpuol> 86

lJeedss. spdud Idyzee s wowzsd 1] volxs J PKI JJzuo9d £Js o8> pu IJodlosd 29
louble [Jwolss.

crypto pki trustpoint SSL

enrollment mode ra

enrollment url http://x.x.x.x:80/certsrv/mscep/mscep.dl]
subject-name cn=sslvpn.cisco.com

revocation-check cri

rsakeypair SSL-Keys

3. odosu pduwye SSL.

crypto ss1 proposal SSL_Proposal
protection rsa-3des-ede-shal rsa-aesl28-shal


https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943
https://www.cisco.com/c/en/us/td/docs/ios/ios_xe/sec_secure_connectivity/configuration/guide/2_xe/sec_secure_connectivity_xe_book/sec_cert_enroll_pki_xe.html#wp1049943

4. oI9S Uwslwé SSL gl wesgle p e,z SSL 9uBbs & §é PKI.

crypto ss1 policy SSL_PoTlicy

ss1 proposal SSL_Proposal

pki trustpoint SSL sign

ip address Tocal y.y.y.y port 443
no shut

Y.Y.Y 09 g09le IP J GigabitEthernet0/0/0.
5. (IResbs) 3o vodssu Blses 9009 Ssluwss Jsope luwesleol JJudE IJpuduwe. ©odyy
lspo 1J9o9d 030 pu Idgvedle 1Ugzes IJos spdu lJsuesd IJsol pu gdld o VPN.

wuvdd Ucu_lu‘o@ op) 2pSE o py9) IJeslule o) vl VPN (IJuw @ 1JJled) 131 Jp sop
cdysu IJusy IJpduwe.

ip access-Tlist standard split_tunnel_acl
10 permit 192.168.10.0 0.0.0.255

6. louvle wepe eulssy IPV4.

ip Tocal pool SSLVPN_POOL 192.168.20.1 192.168.20.10

SESU wzpt suldsy IP 1Uss wp logulde gusly IPv4 Jg osJ AnyConnect ieule loolJ
AnyConnect wuglz.

7. 8p wogpsd w296 9236 IUluwedold 9ldow 1Ugluoé « AnyConnect (WebDeployment) Lo ey
>dsd WebVPN 1Jgl o wildy6 1o poss sozpsd pdod wg)s Idepsd s 319,68 IUoposs
JJpsze.

mkdir bootflash:webvpn

Jejedé AnyConnect :

copy tftp: bootflash:webvpn:



Jedo ogrsd ldgpsd

copy tftp: bootflash:

I woEHSY Lo9,6 AnyConnect 90JW wg s IUgpsd Jpl 09 pzao:

crypto vpn anyconnect bootflash:/webvpn/anyconnect-win-4.10.04065-webdeploy-k9.pkg sequence 1
!

crypto vpn anyconnect profile sslvpn_client_profile bootflash:/sslvpn_client_profile.xml

8. w9y vog wgssd.

crypto ss1 authorization policy SSL_Author_Policy
rekey time 1110

client profile sslvpn_client_profile
mtu 1000

keepalive 500

dpd-interval client 1000

netmask 255.255.255.0

pool SSLVPN_POOL

dns 8.8.8.8

banner This is SSL VPN tunnel.

route set access-1list split_tunnel_acl

S 0pasd wgpt IP 9 DNS 98lisps IJudE Idpdume: 90! 1Us 3JY Lopu wor IJegssd.

9. vdssu BVldu bloys swpe pu gdldo uuwe gleole lUgeed IUblo,s.

interface Virtual-Templatel type vpn
ip unnumbered GigabitEthernet0/0/0
ip mtu 1400

ip tcp adjust-mss 1300

Seued |JirOJ esy lIdprdp eds guslu IP pu [U9lzos IJos wp wdysuoel (GigabitEthernet0/0/0)
9sup wpdsy wogsoe IPV4 eds wdd [Jglgos.



10. $p wodasu pdVd o) SSL 9pble§6 wog SSLIUSS e luublde weszwo pe pedele
lJeob$6 sldessuo sldSlde 1Jblo,s.

crypto ss1 profile SSL_Profile

match policy SSL_Policy

aaa authentication user-pass Tist default

aaa authorization group user-pass Tist default SSL_Author_Policy
authentication remote user-pass

virtual-template 1

logvle w9259 AnyConnect wpuwless pz)) w9osSle AnyConnect. sop w998 Guoluoo pu
pJ wg)ys9 XML Jpejyze 1Uglue .

1
!

<ClientInitialization>

<UseStartBeforeLogon UserControllable="true">false</UseStartBeforeLogon>
<AutomaticCertSelection UserControllable="true">true</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>A11</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<ATTowLocalProxyConnections>false</AllowLocalProxyConnections>
<AuthenticationTimeout>30</AuthenticationTimeout>

<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocalLanAccess UserControllable="true">false</LocallLanAccess>
<DisableCaptivePortalDetection UserControllable="false">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior>
</AutoReconnect>

<SuspendOnConnectedStandby>false</SuspendOnConnectedStandby>

<AutoUpdate UserControllable="false">true</AutoUpdate>

<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocalLogon</WindowsLogonEnforcement>
<LinuxLogonEnforcement>SingleLocallLogon</LinuxLogonEnforcement>
<WindowsVPNEstab1ishment>AllowRemoteUsers</WindowsVPNEstab1ishment>
<LinuxVPNEstablishment>LocalUsersOnly</LinuxVPNEstablishment>
<AutomaticVPNPoT1icy>false</AutomaticVPNPolicy>

<PPPExclusion UserControllable="false">Automatic

<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExcTusion>

<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="true">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>



<RetainVpnOnLogoff>false

</RetainVpnOnLogoff>
<CaptivePortalRemediationBrowserFailover>false</CaptivePortalRemediationBrowserFailover>
<ATTowManualHostInput>true</AllowManualHostInput>

</ClientInitialization>

<ServerList>

<HostEntry>

<HostName>SSLVPN</HostName>

<HostAddress>ssTvpn.cisco.com</HostAddress>

</HostEntry>

</ServerList>
!

IJozdd pu lduogs

luwegse o3l 1dGuwe Joldss god Idodsse wuvdd Lozse.

<tfroot>

1. Check the ssl connection paraneters for your anyconnect connection

sslvpn# show crypto ssl session user test

Interface : Virtual-Accessl
Session Type : Full Tunnel
Client User-Agent : AnyConnect Windows 4.10.04065

Username : test Num Connection : 1

Public IP : 10.106.52.195

Profile : SSL_Profile

PoTicy : SSL_Policy

Last-Used : 00:03:58 Created : *05:11:06.166 UTC Wed Feb 22 2023
Tunnel IP : 192.168.20.10 Netmask : 255.255.255.0

Rx IP Packets : 174 Tx IP Packets : 142

2. Verify the SSL session status

sslvpn# show crypto ssl session

SSL profile name: SSL_Profile
Client_Login_Name Client_IP_Address No_of_Connections Created Last_Used
test 10.106.52.195 1 00:03:32 00:03:32

3. Verify the tunnel statistics for the active connection



ssl vpn# show crypto ssl stats tunne

SSLVPN Profile name : SSL_Profile
Tunnel Statistics:

Active connections 1

Peak connections 1 Peak time : 5d12h

Connect succeed : 10 Connect failed : 0
Reconnect succeed : 38 Reconnect failed : 0

IP Addr Alloc Failed : 0 VA creation failed : 0

DPD timeout : 0

Client

in CSTP frames : 129 in CSTP control : 129

in CSTP data : 0 in CSTP bytes : 1516

out CSTP frames : 122 out CSTP control : 122

out CSTP data : 0 out CSTP bytes : 1057

cef in CSTP data frames : 0 cef in CSTP data bytes : 0
cef out CSTP data frames : 0 cef out CSTP data bytes : 0
Server

In IP pkts : 0 In IP bytes : 0O

In IP6 pkts : 0 In IP6 bytes : 0

Out IP pkts : 0 Out IP bytes : O

Out IP6 pkts : 0 Out IP6 bytes : O

4. Check the actual configuration applied for the Virtual -Acces interface associated with client

ssl vpn# show derived-config interface virtual -access 1

Building configuration...

Derived configuration : 171 bytes
!

interface Virtual-Accessl

description ***Internally created by SSLVPN context profilel***
ip unnumbered GigabitEthernet0/0/0
ip mtu 1400

ip tcp adjust-mss 1300

e dpla IUisble sluodlzol
S99, 03l IJd e Idpedsple IJos spdud |gwegslpol Jlgwedgiled i'a]olc lJodasu sluadlzol.

1. ouoese lgble SSL JJozpse pu 9256 IJlgwedold sldoe:

debug crypto ss1 condition client username <username>
debug crypto ss1 aaa

debug crypto ss1 aggr-auth message

debug crypto ss1 aggr-auth packets

debug crypto ss1 tunnel errors

debug crypto ss1 tunnel events

debug crypto ss1 tunnel packets

debug crypto ss1 package



2. weuo IJisloy 1Jluoléss Jlgueduldd Igble louold SSL sl odlzol:

show crypto ss1 authorization policy

show crypto ss1 diagnose error

show crypto ss1 policy

show crypto ss1 profile

show crypto ss1 proposal

show crypto ss1 session profile <profile_name>

show crypto ss1 session user <username> detail

show crypto ss1 session user <username> platform detail

HOH OH K KR K H R

3. DART pu gpsd AnyConnect.


https://community.cisco.com/t5/security-knowledge-base/how-to-collect-the-dart-bundle-for-anyconnect/ta-p/3156025
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