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obj ect network obj-10.0.30.2
host 10.0.30.2

obj ect network obj-10.0.10.3
host 10.0.10.3

obj ect network obj-64.100.0. 10
host 64. 100. 0. 10

nat (inside, outside) source static obj-10.0.30.2 obj-10.0.30.2 destination static
obj - 64. 100. 0. 10 obj-10.0.10.3

NOTE: After this NAT is applied in the ASA you will receive a warning nessage as the foll ow ng:

WARNING All traffic destined to the |IP address of the outside interface is being redirected.
WARNI NG Users nmay not be able to access any service enabled on the outside interface.

eold Jluoslle ASA 8.2 slJl oshle 1185 e:

access-1ist | N-OUT-| NTERFACE extended permit ip host 10.0.30.2 host 64.100.0.10
static (inside,outside) 10.0.30.2 access-list | N OUT-1NTERFACE

access-1ist OUT-I N | NTERFACE ext ended pernmit ip host 10.0.10.3 host 10.0.30.2
static (outside,inside) 64.100.0.10 access-list QOUT-1 N | NTERFACE
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obj ect network obj-10.0.30.2
host 10.0.30.2

obj ect network obj-10.0.10.2
host 10.0.10.2

obj ect network obj-64.100.0. 10
host 64. 100. 0. 10

nat (inside, DMZ) source static obj-10.0.30.2 obj-10.0.30.2 destination static
obj - 64. 100. 0. 10 obj -10.0.10.2

NOTE: After this NAT is applied you will receive a warni ng nessage as the follow ng:

WARNING All traffic destined to the IP address of the DMZ interface is being redirected.
WARNI NG Users nmay not be able to access any service enabled on the DMZ interface.

eold Jluoshle ASA 8.2 slJl oshle 115 e:

access-1ist | N-DMEZ-| NTERFACE extended permit ip host 10.0.30.2 host 64.100.0.10
static (inside, DMZ) 10.0.30.2 access-list | N DVZ-1NTERFACE

access-1ist DVZ-I N | NTERFACE ext ended permit ip host 10.0.10.2 host 10.0.30.2
static (DM, inside) 64.100.0.10 access-list DMZ-1 NI NTERFACE
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ool IJFW B b tracer loclz J ASA Losés 8.3 9pult):

FW-B# packet-tracer input inside tcp 10.0.30.2 1234 64.100.0.10 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Config:

nat (inside,outside) source static obj-10.0.30.2 obj-10.0.30.2 destination
static obj-64.100.0.10 obj-10.0.10.3

Addi tional |nfornation:

NAT divert to egress interface outside

Untransl ate 64.100.0.10/80 to 10.0.10.3/80

Phase: 2

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Config:

Addi tional Infornmation:

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Config:

nat (inside,outside) source static obj-10.0.30.2 obj-10.0.30.2 destination
static obj-64.100.0.10 obj-10.0.10.3

Addi tional |nfornation:

Static translate 10.0.30.2/1234 to 10.0.30.2/1234

Phase: 4

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Config:

nat (inside,outside) source static obj-10.0.30.2 obj-10.0.30.2 destination
static obj-64.100.0.10 obj-10.0.10.3

Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Config:

Addi tional Infornmation:

Phase: 6
Type: FLOW CREATI ON
Subt ype:



Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 2, packet dispatched to next nodul e

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

oul IU FW B o b tracer [polz J ASA Losgsd 8.2 90l G Jo:

FW-B# packet-tracer input inside tcp 10.0.30.2 1234 64.100.0.10 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

static (outside,inside) 64.100.0.10 access-list OUT-1N- | NTERFACE
match i p outside host 10.0.10.3 inside host 10.0.30.2

static translation to 64.100.0.10

translate_hits = 0, untranslate_hits = 2

Addi ti onal Infornation:

NAT divert to egress interface outside

Untransl ate 64.100.0.10/0 to 10.0.10.3/0 using netmask 255.255. 255. 255

Phase: 2

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

static (inside,outside) 10.0.30.2 access-list | N QUT-INTERFACE
match ip inside host 10.0.30.2 outside host 64.100.0.10

static translation to 10.0.30.2

translate_hits = 1, untranslate_hits = 0

Addi ti onal Infornmation:

Static translate 10.0.30.2/0 to 10.0.30.2/0 using netmask 255.255. 255. 255

Phase: 4

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (inside,outside) 10.0.30.2 access-list | N OQUT-INTERFACE
match ip inside host 10.0.30.2 outside host 64.100.0.10

static translation to 10.0.30.2

translate_hits = 1, untranslate_hits = 0

Addi ti onal Infornmation:

Phase: 5
Type: NAT



Subt ype: rpf-check

Resul t: ALLOW

Confi g:

static (outside,inside) 64.100.0.10 access-list QOUT-1 N | NTERFACE
mat ch i p outside host 10.0.10.3 inside host 10.0.30.2

static translation to 64.100.0.10

translate_hits = 0, untranslate_hits = 2

Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (outside,inside) 64.100.0.10 access-list QOUT-1 N | NTERFACE
mat ch i p outside host 10.0.10.3 inside host 10.0.30.2

static translation to 64.100.0.10

translate_hits = 0, untranslate_hits = 2

Addi tional |nfornation:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 1166, packet dispatched to next nodul e

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up

out put-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

3-Port FW DMZ ¢ glzoé VCS Expressway LAN glz>6

oul IJFW b tracer [oolz J ASA Losés 8.3 9pul):

FW-A# packet-tracer input inside tcp 10.0.30.2 1234 64.100.0.10 80

Phase: 1

Type: UN- NAT

Subt ype: static

Resul t: ALLOW

Confi g:

nat (inside, DMZ) source static obj-10.0.30.2 obj-10.0.30.2 destination
static obj-64.100.0.10 obj-10.0.10.2

Addi tional |nfornation:

NAT divert to egress interface DVZ

Untransl ate 64.100.0.10/80 to 10.0.10.2/80

Phase: 2



Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional I|nformation:

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

nat (inside, DMZ) source static obj-10.0.30.2 obj-10.0.30.2 destination
static obj-64.100.0.10 obj-10.0.10.2

Addi tional Information:

Static translate 10.0.30.2/1234 to 10.0.30.2/1234

Phase: 4

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

nat (inside, DMZ) source static obj-10.0.30.2 obj-10.0.30.2 destination
static obj-64.100.0.10 obj-10.0.10.2

Addi tional |nfornation:

Phase: 5

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 6

Type: FLOW CREATI ON

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 7, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: DVZ
out put-status: up

out put-1line-status: up
Action: allow

oul IUFW a b tracer |pwlz J ASA Losgd 8.2 96l §uJo:

FW-A# packet-tracer input inside tcp 10.0.30.2 1234 64.100.0.10 80

Phase: 1

Type: UN- NAT

Subtype: static

Resul t: ALLOW

Confi g:

static (DMZ, inside) 64.100.0.10 access-list OUT-1 NI NTERFACE
match ip DMZ host 10.0.10.2 inside host 10.0.30.2

static translation to 64.100.0.10

translate_hits = 0, untranslate_hits = 2

Addi ti onal Infornmation:



NAT divert to egress interface DVZ
Untransl ate 64.100.0.10/0 to 10.0.10.2/0 using netnmask 255. 255. 255. 255

Phase: 2

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

static (inside, DMZ) 10.0.30.2 access-list | N-QUT-1NTERFACE
match ip inside host 10.0.30.2 DVMZ host 64.100.0.10

static translation to 10.0.30.2

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Static translate 10.0.30.2/0 to 10.0. 30.2/0 using netmask 255. 255. 255. 255

Phase: 4

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (inside, DMZ) 10.0.30.2 access-list | N-QUT-1NTERFACE
match ip inside host 10.0.30.2 DVZ host 64.100.0.10

static translation to 10.0.30.2

translate_hits = 1, untranslate_hits = 0

Addi tional |nfornation:

Phase: 5

Type: NAT

Subt ype: rpf-check

Resul t: ALLOW

Confi g:

static (DMZ, inside) 64.100.0.10 access-list OUT-1 NI NTERFACE
match ip DMZ host 10.0.10.2 inside host 10.0.30.2

static translation to 64.100.0.10

translate_hits = 0, untranslate_hits = 2

Addi tional |nfornation:

Phase: 6

Type: NAT

Subtype: host-limts

Resul t: ALLOW

Confi g:

static (DMZ, inside) 64.100.0.10 access-list OUT-1 NI NTERFACE
match ip DMZ host 10.0.10.2 inside host 10.0.30.2

static translation to 64.100.0.10

translate_hits = 0, untranslate_hits = 2

Addi tional |nfornation:

Phase: 7

Type: | P-OPTI ONS

Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nformation:

Phase: 8
Type: FLOW CREATI ON



Subt ype:

Resul t: ALLOW

Confi g:

Addi tional |nfornation:

New flow created with id 1166, packet dispatched to next nodul e

Resul t:

input-interface: inside
i nput -status: up
input-line-status: up
output-interface: DV
out put-status: up

out put-1ine-status: up
Action: allow

lwedunldd [Jigble gl oJlzol

oo suwobse wdde ol gds IJ ASA $bg in order to idse I nat ¢ yzes guspl Idywlb $3¢d
ssuyd I FW gho o sJdou puy)bo.

Sop Sbusd IJodlb 1z Juvsoliss "3-Port FW DMZ eg 9lzo VCS Expressway LAN glg>é'

FW A# sh cap

capture capin type rawdata interface inside [Capturing - 5735 bytes]
match ip host 10.0.30.2 host 64.100.0.10

capture capdnz type rawdata interface DMZ [Capturing - 5735 bytes]
match ip host 10.0.10.2 host 10.0.30.2

FW A# sh cap capin

71 packets captured

1: 22:21:37.095270 10.0.30.2 > 64.100.0.10: icnp: echo request

i
2: 22:21:37.100672 64.100.0.10 > 10.0.30.2: icnp: echo reply
3: 22:21:37.101313 10.0.30.2 > 64.100.0.10: icnp: echo request
4: 22:21:37.114373 64.100.0.10 > 10.0.30.2: icnp: echo reply
5: 22:21:37.157371 10.0.30.2 > 64.100.0.10: icnp: echo request
6: 22:21:37.174429 64.100.0.10 > 10.0.30.2: icnp: echo reply
7: 22:21:39.234164 10.0.30.2 > 64.100.0.10: icnp: echo request
8: 22:21:39.238528 64.100.0.10 > 10.0.30.2: icnp: echo reply
9: 22:21:39.261110 10.0.30.2 > 64.100.0.10: icnp: echo request
10: 22:21:39.270234 64.100.0.10 > 10.0.30.2: icnp: echo reply

11: 22:21:47.170614 10.0. 30. 2. 38953 > 64.100. 0. 10.23: S 1841210281: 1841210281( 0)
win 4128 <mss 536> 12: 22:21:47.198933 64.100.0.10.23 > 10.0.30.2.38953: S
3354834096: 3354834096( 0)
ack 1841210282 win 4128 <mss 536> 13: 22:21:47.235186 10.0. 30.2.38953 > 64.100.0.10.23: . ack
3354834097
win 4128 14: 22:21:47.242815 64.100. 0. 10.23 > 10. 0. 30. 2. 38953: P 3354834097: 3354834109( 12)
ack 1841210282 win 4128 15: 22:21:47.243014 10.0. 30. 2. 38953 > 64.100.0.10.23: P
1841210282: 1841210294( 12)
ack 3354834097 win 4128 16: 22:21:47.243258 10.0. 30. 2. 38953 > 64.100. 0. 10.23: . ack 3354834097
win 4128 17: 22:21:47.261094 64.100.0.10.23 > 10. 0. 30. 2. 38953: P 3354834109: 3354834151( 42)
ack 1841210282 win 4128 18: 22:21:47.280411 64.100.0.10.23 > 10.0. 30.2.38953: P
3354834151: 3354834154( 3)
ack 1841210294 win 4116 19: 22:21:47.280625 64. 100. 0. 10.23 > 10.0. 30. 2. 38953: P
3354834154: 3354834157( 3)
ack 1841210294 win 4116 20: 22:21:47.280838 64.100.0.10.23 > 10.0.30.2.38953: P
3354834157: 3354834163( 6)
ack 1841210294 win 4116 21: 22:21:47.281082 10.0. 30. 2. 38953 > 64.100.0.10.23: P
1841210294: 1841210297( 3)
ack 3354834109 win 4116 22: 22:21:47.281296 10.0. 30. 2. 38953 > 64.100.0.10.23: P
1841210297: 1841210300( 3)



ack 3354834109 win 4116
FW A# sh cap capdmz

71 packets captured

1: 22:21:37.095621 10.0.30.2 > 10.0.10.2: icnp: echo request
2: 22:21:37.100626 10.0.10.2 > 10.0.30.2: icnmp: echo reply
3: 22:21:37.101343 10.0.30.2 > 10.0.10.2: icnp: echo request
4: 22:21:37.114297 10.0.10.2 > 10.0.30.2: icnp: echo reply
5: 22:21:37.157920 10.0.30.2 > 10.0.10.2: icnp: echo request
6: 22:21:37.174353 10.0.10.2 > 10.0.30.2: icnmp: echo reply
7: 22:21:39.234713 10.0.30.2 > 10.0.10.2: icnp: echo request
8: 22:21:39.238452 10.0.10.2 > 10.0.30.2: icnmp: echo reply
9: 22:21:39.261659 10.0.30.2 > 10.0.10.2: icnp: echo request
10: 22:21:39.270158 10.0.10.2 > 10.0.30.2: icnp: echo reply
11: 22:21:47.170950 10.0.30.2.38953 > 10.0.10.2.23: S 2196345248: 2196345248( 0)

win 4128 <mss 536> 12: 22:21:47.198903 10.0.10.2.23 > 10.0.30.2.38953: S

1814294604: 1814294604( 0)

ack 2196345249 win 4128 <mss 536> 13: 22:21:47.235263 10.0. 30.2.38953 > 10.0.10.2.23: . ack
1814294605 wi n 4128 14: 22:21:47.242754 10.0.10.2.23 > 10.0.30.2.38953: P

1814294605: 1814294617(12)

ack 2196345249 win 4128 15: 22:21:47.243105 10.0. 30.2.38953 > 10.0.10.2.23: P

2196345249: 2196345261(12)

ack 1814294605 win 4128 16: 22:21:47.243319 10.0.30.2.38953 > 10.0.10.2.23: . ack 1814294605 win
4128 17: 22:21:47.260988 10.0.10.2.23 > 10.0.30.2.38953: P 1814294617: 1814294659(42)

ack 2196345249 win 4128 18: 22:21:47.280335 10.0.10.2.23 > 10.0.30.2.38953: P

1814294659: 1814294662( 3)

ack 2196345261 win 4116 19: 22:21:47.280564 10.0.10.2.23 > 10.0.30.2.38953: P

1814294662: 1814294665( 3)

ack 2196345261 win 4116 20: 22:21:47.280777 10.0.10.2.23 > 10.0.30.2.38953: P

1814294665: 1814294671( 6)

ack 2196345261 win 4116 21: 22:21:47.281143 10.0.30.2.38953 > 10.0.10.2.23: P

2196345261: 2196345264( 3)

ack 1814294617 win 4116 22: 22:21:47.281357 10.0.30.2.38953 > 10.0.10.2.23: P

2196345264: 2196345267( 3)

ack 1814294617 win 4116

Sup vbousd IJodlb 1Uz5e6 Juvsubss "Jubeds 1U,)gs6 1Jp8)36 DMZ og glzos VCS
Expressway LAN IJew9,55"

FW B# sh cap

capture capin type rawdata interface inside [Capturing - 5815 bytes]
match i p host 10.0.30.2 host 64.100.0.10

capture capout type rawdata interface outside [Capturing - 5815 bytes]
match i p host 10.0.10.3 host 10.0.30.2

FWB# sh cap capin

72 packets captured

1: 22:30:06.783681 10.0.30.2 > 64.100.0.10: icnp: echo request

i
2: 22:30:06.847856 64.100.0.10 > 10.0.30.2: icnp: echo reply
3: 22:30:06.877624 10.0.30.2 > 64.100.0.10: icnp: echo request
4: 22:30:06.900710 64.100.0.10 > 10.0.30.2: icnp: echo reply
5: 22:30:06.971598 10.0.30.2 > 64.100.0.10: icnp: echo request
6: 22:30: 06.999551 64.100.0.10 > 10.0.30.2: icnp: echo reply
7: 22:30:07.075649 10.0.30.2 > 64.100.0.10: icnp: echo request
8: 22:30:07.134499 64.100.0.10 > 10.0.30.2: icnp: echo reply
9: 22:30:07.156409 10.0.30.2 > 64.100.0.10: icnp: echo request
10: 22:30:07.177496 64.100.0.10 > 10.0.30.2: icnp: echo reply

11: 22:30:13.802525 10.0. 30.2.41596 > 64.100.0.10.23: S 1119515693:1119515693(0)
win 4128 <mss 536> 12: 22:30:13.861100 64.100.0.10.23 > 10.0.30.2.41596: S
2006020203: 2006020203( 0)
ack 1119515694 win 4128 <mss 536> 13: 22:30:13.935864 10.0.30.2.41596 > 64.100.0.10.23: . ack



2006020204 win 4128 14: 22:30:13.946804 10.0.30.2.41596 > 64.100.0.10.23: P

1119515694: 1119515706( 12)

ack 2006020204 win 4128 15: 22:30:13.952679 10.0. 30.2.41596 > 64.100.0.10.23: . ack 2006020204
win 4128 16: 22:30:14.013686 64.100.0.10.23 > 10.0.30.2.41596: P 2006020204: 2006020216( 12)
ack 1119515706 win 4116 17: 22:30: 14.035352 64.100.0.10.23 > 10.0. 30. 2. 41596: P
2006020216: 2006020256( 40)

ack 1119515706 win 4116 18: 22:30: 14.045758 64.100.0. 10.23 > 10.0. 30. 2. 41596: P
2006020256: 2006020259( 3)

ack 1119515706 win 4116 19: 22:30: 14.046781 64.100.0.10.23 > 10.0. 30. 2.41596: P
2006020259: 2006020262( 3)

ack 1119515706 win 4116 20: 22:30:14.047788 64.100.0.10.23 > 10.0. 30. 2.41596: P
2006020262: 2006020268( 6)

ack 1119515706 win 4116 21: 22:30: 14.052151 10.0. 30.2.41596 > 64.100.0.10.23: P
1119515706: 1119515709( 3)

ack 2006020256 wi n 4076 22: 22:30:14.089183 10.0. 30.2.41596 > 64.100.0.10.23: P
1119515709: 1119515712( 3)

ack 2006020256 wi n 4076

ASAl# show cap capout

72 packets captured

1: 22:30:06.784871 10.0.30.2 > 10.0.10.3: icnp: echo request
2: 22:30:06.847688 10.0.10.3 > 10.0.30.2: icnmp: echo reply
3: 22:30:06.878769 10.0.30.2 > 10.0.10.3: icnp: echo request
4: 22:30:06.900557 10.0.10.3 > 10.0.30.2: icnp: echo reply
5: 22:30:06.972758 10.0.30.2 > 10.0.10.3: icnp: echo request
6: 22:30:06.999399 10.0.10.3 > 10.0.30.2: icnmp: echo reply
7: 22:30:07.076808 10.0.30.2 > 10.0.10.3: icnp: echo request
8: 22:30:07.134422 10.0.10.3 > 10.0.30.2: icnmp: echo reply
9: 22:30:07.156959 10.0.30.2 > 10.0.10.3: icnp: echo request
10: 22:30:07.177420 10.0.10.3 > 10.0.30.2: icnp: echo reply
11: 22:30:13.803104 10.0.30.2.41596 > 10.0.10.3.23: S 2599614130: 2599614130( 0)

win 4128 <mss 536> 12: 22:30:13.860947 10.0.10.3.23 > 10.0. 30. 2. 41596: S

4158597009: 4158597009( 0)

ack 2599614131 win 4128 <mss 536> 13: 22:30:13.936017 10.0.30.2.41596 > 10.0.10.3.23: . ack
4158597010 wi n 4128 14: 22:30:13.946941 10.0. 30. 2. 41596 > 10.0.10.3.23: P

2599614131: 2599614143(12)

ack 4158597010 win 4128 15: 22:30:13.952801 10.0. 30.2.41596 > 10.0.10.3.23: . ack 4158597010 win
4128 16: 22:30:14.013488 10.0.10.3.23 > 10.0.30. 2.41596: P 4158597010: 4158597022(12)

ack 2599614143 win 4116 17: 22:30:14.035108 10.0. 10.3.23 > 10.0. 30. 2. 41596: P

4158597022: 4158597062( 40)

ack 2599614143 win 4116 18: 22:30: 14. 045377 10.0. 10.3.23 > 10.0. 30. 2. 41596: P

4158597062: 4158597065( 3)

ack 2599614143 win 4116 19: 22:30: 14. 046384 10.0. 10.3.23 > 10.0. 30. 2. 41596: P

4158597065: 4158597068( 3)

ack 2599614143 win 4116 20: 22:30:14.047406 10.0.10.3.23 > 10.0.30. 2.41596: P

4158597068: 4158597074( 6)

ack 2599614143 win 4116 21: 22:30:14.052395 10.0. 30. 2. 41596 > 10.0.10.3.23: P

2599614143: 2599614146( 3)

ack 4158597062 wi n 4076 22: 22:30:14.089427 10.0.30.2.41596 > 10.0.10.3.23: P

2599614146: 2599614149( 3)

ack 4158597062 wi n 4076
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