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Container

i

eth1|eth3 eth?2

VPGO VPG1

G0/0/0 GO/0/1

ISR 1K

IJodssu

IJgb9s 1. ©Jdssu pepsele 1Jpulds

Rout er #confi g-transacti on

Router (config)# interface Virtual Port G oupO
Router(config-if)# descripti on Managenent Interface
Router(config-if)# ip address 192.168.1.1 255. 255. 255. 252
Router (config-if)# no shutdown

Router(config-if)# exit

Router(config)# interface Virtual Port Goupl
Router(config-if)# description Data Interface
Router(config-if)# ip address 192.0.2.1 255. 255. 255. 252
Router (config-if)# no shutdown

Router(config-if)# exit

IJgb9s 2. cugvsl 1Ug>p6 1Ublo,s6: 9odysy IJogssilo soudssol

Rout er (confi g) # i ox

Rout er (confi g)# app-hosting appid utd

Rout er (confi g- app- hosti ng)# app-vni ¢ gatewayO virtual portgroup 0 guest-interface O

Rout er (confi g- app- hosti ng- gat eway) # guest -i paddress 192. 168. 1. 2 net mask 255. 255. 255. 252
Rout er (confi g- app- hosti ng- gat eway) # exit



Rout er (confi g- app- hosti ng)# app-vni ¢ gatewayO virtual portgroup 1 guest-interface 1
Rout er (conf i g- app- host i ng- gat eway) # guest-i paddress 192. 0. 2. 2 net mask 255. 255. 255. 252
Rout er (conf i g- app- hosti ng- gat eway) # exit

Rout er (confi g- app- hosti ng) # app-resource package-profile | ow
Rout er (confi g- app- hosting)# start

Rout er (confi g- app- hosting)# exit

Rout er (config)# exit

Uncommi tted changes found, commit then? [yes/no/ CANCEL] yes

IJ¢b96 3. ©Jysu |Ug>ped |Ublo,sé

Rout er #app-hosting install appid utd package bootfl ash: secapp-
utd.17.03.03.1.0.13_SV2.9.16.1_XE17. 3. aarch64. tar

IJgb095 4. & J9.50 UTD (p w9 [Jgs00)

Rout er (confi g)# utd engi ne standard

Rout er (confi g-utd-eng-std)# | oggi ng host 10.12.5.100

Rout er (confi g-ut d-eng-std)# | oggi ng sysl og

Rout er (confi g-utd-eng-std)# threat-inspection

Rout er (confi g-utd-engstd-insp)# threat protection [protection, detection]

Rout er (confi g-utd-engstd-insp)# policy security [security, balanced, connectivity]

Rout er (confi g-utd-engstd-insp)# | ogging | evel warning [warning, alert, crit, debug, emerg, err,
info, noticel]

Rout er (confi g-utd-engstd-insp)# signature update server cisco usernane cisco password cisco
Rout er (confi g-ut d-engstd-insp)# signature update occur-at daily 0 O

pdlebo: pdlzbé: IJzelsé po IJoodsolo opIdo |Uung) Jgrpd IJowrsd slgd Iduulué
(IPS): sowse psio Idoyivlsd Idoorssle lpdluss Idobdd Jeg e,

IJzb9é 5. ©J9su UTD (puwess Iduslule)

Rout er (config)# utd
Router(config-utd)# all-interfaces
Rout er (confi g-utd)# engi ne standard
Rout er (confi g-engine)# fail close

pdlzbé: Note: Failed Open o9 |J|g>l> Ul o)l os.

IJozdd pu lduogs

lJozdd pu gudlu IP Jegesele 1Jpulds 9216 1Jglzo0

Rout er#show ip int brief | i Virtual Port G oup
Interface | P-Address OK? Method Status Protocol
Vi rtual Port G oup0 192.168.1.1 YES other up up
Vi rtual Port Groupl 192.0.2.1 YES other up up

IJozdd pu wdasy peesele 1Jpolds

interface Virtual Port G oupO
description Managenent interface

ip address 192.168.1.1 255. 255. 255. 252
no nop enabl ed



no nop sysid

1

interface Virtual Port G oupl
description Data interface

i p address 192.0.2.1 255. 255. 255. 252
no nop enabl ed

no nop sysid

1

o9l pu wdosy 1Jgsped IUblo,so

Rout er #show runni ng-config | b app-hosting

app- hosting appid utd

app-vni c gatewayO virtual portgroup O guest-interface 0
guest -i paddress 192.168. 1. 2 net nask 255. 255. 255. 252
app-vni c gatewayl virtual portgroup 1 guest-interface 1
guest -i paddress 192.0. 2.2 net mask 255. 255. 255. 252
app-resource package-profile | ow

start

pdlizbs: wlds oo o 1Ule) start p9295. 91Ul SJo sl IJouisb.
lJoedl pu wounsb [Jg>pé IUblo,ss.

Rout er #show runni ng-config | i io0x
i OX

pdlebo: Jus99p ioX couuvsb 1Ugspes [Ublo,sé.
IJozdd po ©d9so UTD (puwess [Jep6 9pumess Idoslule)

Rout er #show runni ng-config | b utd
utd engi ne standard

| oggi ng host 10.12.5.55

| oggi ng sysl og

t hreat-inspection

threat protection

policy security

si gnature update server cisco usernanme cisco password BYaO HCd\ XYQXVRRf aabbDUGae]
signature update occur-at daily 0 O
I oggi ng | evel warning

utd

all-interfaces

engi ne standard

fail close

lJozl8d pu 2lJd lwouolws IJobosdle

Rout er #show app-hosting |i st
App id State

ut d RUNNI NG
lJozdd pu eldo luweuolws IJobosdle pe lJovlosd

Rout er #show app- hosti ng det ai |



*May 29 16:05:48.129: VIRTUAL- SERVI CE: Recei ved status request message

*May 29 16:05:48.129: VIRTUAL- SERVI CE: Recei ved status request nessage for virtual service (utd)
*May 29 16:05:48.129: VIRTUAL- SERVI CE [utd]: cs send request: Sending CSReq type 4 (1),

transi d=12

*May 29 16:05:48.129: VIRTUAL- SERVI CE [utd]: cs send request: Sending CSReq type 5 (3),

transi d=13

*May 29 16:05:48.129: VIRTUAL- SERVI CE [utd]: cs send request: Sending CSReq type 5 (4),

transi d=14

*May 29 16:05:48.129: VIRTUAL- SERVI CE: Delivered Virt-manager request message to virtual service
‘utd

*May 29 16:05:48.184: VIRTUAL-SERVICE [utd]: cs callback string info result: containerl D=1,

tansi d=12, type=4

*May 29 16:05:48.184: VIRTUAL-SERVICE [utd]: cs response callback for 1, error=0
*May 29 16:05:48.188: VIRTUAL- SERVI CE: cs call back addr info result, TxID 13
*May 29 16:05:48.188: VI RTUAL- SERVI CE: convert_csnet _to_ipaddrlist: count 2

*May 29 16:05:48.188: VI RTUAL- SERVI CE: csnet _to_ipaddrlist: Numintf 2

*May 29 16:05:48.188: VIRTUAL-SERVICE [utd]: Calling call back

*May 29 16:05:48.188: VIRTUAL-SERVICE [utd]: cs response callback for 3, error=0
*May 29 16:05:48.193: VIRTUAL- SERVI CE: cs call back addr info result, TxID 14
*May 29 16:05:48.193: VIRTUAL- SERVI CE: convert csnet to rtlist: route count: 2
*May 29 16:05:48.194: VIRTUAL-SERVICE [utd]: Calling callbackApp id : utd

Owner : ioxm
State : RUNNI NG
Application
Type : LXC

Name : UTD- Snort - Feature

Version : 1.0.13_SV2.9.16.1_XE17.3

Description : Unified Threat Defense

Path : /bootfl ash/secapp-utd.17.03.03.1.0.13_SV2.9.16.1 XE17. 3. aarch64. tar
URL Path :

Activated profile name : |ow

Resour ce reservation
Menory : 1024 MB
Disk : 711 MB

CPU : 33 units

VCPU : 0

Attached devi ces

Type Name Alias

Di sk /tnp/xm /Ut dl psAlert-10OX

*May 29 16:05:48.194: VIRTUAL-SERVICE [utd]: cs response callback for 4, error=0

*May 29 16:05:48.194: VIRTUAL- SERVI CE [utd]: Process status response nessage for virtual service
id (1)

*May 29 16:05:48.195: VI RTUAL- | NSTANCE: Message sent for STATUS TDL response: Virtual service
name: u Disk /trp/xm /U dUlf-10OX

Di sk /tnp/ xm /U dTI s-10X

Di sk /tnp/ xm /Ut dAnp- 1 OX

WAt chdog wat chdog-238.0

Di sk /opt/var/core

Di sk /tnp/ HTX- 10X

Di sk /opt/var

NI C i eobc_1 ieobc

Disk _rootfs

NI C dp_1 1 net3

NI C dp_1 0 net2

Serial/Trace serial 3

Network interfaces



et ho:

MAC address : 54:e:0:b:c:2

Net work nane : ieobc_1

et h2:

MAC address : 78:c:f0:fc: 88: 6e
Net work nane : dp_1 0

et hl:

MAC address : 78:c:f0:fc: 88: 6f
| Pv4 address : 192.0.2.2
Network nane : dp_1 1

climgr UP OY 1W3D 1:14:35 2

|l ogger UP OY 1W3D 1: 1:46 O

snort_1 UP OY 1W3D 1: 1:46 O

Net wor k stats:

et h0: RX packets: 2352031, TX packets: 2337575
et hl: RX packets: 201, TX packets: 236

DNS server:

naneserver 208.67.222.222
naneserver 208.67.220. 220
Coredunp file(s): |ost+found
Interface: eth2

ip address: 192.0.2.2/30
Interface: ethl

ip address: 192.168.1.2/30
Addr ess/ Mask Next Hop Intf.

0.0.0.0/0 192.0.2.1 eth2
0.0.0.0/0 192.168.1.1 ethl

lwedunldd IJigble gl oJlzol

1. olds oo lo p9ze 1Jgsple IJespzé (ISR) oo Cisco suugd Iluesh, XE 17.2.1r g [Loslyl e s
2. olds pu o pozo IUgsple 1Upspes (ISR) pu Cisco pyg 0o pe 1Jiplu K9

3. 02l pu lu bylj 12056 ISR 380 31,6 DRAM Lugé 8 zszlulse bbb

4. 1 1oslds v uJul,oa 10 XE 50,0l o2 UTD snort IPS (tar) UTD szelz s

pdlzbé: spJdu ouisd Idulpz wluwedsle IULoulb:
https://software.cisco.com/download/home/286315006/type

5. olds pu wugns gxple UTD gusisol wlyweesle iglp_, ioX gstart |Jpe9_og6 9GS lJglb9é 2 Jopu
Suwe IJodsso
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https://software.cisco.com/download/home/286315006/type

Rout er #show app- hosti ng resource
CPU:

Quot a: 33(Percentage)
Avai | abl e: O( Percent age)
VCPU:

Count: 2

Menory:

Quota: 3072( MB)

Avai | abl e: 2048( MB)

St orage device: bootfl ash
Quot a: 1500( MB)

Avai |l abl e: 742( MB)

7. og> cogvsb Idloyald olds po 9236 1Jpeldzs 1dpyd5s8 ISR 9l wagsle 1U31d,6. spdod
luvegsle 1le, show appUTD" [ woésle [pwodsle fwooldd Idobosle" Je)l9wo 926
lJeelded 1Jeydss6 UTD 9136 gluwesle 18,00

Rout er #show app-hosting utilization appid utd
Application: utd

CPU Wilization:

CPU Al location: 33 %

CPU Used: 3 %

Mermory Utilization:

Mermory Al l ocation: 1024 MB
Mermory Used: 117632 KB
Disk Wilization:

Di sk Allocation: 711 MB

Di sk Used: 451746 KB

lo sd9o loue suvwbse I s high 31956, cpuc Iy (8,0 luvogpldlouod o cisco TAC.
8. luwegse IUIslo, 1des,z6 bolo Jzpe pedsele wui, Snort IPS B 21Jé 239¢ Wyud:
debug virtual-service all

debug virtual-service virtualPortGroup

debug virtual-service messaging

debug virtual-service timeout
debug utd config level error [error, info, warning]

pedsple slo LoJé
Sedu Idewy) eds puvowle |uolvdse pogddo wugiy Snort IPS oyl

J9o s v luw

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16-12/sec-data-
utd-xe-16-12-book/snort-ips.pdf

IPS ¢Js ISR 9 ISRv 9 CSR - IJoYgsy wlJowdosd

https://community.cisco.com/t5/security-documents/snort-ips-on-isr-isrv-and-csr-step-by-step-
configuration/ta-p/3369186

>Jsd uui) Snort IPS

https://www.cisco.com/c/en/us/products/collateral/security/router-security/quide-c07-
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