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General Tools ? New
Contu =Ry RADIUS Authentication Troubl.
Add TCP Dump
. Executo Network Davice Com.
Operations
e Add TCP Dump packet for monitoring on a network interface and troubleshoot problems on the network as they appear.

Palicy Postura Troubleshaoting e

. ure Trou SSPT33A
[ Agentiess Pasture Troubleshe...

EndPoint Debug

Work Centers o0 Dump
Notwork Intorfaco’

Session Traco Tests GigabitEthernet 0 [Up, Running]

Interactive Help
TrustSec Tools
Filtar
ip host 10.20

E.g: ip host 10.77.122.123 and not
10.177.122.119

File Name
Remote Syslog Server Test

Repository

File Siz
10

File(s)

Tima Limit

Minute(s)

0] Promiscuous Mods

B JBbs Iduul s 0o spdud 1956 IO $d9e ISE wlhuwld Huwlisd Syslog Jz,J6 p)9) wuwesd puwdsd ISE.

£ SSPT33A_GigabitEthernet 5.pcap

i@ mEBR ARe>EF I E @ a @\

Time |Source Destination [Protocol - |Length |Info

1 2024-07-25 10:29:37.235441 10.201.231.67 16.201.231.90 Syslog 385 LOCAL6.NOTICE: Jul 25 11:29:37 SSPT33A CISE_Administrative and_Operational Audit 8080806020 2024-07-25 11:29:37.234 0000012891
2 2024-07-25 18:29:49.856594 10.201.231.67 16.201.231.90 Syslog LOCALE.NOTICE: Jul 25 11:29:49 SSPT33A CISE_Administrative_and_Operational Audit 9000800021 2024-07-25 11:29:49.056 0000012892
3 2024-07-25 10:30:00.559293 10.201.231.67 10.201.231.90 Syslog LOCALE.NOTICE: Jul 25 11:30:00 SSPT33A CISE_Administrative_and_Operational_Audit 0000060022 2024-07-25 11:30:00.558 0000012893
4 2024-87-25 10:31:12.796473 10.201.231.67 10.201.231.90 Syslog LOCAL6.NOTICE: Jul 25 1 12 SSPT33A CISE_Administrative_and_Operational Audit 0000000023 2024-07-25 11:31:12.796 0000012895
5 2024-97-25 10:32:01.217780 10.201.231.90 10.201.231.95 BROWSER Host Announcement DESKTOP-J6CKUCC, Workstation, Server, SQL Server, NT Workstation

6 2024-07-25 10:32:10.383530 10.201.231.67 16.201.231.90 Syslog LOCALE.NOTICE: Jul 25 SSPT33A CISE_Administrative_and_Operational Audit 0000000024 2024-07-25 11:32:10.382 0000012896
7 2024-07-25 10:32:10.383668 10.201.231.67 16.201.231.90 Syslog LOCALE.NOTICE: Jul 25 11:32:10 SSPT33A CISE_Administrative_and_Operational Audit 0000800025 2024-07-25 11:32:10.383 0000012897
8 2024-07-25 10:32:10.383760 10.201.231.67 10.201.231.90 Syslog LOCALE.NOTICE: Jul 25 SSPT33A CISE_Administrative_and_Operatisnal_Audit 0600000026 2024-07-25 11:32: 0000012898
9 2024-87-25 10:32:10.383807 10.201.231.67 10.201.231.90 Syslog LOCAL6.NOTICE: Jul 25 SSPT33A CISE_Administrative_and_Operational_Audit 2eeeeeee27 2024-07-25 1322 2000012899
18 2024-987-25 10:32:10.383878 10.201.231.67 10.201.231.990 Syslog LOCAL6.NOTICE: Jul 25 SSPT33A CISE_Administrative_and_Operational_Audit 0080000028 2024-07-25 1328 95:00 2000012900
11 2024-87-25 18:32:10.383945 10.201.231.67 10.201.231.98 Syslog LOCAL6.NOTICE: Jul 25 T SSPT33A CISE_Administrative_and_Operational_Audit 0080808029 2024-07-25 132z 95:00 2000812901 9
12 2024-07-25 10:32:10.384053 10.201.231.67 16.201.231.90 Syslog LOCALE.NOTICE: Jul 25 SSPT33A CISE Administrative_and_Operational Audit 0000000030 2024-07-25 11:32:10.383 -05:00 0000012902

Frame 1: 385 bytes on wire (3080 bits), 385 bytes captured (3080 bits)
Ethernet IT, Src: VMware_a5:46:12 (8@:50:56:a5:46:12), Dst: VMware_a5:e5:86 (00:50:56:a5:e5:86)
Internet Protocol Version 4, Src: 10.201.231.67, Dst: 10.201.231.90
User Datagram Protocol, Src Port: 32724, Dst Port: 514
[truncated)Syslog message: LOCALG.NOTICE: Jul 25 11:29:37 SSPT33A CISE_Administrative and Operational Audit €000000020 1 @ 2024-87-25 11:20:37.234 -05:00 0000012891 51002 NOTICE Administrator-Login: Administrator logged off, ConfigVersio
1811 ... = Facility: LOCALS - reserved for local use (22
ee 2101 = Level: NOTICE - normal but significant condition (5
v Message [truncated]: Jul 25 11:29:37 SSPT33A CISE_Administrative_and_Operational Audit 0006000020 1 @ 2024-67-25 11:29:37.234 —05:00 8000012891 51002 NOTICE Administrator-Login: Administrator logged off, ConfigVersionId=285, AdminInter
Syslog timestamp (RFC3164): Jul 25 11:20:37
Syslog hostname: SSPT33A
Syslog process id: CISE
Syslog message id [truncated]: _Administrative_and_Operational Audit 0000000020 1 @ 2024-07-25 11:29:37.234 -05:00 000012891 51602 NOTICE Administrator-Login: Administrator logged off, ConfigVersionId=285, AdminInterface=GUI, AdminI

29I py9) Syslog
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