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lJpdovlo Idpuuwespd
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IJole 1. wpdsu gbe NFS gJs Ubuntu

IJgb9sé 1. 9p votwsw gbe NFS gds Ubuntu wlgwegsle Uip) sudo apt install nfs-kernel-server.
IJelo96 2. §p wlouble sdsd Jeuulydé NFS pg 1Jie, sudo mkdir -p /mnt/nfs_share.

IJglo9s 3. §p LlJs IUSs> eds IUped> wluwweésle sudo chown -R superadmin:admin_group /mnt/nfs_share/.

bodl Jiey superadmin sins) [Js [Jpuwese 9subs,admin_group |Us pzeses ldpuwcgse. 9003l spdud odsss Idpuuaése

933 Jeuwlo Idpumeise 9p2p9€6 IUpuwetspSu-

296 4. §p wo9lds) lposhilo adss sddaled JJpzd> oluwwgsle sudo chmod 327 /mnt/nfs_share.
9383l Jpel chmod 39,0, B8l lwpe [Jped> 327 sgbs Bo lJdelus 9ldoudss (3) Jdpuwwése: 9(2) Jdpeesss: 9ld@)led slddelé

9ldoudss Jdpuwogsresu.
IJgb9s 5. pug 1Usue9d IUs wble IJgpsd Jezd> NFS pg sudo vim /etc/exports.

w&> wubgsd Wiey luogb eds i bz puwh 1ded < sl uie I 108,688 g psd JJsuosd Is puul,ds NFS Llgwesle
/mnt/nfs_share 192.168.146.0/24(rw,sync,nosubtree_check).

/mnt/nfs_share: pgd> NFSIUss wp logolde gds IJuble

192.168.146.0/24: 1J v Jé 1J8,8.56 1Jos @ pe lupldeol os Idgiwds 1Jd)ess JJgpdle 1o spduol 1d9uosd s puilyJds
NFS

w: 3o Ooleé 9dolos Jdpeds

sync: by IJdolos [Js IUg)ue Ideloo

no_subtree_check: Joglos 1oz 8l pu Iduvgyd 1Ud)e86 b Idped>

luogbo est &p Idow wg JJIelus slJg oz pu |Jpdus fetc/exports.

IJgbys 6. v oss) IUvdsd Idpuve,d NFS gds [dublp wluwegsle sudo exportfs -a

1Jg9s 7. $p wlghs wuvgsd 306 NFSeds IJuble Jzed IJogssile uldss wluuegsle sudo systemctl restart nfs-kernel-server.



oIz ol oo 6 puds NFS pd e s wble IJeugsd sldse loualdle wso e NFS9¢lse ISE Jpug ls
pllbgs.

IJole 2. cessu 101 zol Idoposs gds 1Jizojé

Jouisd ISEISO ey Cisco.com oyl Iy §d |Js Downloads > Products > Security > Access Control and Policy > Identity Services Engine
> |dentity Services Engine Software og)l.


https://software.cisco.com/download/home/283801589

odicts: olds po IJoedd po pdleble IUluosl) 1Jglues wldizess 1Jpseses dud IJoe s, Josuse 1S0 eds IJzols.

[Jgb9s 1. sgo wessu e NFSIJs pyoge SNSJpologs lJoouse. bs CIMC: luedd |Js Compute > Remote Management >
Virtual Media> Add New Mapping.



Volume

NFS

Mount Type:

NFS

Remote Share:

10.127.196.169:/NFS

Remote File:

test.iso

Mount Optio...

nolock

B 9236 IJetisu swp w98s) luwp peud IJIE)luo sszw leesh) "use [Jozpsd" J NFS.

oo pubhds g0 v bed puwly IJgbel PUFile Jedo 1Ju09)6 pu gle NFS. Bs "ldeJd Idowess" bed luve o 10,6 [p)ls

wzesdol eJs pywe SNSIJglLo wldizojé.

BIOS Remote Management Power Policies FID Catalog Persistent Memary

Virtual KVM Virtual Media Serial over LAN

* vwKVM Console Based vMedia Properties
Enabled [
Active Sessions 1
Low Power USE Enabled [/

* Cisco IMC-Mapped vMedia

Last Mapping Status  Success

Current Mappings Seloctod 0/ Total 1 L} ~
Add New Mapping
Voluma Mount Type Remote Share Remote File Status Mapping Status
| (] NFs nfs 10.127.196.160:/NFS lestiso OK Magppod

288 pu 2lJs peud IUIE,1u0 1dpeso Jsdso olzel.

IJe 96 2. gs 3Jd: Szw wdosu ey IJoposs zos spdu wposs ISEISO pu pywe SNS.



luedd |Js BIOS > Configure Boot Order > Configure Boot Order. Iyzg |Js J§bs Idul s IJeldss JJoudd IJs 1Jpsse.

A/ Compute / BIOS

BIOS Rarnobi: Managemint Power Policies PID Catalog Parsistent Memory

Configure BIOS | Configure Boct Order | Configure BIOS Profile  Secure Boot Cenlificale Management

BIOS Properties

Running Version
UEFI Secumne Boot

Actual Boot Made

Configured Boot Made

Last Configured Boot Order Source

Configured Ono tirs bast dovics

*  Confgured Boot Devicos

CZ20ME4.2.3¢0_ISE
=
e
(UEF| Secure Bool it enabled. diabis it to modity Configured Bool Mode,)
CIMCOneTmaBoot

-

Save Changes

Actual Boot Dervcos

UEFI: Gosca CIMG-Mapped vDVD 00 (NFS|

Cisco Idontity Servicos Engirs (NonPolcyTanget)

UEFI: Busitvin EF| Shell (NonPolcy Tanged]

UEFI; HTTR I Cisen XES0.TX 10 Gip LOM [MenPobiey Target)
UEFI: PXE W% Ciscn NES0-TX 10 Gig LOM [NonPolicy Targat]
UEFI; HTTP 1P Ciscn NEE0.TX 10 Gig LOM (MenPobicy Target)
UEFL HTTP 18 Cison KE50-T 10 Gig LOM [MonPolcy Tanget)
UEFI: FXE IPvé Casco A550-TA 10 Gig LOM [NonPodcy Target)

UEFI: HTTP 1P Ciscn XS50-TX 10 Giy LOM (MorPoscy Targat)

Op 1od) W98 eJles IJowose Eel aci@ns, glge,) lualudd gouish Blo b o0 1, §lisps Ioaladd (8)isb ize b s 1Jagig d.

Configured Boot Level:  Advanced

Basic

Add Boot Device
Add Local HDD
Add PXE Boot
Add SAN Boot
Add iISCSI Boot
Add USB

Add PCHSlorage
Add UEFISHELL

Add NVME
Add Local CDD
Add HTTP Boot

Add Embedded
Storage

Advanced Boot Order Configuration

Name

No data available

Selected 0 / Total 0 L3¢ ~

Reset Values Close

B edd dluwed spdud cprse luwpe odosdlod. seu lgosly CIMC Mapped DVD oo IJuge 1JB,es 9e9b IJogss)lo.



Name | NFS

Sub Type | CIMC MAPPED DVD

State l Enabled

Order [1

Sup pde luve IJsyulis [Ublo,ss wew eI acdnd B fau ad g 1 ge.

BIOS Remote Management Power Paolicies PID Catalog Persistent Memory
Configure BIOS Configure Boot Order Configure BIOS Profile Secure Boot Certificate Management

BIOS Properties

Running Version C220M6.4.2.3c.0_ISE
UEFI Secure Boot
Actual Boot Mode  Uefi

Configured Boot Mode (UEFI Secure Boot is enabled, disable it to modify Configured Boot Mode.)
Last Configured Boot Order Source  CIMCOneTimeBoot

Configured One time boot device v

Save Changes

¥ Configured Boot Devices Actual Boot Devices
Basic UEFI: Ciseo CIMC-Mapped vDVDZ.00 (NFS)
¥ &4 Advanced Cisco Identity Services Engine (NonPolicyTarget)

II' UEFI: Built-in EFI Shell (NonPolicyTarget)

UEFI: HTTP IPv4 Cisco X550-TX 10 Gig LOM (NonPolicyTarget)

I UEFI: PXE IPvd Gisco X550-TX 10 Gig LOM (NonPalicyTarget)

i UEFIL: HTTP IPvB Cisco X550-TX 10 Gig LOM (NonPolicyTarget)
UEFI: HTTP IPv4 Cisco X550-TX 10 Gig LOM (NonPalicyTarget)
UEFI: PXE IPv4 Cisco X550-TX 10 Gig LOM (NonPolicyTarget)

UEFI: HTTP |PvE Cisco X550-TX 10 Gig LOM (NonPolicy Target)

Configure Boot Order



adlghs: 5990 wibsb pp)d IJoposs Jb)l 36xx 9 37xx Lloule gbsle peleds.

IJolo 3. cdiose g1 1 SE a0 1015 37XX

[Jgb9s 1. Bp woUbgsd 9226 [doedp B J9zo IUpdlose/lUbsrs9/ldplagw (KVM) po ldeyoe SNS Oldud) $9$ Launch vKVM
eu 15198 IJspus IJeds! Jglzes Idpuweisp Ihuu9ess (CIMO).



A [ Chassis | Summary

Server Properties

Product Name:
Sawial Number:
PiD:

uuio:

BIOS Version:
Description:

Assot Tag:

SHE-3T15-KD

——

SNE-3TI5.KE

FROLOAD-OFB1 S545-0156-0850C052A18
CZ20ME4.2.3c.0_ISE

Urikrscram

Chassis Status

Power State:

Post Completion Status:
Qverall Server Status:
Temperature:

Owerall DIMM Status:

Power Suppliss:

Locator LED:

Owerall Storage Status:

Fans:

aee

e eoE

a

Cisco Integrated Management Controller (Cisco IMC) Information

Hostname: S
1P Address:  S——
MAC Addriss .
Finmware Varsion: 4 2(3g)
Cuwment Time (UTC):  Wed Oct 25 01:04.23 2023
Local Time:  Wied Ot 25 01.04:23 2023 UTC +0000 (Local)

Timezore:  UTG

Server Utilization

[ e p———
B o irason %
Mesncry nitration (%)

[ Ir——

IUgb96 2. swp wuvésd 9226 wede Jogs Idplost 91JBsrs9 sldplauw eds edled wussw 22836 B Ideuweerue. eds

IUzlow Wisu po Idubl s lod, B9 €13 e glge luve IJsuwlisle IUblo)ss IJos e wloublisel.

o lgosl) ldouwlisl 1Ubloyss B 9236 wedp J9es 1dpdlose 9lddsss9 9ldplauw: sop wewiss pbldws gds IUuilubs. lod)

B9.8 @iy Joolugd ©poss erwe SNS pu 29,6 IS0 pu ¢he NFS.



Boot Device

You are about to change the one-time boot device. The server will boot
from the selected boot device only for the next server boot, without
disrupting the currently configured boot order. Once the server boots from
the one-time boot device, all its future reboots occur from the previously
configured boot order. Are you sure you want to continue?

Confirm

1JeL98 3. $p woubisd prwe SNSIs $e wouigsd thp SNSJoposs IJghe pu 1S0. sJeygsd pawe SNSI9 29,6 IJbl s,

lowdd |Js 1dbIE Jopu 9256 wedp KVM.

Pawor On System

w83 10 swos 1Jghpe £pdss IJoposs: w89p wldowsb Bs §lisps wowse ISE. g, e cisco | SE ctiasa (Jozé pdlouse/psyw) in

order to Llyiyo lJoswso.




Cisco ISE Installation (Keyboard/Monitor)

IJole 4. edqea zol | SE bl 36xx

B Idpywe 36xx SNS: wdyy IJgbsle Jose cowse ISE poyilwod 9JIJu 9lz0d IUpuwedsp 1dyuwess (GUI) Jogrd wede J9go
IJeSlose 9lddsss9 9ldplagw (KVM) 1UglLo6 o 36XX pgoduds go 37XX.

IJgloss 1. 8p wouiésd 9226 wede Jogs Idpdlost 91J9s>689 9ldelauw (KVM) oo ldprwe SNS pu edId 1Jud) $9é Launch
VKVM 1J,30 1dedas 1Jlspo oo 91206 IJpuuegse 1yuu9ess (GUI) Jogss IJwzde CIMC.



A [ Chassis | Summary

Server Properties

Product Name:  SHS-3655-KD
Serial Humber: "

PID:  SHS-3655-HD

Cisco Integrated Management Controller (Cisco IMC) Information

Hostname: S
P Address:  EEEEG—G—

MAC Address:  2C4F 52953008

UWND:  61COFZET.2018-4B23-8F09-560017F TE355 Firmware Version:  4.1(3d)

BIOS Version:  C2AOMS5.4.0.80.0_ISE

Description:

Asset Tag: | Unknown

Chassis Status

Power State:

Ovarall Server Status:
Toenparature:

Overall DIMM Status:
Power Supplies:
Fana:

Locator LED:

Orverall Storage Status:

<N << ]

<<

B

Curront Time (UTC):  Thu Oct 26 00:-36:23 2033
Local Tima:  Thu Oct 26 00:36:23 2023 UTC +0000 (Local)

Timezone: UTC

Server Utilization

=

Overall Utilization (%): M

CPU Utilization [%): M

Mamory Utilization [%): MA

10 Uilization (%): M

>

Save Ghanges || Resat Values

121096 2. ©loo) 9226 wodp J9zs IJpSlost 9lJ 8369 9ldplauw (KVM) eds wld3s Idpuwogsruo 1Uzas6. 1ud) eds E0l) 1dapeg:

Slew) luwe Idsuwlisb IJblo,ss IJes Geo wluusksol.

i mim
CISCo

File View Macros Tools Power BootDevice Virlual Media Help 1

321MYZ - vKVM Console

Mo Override

NFS

No Signal

e [Bosh IJyuwlisb 1dblo,ss B 9236 wede J9gs IJpdlosz 91J0ss89 9ldplyuw: swp wewiss pbldes gds Iduuluvs. 1u8)

Y99 cidga Jeulugsd wpos> pyug SNS oo 09,6 1SO pu ¢lsp NFS.



C220-WZPZ32111YZ - vKVM Console

The following boot device will be used one time, on the
next boot only: NFS

Cancel

1Je9s 3. $p woubisd prwe SNSIs e woubésd ehbp SNSJcposs IJ¢he pu 1S0. Joubvgsd Ideswe SNSI9 29,8 IJbl§s.

loodd |Js 1dBIE (o 9836 wpdp dsgb 1dedilast slduigas.s sidal som.

1¥Z - vikKVM Console

A Not Secu

vl A et ST | i e = —
I-:lls'cloI Sl b ] —UTILTOIIS admin -

File WView Macros Tools Power Boot Device Virual Media Help 1

Power On System

No Signal

o> i Swos IJgbp gpdsd IUoposs o@9p wldowgb Vs $lispd oowse ISE. iéc'uo cisco | SE

Gl (J9zo pdlase/posy) in



order to Ll iyo lJoewse.

Cisco ISE Installation (Keyboard/Monitor)

IJGuwe 5: 10gs <iasd 0assb 1SO po pusg CIMC (SNS 36xx 5 SNS 37xx)

IJ¢bys 1. bs CIMC. lue$d lJs BIOS > Configure Boot Order > Configure Boot Order. Lze |Js J¥bs IJul s [Jeldss JJoudd
IJs Idesde.



BIOS Remote Management
Configure BIOS Configure Boot Order

BIOS Properties

Running Version

Power Paolicies

C220M6 .4.2.3c.0_ISE

UEFI Secure Boot

Actual Boot Mode
Configured Boot Mode
Last Configured Boot Order Source

Configurad One time boot device

¥ GConfigured Bool Devices
Basic
v Advanced

NFS

Uefi

CIMCOneTimeBoot

PID Catalog
Configure BIOS Profile

Persistent Memory

(UEFI Secure Boot is enabled, disable it to modify Configured Boot Mode.)

Secure Boot Certificate Management

Save Changes

Actual Boot Devices

UEFI:
Cisco
UEFI:
LEFI:
LEFI:
UEFI:
UEFI:
UEFI:

UEFI:

Cisco CIMC-Mapped vDVDZ2.00 (NFS)

Identity Services Engine (NonPalicyTarget)

Built-in EFI Shell (NonPalicyTarget)

HTTP |Pv4 Cisco X550-TX 10 Gig LOM (NonPolicy Target)
PXE IPv4 Cisco X550-TX 10 Gig LOM (NonPalicyTarget)
HTTP IPvE Cisco X550-TX 10 Gig LOM (NonPolicy Target)
HTTP |Pv4 Cisco X550-TX 10 Gig LOM (NonPolicy Target)
PXE IPv4 Cisco X550-TX 10 Gig LOM (NonPolicyTarget)

HTTP IPvE Cisco X550-TX 10 Gig LOM (NonPolicy Target)

Configure Boot Order

IJgho96 2. &p 1ud,) 993 eJles IJowgsy Ee!Ie s, glge, lualud soulish Blo b,

Configured Boot Level:  Advanced

Basic Advanced

Add Boot Device

Add Local HDD )
Enable/Disable

Add PXE Boot

Add SAN Boot Name

Add iSCSI Boot NFS

Add USB

Add Virtual Media
Add PCHStorage
Add UEFISHELL
Add NVME

Add Local CDD
Add HTTP Boot

Add Embedded
Storage

Modify

Advanced Boot Order Configuration

Delete

Type

VMEDIA

Clone

Selected 1 / Total 1

Re-Apply Move Up Move Down
Order State
1 Enabled

Reset Values

IJglogs 3. itv_‘u [Jsuwlislo 1Ubloys6 oo [JB8lises 9lud) 239 pu IUBlses. 958 3JY IUs IUEle wepsd 1SO po CIMC.
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