>pg Intune MDM »g o2, Eople [Jo9so

lJpzogsle

| 9300

e b Jole 1l wl o
e bdole
ledoule | 300

|Jp 95006

S9uoe 03l ldpuwows Jsdss spz Ib1)o golj Intune 1Uezp9d (MDM) pg p2yd é3ple [Jogso (ISE)
ou Cisco.

IJecbdole IJlul jusé
lJpobdolo

w90 Cisco yio oJ9o s pgy96 wldesluose 1Joldss:

P& )96 ¢>3plo MDM s Cisco ISE
* pEy90 ¢>ple Microsoft Azure Intune

lJpdovlo Idpuuwespd

ouwow Idpedyele 1Jglyo W o3l ldpuwens 1Js luosble Idolez sldedsole 1Jebss IJeldss:

+ Cisco ldentity Services Engine. IJl_»>l, 3.0
+ ubosy Microsoft Azure Intune

op louvle Uro&Jg,olu |,J_9|J)o IS o3l IJpwews pu UlaoJo 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu ZPSE I.JlaoJo I.J,ouuua)‘oo IS o3l Idpwows wodssy ppuwse (IVe,)luos). bl e



Juodod §es IJouvgsd: Bulds po Bopd JJolos) Ipewed Jis o).

peJ9ple luwlwsd

od9e £330 MDM Lolpso IJizes 1ezesds Ios sop vuiel gws puvéds IUlzess 1Upzesds
923938 1Ug>06 9ldpswuwlo 9p)ldwwol 9blywol 938 pol. wgpd 030 1UE9b e JEhp Iuog 1U3s
Sopde S luwepsle vewo IJobosdle eds zob pzead (eds wwosd ldpeld cbosd wiss
lJIo)908) Os IJwsise IJos op ugiol. 9pg 3JY. Vo IdubeJs os 1UIslu 1d9zs> 1U3s
Spduo ©9S) 9,09d pued Idpuwesslo lJs udlb IJuelss luwoobl |Us @slse IJozde Bs
IUsue9d (ACLS). suweede ISE g0 ¢9lbp MDM Juwple 1Jzols 1du2u9,86 Jlousle @olise IJezde
Bis 1dsuosd (ACL) IJes w9, Ideede B 1dsuesd I g ds Jodd IJizess. sop spz
Cisco ISE pg ¢l>p Microsoft Intune MDM Jpewlgso IJpguwle Os wlpsu wslule IdyiuyJo
goel welod IJizess 1Jsuesd 1ds 1deshs 1deedss.

lJodosy

owe IJegbslbs Jduiuds

Intune Integration Architecture

Shel LBl NAD Cisco ISE
Wired or Wireless ‘ E;%“ @ -- | ntune
I 5’ ™ E Azure Active Directory
ISE authenticates to the Azure AD token issuance
endpoint and requests a Customer Specific
+ Customer Register’s to Azure ® TR e e e e > Get
. Integration works with oAuth 2.0 The Azure AD token issuance endpoint validate Token

st and issues the access token.

« Cert's are validated (instead of just taking the MDMEett} -~ o mm o m s e e e e
+ Upload ISE Cert on to Azure

ISE uses the access token (NOT the username and password) to
authenticate to Microsoft Intune authenticates to the Azure AD

Authenticate = = o o >
Microsoft Intune responds with successfull unsuccessful Authentication
.q_’= -----------------------------------------------
Radius Server = ISE
c'“ﬂ“’“""‘ NAD | | ISE Checks MDM Policy
Link Up Unregistered, Compliant and non-compliant use cases
Accounting Start Enforce Policy where applicable (COA etc ..) ISE
------------- > Syslog: A ting Start -
hcco%nting Response | | [@-===== 15‘_’&__‘322”_"_92_3_q________________) @
Acct Update o m
[Framed-IP] MnT
L vttt Syslog: Accounting Update
ACME“"Q st i T . B el e oo e 21 Session Directory

whfranfus
CIsSCOo

wJ9sy Microsoft Intune
luvos)b Iduvoble ey esgd Intune |Js pgsu ISE [Jp9e9 9 wo

S wouwesd 103¢9d 1Js 9228 wede 15,6 Intune 19 9256 wedp b1)6 Azure. |s p98¢ Sewos eJs
UP:J“‘Qla) UEL_,D oJ. |u”'~'bt>r° Iquuo&)ub J\JCUDS-J E_Jd QL§|UD§J U,_,‘boba:



lJglo9s 1. 19wz Microsoft Azure portal o0 poode 95w
IJe 1096 2. 168, 5 1delaso B Uil bole IJpouoe: wp lug, View Certificates.

IJelbys 3. B ulwss Iduygsuo: lud) eds Certification Path gJleé IJowsse. 9swp wosose pold oul:



g Certificate X

General petails Certification Path

[ Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of a remote computer
» Proves your identity to a remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: portal.azure.com

Issued by: Microsoft IT S5L SHAZ2

Valid from 7/21/2017 to 5/7/2018

Issuer Statement

OK

IJglo9é 4. |z Baltimore Cyber Trust root, e s puze pu23d 123 09 1dpewh. gds ls eld: I3 JIo 0uld prze puod8 2308 peodd
18 Blud, eds Uvolss 1desze 1dpuos8 1zd) odd. Bs edlps lJowssy wlluosd Juolss IJesze 1dpuodd 1dzd) odd: spdudd



St |Js 1dpdd 9z bol eJs osisé Livol>s BASEG4.

IJglb9s 5. B ISE: luedd |Js Administration > System > Certificates > Trusted Certificates, 9l_wo9,o Uivolss 1Jzd) ldos wp gdbol

JJes. Bp woumpst Idubolss Lluwe 38 peus: ped Azure MDM. J)) Ilzle Jusolsle CA g usios lsual.
Oub) ISE dobosyd S es¢d Azure

IJglbgs 1. luwdd IJs Azure Active Directoryglg w.sl) App registrations.

* =
|- Create 3 resource r }
AN seridces - o smichsrestey B Delese dresto
Dashboard rumaiacisco (default directory)
H Al resources
Sign-ins Your role
Giobal admansgtrater
s
.
v
2 A \\\\ Find
A ~” Ee - w
N P =
= 50t databases \\ ’,,--"
i Y Appkation prasy - M el
Azure Cosmen DB : . ™ fae wid Bzure AD Connect sync
Status ot aniilad

Virtuad machines

What's new in Azure AD

Load batancers Create

& e
-
.
B Grterprae s

Virtual netwoed

oo

Azure Active D

U

Monitor R it
ers and groups Other capabilities

oo

Advrsor

foin
u

B Secuity Cenfer

O cost Management + Eiling

ooaQ

& Hep + support

IJglb9s 2. b App registrations, Juile ouwzgsd wbosd 238> wluwe ISE. 168, Create Jpol 09 p9 oz WO 030 1J09,)6.



Create

Web app / API v

= B
sign-on URL O

[ Rt -'-.w'.vw.-:isc:.c:m‘J W

IJglogs 3. Iz, Settingsew Izd wzrs) IJobusd sluolds IJpdsule IJplbdous.

L Settings  # Manifest [ Delete

Display name Application 1D

[SE_test bb735el3-a22e-40ee-9a12-934bad33 7713
Application type Object ID

Web app / AP f33bb654-54fa-45c2-a51e-ad4 a1 5a5af
Home page Managed application in local directory
https/ faewecisco.com ISE_test

IJgbos 4. wpw lge, Settings, IJisgule IJpbJows. shed I gshle IJoldss:

e Microsoft Graph



. ibgolo IJobosd

o Boles wslule 1Usdsd

o DBoole pd9od

Oleé wog oI9Sy goly Microsoft Intune

Gled wdysy Microsoft Intune

ouwesd 229d lJpuvodspsu

IUso9d IJs wslole IJpuuegse Bs s 95

Microsoft Intune API

. i')golo IJobosd

o 1Jzuosd £Js pedsple 21Js 1zols slJesldd po Microsoft Intune



¢ Windows Azure Active Directory

o Boole IJobosd

o Gles wslole 1d>dsd

o Boule pld9os

ouwesd 1d>29d 98,186 pJd wg s IJpuweise

w9 wosed IJodssu ppleds Jel 09 p9uoe oul:



Add a permission ~ Grant admin consent for pavagupt-tme
APl / Permissions name Type Description Admin consent requ... Status

4 Arure Active Directory Graph (3)

Directory Read All Delegated  Read directory data Yes @ Granted for pavagupt-t wew
Directory Read All Application Read directory data Yes @ Granted for pavagupt-t wos
User Read All Delegated Read all users' full profu!es Yes 0 Granted for pavagupt-t e
~ Imtune (1) e
get_device_compliance Application Get dewvice state and compliance information from Micros... Yes @ Granted for pavagupt-t e
" Microsaoft Graph (T) P
Directory Read All Delegated  Read directory data Yes @ Granted for pavagupt-t wee
Directory Read All Application Read directory data Yes @ Granted for pavagupt-t L
offline_access Delegated  Maintain access to data you have given it access to No @ Granted for pavagupt-t | «=«
openid Delegated  Sign users in No & Granted for pavagupt-t wes
User Read Delegated Sign in and read user profile No & Granted for pavagupt-t dl
User.Read All Delegated  Read all users’ full profiles Yes @ Granted for pavagupt-t waw
User Read Al Application Read all users' full profiles Yes @ Granted for pavagupt-i wye

Settings X Required permissions
/':) Cilfer settnmgs + Add  “w Grant Permissions
GEMERAL API AFPLICATION PERMI... DELEGATED FERMIS...
! Properties > Microsoft Graph 1 -
‘= Reply URLs 2 Microsoft Intune API 1 0
o N > - . . -
ubd ‘wners Windows Azure Active Directary 1 2

APl ACCESS
A Required permissions >
Keys >

TROUBLESHOOTING + SUPPORT

K Troubleshaot »
:i New support request >

IJ¢ 1096 5. 16, Grant Permissions Joldss JJ Bgule IJobusd. ouvaésd odo IJgpdsé oo 5 1Js 10 58ksd Josgd 2
[Joodss. $p wozysy Azure Manifest IJpdd Jdobosd 13s wp logblye Jluvaes,ls guoble ISE CA 1UslgJss.

lovesyb gvoble ISElJs Idobosd Ws Azure

U196 1. da w506d pJd Idosle 1glus wldebuss.



ISE # X Edit manifest

Registe
ﬁ Sattings ,f Manifest [ Delete H s XK Discare ,l’ Edit * Upload i Download
Display name Application ID
ISE 8630721¢-b06d-4¢20-20086-0786eeadfabe B |£ -
Application type Object ID 2 ”appIc i “8039?3Ec—bBGd—dcag—aQEG-B?Sseead-Faac »
Web app / API 220al1e0z-23d1-4eda-8739-2733019bd0fd 3 appRoles”: [1,
Home page Managed application in local directory 2 availableToOtherTenants”: false,
wcisco.com ISE 5 "displayName™; “ISE",
a 6 "errorUrl™: null,
7 “groupMembershipClaims”: null,
8 "optionalClaims™: null,
9 "acceptMappedClaims”: null,

% PJ‘C-EBZ 09 de ylpo)l) JSON. J| ij oSy |uup |Jde i3 |J|.0th§‘3ld| dumsdubd

[Jglb9s 2. w08y Uols uble ISE pu zese 1Je@s. eJs PAN lue@d [Js Administration > System > Certificates > System
Certificates, g sy ool 1J¢ 1% I luags 1asaes I, gl g, Export.. ¢w, Export Certificate Only(IJI e )l o). sl e, pdlo Jgeibe,
Izid edlple ©pss) IJwolss 9lduelss po lJosgsuo I0ut wdsé IJuuo 8Js 0ssé ub) 9lzs. 9sulbwd o3l gds IUluesble
Sod $90s9 2020 IJpsozs Ses Suwe "IJesh US> se"

Administration > Certificates > System Certificates

System Certificates For disaster recovery it is recommended to export certificate and private key pa

@ CiscolSE | J/ Edt | |9 Generate Self Signed Centificate | |5 Import |@ Exp Q k Delete || ) View

Friendly Name Used By Portal group tag Issued T
Yis
EAP
Ise-1.demo local#Cerlificat -
. A Authentication, Default Portal Cetificate
A Senices EndpointSubC . ise-1.demolocal
%v;' Client Machine i ese s Endpoint St Admin, Portal Group (i it

= A-ise-1800001

Delete this line prGrid

ANSG I L WU SRS FALRS
BromRwb? ludCBTINIgCOEg
E\ui‘xc::.:.‘:l.t—;s(l(zEzMa:ab&B:xJ'.‘:.ng:n'
MADGCaqGAIEIDQEBACUAAS IBDwAwggER
ECCER.'LY.\I:::I‘: wiPml ZoM w5
aE/ .fl:'.'ﬂéxht!cnq!(cu's REHBXEPRA

a3 BRNILES LG HEDA TR ol o Things to do with the ISE System Cert

LLACYsN1BqdBon

[r====BEGIN CERTIFICATE==
CAt EgAWIBAGIOFER/
CODDCNDIXIDaWBpY2
TMTAe Pwlx AZMIMRODAAMT.
238 0xlaRibHEubGS ] Yitwugg
uGnVhgPqlSvgl/nwT

Bdiv
TUTTYVIERe LavAGHBANG S ggETMI
=My Oy Db T A R ke By EP ATV
ALK MBS PXRINGYIA LD IWREMPIAFPIACGVRNEY L tMEE CEREOpS.

Rt s vt o hcopasios - Delete the -—--BEGIN CERTIFICATE-—--
o el b A oAy « Delete the -—--END CERTIFICATE-----

RMA 4 GALDADWER, wiEAWI F40AgBgNVESURAT §EF] AUBgr BgEFBOoDADYT
EWYBBGUHA IvDAYDVROTAGH BATWADANEg kghk LGS wlBAGS FAROCAGEANnS Inali

= All the text should be in single line ...

*EappIBSesSar [KEEIPMETAncd § xUMDpHARIN
RIUsS/ ooy 2pPAZIUNECE dnnrvp i e PLTIWORIR
nkSZ9BYeFani+UT/ goFUEEoJHPY 130T +XHN+yEe

MIIESjCCAt6gAwWIBAgIQPfz/H2njSVRrlAgAYF/scjANBgkghkiGOw(

PEARNTI0 Paod s 2OyNYas
WgMegl ENGRILr6ragef10Un
DIQEREVEXUVYS

S oD, CERTIFTCATE- dp— Delete this line

leoobl pu s9us9 20200 o wpee JI IUuglud vogpsd Idgvoble polujs.



e I

Home > self | App registrations

ISE | Certificates & secrets =

£ Search (Cmd+/) “ Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable locatior
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B Overview

& Quickstart

Certificates
& Integration assistant (preview) Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.
Manage T Upload certificate
B Branding Thumbprint Start date Expires
3 Authentication BCE1BABBCASBE40E4F2T1EA3D2583D33E0F0CACES 4/3/2020 44272025
Certificates & secrets B0C1360BCCD305F2D53E265668D508499ADEIZAS 4/5/2020 47472025

! Token configuration

= API permissions

esh Brsp:

1Jg9s 1. $p vobgsd lzle PowerShell Jezosd Iduielsé |JJs BASEGA sl wes)lsel wuvdd wozse s pdod IJosly Azure
JSON. Iueese wlbowsd Windows PowerShell Iy o lows§ Windows PowerShell 1SE oo Windows. | gue g pde 03l 1p):

$cer = New-Object System.Security.Cryptography.X509Certificates. X 509Certificate2 $cer.Import(“ mycer.cer”) $bin = $cer.GetRawCertData() $base64V

IJgb9ys 2. IJlzelb Llddse J $haseb4Thumbprint, $haseb4Valuey $keyid: 9ldes sop luvwgsleol Vs 1Jgbys [Joldss. JJ odo
IJdse swp luoldeoel |Us 28J JSON keyCredentials, ol Iuo wuvdd IBe, oS Swag 0Jsl:

15 "identifierUris™: [

16 "https://rumaiacisco.onmicrosoft.com/239c7ded-12d6-453c-8d3e-acfaifldchsl™
17 | "

18 "keyCredentials™: [],

19 "knownClientApplications™: [],

JJBsle w3 olds po luwoesle 1Jdse wosl ldoosy:

"keyCredentials": [ { “customKeyldentifier”: “$base64Thumbprint_from_powerShell_for_PPAN", “keyld": “$keyid_from_above PPAN", "type":"/

[Jglbgs 3. G w<gasd IpJd IU3s wp wysi0 JSON |Us prgd Azure JJwedd pukeyCredentias | voble [Jpuuegses gds ISE.

odlus o wuss punluodé Jol sds:



13
19
28
21
22
24
24
25
26
27
28
29
e
31
32
23
34
35
36
37
33
29
46
41
42
43
44
45

IJgbgs 4. o eds edp wluo wes Ideppsd: sbo, vaue 1z g bolo keyCredentials null pus )00 03l pu $wd 2luw Microsoft

"keyCredentials": [

£
"customkKeyIdentifier”: "wteOPVePuMBwUeFNBSs22fkDYZE=",
"endDate™: "2819-81-22T11:41:817",
"keyId": "eb7bl833-3248-4283-98a36-c3ccchToRded”,
"startDate": "2018-81-22T11:41:817",
"type": "AsymmetricX589Cert”,
"usage": "Verify",
"walue": null
s
1
"customkeyIdentifier"”: "BSZz6@fZKHGNO6gAMvE43swIZOko=",
"endDate™: "2&19-81-85T14:32:387",
"keyId": "B6462723-544b-423d-8e5e-223df3521423",
"startDate": "2013-81-85T14:32:38Z",
"type": "AsymmetricX589Cert”,
"usage": "Verify",
"walue": null
ks
1
"customKeyIdentifier”: "GM1Dp/1DYiNknFIJkgjnTbjoSnk=",
"endDate™: "2&18-12-86T18:46:327",
"keyId": "2edSb262-cedb-4cla-Bala-c@abb82ae3cl”,
"startDate": "2017-12-86T16:46:327",
"type": "AsymmetricX589Cert”,
"usage": "Verify",
"walue": null
s

Jese Iduwele wodiss 030 1J3spe wes Idezesd 1JisJ.

Spdu o IJdse 1dplbdsws Jluolds ¢lbe MDM s ISE po Microsoft Azure AD Graph API Endpoint 9 OAUTH 2.0 Token
Endpoaint.



Endpoints

FEDERATICMN METADATA DOCUMENT

| https://loginmicresaftonline.com/82fbd1 |E

W5-FEDERATION SIGN-ON ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

SAML-P SIGN-ON ENDPOINT

| https:/flogin.microsoftonline.com/82fb... JE

SAML-P SIGN-OUT ENDPOINT

| https://loginmicrosoftonline.com/82fb... JE

MICROSOFT AZURE AD GRAPH APl ENDPOINT

| https://graphwindows.net/82fbd165-f... JE

OAUTH 2.0 TOKEN ENDPOINT

| https:/flogin.microsoftonline.com/82fb... |E

OAUTH 2.0 AUTHORIZATION EMDPOINT

| https://loginmicrosoftonline.com/82fb... JE

Sew beld 030 IJBsp B 91206 IJpwaesp lyumspssd (GUI) IJglues o ISE. luodd lJs Administration > Network Resources >

External MDM  ¢lsp 235> Sluacie:

e eple Juvs 1Jogse (ISE)

loosw

guslo URL JJIYeilé
lJoJsliss

udlb IJuolssé > u9bé yolsé APl JJy)we IJoslus Microsoft
Azure

P& IJgpsd

{Registered-App-name} > pg 0 IUobws$

euslu URL Jluosl 1he) 1deess

ullb IJuoelsé > 6 9bs yolsé 1U,) e 1Jppes) OAuth 2.0




MDM Servers = Intune
Name* | Intune|
Server Type | Mobile Device Manager Y| @
Authentication Type | OAuth - Client Credentials v | @
Auto Discovery Yes Y @
Auto Discovery URL * hitps:/fgraph. windows_net/82fod165-323-4a38-aeb8-7 34056 d25101 @

Client 1D = 86397a1c-b06d-4ca-al86-0786eeadfabe

Token Issuing URL * hitps:/login. microsoftonline. com/82fhd 165-1323-4a38-aeb8-734056d251 01/ oauth2A @

Token Audience = hitps:/fapi.manage microsoft. com/

Description

Paolling Interval 240 (minutes} @

Status Enabled v

Test Connection

0 IWepld IJodsso: obo, 1UzlJs 1ppdus.

MDM Servers
T Refresh 4 Acd Dupcale & Egt 8 Trach T rter~  @Downicad= =
Name Status Service Provider MDM Server Server Type Description
Intume EnatWed Microsoft fei msub03 manage microsoft. com Mobiie Device Manager 4

IJozdd eu 1Juoes sluwed il Iigble sl odlzol

"Ouud Ilouald oldglhe" luweuls! |Js SUN.security.validator.ValidatorException



Connection to server failed with:

sun.security.validator.ValidatorException:
PKIX path building failed: sun.security.provider.certpath.SunCertPathB
uilderException: unable to find valid certification path to requested target

Please try with different settings.

IJglo9s 1. wzpse peesed l>gp wluwegsle odo ldywedle eds puwess TRACE:

e porta (guest.log)
e mdmportal (ise-psc.log)

e external-mdm (ise-psc.log)

IJgbys 2. w8 ise-psc.log py odo lJuwedle:

e 2016-10-17 12:45:52,158 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::-
Clientld - a46a6fd7-4a31-4471-9078-59ch2bb6a5ab, Token issuance endpoint - https:/login

«  microsoftonline.com/273106dc-2878-42¢eb-b7c8-069dcf 334687/0auth2/token, Resourcel d/App Id uri - https://graph.windows.net

e 2016-10-17 12:45:52,329 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Certificate
Friendly Name -USMEM-AMO01-I SE.Sncorp.smith-nephew.com#USM EM-AM01-1 SE.Sncorp.smith-nephew.c

¢ om#00003

e 2016-10-17 12:45:52,354 DEBUG [admin-http-pool9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of
command invocation

e 2016-10-17 12:45:52,363 DEBUG [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Result of
command invocation

e 2016-10-17 12:45:52,364 DEBUG [admin-http-pool9300]([] cisco.cpm.mdm.authtoken.MdmCertAndKeyUtil -::::- Successfuly
decrypted private key

e 2016-10-17 12:45:52,794 ERROR [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmAzureActiveDirectoryClient -::::-
Thereis a problem with the Azure certificates or | SE trust store. sun.security.validator

e .ValidatorException: PKIX path building failed: sun.security.provider.certpath.SunCertPathBuilderException: unable to find valid
certification path to requested target



https://login
https://graph.windows.net

e 2016-10-17 12:45:52,794 ERROR [admin-http-pool 9300][] cisco.cpm.mdm.authtoken.MdmA zureActiveDirectoryClient -::::-
Unable to acquire access token from Azure

e javautil.concurrent.ExecutionException: javax.net.ssl.SSL HandshakeException: sun.security.validator.ValidatorException: PKIX
path building failed: sun.security.provider.certpath.SunCertPathBuilderException

« :unableto find valid certification path to requested target

Suvs) 3JI IJs o ould 2lzé Jlgwos,ls graph.microsoft.com |Jiolss: 1Je9z956 b 030 IJodz6.

& Secure | hitps//graph.windows.net

This XML file does not appear to have any style information associated with it. The document tree is shown below.

“http: //schemas . microsoft, com/ado/2007/08 / dataservices /metadata® wmlnsixsd="http://ww.wd . org 2001/ XL Schema™ wmins xsi="http: //wwe. w3, org/ 2001/ ¥HL5chema-instance”s

DataContractVersionMissing</coder

¥<error wmlns
dcoderReq
Timessage xm ng="en"»
The specified api-version is invalid. The walue must exactly match a supported version.
{/messager>
Lferror>

IJgb9s 3. 169, eds ImkalJi§égoé 99z 0 wllosd IJo,gsuo.



a Certificate -t

General petails Certification Path

B Certificate Information

This certificate is intended for the following purpose(s):

» Ensures the identity of @ remote computer
» Proves your identity to @ remote computer
= 1.3.6.1.4.1.311.42.1

* Refer to the certification authority's statement for details.

Issued to: graph.windows.net

Issued by: Microsoft IT TLS CA 2

Valid from 9/26/2017 to 9/26/2019

Issuer Statement

OK

IJglo9s 4. Igeilis b5 pJd Louuwsd BASESS slowssu |Js I1SE Trusted Store. olds U luvos gvduwds Idgieble 1JJleds. e
3JY g Wecald Lglse MDM p)6 1¢)s.



Suind IJzwesd eds Les puol> 86 pess po Azure AD

6 Connection to server failed with:

Failed to acquire auth token from Azure AD. Error validating credentials. Client assertion contains an invalid
signature. [Reason - The key was not found., Thumbprint of key used by client:
'105D6E9BAOF5D6EACCF8AS562DE81C1C6450CBEES,

Configured keys: [KeyO:Start=03/14/2018, End=12/17/2018, Thumbprint=pZ0CqWkpVzZJuEez;]] Check if
either ISE certificates not being uploaded or problem with certificates already uploaded to App on Azure AD

Please try with different settings.

elé pl sgoe 03l L_Jé]oi el szw9s ISON pJd IJoslo eds uvduwds Lvolss ISE ) wozsed. Swd wepesd pdd Iduslu IUs

M

Azure. 02 8@ po 929> 03l IJodssu gds IJIGJ:

"keyCredentials': [ { “customKeyldentifier": “ $base64Thumbprint_from_powerShell_for_PPAN", “keyld": “$keyid_from_above PPAN", "type": "Asym

S Idpeld Iduslod IJs uvsobss 2o w9z PAN 9 SAN. d vt sd IJuslez IJuuosé po PowerShell o6 125 sda

oM §sp BASESA IJpuluwews. 2lad czesd edd IJuslu ssze Il wslze ls Tgble.

$cer = New-Object System. Security.Cryptography. X 509Certificates. X 509Certificate2 $cer.Import(“ mycer.cer”) $bin = $cer.GetRawCertData() $base64V ¢
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o Connection to server failed with:

MDM Server API error
Connection Failed: 401:Unauthorized: the MDM server is
not reachable

Please try with different settings.
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o Connection to server failed with:

Failed to acquire auth token from Azure AD. There is a
problem with the Azure certificates or ISE trust store.

Please try with different settings.

s

oo 030 Iyuwlds gusel selad 1SE1suosd IUs guslo URL IUEILe wluosh Ises Idees) 9ses> uuobs Jlsd9p ISE lzleol.
s oo o uwduwdd IJesze 1Jpuo38 1JIleds 092956 B pi0 &96 ISE. 3l luwopre 1dpundds wes oowse [yboelss
IJuo2s2s B 020 ISEIJesesd vor B§p woudss gpdsle Idodlb 1Jzie slieool 1dleuold Jeg 96 ol sop buwldo.

pedyple sle Lods



https://learn.microsoft.com/en-us/previous-versions/azure/dn645543(v=azure.100)?redirectedfrom=MSDN



https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization
https://learn.microsoft.com/en-us/entra/identity-platform/authentication-vs-authorization
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/reference-app-manifest
https://learn.microsoft.com/en-us/entra/identity-platform/reference-app-manifest
https://www.cisco.com/c/ar_ae/support/index.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



