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Web Browser ISE Azure AD
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User opens sponsor portal webpage
<t —_—p

Internal Redirection to Azure
https://login.microsoftonline.com/

F 3

SAML Request, Identity Provider (Azure AD) authenticates the user

Encoded SAML Response is returned along with assertion data

r 3
Y

SAML Response is sent to Service Provider (ISE)

ISE confirms successful authentication as a result
of SAML Response parsing, browser is redirected
to the next page in the flow (e.g. AUP)
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= Cisco ISE Administration - ldentity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

> Mew ldentity Provider
External Identity Sources

SAML Identity Provider

™ Certificate Authentication F General |dentity Provider Config Service Provider Info
——
= Active Directory
* Id Provider Name Azure_SANIL
<1 EXAMPLE
1 LDAP Description Azure Active Directory
] ODBC

I RADIUS Token

I RSA SecurlD

1 SAML Id Providers
! Social Login

1 REST (ROPC)
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= Cisco IS Work Centers - Guest Access

Overview Idantities Identity Groups Ext |d Sources Metwork Devices Portals & Components Manage Accounts Policy Elements Policy Sets
Guest Portals
Deseription:*
Gust Types
Sponsor Portal (default) Default portal used by sponsors to cred

Sponsor Groups

Language Flle b
Sponsor Portals

Portal test URL

Portal Behavior and Flow Settings Portal Page Customization

Foral & Page Settings

™ Portal Settings

8445

Make selachons in ane of bath columns based on your PSN configurations

if bonding Is nat configured if bonding Is configured
on a PSN, use: an a PSN, use:

8 Gon

primary, 1 a5 back

Bond 1

primary, 3

Bend 2

Uses Gigab

primary, § &

Certificate group teg:® Default Portal Certificate Group .-

Configure cenificates an:

Work Genters > Guest Access > Administration > System Cenificates

Fuily qualified domain names

(FODM] and host names: Aponscra:axamplescom

Identity source sequence: * Azure_SAML i

Gonfigure authentication methods at;
Waork Genters > Guest Access > |dentitles » Identity Source Sequences

Work Genters > Guest Access > Ext Id Sources > SAML Identity Providers

3. vuods) pEJIRIS p19> [UEp0

loodd IJs s > b6 [Jegss > puols) 1Je9so 1Jghzss > 0393 peyd SAML > [059> SAML
lJglue .
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ldentity Provider List » Azure_SAML

SAML Identity Provider

General dentity Provider Config. Service Provider Info.

Service Provider Information

(] Load balancer

Export Service Provider Infa. Export

Includes the following portals:

Sponsor Portal {default)

Sp wouisd pd Zip sledloo. 938 03l IJpd . sedud IJe s, eds pddsu. lue crole pdBd
XML suwps pogd IJIBsd 1Ugloo .

Ip wud9su pdlebs wpelde lJluveelus pu 9lu b SingleLogoutService 9 95,06 EntitylD 995,
Location oo ConfirmationConsumerService Binding.

<?xm version="1.0" encodi ng="UTF-8"?>

<md: Enti tyDescriptor xm ns:nd="urn: oasis: nanes:tc: SAM.: 2. 0: net adat a"

entityl D="http://C scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429" >

<md: SPSSCDescri pt or Aut hnRequest sSi gned="f al se" Want Asserti onsSi gned="true"
pr ot ocol Support Enuner ati on="urn: oasi s: nanmes: tc: SAM.: 2. 0: prot ocol ">

<md: KeyDescri ptor use="signi ng">

<ds: Keyl nfo xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: X509Dat a>

<ds: X509Certi ficate>

M | FZj CCA06gAWM BAgl QX1oAvWAAAAChgVd9c EEWOz ANBgk ghki GOWOBAQAMADAI MSMM QYDVQQD
ExpTQULMXOI TRTMM.TFI ay 5| eGFt cGx| Lii\vbTAe FwOy MDAS MTAx MDMy Mz FaFwOy NTAS MDk x MDYy
Mz FaMCUx | zAhBgNVBAMIG NBTUx f SVNFMz At MAWF LmVAYWLwWbGUUY29t M | CI j ANBgkghki GOwWOB
AQEFAACCAg8AM | CCgKCAgEAt +M xKf uZvg/ oAWGES6zr UYL3H2Jw Zwly Js6sJ8/ BpP6SwW027wh
FXnESXpgnmmoSVr VEcQ r Ddk 3l 8UYNNn/ +98PPkl i / 4f t yFj ZK9Ydever D6nr A2MeoL.Czd kWy/ y4i
vvVeYuWB44py Sm65awWvr 03984x9esHgyLahExs9gui LIr yD497XnmNP4Z8eTHCct u777Pul 1wLO4
QOYUs2s0zXvRI8D9Jok/ +Pj H3bj nVKapgqAcNEFVk8Ez9x 1sMBUgFwWP4YdZz QB9I RvkQdl JGv My f
aégn+KaddJnnl bXKFbr TaFi i 21 vRs3qHIOmWIf YRnYeMyl 9/ PhzvSFt j Re32x/ aGh23j 9dCsVXnQ
ZmXpZy xxJ8p4Rqy M Ygkf xnQXXt VOKOSRZPFn60+i szUW2hARRG t EOhTuVXpbon@&dT109JeeEe
S1E5uxenJvYkU7mvanvBj YQN6qVyyogf 8FA HTSf d6TDsK3Ghne G g50Pr Bvvg5qE6Or xxNvgSVZ
1dhx/ i HZAZ1yYSVdwi zsZMOWOP] Swr RPx/ h8l 03dj eWDaL5R1AF1qTFHVHSNYi gzh6Fyj dkUJH66
JAygPeOPKIFRgYzh5vWJ41qvdQ | Gk3c/ zYi 57MR1Bs0nk SvkOGbnj Ssh+EehnYyLLB8FG3De2V
ZaXaHz37gnm CNNTZHr n+GBOCAWEAAa OBk TCBj j AgBgNVHREEGTAXghVJ U0Uz MOOx ZW uZXhhbXBs
ZS5j b20WDAYDVROTBAUWAWEB/ z AL BgNVHQB EBAMCAUWWHQYDVROOBBYEFPT/ 6j pf yugxRol bj z\W
858W TP1MB0GALUdJ QQAVBQGCCs GAQUFBWIVBBggr BgEFBQC DAj ARBgl ghk gBhv hCAQEEBAMCBK Aw
DQYJKoZI hve NAQEMBQADgg! BABGyWZbLaj M2LyLASg/ / 4N6nL+xu/ 91 MiVw NVBQodF+j OWisWL5a
VPSQU2t 3Ckd/ | lanvpK+cp77NM 09V9oW 3/ Znj ZHGoFAI cHnl GCoEj nC1TvLau7ZzhCCl | 37DFA
yMKDr XLi 3pR+ONl XI TI vj pHTTzr KniLNHhkxkx/ Js51 uz+MyRKPSFNMWI0g4 XGej yKzJW qEu+bcl
i dC / gBNuCHgqnFeMB2I GQ7j VOMLkBj Lb4pTDbYk4f M bJVh4V2Pgi ++6M f XAYEWL+LHj SGHOQT
PSMB+k pv 1wHHp G QSire J 4t XVXVISWINCHLX QZL BPNMUZor huYC! LXZxv XHLHGIJOYKx 9l k9Ubd2
s5JaD+GN\8j gnmbXXAau7S4Bawf vCo3boQ XnSvgcl uHIYFi R2I p2n/ 2X0WhbhdPHYZt qG eqBWebHr
41 1z18FXbl YyMezpl kht OOvkP5mAl RO2VXBKkvx2WPj t zQr vt SXgv TCOKEr YCBM j nuwszt V7FVTV
JNdFWGOsnXC70YngZeuj Zyj PoUnf RKZI 34VKZp4i C6bZsd bWE9SkdquvOPa@ec XTv80OCVBYUegl
vt Opdel 8h/ 9j | ndLGBdFOr bADGHi i eTcnt SDAW3E7JFnS/ oHW7FsASA 81 x Xf c ONUX/ LODx3j TNd
ZI AXp4j uy SODI x9y Dy Mdy VOf

</ ds: X509Certificate>

</ ds: X509Dat a>



</ ds: Keyl nf 0>

</ nd: KeyDescri pt or >

<md: Si ngl eLogout Servi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Request . acti on?port al =bd48c1
al-9477-4746- 8e40- e43d20c9f 429"

ResponselLocati on="htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on"/>
<md: Nanel DFor mat >ur n: oasi s: hames: t ¢: SAM.: 2. 0: nanei d-f ormat : t r ansi ent </ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hames: t c: SAML: 1. 1: nanei d- f or mat : emai | Addr ess</ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hames: t c: SAM.: 2. 0: nanei d- f or mat : per si st ent </ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hames: t ¢c: SAM.: 1. 1: nanei d- f or mat : unspeci f i ed</ nd: Narrel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hanmes: t c: SAM.: 1. 1: nanei d-

f or mat : W ndowsDomai nQual i f i edName</ nmd: Nanel DFor nat >

<md: Nanel DFor mat >ur n: oasi s: names: t c: SAML: 2. 0: nanei d- f or nat : ker ber os</ nd: Nanel DFor mat >

<md: Nanel DFor mat >ur n: oasi s: hanmes: tc: SAML: 1. 1: nanei d- f or mat : X509Subj ect Nanme</ nd: Nanel DFor nat >
<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="0"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10. 48. 23. 86: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="1"/>

<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10.48. 26. 63: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="2"/>

<md: AssertionConsumner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://10.48. 26. 60: 8445/ sponsor port al / SSOLogi nResponse. acti on" index="3"/>

<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-1lek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="4"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: t c: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-2ek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="5"/>
<md: AssertionConsuner Servi ce Bi ndi ng="ur n: oasi s: nanmes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://ise30-3ek. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on" index="6"/>

</ md: SPSSODescr i pt or >
</ md: Enti tyDescri ptor>

908l Jpdud XML:

e938¢ IJluweeloé
SingleLogoutService="https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.
action"

EntitylD="http://CiscolSE/100d02da-9457-41e8-87d7-0965b0714db2"

iKY
ConfirmationConsumerService="https://sponsor30.example.com:8445/sponsorportal/SSOLoginRe

sponse.action"

PI9E
ConfirmationConsumerService="https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.actio

nll

iKY
ConfirmationConsumerService="https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.actio

nll

PI9E
ConfirmationConsumerService="https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.actio

nll

p9.9¢ ConfirmationConsumerService="https://ise30-
1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"



https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action
http://CiscoISE/bd48c1a1-9477-4746-8e40-e43d20c9f429
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
https://sponsor30.example.com:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.86:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action
https://10.48.23.63:8445/sponsorportal/SSOLoginResponse.action
https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action
https://10.48.26.60:8445/sponsorportal/SSOLoginResponse.action
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
https://ise30-1ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

29.9¢ ConfirmationConsumerService="https://ise30-
2ek.example.com:8445/sponsorportal/SSOLoginResponse.action"

»9.9¢ ConfirmationConsumerService="https://ise30-
3ek.example.com:8445/sponsorportal/SSOLoginResponse.action"
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Op wouvesd IUsgsd [ds Jsgs pedople oy L6 Azure Active Directory 925> AD Jpel 09 0902
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Azure Active Directory admin center

ElY Dashboard
= AN services
* FAVORITES
ik Users

=-:\=_ Enterprise applications

Dashboard > Default Directory

w Default Directory | Overview

Azure Active Directory

O overview

# G etting started

& Preview hub

/. Diagnose and solve problems

Manage
& Users
£ Groups
BE  External Identities
d. Roles and administrators
& Administrative units (Preview)
i Enterprise applications
Tl Devices
. App registrations
&) Identity Governance
E1  Application proxy
@ Licenses

B Azure AD Connect

%= Custom domain names

1 Mobility (MDM and MAM)

Password reset

“& Switch tenant

16 Delete tenant

 Create atenant [ What's new [z Preview features 7 Got feedback?

o Azure Active Directory can help you enable remote work for your employees and partners. Learn mone

Default Directory

A2 Search your tenant

% Tenant information

Your role

‘Global administrator More info
License

Azure AD Premium P2

Tenant ID

B4aceb48-115d-4ad3-a3bf-7660...

Primary domain

ekomeyecisco.onmicrosoft.oom

Sign-ins

@ Azure AD Connect

Status
Mot enabled

Last sync
Sync has never run

22> Ipuwaspsu: 9108y 999 puweesp 2383 99p o dasu luwp Idpuwesp: SlUluwpe 99Jpd
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https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-2ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action
https://ise30-3ek.example.com:8445/sponsorportal/SSOLoginResponse.action

Azure Active Directory admin center

© Dashboard > Users >

=1 Dashboard

New user
i= All services Default Directory
EAVCIITES 7 Got feedback?
b Azure Active Directory

& Users

() Create user (O Invite user

&= Enterprise applications ) )
Create a new user in your Invite a new guest user to
organization. This user will have a collaborate with your organization.
user name like The user will be emailed an
alice@ekorneyccisco.onmicrosoft.com. invitation they can accept in order
| want to create users in bulk to begin collaborating.

| want to invite guest users in bulk

Help me decide

Identity
User name = (1) | alice w |@| ekorneyccisco.onmicroso... | E
The domain name | need isn't shown here

Name * (@ | Alice o |
First name | |
Last name | |
Password

(:) Auto-generate password

@ Let me create the password
Initial password * (&) | """"" v

2. lJouvle pze9ed Azure AD

w22$> el lud) eJs preses 23928 Jol 09 p9 oz I 1Juos)s.
Dashboard > Default Directory > Groups

Groups | All groups

Default Directory - Azure Active Directory

& + New grou \J_/ Download groups  [ll] Delete D Refresh == Columns
group group

&2 All groups

8 Deleted a This page includes previews available for your evaluation. View previews —>
eleted groups

K Diagnose and solve problems [ > Search groups l +? Add filters

IlzeBlb Lose IUpzeses Jiplo. $p wodoso luve IUpzeses Jol o9 ps o S 1Juo9)8.



Azure Active Directory admin center

&«

Dashboard > Default Directory > Groups >

Edl Dashboard New Group
‘= All services

# FAVORITES

Group type *
b Azure Active Directory | Security = |
]
Users

v Group name * (O
EEE Enterprise applications | Sponsor Group \/|

Group description (&

| Enter a description for the group |

Azure AD roles can be assigned to the group (Preview) @
(v NI

Membership type * (@

| Assigned 7

Owners

No owners selected

Members

Mo members selected

3. wessu puvegdp Azure AD |Js Idpzeoed

ludy B9 3p weasd lguole. 1) Ipuucere 9lud) B98 ©pass. ludy WB9d luuble Jluuile
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Add members X

Search ()

AAD Terms Of Use
d52792f4-ba38-424d-8140-adas5bB83f293

Alice
alice@ekorneyccisco.onmicrosoft.com
Selected

Azure AD |dentity Governance - Directory Management
ec245c98-4a90-40c2-955a-88b727d97151

Azure AD |dentity Governance - Dynamics 365 Management
cd95cfdc-814f-46a1-89f0-657921c9fbel

Azure AD |dentity Governance Insights
58c746b0-a0b0-4647-a8f6-12dde5981638

Azure AD Identity Protection
fcbB8d9e5-1f76-45ef-99aa-2148054 18498

Azure AD Notification
fc03f97a-9db0-4627-a216-ec98ce542018

| o

A

o

@ azure

azure @ekorneyccisco.onmicrosoft.com

A
A
A
A
A

i Azure ESTS Service
00000001-0000-0000-c000-000000000000

Selected items

Alice
) ) i Remove
alice@ekorneyccisco.onmicrosoft.com

Jleb g8 Jlso IJpzpsgsd: b odo I bl ivs: luo f626733b-eb37-4cf2-b2a6-c2895fd5f4d3 J
pep9ed IJIVsJ.



Dashboard > Default Directory > Groups
Groups | All groups
Default Directory - Azure Active Directory

= -+ Newgroup < Download groups [il

& All groups

Delete O Refresh

Columns

0 This page includes previews available for your evaluation. View previews —

&% Deleted groups

# Diagnase and solve problems I D Suuch e
£

*o Add filters

Group Type

eebfcb9-9122-4989-8c06-eef2cd3f69a3 Security

Settings Name Object Id
& General J ISE Group
&} Expiration (] Bl sponsor Group

&3 Naming policy

4. §p vloysle obusd Azure AD Enterprise

1626733b-eb37-dcf2-b2ab-c2895fd5f4d3 Security

Preview features

7 Got feedback?

Membership Type
Assigned

Assigned

oo AD: 23 obusdle IJpduwunlo 9lud) eds obwusd 238> Jel 09 p9Loe Vs 1Jue9)s.

Azure Active Directory admin center

“ Dashboard » Default Directory > Enterprise applications

E Dﬂ hbo d - - - . .
shboar === Enterprise applications | All applications
= All services = Default Directory - Azure Active Directory
%  FAVORITES & =2 Columns [#] Preview features 7 Got feedback?
b Azure Active Directory Deandam
. 0 Try out the new Enterprise Apps search preview! Click to enable the preview. =
& Do O Overview

X Diagnose and solve problems

Enterprise applications

i

Application type

Applications status

Application visibility

| Enterprise Applications

Manage

ii2 All applications

v| |hny

22> wbwsd Jsuw IUpgrue Jel 09 p9uoz S 1dues)s.

Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications >

Add an application =

El Dashboard
= All services
% FAVORITES

B Azure Active Directory

a Users

= Enterprise applications

Add your own app

=.. Application
Wiy~ you're
developing

Register an app you're
working on to integrate
it with Azure AD

bed luwe IJobousd gloud, eds luolds.

0 Click here to try out the new and improved app gallery. =

o On-premises

B. Y application
Configure Azure AD
Application Proxy to
enable secure remote
Access.

vl |Any R

| First 50 shown, to search all of your applications, enter a display name or the application ID.

e Mon-gallery
u application

Integrate any other
application that you
don't find in the gallery




Azure Active Directory admin center

Dashboard
= All services
% FAVORITES

} Azure Active Directory

ﬂ Users

= Enterprise applications

&

Dashboard > Default Directory > Enterprise applications > Add an application >

Add your own application

Name * (0
| 1SE30

Once you decide on a name for your new application, click the "Add"” button below and we'll walk you through some
simple configuration steps to get the application working.

Supports: (O
SAML-based single sign-on
Learn more

Automatic User Provisioning with SCIM
Learn more

Password-based single sign-on
Learn more

5. [uolds pge9es |Us IJobousd

T UESSU pUNTEIPSU 9P LIEIS.

Azure Active Directory admin center

«
Ell Dashboard
= All services
% FAVORITES
b Azure Active Directory
& Users

Enterprise applications

i

Dashboard > Default Directory » Enterprise applications > Add an application > 1SE30

¥

g2 ISE30 | Overview

Enterprise Application

#

& overview Properties
[ oeployment Plan Name
2. Diagnose and solve problems n [ I1SE30 t]

Application ID 0

Manage

20ee030a-1a06-4265-80ce-9 ... 1 |
I} properties

Object D @
& Cwners OeGaack6-Oce1-4924-8426-0 .. [3 |
&2 Users and groups
Getting Started
D Single sign-on
2 Provisioning
£ Application proxy '.. 1. Assign users and groups —:D 2. Set up single sign on
& Self-service Provide specific users and groups access Enable users to sign into their application
to the applications using their Azure AD credentials

Security Assign users and groups Get started
% Conditional Access
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Azure Active Directory admin center

«
Ell Dashboard

= All services

FAVORITES

Azure Active Directory

Users

& P o »

Enterprise applications

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

F. ISE30 | Users and groups

Enterprise Application

B Overview
EI] Deployment Plan

X Diagnose and solve problems

Edit [i] Remove == Columns 7 Got feedback?

: ¢

0 The application will appear on the Access Panel for assigned users. Set 'visible to users? to no in properties to prevent this. —*

7 Update Credentials

| First 100 shown, to search all users & groups, enter a display name.

Manage Display Mame
n Properties. Mo application assignments found
&2 Owners

£ Users and groups
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Azure Active Directory admin center

® Dashboard > Default Directory > Enterprise applications > Add an application > ISE30 >

Add Assignment

= All services Default Directory

1l Dashboard

% FAVORITES

Users and groups

b Azure Active Directory >
None Selected
a Users
1] . . . >
== Enterprise applications

User

2o IUpzeoes IJos we wdssuel puwwdl lud) B98 wpass.
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Users and groups X
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Alice
alice@ekorneyccisco.onmicrosoft.com

azure
azure@ekorneyccisco.onmicrosoft.com

Eugene Korneychuk
ekormeyc@cisco.com

ISE Group

Sponsor
sponsor@ekorneyccisco.onmicrosoft.com

sponsor Group
Selected
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Azure Active Directory admin center

“ Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30 >

Add Assignment

1l Dashboard

== All services Default Directory
% FAVORITES
A\ When you assign a group to an application, only users directly in the group will have access. The assignment
b Azure Active Directory does not cascade to nested groups.
:. Users

22 Enterprise applications Usars and groups

1 group selected.

User
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Azure Active Directory admin center

& Dashboard > Default Directory » Enterprise applications > Add an application > ISE30

11 Dashboard

® ISE30 | Users and groups

= All services Enterprise Application
% FAVORITES o + Adduser ¢~ Edit [0 Remove 2 Update Credentials == Columns
. Azure Active Directory . (e
p © The application will appear on the Access Panel for assigned users. Set visible to users? '
a Deployment Plan
Users
£ Enterprise applications # Diagnose and solve problems First 100 shown, to search all users & groups, enter a display name.
Manage Display Name
Il Properties 'l B Sponsor Group
£ Owners

&8 Users and groups
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Azure Active Directory admin center

] Dashboard

All services

FAVORITES

Azure Active Directory

Be & »

Users

Enterprise applications

4

&

Dashboard > Default Directory > Enterprise applications > Add an application > 1SE30

i ISE30 | Overview
Enterprise Application
L
E Overview Properties
M peployment Plan Name ()
# Diagnose and solve problems u [ ISE30 t]

Application ID (0

Manage

20ee030a-1a06-4a65-80ce-9 ... [y |
il properties

Object ID @
&8 Owners

OeGaact6-Ocel-4924-84a6-0 .. f'J

A Users and groups
Getting Started
2D Single sign-on
& Provisioning
L Application proxy |.| 1. Assign users and groups
G self-service Pravide specific users and groups access
to the applications
Security Assign users and groups

® Conditional Access
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Azure Active Directory admin center

1 Dashboard
= All services
# FAVORITES
% Azure Active Directory
& Users

) Enterprise applications

&

Dashboard » Enterprise applications > ISE30

3) ISE30 | Single sign-on

Enterprise Application

Select a single sign-on method

Q

B Overview

m Deployment Plan

X Diagnose and solve problems Disabled

Single sign-on is not enabled. The user

Manage won't be able to launch the app from
== My Apps.

i Properties

& Owners

& Users and groups

D Single sign-on

lud) £ds sy wedl edsso SAML IJIuulus.

D

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

Help me decide

{3

SAML

Rich and secure authentication to
applications using the SAML (Security
Assertion Markup Language) protocol.




Azure Active Directory admin center

1] Dashboard
= All services
% FAVORITES
B Azure Active Directory
f. Lsers

8 Enterprise applications

Dashboard > Enterprise applications > ISE30

ISE30 | SAML-based Sign-on

Enterprise Application

« $
B Overview

m Deployment Plan

Set up Single Sign-On with SAML
# Diagnose and solve problems

Upload metadata file LF/\ Change single sign-on mode

7 Got feedback?

this application

Read the configuration guide ¥ for help integrating ISE30.

Manage o

Basic SAML Configuration

Il Properties
& Gwnas Identifier (Entity D)
Reply URL (Assertion Consumer Service URL)
&2 Users and groups Sign on URL
. . Relay State
3 Single sign-on
i Logout Urd

D Provisioning

7 Application proxy e
User Attributes & Claims
< self-service

givenname
rity surname
® Conditional Access emailaddress
name

% Permissions Unigue User Identifier

@ Token encryption

Activity o SAML Signing Certificate
D signins Status
Al Usage & insights (Preview) Thurnbpeint
Expiration
E Audit logs Motification Email
'ﬁ Provisioning logs (Preview) App Federation Metadata Url

Certificate (Basebd)
Certificate (Raw)
Federation Metadata XML

ACCRES FEVIEWS

Troubleshooting + Support

& Edit

Required
Required
Optional
Optional
Optional

& Edit
user.givenname
usersurname
user.mail
user.userprincipalname
user.userprincipalname

& Edit

Active

BE26CDEE415249B9813DBACDF4216A464EDAE20C

T/18/2025, 2:00:00 AM

ekarmeyc@cisco.com )
https://legin.microsoftonline.com/6dace648-115d .. [

Download

Download

Download

SEwist IJeerd (perd 1U9226) wdispb EntitylD o pJcd XML o0 pgdople 098, 2306 IJouo:s)
JJebss. $p wogpse guglo URL Jdy (8wl URL Jgspeé IJpuweodd JJoldsd) wbspd
IJpslde oo ConfirmationConsumerService. §p wpde Ssp6 gu9lo URL Joywesd IUg9e e
ResponseLocation o, SingleLogoutService. 19, 998 e db.
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Basic SAML Configuration

Save

Identifier (Entity ID) = ©

The default identifier will be the audience of the SAML response for IDP-initiated 550

Default

\ http://CiscolSE/bd48c1a1-9477-4746-Bed0-e43d20c9f429 v ‘ @ [l

Reply URL (Assertion Consumer Service URL) = @
The default reply URL will be the destination in the SAML response for IDP-initiated S50

https://sponsor30.example.com:8445/sponsorportal/550LoginResponse.action 0]
https://10.48.23.86:8445/sponsorportal/550LoginResponse.action
https.//10.48.26.63:8445/sponsorportal/S50LoginResponse.action
https.//10.48.26.60:8445/sponsorportal/S50LoginResponse.action
https.//ise30-1ek.example.com:B445/sponsarportal/550LoginResponse.action

https.//ise30-2ek.example.com:B445/sponsarportal/550LoginResponse.action

Uooggd
|

‘ https://ise30-3ek.example.com:8445/sponsorportal/S50LoginResponse.action w ‘

Sign on URL ©

Enter a sign on URL

Relay State ©

Enter a relay state

Logout Url &

| https.//sponsor30.example.com:8445/sponsorportal/SS0OLogoutResponse.action e
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User Attributes & Claims

£ Edit

givenname user.givenname
sUrname USer.surname
emailaddress user.mail

name user.userprincipalname
Unigue User |dentifier user.userprincipalname

lo@) 898 luolds plboldus pge9es.

Azure Active Directory admin center

“  Dashboard » Enterprise applications > ISE30 > SAML-based Sign-on >

G Datiboard User Attributes & Claims
= All services
K FAVORITES -+ Add new claim | -+ Add a group claim |== Columns
% Azure Active Directory
& Users Required claim
g2 Enterprise applications Claim name Value
Unigue User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value

http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail S
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname e
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname LEL
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname Lo
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Group Claims X

Manage the group daims used by Azure AD to populate SAML tokens issued to your app

Which groups associated with the user should be returned in the claim?

O MNone

(:) All groups

@ Security groups
(:) Directory roles

(::1 Groups assigned to the application

Source attribute *

| Group 1D v

Bp w950 pdlebbs wlywe IJpbldws JJpzesgs. S odo lJzldé. puedsy
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups.

Azure Active Directory admin center

«

Dashboard > Enterprise applications > ISE30 » SAML-based Sign-on >

User Attributes & Claims

Ell Dashboard

= All services
% FAVORITES -+ Add new claim Add a group claim == Columns
% Azure Active Directory
& Users Required claim
1) Enterprise applications Claim name Value
Unique User Identifier (Name ID) user.userprincipalname [nameid-for... ***

Additional claims

Claim name Value
http:/fschemas.microsoft.com/ws/2008/06/identity/claims/groups user.groups [SecurityGroup]
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress user.mail
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname user.surname

8. ouisd pdd XML Juslule og)s |oegl Azure
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http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

SAML Signing Certificate 2 Edit

Status Active

Thumbprint 97 72DAA60A43ACDAZACSFBFOSEEIIEDTDAATBAESZ
Expiration 9/16/2023, 10:57:46 AM

Motification Email ekorneyc@cisco.com

App Federation Metadata Url https://login.microsoftonline com/64ace648-115d ... [
Certificate (Basebd) Download

Certificate (Raw) Download

Federation Metadata XML Download

lJ¢glb9é 3. wepsd MetaData o Azure Active Directory |J.s ISE

loodd [Js L > b6 [Jegss > puols) 1Je9ss 1Ughzss > 23938 perd SAML > [059> SAML
IJglue .

Ip wldowssd IJs odssu p9ud) 0986 edles IJowase slud, ¥ 15 luvegslue. 223 pdwd
XML Joslole ogysw Idlozh pu 1Jgbys oojsd Azure Federation Metadata XML gl ) edb.

pdlebbé: szo peldes eJJ 9lzos IUpuwegse pe ©dIsy 099 [Jogss Lo CSCv74517.

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

> hzure_SAML
External Identity Sources
= SAML Identity Provider
Cerificate Authentication Profile General Identity Provider Gonfig. Service Provider Info. Groups Attributes Advanced Settings
Active Directory
<3 EXAMPLE
LDAP |dentity ProvideerCianfiguration
ODBG Impan Identigfraigan Gonka P Choose file -rodofionline.com/64aceB48- 1 15d-dad9-23bf- 7660 10018d5c/sami2

Single Sign Out URL (Redirect) hitps://login.microsoftonline.com/64ace648-115d-4ad9-a3bf-766010018d5c/sami2

RADIUS Token Signing Certificates

RSA SecurlD

Subject - Issuer Valid From Valld To (Expira.. Serlal Number
SAML Id Providers
CN:=Microsoft Azure Fecerated 550 Certificate  CN=Microsoft Azure.. Wed Sep 16 08:57._  Sal Sep 16 08:57:4_ 54 FB 3C 2881 49 6B B..
=3 Azure_SAML
Social Login

REST (ROPC)

IJg1096 4. o9 peesels SAML gJ.s ISE

Ip wldowssd lJs presgle edlple IJowsse Slduod $ses luwe IJpbldeé oo odssy yupd
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvv74517

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

for List 3 AZure_SAML
External Identity Sources “
: @ SAML Identity Provider

Certificate Authentication Profile General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

« [ Active Directory

Groups
< EXAMPLE
1 LDAP Group Membership Atribute  tp://schemas.microsoft.com/ws/2008/06/identity/claims/groups
£ oDBC
| RADIUS Token
| RSA SacurlD O Name In Assertion ~ Name InISE

SAML Id Providers
=3 Azure_SAML
1 Social Login

1 REST (ROPC)

lod) eds luplds. 3o wogpse Iluse Bs IJoldss pe Bspd perd Jksu IUpzesesd IUgluo
wpeeeded [JIlle |Updo9lbs Bs wessu puvaése Azure Active Directory |Js |Jpzp9€6.
wddo !,_,u,o B ISE pg 1UBsp6 3le B o030 1UzlJs 09 Azure Hlgs pzpe9es. 9ludy 99 OK. 109,
999 gWb.
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ISE.

’ X
Add Group

Ty

*Name in Assertion eb37-4cfZ2-bZ2a6-c28957d5T4d3

*Mame in |5E Azure Sponsor Group (i)

- =

IJelo9é 5. odasu wessu peesesd IJIVsd eds ISE
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= Cisco ISE

dentities dentilty Groups Exi Id Sources Administration Network Devices Portals & Components

Sponsor Groups

A SpONSor ks assigned the permissions from all matching Sponsor groups (multiphe matches are permittad)

Greate

Enabled Name

ALL_ACCOUNTS (default)

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default)
L]

Membar Groups

lod) B9 Iigole... 9l olds pze9esd Hles Azure_SAML:Azure |Js pzpsele IUpuwespss
lJp2336. 5890 03l woessU preed IJIdsd Vs Azure |Us pzeses JJle all_accounts. 9lu 9,
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Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

Available User Groups Selected User Groups

Search | Search

Mame Y = Mame s

II

Employee ALL_ACCOUNTS (default)
GROUP_ACCOUNTS (default) Azure_SAML:Azure Sponsor
Group

OWN_ACCOUNTS (default)

o

lI

IJo2dd pu lJuors
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1. we ogvgsd wilus IJIBsd pg FADN 1J¢l 06 wol gds Lowlb guslo URL Igluo wlgeul
IJosles. szo lo s@9e ISE Llehs woepsod IUs wodes wuwesd 1U>¢9d Ids Azure. s¢de IJ
username s¢Jg lod, b 9o 96 wg> 3JJ.

" Microsoft
Sign in

alice@ekorneyccisco.onmicrosoft.com

Can't access your account?

Sign-in options

2. i.faJ JJped 1Jpa9) 9lud) W99 oywesd IU>ged. od9p wblus ouwesd IUsgsd IJs IDp wlels
w9eso ldpuwegse lJs pogd ISE Sponsors the Portal 1JlsJ.s.



Be Microsoft

« alice@ekorneyccisco.onmicrosoft.com

Enter password

Forgot my password

Sign in

3. 18wJ IJuinbs 1)uwess IJIBEluss.

CISCO Sponsor Portal

Acceptable Use Policy
Please read the Acceptable Use Policy.

You are responsible for maintaining the confidentiality of the password and all activities that occur under your username and password. Cisco Systems offers the
Service for activities such as the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not permitted. Hosting a web server or any other server by use of our Service is prohibited. Trying to access
someone else's account, sending unsolicited bulk e-mail, collection of other people's personal data without their knowledge and interference with other network users
are all prohibited. Cisco Systems reserves the right to suspend the Service if Cisco Systems reasonably believes that your use of the Service is unreasonably
excessive or you are using the Service for criminal or illegal activities. You do not have the right to resell this Service to a third party. Cisco Systems reserves the right
to revise, amend or modify these Terms & Conditions, our other policies and agreements, and aspects of the Service itself. Notice of any revision, amendment, or
modification will be posted on Cisco System's website and will be effective as to existing users 30 days after posting.

Help

4. gud 030 lJu¥bs: szw i Swpog ldpuwegse IJIVs wed 1Jsuesd IJJled 1Us IUwsles
olgule pzeses IJIdsJ ALL_ACCOUNTS.



CI1SCO Sponsor

Portal

Welcome alice@ekorneyccisco.onmicrosoft.com ~

Manage Accounts (0) Pending Accounts (0} Notices (0)
Create, manage, and approve guest accounts.

Guest type:

Contractor (default) (v

Maximurmn devices that can be connected: 5 | Maximum access duration: 365 days
Guest Information Access Information
Random Import _ End of business day
First name: ‘ 23:59
| | Duration:*
Last name: | 90 | Days (Maximum:365)
| | From Date (yyyy-mm-dd) * From Time *
Emall address: ‘ 2020-08-16 (1} ‘ ‘ 11:22 (] ‘
| To Date (yyyy-mm-dd) * To Time *
Mobile number:
| — | ‘ 2020-12-15 (1} H 10:22 @‘
cons

Person being visited (email):

Reason for visit:

Group tag:

Language:
English - English

Welcome alice@ekormeyccisco.onmicrosoft.com -

Help

Sign Out
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L Szw cuvesd 292 Ideuvodre wozle slehs wozsoo lds Ubluvs cuwasd 1Ugsd e)é s




& Microsoft

Pick an account

alice@ekorneyccisco.onmicrosoft.co
m

—|— Use another account

luvedpld IJizble 9] oJlzol

$98, 03l IJBuwpe pedsple spdud luuwegsleol Jluvaduldd igble IJodssy sluadlzol.

I poddle [Jublsed

o 1Jpop WBop luo sup pelded P86 SAML wsu ldpuweg,uo 9 Azure Active Directory.
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BT Microsoft
« alice@ekorneyccisco.onmicrosoft.com

Enter password

Your account or password 15 incorrect. If you don't
remember your password, reset it now.

Password

Forgot my password

IJowlds 2. 1Jpuwcse Jsuw sl po 1Jpzeses IJos sderup 1o suvee Jol Lldsuesd 1Js
SAML SSO. 95,6 13,5 Vs 030 IJzlds Jp wop peldzs vslule IJpguegse eds ISE wlos
lJpuivndJs poluins po 1P (Azure). Jluodlz 3JY: 028l pu wudss ¢bb9s [Lolds pzesed |Us
odysu lJobosd cuvdd vozse.



BT Microsoft
Sign in

Sorry, but we're having trouble signing you in.

AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com' is
not assigned to a role for the application "92ecf9db-766a-42bf-
af42-617e95d44675"(I1SE).

Troubleshooting details b
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: £125020b-adb1-4a5e-2ea8-2c700701fe00

Correlation Id: 09a3bce1-8dcB-464d-ab97-85e2bf1f0a33

Timestamp: 2020-05-21T13:03:072

Message: AADSTS50105: The signed in user 'azure@ekorneyccisco.onmicrosoft.com’ is
not assigned to a role for the application '892ecf9db-766a-42bf-af42-617e95d44675'(ISE).

Advanced diagnostics: Enable
If you plan on getting support for an issue, turn this on and try to reproduce the error. This
will collect additional information that will help troubleshoot the issue.

3. Jlogpd ps38 Tduwze JJEbe" Jel 09 pusde: ssop edlebs o3l Igbl - Buvd cuvzsd
lJg)9z pu SSO. grow puwdds loule ouwesd U9z pu 2duwé SSO. I1U,zle IUlouold wpdoo
IJpuwless JJzuosd eds Ideuwless. spdu svswol gusel Jlsop wdssu guslu URL Jogwesd
1Jg9z2 wuvdd woese eJs SAML IdP. W o3o 1JzlJs: wp luwegsle gusly URL o3l
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-
9457-41e8-87d7-0965b0714db2" L supl Szw o sJsw
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action" Jl_oJlz: 1>¢J
cuslu URL IJuozse W suslu URL Jowesd 1Ug )9z s Azure IdP.



https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutRequest.action?portal=100d02da-9457-41e8-87d7-0965b0714db2
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

-

CISCO Sponsor Portal

Error

S50 Logout failed.

There was a problem to logout from your SSO session. Please contact help desk for assistance.

Help

Iuweduld igble 1Jg psd sluedlzol
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IJs [Jwsles. spdod puiloess [gwogleo SAML 1Jpe s )6 WO gdlps IJow9s, Params:

I | Welcome alicefdekomeyccisco.onmicrosoft.oom = §
LN
CISCO Sponsor Portal

Manage Acsounts (0] Panding Accounts (0) Notizas (0)

Creaie, mansge, and appoove guest accounts.

Guast typa:
Contractor (detaut|
I &
Guest Information hceess Intormation
End of business day
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1. cop lghs wozso Idpuweise IUs guslo URL IJELo o 1dP po wolus IUIGs.

2020- 09-16 10:43:59, 207 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445-exec-4][]

cpmsanm . framewor k. i npl . SAMLFacadel npl -::::- SAMLUils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sanm . framework. i npl . SAMLFacadel npl -::::- SAM.Uils::isOracle() - checking whether |DP URL
indicates that its OAM | DP URL:

https://1ogin. mcrosoftonline. coml 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ san 2

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpmsanm . framework. i npl . SAMLFacadel npl -::::- SPProviderld for Azure_SAM is:

http:// G scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10. 48. 23. 86- 8445-exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM request - providerld (as should be found in
I dP configuration):

http:// G scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM request - returnTold (relay state):
_bd48clal-9477-4746- 8e40-e43d20c9f 429 _DELI M TERport al | d_EQUALSbd48clal- 9477-4746- 8e40-
€43d20c9f 429 _SEM port al Sessi onl d_EQUALS8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSOQA6CZJQD7X67TLYHE4Y3EMBEY097E2J _SEM _DELI M TERsponsor 30. exanpl e. com
2020- 09-16 10:43:59,211 DEBUG [ https-j sse-ni 0-10.48. 23. 86- 8445-exec-4][]

cpm sanm . framework. i npl . SAMLFacadel npl -::::- SAM. request - spUrl ToRet urnTo:

htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2. op wdSs luveelows SAML pu Ipyuogsuo.

2020-09-16 10:44:11, 122 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:
_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; port al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 126 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML HTTPRequest - Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 126 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State

1 _bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 126 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML HTTPRequest - Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 129 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:
_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; port al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 129 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML HTTPRequest - Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 133 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445-exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:
_bd48clal-9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-



e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl SAML HTTPRequest Portal Session info:
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl SAML response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERpor t al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:11, 134 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl Is redirect requiered:

I nitiatorPSN: sponsor 30. exanpl e. com

Thi s node's host nane: | SE30-1ek LB:null request Server Name:sponsor30. exanpl e.com
2020-09-16 10:44:11, 182 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]
cpm sanm . framewor k. i npl . SAMLFacadel npl This node is the initiator
this node host name is:sponsor30. exanpl e. com

2020-09-16 10:44:11, 184 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]
org. opensani . xm . par se. Basi cPar ser Pool Setting Docurent Bui |l der Factory attribute
"http://javax. xm . XMLConst ant s/ f eat ur e/ secur e- pr ocessi ng'

2020-09-16 10:44:11, 187 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

org. opensani . xm . par se. Basi cPar ser Pool Setting Docurent Bui |l der Factory attribute
"http://apache. org/ xm / f eat ures/ di sal | ow doct ype- decl '

2020-09-16 10:44:11, 190 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-8][]

opensanm . ws. message. decoder . BaseMessageDecoder -::::- Beginning to decode nessage from i nbound
transport of type: org.opensam .ws.transport. http. Htt pServl et Request Adapt er

2020-09-16 10:44:11, 190 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec- 8] []

opensanm . sanl 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::- Decoded SAM. relay state of:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d_EQUALSbd48clal- 9477- 4746- 8e40-

e43d20c9f 429_SEM port al Sessi onl d_EQUALS8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSQA6CZJQD7X67TLYHE4Y3EMBEY097E2J_SEM _DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:11, 190 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-8][]

opensam . sam 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::- Cetting Base64 encoded nessage from
request

(sponsor 30. exanpl e. com

2020-09-16 10:44:11, 191 DEBUG [ https-j sse-nio-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09-16 10:44:11, 193 DEBUG [ https-j sse-ni o-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09-16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::

Security-based Signaturel npl el ement

2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::
2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::

al gorithms, and HVAC output length to Signature

2020-09- 16 10:44:11, 195 DEBUG [ https-j sse-ni o-10. 48.
opensam . xm . si gnature.inpl.SignatureUnmarshal ler -::::
2020-09- 16 10:44:11, 197 DEBUG [ https-j sse-nio-10. 48.
opensanm . ws. message. decoder . BaseMessageDecoder -::::
2020-09- 16 10:44:11, 197 DEBUG [ https-j sse-nio-10. 48.
opensam . sam 2. bi ndi ng. decodi ng. HTTPPost Decoder -::::

2020-09-16 10:44:11, 197 DEBUG [ https-jsse-nio-10.48

opensanm . sam 2. bi ndi ng. decodi ng. BaseSAM_2MessageDecoder -::::

instant from status response
2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10. 48

opensanm . ws. message. decoder . BaseMessageDecoder -::::

this nessage context, no security policy eval uation
2020-09- 16 10:44:11, 199 DEBUG [ https-jsse-nio-10. 48

opensanm . ws. message. decoder . BaseMessageDecoder -::::

23. 86- 8445- exec- 8] []
Par si ng message streaminto DOM docunent
23. 86- 8445- exec- 8] []

Unmar shal | i ng nessage DOM
23. 86- 8445- exec- 8] []
Starting to unmarshall

Apache XM.-

23. 86- 8445- exec- 8] []

Constructing Apache XM.Si gnat ure object
23. 86- 8445- exec- 8] []

- Addi ng canoni calization and si gning

23. 86- 8445- exec- 8] []
- Adding Keylnfo to Signature
23. 86- 8445- exec- 8] []

Message succesfully unmarshal | ed
23. 86- 8445- exec- 8] []
Decoded SAM. nessage

. 23. 86- 8445- exec- 8] []
Extracting |ID,

i ssuer and issue

. 23. 86- 8445- exec- 8] []

No security policy resolver attached to
attenpt ed

. 23. 86- 8445- exec- 8] []

Successful | y decoded nessage.



2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Checki ng SAML nessage i ntended
destination endpoi nt against receiver endpoint

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensam . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Intended nmessage destination
endpoi nt :

https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::- Actual nessage receiver endpoint:
https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::-

SAML decoder's URI Conparator -

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on] vs.

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on]

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

SAML nessage intended destination endpoint matched recipi ent endpoi nt

2020-09-16 10:44:11, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response

st at usCode: ur n: oasi s: names: t c: SAM.: 2. 0: st at us: Success

3. op wie wedsd Iduwpes (IJoldss).

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft.comidentity/clainms/tenantid

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas. m crosoft.comidentity/clains/tenantid> add val ue=<64ace648- 115d- 4ad9-
a3bf - 76601b0f 8d5c>

2020- 09-16 10:44: 11, 199 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
attribute<http://schemas. m crosoft.comidentity/clains/tenanti d> val ue=<64ace648-115d-4ad9- a3bf -
76601b0f 8d5c>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft.comidentity/clains/objectidentifier

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.nicrosoft.confidentity/clains/objectidentifier> add val ue=<50ba7e39-
e7f b- 4cbl- 8256- 0537e8a09146>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object
attribute<http://schemas. m crosoft.comidentity/clains/objectidentifier> value=<50ba7e39-e7fb-
4cbhl- 8256- 0537e€8a09146>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsanm . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane
http://schemas. m crosoft. comidentity/clains/displaynane

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured
Attribute=<http://schenas.n crosoft.comidentity/clains/displaynane> add val ue=<Alice>

2020- 09-16 10:44: 11,200 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on | dpResponse object

attribute<http://schemas. m crosoft.comidentity/clains/displayname> val ue=<Alice>

4. sop luwadle gues 1Upzeoes wbspes 1626733b-eb37-4cf2-b2a6-c2895fd54d3. «9.5.s¢
IJozds-



2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.com ws/ 2008/ 06/i dentity/cl ai ns/ groups

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schemas. n crosoft.com ws/2008/06/identity/clains/groups> add val ue=<f 626733b-
eb37- 4cf 2- b2a6- c2895f d5f 4d3>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schenas. nm crosoft.com ws/ 2008/ 06/identity/clainms/groups> val ue=<f 626733b-eb37- 4cf 2- b2a6-
€2895f d5f 4d3>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.comidentity/claims/identityprovider

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schenmas. nm crosoft.comidentity/clains/identityprovider> add

val ue=<https://sts.w ndows. net/ 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ >

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schemas. m crosoft.confidentity/clains/identityprovider>

val ue=<https://sts.w ndows. net/ 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ >

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpmsam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. m crosoft.com cl ai ms/ aut hnret hodsr ef er ences

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schenas. n crosoft.coniclains/aut hnnet hodsr ef erences> add

val ue=<http://schemas. n crosoft.com ws/ 2008/ 06/i dentity/aut henti cati onmet hod/ passwor d>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schemas. m crosoft. coni cl ai ns/ aut hnnmet hodsr ef er ences>

val ue=<http://schemas. nm crosoft.com ws/ 2008/ 06/i dentity/aut henticationmet hod/ password>

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Found attribute nane :
http://schemas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai s/ name

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Delineter not configured,
Attribute=<http://schenas. xm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ms/ nane> add

val ue=<al i ce@kor neycci sco. onni crosoft. conmr

2020-09- 16 10:44:11, 200 DEBUG [ htt ps-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes] Set on |dpResponse object
- attribute

<http://schemas. xnm soap. or g/ ws/ 2005/ 05/ i denti ty/ cl ai ns/ name>

val ue=<al i ce@kor neycci sco. onni crosoft. conmr

2020-09- 16 10:44:11, 200 DEBUG [ htt ps-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUt il s:: get User NameFr omAsserti on:
ldentityAttribute is set to Subject Name

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Ut il s::getUser NameFr omAssertion: usernane

val ue from Subj ect is=[alice@korneyccisco.onni crosoft.conj

2020-09- 16 10:44:11, 200 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUt il s::getUser NanmeFromAssertion: usernane set
to=[al i ce@kor neycci sco. onm crosoft. conj

2020-09- 16 10:44:11, 200 DEBUG [ htt ps-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: Found val ue for 'usernang'
attribute assertion: alice@korneyccisco.onm crosoft.com

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttri butesParser:readDi ct]

2020-09- 16 10:44:11, 200 DEBUG [ htt ps-j sse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. cfg. ldentityProviderMgr -::::- getDict: Azure_SAML



2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttributesParser:readDict]: read Dict
attri but e=<Ext er nal G oups>

2020-09- 16 10:44:11, 200 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.n crosoft.comidentity/claims/displaynane> NOT configured in IdP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLAt tri butesParser -::::- [cacheGoupAttr] Adding to cache

Ext er nal Group val ues=<f 626733b- eb37- 4cf 2- b2a6- c2895f d5f 4d3>

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.comidentity/claims/tenantid> NOT configured in |IdP

di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAt tri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.comidentity/clains/identityprovider> NOT configured in |dP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAt tri butesParser -::::- [parseAttributes]

Attribute <http://schemas.nicrosoft.comidentity/clains/objectidentifier> NOT configured in |dP
di ctionary, NOT caching

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas.xm soap. or g/ ws/ 2005/ 05/i dentity/cl ai ms/ name> NOT configured in IdP
di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [parseAttributes]

Attribute <http://schemas. m crosoft.com cl ai ms/ aut hnrmet hodsr ef erences> NOT configured in IdP
di ctionary, NOT caching

2020-09- 16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

ci sco. cpm sam . framewor k. SAMLSessi onDat aCache -::::- [storeAttributesSessi onData]

i dSt or e=<Azur e_SAM_> user Nane=al i ce@kor neycci sco. onm crosoft. cons

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framework. i npl . SAMLAttri butesParser -::::- [SAMLAttributesParser:getEmail] The emai
attribute not configured on IdP

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: emmil attribute val ue
2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal |D:bd48clal-9477-4746-
8e40- e43d20c9f 429

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info
portal | d=bd48clal-9477- 4746- 8e40- e43d20c9f 429; port al Sessi onl d=8f a19bf 2- 9f a6- 4892- b082-
5cdabf b5daal; t oken=0A6CZJQD7X67 TLYHE4Y3EMBEY097E2J;

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM response - Relay State:

_bd48clal- 9477-4746- 8e40- e43d20c9f 429_DELI M TERport al | d=bd48clal- 9477- 4746- 8e40-
e43d20c9f 429; por t al Sessi onl d=8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal;

t oken=0A6CZJQD7X67TLYHE4Y3EMBEY097E2J; DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]



cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAMLUils::isLoadBal ancer Configured() - LB NOT
configured for: Azure_SAM.

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM.Uils::isOracle() - checking whether |DP URL
indicates that its OAM

IDP URL: https://login.mcrosoftonline.con 64ace648-115d-4ad9- a3bf-76601b0f 8d5c/ sanm 2

2020-09-16 10:44:11, 201 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAM_LFacadel npl -::::- SPProviderld for Azure_SAM is:

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- ResponseVal i dati onCont ext:

IdP URI: https://sts.w ndows. net/64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/

SP URI: http://C scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

Assertion Consuner URL: https://sponsor30. exanpl e. com 8445/ sponsor port al / SSOLogi nResponse. acti on
Request 1d: _bd48clal-9477-4746-8e40-e43d20c9f 429_DELI M TERport al | d_EQUALSbd48clal-9477-4746-
8e40- e43d20c9f 429 _SEM port al Sessi onl d_EQUALS8f a19bf 2- 9f a6- 4892- b082-

5cdabf b5daal_SEM t oken_EQUALSQA6CZJQD7X67TLYHE4Y3EMBEY097E2J_SEM _DELI M TERsponsor 30. exanpl e. com
Client Address: 10.61.170.160

Load Bal ancer: null

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- no signature in response

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- Validating signature of assertion
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. BaseSi gnatureVal idator -::::- Determine the signing certificate
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. BaseSi gnatureValidator -::::- Validate signature to SAM. standard

with cert: CN=M crosoft Azure Federated SSO Certificate
serial : 112959638548824708724869525057157788132
2020-09-16 10:44: 11,202 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec- 8] []

org.opensanl . security. SAMLSi gnatureProfileValidator -::::- Saw Envel oped signature transform
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . security. SAMLSi gnatureProfileValidator -::::- Saw Excl usive Cl4N signature
transform

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. BaseSi gnatureValidator -::::- Validate signature againsta signing

certificate

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Attenpting to validate signature using key
fromsupplied credenti al

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Creating XMSi gnature object
2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []
org.opensanm . xm . si gnature. SignatureValidator -::::- Validating signature with signature

algorithm URI: http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

2020-09- 16 10:44:11, 202 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Validation credential key algorithm'RSA",
key instance class 'sun.security.rsa. RSAPublicKeyl mpl'

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

org.opensan . xm . si gnature. SignatureValidator -::::- Signature validated with key from supplied
credenti al

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- Assertion signature validated

succesful l'y
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . f ramewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating response

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat or s. WebSSOResponseVal idator -::::- Validating assertion

2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. AssertionValidator -::::- Assertion issuer succesfully validated
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dators. AssertionValidator -::::- Authentication statenments succesfully
val i dat ed

2020-09- 16 10:44: 11, 204 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 8] [ ]



cpm sam . framewor k. val i dat ors. AssertionValidator -::::- Subject succesfully validated
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. val i dat ors. AssertionValidator -::::- Conditions succesfully validated
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: validation succeeded for

al i ce@korneycci sco. onmi crosoft.com
2020-09-16 10:44: 11,204 DEBUG [ https-jsse-ni 0-10.48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: found signature on the assertion
2020-09- 16 10:44:11, 204 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- Retrieve [CN=M crosoft Azure Federated SSO

Certificate] as signing certificates

2020-09-16 10:44:11, 204 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: | oginlnfo: SAM_Logi nl nf o:

name=al i ce@kor neycci sco. onmi crosoft.com

f or mat =ur n: oasi s: nanmes:tc: SAM.: 1. 1: nanei d- f or mat : enai | Addr ess, sessi onl ndex=_4b798ec4- 9aeb- 40dc-
8bed- 6dd2f dd46800, tine diff=26329

2020-09-16 10:44:11, 292 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - Session:null |DPResponse:
I1dP I D: Azure_SAML

Subj ect: alice@korneyccisco.onm crosoft.com

SAML St atus Code: urn:oasis: nanmes:tc: SAM.: 2. 0: st at us: Success

SAML Success:true

SAML St atus Message: nul |

SAML emai | :

SAML Exception: null UserRol e : SPONSOR

2020-09-16 10:44: 11,292 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - about to call

aut henti cat eSAM_User nessageCode: nul | subj ect: al i ce@korneycci sco. onmi crosoft.com

2020-09-16 10:44:11,306 | NFO [RM TCP Connecti on(346358)-127.0.0.1][]

api .services.server.role.Rolelnpl -::::- Fetched Role Information based on Rol el D: 6dd3b090-
8bf f-11e6- 996¢- 525400048521

2020-09-16 10:44:11, 320 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-8][]

ci sco. cpm sam . framewor k. SAMLSessi onDat aCache -::::- [ SAMLSessi onDat aCache: get G oupsOnSessi on]
i dSt or e=<Azur e_SAM_> user Nane=<al i ce@kor neycci sco. onni crosoft. comr

2020-09-16 10:44:11, 320 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-8][]

ci sco. cpm sam . framewor k. SAM_Sessi onDat aCache -::::- [getAttributeOnSession]

i dSt or e=<Azur e_SAM_> user Nane=<al i ce@kor neycci sco. onni crosoft. conm>

attri but eName=<Azur e_SAM.. Ext er nal G oups>

5. wop luolWs pzeses lJpuwogspsu lds volisg lJpuolr 86 zos Spdu luvegslpol Loluubo
lJpsgd 9owp puol> 96 SAML.

2020- 09-16 10:44: 11, 320 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- AuthenticatePortal User - added user groups from
SAM. response to AuthenticationResult, all retrieved groups:[f626733b-eb37-4cf2-b2a6-

€2895f d5f 4d3]

2020- 09-16 10:44: 11, 320 DEBUG [ htt ps-j sse-ni 0-10. 48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- Authenticate SAML User - result:PASSED

6. vp cubEsd cuvesd iz Sop odds evslu URL Jogwesd U9z S luworlos SAML:
https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action.

2020-09- 16 10:44:51, 462 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmni crosoft.com -

SAMLUti | s::isOracle() - checking whether IDP URL indicates that its OAM | DP URL:
https://1ogin.mcrosoftonline. com 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ sam 2

2020-09- 16 10:44:51, 462 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onnicrosoft.com- getlLogout Met hod
- et hod: REDI RECT_METHOD _LOGOUT

2020-09- 16 10:44:51, 462 DEBUG [ https-jsse-nio-10. 48. 23. 86- 8445- exec- 8] []

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmni crosoft.com -

get Si gnLogout Request - nul |


https://sponsor30.example.com:8445/sponsorportal/SSOLogoutResponse.action

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - | ogi nl nf o: SAM_LLogi nl nf o: name=al i ce@kor neycci sco. onmi crosoft.com

f or mat =ur n: oasi s: nanmes:tc: SAM.: 1. 1: nanei d- f or mat : enai | Addr ess, sessi onl ndex=_4b798ec4- 9aeb- 40dc-
8bed- 6dd2f dd46800, tine diff=26329

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmi crosoft.com -

SAMLU i | s: :isLoadBal ancer Configured() - LB NOT configured for: Azure_SAM.

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmi crosoft.com -

SAMLU il s::isOracle() - checking whether IDP URL indicates that its OAM |DP URL:
https://1ogin.m crosoftonline.con 64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/ sam 2

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . SAMLFacadel npl -:::alice@korneycci sco.onmni crosoft.com- SPProviderld
for Azure_SAM. is: http://Ci scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - spProviderld: http://C scol SE/ bd48clal-9477- 4746- 8e40- e43d20c9f 429
2020-09-16 10:44:51, 463 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-8][]

cpm sam . framewor k. i npl . MessageConposer -:::alice@korneycci sco.onm crosoft.com -

bui | dLgout Request - | ogout URL: https://l ogin. m crosoftonline.com 64ace648-115d-4ad9- a3bf -
76601b0f 8d5¢c/ sam 2

2020-09-16 10:44:53, 199 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f a19bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal |D:bd48clal-9477-4746-
8e40- e43d20c9f 429

2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sanm . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f a19bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAML flow initiator PSN s Host name

i s: sponsor 30. exanpl e. com

2020-09-16 10:44:53, 200 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- Is redirect requiered:

I nitiatorPSN: sponsor 30. exanpl e. com Thi s node's host nanme: | SE30- 1ek LB: null request Server

Name: sponsor 30. exanpl e. com

2020-09-16 10:44:53, 248 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- This node is the initiator (sponsor30.exanple.com
thi s node host name is:sponsor30. exanpl e. com

2020-09-16 10:44:53, 249 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. response - Relay State:_bd48clal-9477-4746-
8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com
2020-09-16 10:44:53, 249 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. HTTPRequest - Portal Session info:8fal9bf2-
9f a6- 4892- b082- 5cdabf b5daal

2020-09-16 10:44:53, 250 DEBUG [ https-jsse-ni 0-10.48. 23. 86- 8445- exec-4][]

org. opensan . xm . par se. Basi cParserPool -::::- Setting DocumentBuil der Factory attribute
"http://javax. xm . XMLConst ant s/ f eat ur e/ secur e- pr ocessi ng'

2020-09-16 10:44:53, 251 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

org. opensan . xm . par se. Basi cParserPool -::::- Setting DocumentBuil der Factory attribute
"http://apache. org/ xm /f eat ures/ di sal | ow doct ype- decl '

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-ni o-10.48. 23. 86- 8445- exec-4][]

opensam . ws. message. decoder . BaseMessageDecoder -::::- Beginning to decode nessage from i nbound
transport of type: org.opensam .ws.transport. http. Htt pServl et Request Adapt er

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensam . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::- Decoded Rel ayState: _bd48clal-
9477- 4746- 8e40- e43d20c9f 429_DELI M TER8f al9bf 2- 9f a6- 4892- b082-

5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]

opensanm . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::- Base64 decodi ng and inflating
SAML nessage

2020-09-16 10:44:53, 253 DEBUG [ https-jsse-nio-10.48. 23. 86- 8445- exec-4][]



opensanm . ws. message. decoder . BaseMessageDecoder -::::-

Par si ng message streaminto DOM documnent

2020- 09- 16 10: 44: 53, 256 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 4] [ ]

opensan . ws. message. decoder . BaseMessageDecoder -::::-

Unmar shal | i ng nessage DOM

2020- 09- 16 10: 44: 53, 256 DEBUG [ htt ps-j sse- ni o- 10. 48. 23. 86- 8445- exec- 4] [ ]

opensan . ws. message. decoder . BaseMessageDecoder -::::-

2020- 09- 16 10: 44: 53,256 DEBUG [ htt ps-j sse-ni

opensanm . saml 2. bi ndi ng. decodi ng. HTTPRedi r ect Def | at eDecoder -::::-

2020- 09- 16 10: 44: 53,256 DEBUG [ https-j sse-ni

opensam . saml 2. bi ndi ng. decodi ng. BaseSAM_2MessageDecoder -::::-

instant from status response
2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

opensan . ws. message. decoder . BaseMessageDecoder -::::-
no security policy evaluation attenpted

t hi s nessage context,
2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

opensan . ws. message. decoder . BaseMessageDecoder -::::-

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

destination endpoi nt agai nst receiver endpoi
2020- 09- 16 10: 44:53, 257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-
htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

endpoi nt :
2020- 09- 16 10: 44:53, 257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

Message succesfully unmarshal | ed
0- 10. 48. 23. 86- 8445- exec-4] []

Decoded SAML nessage
0- 10. 48. 23. 86- 8445- exec-4] []
Extracting I D, issuer and issue
0- 10. 48. 23. 86- 8445- exec-4] []

No security policy resolver attached to

0- 10. 48. 23. 86- 8445- exec-4] []

Successful | y decoded nessage.

0- 10. 48. 23. 86- 8445- exec-4] []

Checki ng SAML nessage i nt ended
nt

0- 10. 48. 23. 86- 8445- exec-4] []

I nt ended nmessage destination

0- 10. 48. 23. 86- 8445- exec-4] []
Actual message receiver endpoint:

htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAML decoder's URI Conparator -

[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on] vs.
[ https://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on]

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni

opensanm . conmon. bi ndi ng. decodi ng. BaseSAM_MessageDecoder -::::-

endpoi nt mat ched reci pi ent endpoi nt
2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
SAML nessage intended destination

0- 10. 48. 23. 86- 8445- exec- 4] []
- SAML Response:

st at usCode: urn: oasi s: nanmes: tc: SAM.: 2. 0: st at us: Success

2020- 09- 16 10: 44: 53,257 DEBUG [ htt ps-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAM. response - Relay State:_bd48clal-9477-4746-

8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::
8e40- e43d20c9f 429

2020- 09- 16 10: 44: 53,257 DEBUG [ htt ps-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAML HTTPRequest - Portal |D:bd48clal-9477-4746-
0- 10. 48. 23. 86- 8445- exec-4] []

- SAM. response - Relay State:_bd48clal-9477-4746-

8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020- 09- 16 10: 44: 53,257 DEBUG [ htt ps-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::
9f a6- 4892- b082- 5cdabf b5daal

2020- 09- 16 10: 44: 53,257 DEBUG [ htt ps-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- SAML HTTPRequest - Portal Session info: 8fal9bf2-
0- 10. 48. 23. 86- 8445- exec-4] []

- SAM. response - Relay State:_bd48clal-9477-4746-

8e40- e43d20c9f 429 _DELI M TERS8f al9bf 2- 9f a6- 4892- b082- 5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

2020- 09- 16 10: 44: 53,257 DEBUG [ https-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::
i s: sponsor 30. exanpl e. com

2020- 09- 16 10: 44: 53, 258 DEBUG [ htt ps-j sse-ni
cpm sam . framewor k. i npl . SAMLFacadel npl -::::
configured for: Azure_SAM.

2020- 09- 16 10: 44:53, 258 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::
IDP URL: https://login.mcrosoftonline.com 64ace648-115d-4ad9- a3bf -

indicates that its CAM
76601b0f 8d5c/ sanl 2
2020- 09- 16 10: 44:53, 258 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0-10. 48. 23. 86- 8445- exec- 4] []
- SAML flow initiator PSN s Host nane

0- 10. 48. 23. 86- 8445- exec- 4] [ ]

- SAMLUtil s::isLoadBal ancer Configured() - LB NOT
0- 10. 48. 23. 86- 8445- exec-4] []
- SAML.Utils::isOracle() - checking whether 1DP URL

0- 10. 48. 23. 86- 8445- exec-4] []
- SPProviderld for Azure_SAM i s:

http://C scol SE/ bd48clal- 9477- 4746- 8e40- e43d20c9f 429

2020- 09- 16 10: 44:53, 258 DEBUG [ htt ps-j sse-ni

cpm sam . framewor k. i npl . SAMLFacadel npl -::::

0- 10. 48. 23. 86- 8445- exec-4] []
- ResponseVal i dati onCont ext :



IdP URI: https://sts.w ndows. net/64ace648- 115d- 4ad9- a3bf - 76601b0f 8d5c/

SP URI: http://C scol SE/ bd48clal-9477-4746- 8e40-e43d20c9f 429

Assertion Consuner URL:

htt ps://sponsor 30. exanpl e. com 8445/ sponsor port al / SSOLogout Response. acti on

Request 1d: _bd48clal-9477-4746-8e40-e43d20c9f 429_DELI M TER8f al9bf 2- 9f a6- 4892- b082-
5cdabf b5daal_DELI M TERsponsor 30. exanpl e. com

Client Address: 10.61.170.160

Load Bal ancer: null

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureVal i dator -::::- Logout Response signature validated
succesful l'y

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . framewor k. val i dat ors. SAMLSi gnatureValidator -::::- This is Logout Response (only
REDI RECT i s supported) no signature is on assertion, continue

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []

cpm sam . f ramewor k. val i dat or s. WebSSOResponseVal i dator -::::- Validating response
2020-09- 16 10: 44:53, 259 DEBUG [ https-jsse-ni o-10. 48. 23. 86- 8445- exec-4] []
cpm sam . framewor k. val i dat or s. WebSSOResponseVal idator -::::- Validating assertion

2020-09- 16 10: 44:53, 259 DEBUG [ https-j sse-ni o-10. 48. 23. 86- 8445- exec-4] []
cpm sam . framewor k. i npl . SAMLFacadel npl -::::- SAM. Response: validation succeeded for null
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