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lJolog IJpw9se:

B e lngs ubf -2 l.I.|n1.'.:r|-r.|--'l.'.".':' =

<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<ns3:searchResult total="1"

xmlns:nsb="ers.ise.cisco.com"

xmlns:ers-v2="ers-v2"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema"

xmlns:ns3="v2.ers.ise.cisco.com">

<ns3:resources>

<ns5:resource description="Default portal used by sponsors to create and manage accounts for
authorized visitors to securely access the network"
id="274a95f0-2e58-11e9-98£fb-0050568775a3" name="Sponsor Portal (default)">

<link rel="self" href="https://10.127.197.186:9060/ers/config/sponsorportal/274a95f0-2e58-11e9-
98fb-0050568775a3" type="application/xml"/>

</ns5:resource>

</ns3:resources>

</ns3:searchResult>

B5pd IJIIs36 05 peyd e3¢ potd p3¢d IJJOSU IUss wp wuppspo Jsop lunegslee Jluyule
lJeuveddesu lJuosedd. [deg s o9 "274a95f0-2e58-11€9-98fb-0050568775a3" 9. o3l IJpelJ.

IJglo96 2. Iwegsp luvengle sleos wypes IJobusdle o3l Jluuile puvle Lo, Bspé portallD
oul o5 IUBspd Idos swp leuobol pu ldgbss 1.

b;s96 Jizool) Uslos Jese Idogbgsd (POST)

URL https://<ISE-IP>:9060/ers/config/guestuser/

wslole IJlgoe  [uwedsle vslule leweh puvle IJJBsJ
w9 Idpzuss:
application/vnd.com.cisco.ise.identity.guestuser.

lJewslo 2.0+xml

lissumes JSwsd:
application/vnd.com.cisco.ise.identity.guestuser.
2.0+xml

<¢xml version="1.0" encoding="UTF-8"¢>
<ns2:guestuser
xmins:ns2="identity.ers.ise.cisco.com">
<customFields>

</customFields>

<guestAccesslinfo>
<fromDate>04/25/2020 18:55</fromDate>

o ywlds



<location>>Jos</location>

<toDate>04/28/2020 19:55</toDate>
<validDays>3</validDays>

</guestAccessinfo>

<guestinfo>

<company>Cisco</company>
<emailAddress>abcd@cisco.com</emailAddres
s>

<firstName>gg9y,</firstName>
<lastName>Do</lastName>
<notificationLanguage>lJluzJsjsé</notification
Language>

<password>9618</password>
<phoneNumber>999998877</phoneNumber>
<smsServiceProvider>lJlW o)l o
|Jgle</smsServiceProvider>
<userName>jumdoe</userName>

</guestinfo>

<guestType>lJpe9l9J
(IJlwe,)los)</guestType>
<personBeingVisit>abcd3@cisco.com</personB
eingVisit>

<portalld>274a95f0-2e58-11e9-98fb-
005056875a3</portalld>

<reasonForVisit>;s,6 Lu puU
Accounting</reasonForVisit>

</ns2:Guestuser>
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ERS oul. Jlze Id8uwe Iduwlo® pu 03l ldsdsd Jdguesd s s pu ldouslosd.



lJolog IJpw9se:



Preview =

loedd IJs 9lzed lJpuueése IUy)uu9ess (ISE) > Master GuestReport JJwz§8 pu logile
lJzuwle:
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peoduds gds wslule Iduos9s. wwgw) zpse IUgshlo Idpolzs soouvsdleol Ws SDK.

- IJewesd eds wVluosd euvle puwcre Lo Tuve IJluwe:
b,s396 Izl
URL https://<ISE-
IP>:9060/ers/config/guestuser/name/{name}
wolole Ulgoe  uuedsle wslole leweb guwle IJIBs
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lJssuvs Ywod: IJobosg/xmi

IJolog IJpwsse:



200 OK

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<ns4d:guestuser id="3b967932-86f8-1lea-aafe-72889dc971dl" name="johndoe"
xmlns:ers="ers.ise.cisco.com"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:ns4="identity.ers.ise.cisco.com">

<link rel="self" href="https://10.127.197.186:9060/ers/config/guestuser/name/johndoe"
type="application/xml"/>

<customFields/>

<guestAccessInfo>

<fromDate>04/25/2020 18:55</fromDate>
<location>Delhi</location>

<toDate>04/28/2020 19:55</toDate>

<validDays>3</validDays>

</guestAccessInfo>

<guestInfo>

<company>Cisco</company>

<creationTime>04/25/2020 18:55</creationTime>
<emailAddress>abcd@cisco.com</emailAddress>
<enabled>false</enabled>

<firstName>John</firstName>

<lastName>Doe</lastName>
<notificationLanguage>English</notificationLanguage>
<password>9618</password>
<phoneNumber>9999998877</phoneNumber>
<smsServiceProvider>Global Default</smsServiceProvider>
<userName>johndoe</userName>

</guestInfo>

<guestType>Contractor (default)</guestType>
<personBeingVisited>abcd3@cisco.com</personBeingVisited>
<reasonForVisit>Visiting Bob from Accounting</reasonForVisit>
<sponsorUserId>1£f7627f0-86f8-11lea-aafe-72889dc971dl</sponsorUserId>
<sponsorUserName>Sponsor_ERS</sponsorUserName>
<status>AWAITING_INITIAL_LOGIN</status>

</ns4:guestuser>
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b)s96 PUT
https://<ISE-
URL IP>:9060/ers/config/guestuser/resetpassword/{id
¥
wslole IJlgopb  |uwedsle wslule leweh puvle 1JJBsJ
IJewslo w9e Idpeess: IJoboss/xml
lissumes ISosdi lJobosd/xml

Jlsumez o3l IJluwdsw wogsse Ies IUpss IUzss36. uvsdsp ISE whzle IIElz wluwegsle
JJpeod [Jp,y9) 186 Idos wpe logilyel oddlssl.

lJolog [Jewsse:

200 OK

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<ns3:operationResult
xmlns:xs="http://www.w3.0rg/2001/XMLSchema"
xmlns:ns3="ers.ise.cisco.com">

<attributesList>

<attribute name="password" value="2557"/>
</attributesList>



</ns3:operationResult>

- 29 puwle LoV puwe [Uluwe:
b,s96 I
https://<ISE-
IP>:9060/ers/config/guestuser/name/{name}
wslole UJlgoeh [uwedsle vslule leweh puwle IJJBsJ
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URL
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No body returned for response

IJozdd pu lduogs

Jls9> eldsl lple JJezdd eu Lozs o3l ldedssu.

lweduuldd IJizble gl oJlzol
$98, 03l IJBuwpe pedsple spdud [uwogslel Jluvaduld igble IJodssy sluadlzol.
weuo IJigble 1J slisgs sl uoluol Idppo pJs:

+ Buid logble zusle LoD pe 229 Ebi:

401 Unauthorized

<message type="ERROR" code="CRUD operation exception">
<title>Sponsor does not have permission to access REST Apis</title>



</message>
Ilgodlz: 03l sgus 1o euwle IJIBSI IJpuwotse Jeed euvle Idupssd pesu lJs pzeses
Juodle gse Jp swp wpdsou 9,209d ERS. §p woz)s) peeses lJJdvsd Idos wblod osl
9o pdsu lJsuesd 1Us euvlole sosed Cisco ISE Llgwegsle 1Uslzos Idoyulpzss (Guest REST
API).

400 Bad Request

<message type="ERROR" code="CRUD operation exception">
<title>Creating GuestUser failed due to
com.cisco.cpm.guestaccess.validation.GuestAccessValidationException: Portal not found for portal
session elfcl5a7-al70-4d6a-b02c-0ab7b0bc54ff</title>
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