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= Cisco ISE
Admin Access

Authentication
Authentication Method

Authorization ) . N
Authentication Type

Administrators >

Settings >

pdlebd: swp wpdsu ldpuob 96 [Jpuuensé |Js JJpd _IJPJ9J vubdd lu,)luos. bl e
wEss) 03l s Lol 98 puuewd Ids ybobs Idgpsd: Buus9rs 3JI IUs lehs wubgsd
thp ldobosy eds Jlss g9 IJugn).

JI suw e Identity Services Engine oo dosy ywsluws JJpeé 1Jpe,9) J9lgods wwlo, IJisl o, (CLI) o
CLI (9lzos uwb, IJisle)). Spdu &dssy usluws JJps 1der0) JIJ pu 9lzes Ipuwetse
lyw9ps (GUI) 9 CLI g 91206 I puucseop IUyuwspess (ISE) Sib. Jodoss o3l luwdd 1Js
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= Cisco ISE Administration « System a

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication
Password Policy Disable Po L Suspend Sett
Autherization >
GUI and CLI Password Policy
Administrators >
Settings >
v Minimurm Langth: 4 ch falid Range 4 to 127)
Password must not contain:
B Admin name or its characters in reverse order
[_] " gisce” of its characlers in reverse o
~ [ ™ 5 characters
[[] repeaten charactars four or more times consecutively
[:] Dictionary words, thair ch reverse order or their letters replaced sractars  (5)
©Q Default Dictionary ()
) Custon ary (0) Browse.. | Mo file selactad
The newly added 1 dicti v file will repl the existi 1 dicti ry file.
= Cisco ISE Administration - System A
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—
Authentication
Password Policy Account Disable Policy LockfSuspend Settings
Authorization >
Password must contain at least one character of each of the selected types:
Administrators >
B alphabetic characters
Settings > B vepercase alphabetic characters
u Mumeric characters
[[] Mon-a
Password History
E Password must be different from the previous 3 versions  [When enabled CLI remembers onl ord irrespective of value configured)

s (Valid Range 0 to 365)

x Cannot reuse pas:

Password Lifetime

Admins can be required to parodically changs thair password

110 become disablad

If Admin user is also conbiguied as a nalwork used, an expired enable password can cause the

words expire 45 days after creation or last change (valid range 1 to 3650)

B Administrator p

n (valid

nigtrators 30 days prior to password expirat

= s

S2wss ISE eds w99, Jogbsd puvaise puwdsd Esy vublb. Jodsso oslluedd [ds
Administration > System > Admin Access > Authentication 9o oz |Js gdlps IUow9se Account
Disable Policy.



= Cisco IS Administration - System

Deployment Licensing Certificates Logging Maintenance

th Checks Backup & Restore Admin Access

Authentication
Account Disable Policy

Authorization > - =
Account Disable Policy
Administrators >
SAtngR > Disable account after 30 days of inactivity. (Valid range 1 to 365

Jol 599, ISE IJoywosdle 1JJ1ips Jolpso euvle puvctse puwdsd 9 lsldo pdsel luvauls!
IJs £33 pelodle ouwesd 1Ubged IdVluuds. Jodysy ol luewd IJs IIJ])IJc'S > |.J.Q.|b|ro > 1J9o9J
lJs 1deuwdsd > 1puobds sloedd IJs edles IJowsse lesble 1J§eJNJls 319 [Jedde.

= Cisco ISk Administration » System

Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access

Authentication

Lock/Suspend Settings

Authorization >
Su k i I agin Attemg
Administrators >
tempts
Sattings >
O 5 1 I 1
mediation message

This account has been locked. For this account to become unlocked, please contact your IT heipdesk.

JbLé 1dsuosd Idbhs: ould 2les Jdezesele IUbLss sldpumaesesy LYION N
IJuvsluwle/ld@sles Jdogde Bs leaslilooe 9wl

odosu peesele IJbLe

loe’d |Js Administration (IJ)>1,6) > System (IJuble) > Admin Access (IJs o9d 1Js 1Jeuu99J)
> Administrators (IJe_u99J90) > Admin Groups (‘oa_p3.£|o lJeur99Js0) Jodgqo pzPotele
IJemdsdsu. ould pzesele $Jsds prpzs wubvdd 18e)luos 9dl spdu 2iol.



= Cisco ISE

Deployment

Authentication

Authorization

Administrators

Admin Users

Admin Groups

Settings

Licensing

Certificates Lagging Maintenance

Admin Groups

+- Add

Name

o 0O

B Customization Admin

o

I3 ERS Admin

(] % ERS Operator
O I Elevated Systerm Adrmin
O B Helpdesk Admin

£ Identity Admin

0

£ MnT Admin

B Network Device Admin

C

o

I Pelicy Admin

O

£ RBAC Admin

O

J& Read Only Admin

o

B SPOG Admin

0

B Super Admin

m]

I System Admin

Administration « System

Upgrade Health Checks

External Groups Mapped

Backup & Restore Admin Access

Description

#Access Permission 1o Guest Menu and Device Portal Managemsent.

Full access permission to External RESTul Services (ERS 5. Adming

Read-only sion to the External RESTiu Sar

ERS) AP

A

armigsion for Oparati

tab, Includes System and data aces

Access permission for Operations tab.

Access permission for Operations tab. Includes Identity Management and.

Access permission for Operations tab.

A

or O

Access permission for Operations and Policy tabs. Includes Syst

Access permission for Operations tab. Includes System and data access .

Access Permission fo with read-ondy functicnality

This is the group for SPOG Admin o use the APIS for expon and import

=5 permission for Operations, Policy and Adminisi)

Access permission for Operations tab. Includes System and data access .

v lodble pzesgd. 225 1dpzesesd Sludy B9 sy JIuplWs puncirpsu bhssu lds odd
IJpzeogs. oold w99, Jogssu presele 1Jogss 1Jgbzss IUs presele ldpumdsdse eds ISE
2SS seurd puvoede puwdsd thes eds Idbsule 1delbdsus. Jodasy odl 22> 1duse Juge
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= Cisco ISE

Deployment

Authentication

Authorization

Administrators
Admin Users

Admin Groups

Settings

Certificates Maintenance

Legging

>

Admin Group

Super Admin

Administration = System

Upgrade

Health Checks

Backup & Restore Admin Access Settings

Access permission for Operations, Policy and Administration tabs. Includes data access permission for

Admin Groups, User Identity Groups, Endpoint Identity Groups, All Locations and All Device Types.

B exwernal

External Identity Source

Mame

~ External Groups

Member Users

Usars

Add

O Status Emall

odosu puro@des IJpuwisd

Username

First Name

Last Name



Jodssu puwegses IUbLs luedd 1ds IUbL6 > Idouble > 1Jsuosd [Js 1Jpuwdsd >
Administrators > Admin Users.

= Cisco ISk Administration - System

eployment

........ Hes Admin Access
Authentication s
Administrators
Authorization ?
Administrators A
Admin Users
O Status Name Description First Name Last Name Email Address Admin Groups
Admin Groups
:_] BEr ed @ r Default Admin User auper Admin

Settings >

luB) 9939 luolds (Add). ould gsblu JJIgesl) eu usuopl IJI3J 09 |olW96 puuwEdp 228D
wplel. S1UIE) 09 zed puwegsp 1Jsuesd 1S Iduveds (Is puveisp cp odssue Jpuweise dleds
JJsuo9d 1Js 1duvwdslldizos6) Jpumssd ISE.

= Cisco

Admin Access

Authentication

Administrators

Authorization >
Administrators £ L Add
Admin Users
- — P - Description First Mame Last Name Email Address Admin Groups
Admin Groups Create an Admin Lise

Default Admin User r Admin
Settings ?

w8 0228 Eshe See w9 IJovluosd IUplbdycs 908> preses Idpuwcdrpsy luwoubl
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= Cisco ISI Administration - Systemn

Admin Access

Authentication

AL
Authorization >
Administrators
Admin Users - B Conat
Admin Groups
Settings >
v P
LA L]l
.........
rate
w rl
Admin Groups
¥ oACCount Upltions & Customization Admin N

i ERS Admin

ERS Operator

‘e Elevated System Admin
Helpdesk Admin

¥ Identitv Admin
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Jodssu uwsluws 1J9uo9d [Js 1d8lkses: luedd [Js IUbLsé > IJuble > 9,09d 1Jeundsd >
IJogasd > 390 > 9,09 1U3lksps.

= Cisco ISE
Deployment Licensing
Authentication

Authorization

Permissions
Menu Access

Data Access

RBAC Policy

Administrators

Settings

Certificates

Logging

Menu Access

0O o o 0

o000

O

+ Add

Name

Super Admin Menu Access

Policy Admin Menu Access
Helpdesk Admin Menu Access
Identity Admin Menu Access
Network Device Menu Access
System Admin Menu Access

REBAC Admin Menu Accass

MnT Admin Menu Access
Customization Admin Menu Access

TACACS+ Admin Menu Access

Maintenance

Administration - System

Upgrade

Description

ACCess permission

AcCcess permission

ACCRSS permission

ACcess permission

Accass permission

Access parmission

ACCess permission

Access permission

Access Permission

Access Perm

Health Checks

Backup & Restore Admin Access

for Operations tab, Policy tab, Guest Access tab, Mobile Device Management tab

for Operations tab, Policy tab, Guest Access tab, Mobile Device Management tab,

for Operations tab

for Operations tab and ldentity Management.

for Operations tab and Network Rescurces

for Operations tab and System.

for Operations tab and System.

for Qperations lab.

to Guest Menu and Device Portal Management.

to Oparations, Administration and Workcenter

lo@) 8938 luolds (Add). spdu cdsso JJ ¢sh pu tsble lJoudd Ws ISE Jsop
&uoollgdlgo Vs wog.

= Cisco ISE
Deployment Licensing
Authentication

Authorization

Permissions
Menu Access

Data Access

RBAC Palicy

Administrators

Settings

Certificates

Logging

ist » New RBAC Menu Access

Create Menu Access Permission

Custom_Menu_Access

Description

Menu Access Privileges

Maintenance

ISE Navigation Structure

& Policy -
5 Administration
o5 System
d Deployment
o Licensing
o Certificates
~ b Certificate Manage
o System Certificates

o Trusted Certificates

PR O U N T

Upgrade

Administration - System

Health Checks Backup & Restore Admin Access

Paermissions for Menu Access




Jodsso gwsluws 1Jsuesd 1ds Idosloled loedd Ids IdbbLé > Idoble > 1dsgesd s 1Jpuudsd
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Deployment

Authentication

Authorization

Parmissions
Menu Access

Data Access

RBAC Palicy

Administrators

Sattings

= CiscolS

Licensing

Certificates

Administrat

Maintenance Upg

Data Access

ion « System

rade lealth Checks Backup & Restore

Admin Access

Settings

and All Device Typas,

0 Name Description
'_; Super Admin Data Access ACcess permission for Admin Groups, User dentity Groups, Endpoint identity Groups, All Locations
o) Policy Admin Data Access Access permission for User Groups and Endpoint identity Groups
O ldentity Admin Data Access s roups and Endpaint Identity Groups
O MNetwork Admin Data Access Access permission for All Locations and All Device Types
System Admin Data Access Access parmission for Admin Grouwps
O RBAC Admin Data Access Access permission for Admin I
o Customization Admin Data Access
'_: TACACS+ Admin Data Access Access permission for All Locations and All Device Types, User ldentily groups and End point indentily groups.,
_t Read Only Admin Daia Access Access permission fo I La i and All Device Types, User ldentily groups and End point

1oy B9 luolds Jlouile wog 238> 9odssy IJbsole JJsuesd 1Us 09sé
lJeuw99d/lJpuwegsplogss uldbs IJuolss/pzpestle IduveJs.

Deployment

Authentication

Authorization

Permissions
Menu Access

Data Access

RBAC Palicy

Administrators

Settings

Cisco ISE

Licensing

Cer

Adm

tificates Logging Maintenance

Create Data Access Permission

Custom_Data_Access

Data Access Privileges

o Admin Groups
d" User Identity Groups
o Endpoint Identity Groups
o Blacklist
o5 GuestEndpoints
d _RegisteredDevices\
dd Unknown
& Profiled

o Network Device Groups

odysu ywslyvleo RBAC

inistration - System

Upgrade Health Checks

Permissions for Data Access

O Full Access

) Read Onlv
{_) Re nly A
M 5
(O Mo Access

Backup & Restore

ndentily groups.

Admin Access
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[Js IdbLé > 1doble > Idsuesd [Js IJpundsd > IJow9sys > wog RBAC.

= Cisco Administration - System
Health Checks Backup & Restore Admin Access
Authentication
Authorization
Parmissions > ~ RBAC Policies
RBAC Policy Rule Name Admin Groups Permissions
Customization Admin + Custoemization Admin Menu ...
Administrators >
Elevated System Admin + System Admin Menu Access ...
Settings >
ERS Admin “+ Super Admin Data Access +
ERS Operator 4 Super Admin Data Acecess
ERS Trustsec + Super Admin Data Access
Helpdesk Admin Helpdesk Admin Menu Access
Identity Admin Identity Admin Menu Access .
MnT Admin t MnT Admin Menu Access
Network Device Admin t Network Device Menu Acces,
Palicy Admin { Paolicy Admin Menu Access a,.
m REALC Admin 4 RRBAL Admin Mann Aresss a

lod) W93 llele Jpuole9d/ls,)le/e3d wog.

pdlebs: Jl spdu wprse Idumsluvle IJos Iuuslol IJoble 9lduwsluwle 1B el uosé. 9
SpIdu 230 IJwsluwle IJlee,)ljoss.
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wlJluols [Js ywsluwle RBAC: ould wguo Idleshble IJos spdo wdsvoel sldos wdyy
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in order to _sJJo 1d)8p po l8Los zJuwd suwpe: pre-login. 9 post-login ,lsé J GUI 9 CLI.
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= Cisco ISI

Administration « System

Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access
Session P Acces MnT Access
Authentication
Authorization b
Administrators 3 G U I S N
essions

Settings w

Access

Session Maximum Concurrent Sessions 1 Valid Range 1 ta 20)

Portal Customization
Welcome to ISE

Pre-login banner

[[] Post-lagin banner

CLI Sessions

[] Pre-lagin banner

Jodysu $lisesd gulasu IP IJos spdu 1Usued pu edldol 1Us 9lzos [dpgwaspe ldyun9pessd
(GUI) 99lg0é yulo, 1Jlgle, (CLI. loegd Ids Idbé > 1Joble > 1dyeed |Js IJbL6 > |esble >
lJsuesd sldeudd IJs edles IJowsse IP Access.

= Cisco |S! Administration = System
Deployment Licensing Certificates Logging Maintenance Health Checks Backup & Restore Admin Access
IP Access MnT Access
Authentication
Authorization >
Administrators > nne
Settings o
Access ) ) . ) ) )
~ Configure IP List for Access Restriction
=e5sian
gesd IP List
Paortal Custorization
0 P MASK

Jodssu Jlises pu IJeds IJos spdo Jdpuwdsdso 1Usuesd 1ds Suve MNT puol b Cisco

ISE: luewd IJs IdbLe > IJoble > 1Jsgesd IJs IJpuudsd > IJlesble > 1dsuo9d sldeudd 1Js
edled IJowsse 9u29d MnT.

Jduwele JJeds s IUIslole el slgd 1dogi 19 ghz Idogi, wbuwld syslog Ids MnT. lud, P98
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w2 eu lJougiy wbhuwld syslog lds MnT: 168, W98 IJywele @b JJgd> 1Jpse9>6 S IJuui,

wIJlouold o) slbse MNT.
= Cisco ISl

Backup & Restore Admin Access

Authentication

Authorization » v Mr
O Aic
Administrators ¥ ) Alle MNT
Settings o
Access
Session

Portal Customization

pdlelbs: LlJogwos Jouszse ISE 2.6 sldluoshle IJlese. SO OUbgSsd luwogsle s
eolowds ISE" Jo9 o Syslogs J UDP [Js MnT o uvdd 1o o,lgos: ppl Jl suvpr ooz
syslog lJ8lpeé pu s Jslule 1@)s bz IJoui).

in order to JbdJo oglbsd $spd slew IUs &3 wubllb pu eduws: loodd Ids bLE>uble>pss)
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= Cisco IS \dministration - System
Deployment ites  Logging C Jpe p & Restore Admin Access
Authentication
Session Timeout
Authorization >
ssion | I nutes (Vali ol
Administrators b
Settings o
Access
Session

Portal Customization

Jeyuollobld IJeduvle Idogibs 1Jzldss: loedd 1Js bhé > 9u09d IJpuussd > lesble > zduwéd
IJepd 9lud) 998 edles IJouase pedsele eduwsd IJged.



= Cisco ISE Administration « System

Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Authentication
Session Timeout Session Info
Authorization >
Select session and terminate
Administrators >
Session Info
Settings LV
Access
Sasal UserlD - IP Address Session Creation Time Session Last Accessed
sion
Paortal Customization O admin 10.65.48.253 Fri Oct 09 01:16:59 IST 2020 Fri Get 09 01:45:10 1ST 2020

odosu 1Jauosd Ids prgd 1deuwdsd wluwodsle wslulo leo el
AD

|0u'0.0|.° ISE IJ-.S AD

pU led o ISE 1Js peld Ehes: lowdd [Js bbé > bLé 1Jesss > puolby) [Josss IUghzss >
Active Directory. b¢J lwpe 0 8bé 1,0l 1Ug>$38 9pgld Active Directory. ed wslule lewpls
auul-.__, AD 1Uss spduo |uolws Jlsule IJJpwsso) Slp)le wess)lo sdsoli &p lu@) 998
PIlSGS.

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory Domain.

* AD User Name (i) Administrator

*Password 8800880880000

D Specify Organizational Unit (1)

[] Store Credentials (1)




Connection Whitelisted Domains PassivelD Groups Attributes Advanced Settings
I
* Join Point Name AD O]
* Active Director
! rinsantr.lab O]
Domain
+ Joir + Leave  Q Test Use Diagnostic Tool  £3 Refresh Table
O ISE Node -~ ISE Node R... Status Domain Controller Site
[:] rini-ise-30.gce.iselab.local STANDALONE E Operational WIN-5KSMPOHEPSA rinsantr.|...

OIS peestle IUbJdsd

Default-First-Site-Name

loedd 1Js bLé > blyé 1Jegss > puols) 1Josss IJghesé > Active Directory. 10,9, eJs luwpe

udbs I,ob IJpbdsws slowdd Ids edles Idowsse presele. lod) V938 lualss > opas>
PePIElS pu Idsd > luwe b presele. Se wluwos)b presesd AD sz eds IUIS] suopes
[Jsol 1Jpumdsd: e lody B9 el wp lud) V98 elb.

Select Directory Groups

This dialog is used to select groups from the Directory.

Domain rinsantr.lab

SID |

MName Filter Filter

Type

Filter FEE

Retrieve Groups...|50 Groups Retrieved.

Cancel

[J Name -~ Group SID Group Type
O rinsantr.lab/Users/Enterprise Key Admins §-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
[:] rinsantr.lab/Users/Enterprise Read-only Domain ... 5-1-5-21-1977851106-3699455390-29458652... UNIVERSAL
O rinsantr.lab/Users/Group Policy Creator Owners §-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/Key Admins 5-1-5-21-1977851106-3699455990-29458652... GLOBAL
[[]  rinsantr.lab/Users/Protected Users $-1-5-21-1977851106-3699455990-29458652... GLOBAL
D rinsantr.lab/Users/RAS and IAS Servers $-1-5-21-1977851106-3699455990-29458652... DOMAIN LOCAL
[[]  rinsantr.lab/Users/Read-only Domain Controllers ~ $-1-5-21-1977851106-3699455990-29458652... GLOBAL
O rinsantr.lab/Users/Schema Admins 5-1-5-21-1977851106-3699455990-29458652... UNIVERSAL
n rinsantr.lab/Users/Test Group S$-1-5-21-1977851106-3699455990-29458652... GLOBAL

<



Connection Whitelisted Domains PassivelD Groups Attributes Advanced Settings

I
-1 Add Update SID Values
) Name SID
O rinsantr.lab/Users/Test Group $-1-5-21-1977851106-3609455990-2945865208-11086

Spdsu IUsuesd 1JbLs J AD

Joedsu puob 96 ISE IJpuwowsd s Jddes 1de)g) oluwegsle AD: oo dd |Js Administration>
System > Admin Access > Authentication. s gJleo ww9se luwdow IJpuob96: 25> 1Jgsh
IJeuvews |Js IJdped 1Upi9). 235 AD pu 1J8lisps [dpouwsds puod) 1Jo9ss 5lus) 999 eldb.

= Cisco

Admin Access

Authentlcation
Aithentication Method

Authorization > =
Authentication Type

Administrators »

Settings ] o

oJd9su preses puwdsd ISE Jogssu presesd AD

903l suwpee JJugssd vuessd i3_9glo lJozde wldsuesd (RBAC) Idpuwensé IJs 139,
JJpeuw9sd luveobl IUs £,50986 1Upzeses s AD. Jogass pgpesssd purdsd Cisco ISE gogssu
3JI s presed AD: luodd Ids bLé > uble > 9,09d 1Jpundsd > puudsdos > presele IUbLs.
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Server Information

Username:

Host:

Personas:

Role:

System Time:

FIPS Mode:

Version:

Patch Information:

TestUser
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Ldap bind succeeded to 10.127.196.131:389
Number of Subjects 8

Number of Groups 50

Respaonse time 7ms
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Select Directory Groups

This dialeg Is used to select groups from the Directory. Click Retrieve Groups.. to read directory

Filter: * 05, |Humber of Groups Retrieved: 50 (Limit is 100)
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B -~
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__] CN=Windews Authorization Access Group,CMN=Builtin,DC=rinsantr,DC=lab
W
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Server Information

Username:

Host:
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