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102 : l6 Aruba I ). 8558

180 p0e95 Aruba CoA

lelss 1Je9z.50 o 12036 Aruba

|Jp 95006

Suod 03l IJpuwows Jsdsé luvadulld Ible o556 wdled 1db,w IJelJe sluadlzel eds
oo eple 1Jogss (ISE) oy Cisco.



N LUlebs: lede 1o Cisco Jsuve pudsds o cdsse IUizoss po e9350 16ase 19 sgaol.

IJecbdole IJlul gusé
lJeobdolo

900 Cisco Ly oy Jrsd pe,uds ldpsluose IJoldss:

. J9so Aruba IAP
. =358 BYOD gJs ISE
9y ISE Jpuols 6 Jdes 1Je,9, slduiolss

lJpdovlo Idpuwespd
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Aruba IAP =

SSID: mgarcarz_byod (access for BYOD provisioning,
authentication EAP-PEAF)

Personal

Device SSID: mgarcarz_byod_tls (secure access using EAP-TLS)
Onboarding

(BYOD)

ould uodosu Jluwddsoso wop bhooel uyluulbs Aruba AP.

Suwogse IJgsh IJlsd (mgarcarz_byod) JJs eosd IJs EAP 1Jpzes wwn9wsdsd [Jpeuols$6
IJpcouwe 802.1x (EAP-PEAP).

w8 pLob 86 Llzeé: Szw lu w@9e g0 lJogde Vs Aruba Clglbs wozse IUpuwegse IUs prgd
ISE BYOD - w938 wj9s> Idgpsd IJluods (NSP).

owp lehs wozgso lJpuwedde 9swp wudsd wbosd puwles lesh Idubods (NSA) sswpe
©99s, Iduvols guewswoel gds gpsd Windows.

Swp luwedsle IJpyze [dpuosd 1Us1gJs J ISE Joso IJg pdso (IJodssy IJIBe,)los).

Jol 16 NSA s wd9d g louile wauosW JluwdIs Jpg s pzeoes IUesple IJelus (SSID) 1o,
ou Swd Aruba (mgarcarz_byod_tls) - 9lJss swe luwwgslpo Jpuol> 96 wy909d9d IJpol> 96
lJpew9we 802.1X - olesy bou s IJudd (EAP-TLS).

90osEd J3JY spdu Jpuwode Iduinds coudss gpdss IUluuoele [ds 2ol Uutzuos slJzuesd
eJds 9029 lpu IJs vods 1J i, ds.
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lJgduwle
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lel>s wozso 2,I6 19, pESULS.
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/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf

Metwork Devices List = aruba

Network Devices

* Mame |aruba |

Description | |
‘1P Address: [ 10.62.148.118 | /[32 |
* Device Profile | |5 ArubaWireless |« &
Maodel Name | - |
Software Version | - |

* Metwork Device Group

Location |ﬂ.|| Locations & | | Set To Default |

Device Type |All Device Types  ( | | Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol RADIUS

* Shared Secret

TTEL || Show |

Enable KeyWrap |:| i
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format = ASCII HEXADECIMAL

CoAPort [3709 | Set To Default |

WO 2lds £30 929> w9V pulz JJp9ys IJpbdsu: Spdu wdysue weo 1blho > polys Idubeds >
w9l ol IduvoJs.

1Jgb9s 2. ©dosu pdVd wg)sd IJugssd



!ooé.J lJs Iduwsluws > goluo) Iduwsluws > IJoolsg > 1degssd > pddle og)sw IJegssd
2oy pdW wg)HsV zoly Iy ds O wo Vs IUgbys 1. Liu,Jsé ArubaWireless. pJud [Jog s
lJ3s wp od9suo o9 Aruba-redirect-BYOD pg p3¢d BYOD Jpl 09 p9 0z Vs [Juo9).

Authorization Profiles = Aruba-redirect-BYOD
Authorization Profile

*Mame | Aruba-redirect-BYOD |

Description |
" Access Type | ACCESS ACCEPT v |
MNetwork Device Profile ArubaWireless | « | &3

+ Common Tasks

& web Redirection (CWA, MDM, NSE. CPP)

Mative Supplicant Provisioning | = Value | BYOD Portal (default) v|

w Advanced Attributes Settings

Select an item |

= Attributes Details
Access Type = ACCESS_ACCEPT

e P89 pu ©IISU g6 ©9zs0 9Sw 28 Sup ludile boulb elow Jpdd wgjssd
lJogasd. eds lygp pu io, Aruba JI wigp lebo Iduszsoe Idssulpsds Jpsgd Iduosd: ould
boolb 9lz> pesu JIJ pdWd wg)sW wiasd: 9ld3s sop wdysue wes 3JY eds Aruba Jel o9
P9UPT B 1Jues)s.

w Commeon Tasks

_Native Supplicant Provisioning Value| BYOD Portal (default) v|

The network device profile selected above requires the following redirect URL to be configured manually on the network access device in order to enforce web redirection:

https:/fiseHost:8443/portal/g?p=10IlmawmklleZQhapEvIXPAoELx

lJg 9o 3. odsu ¥9les Idpol> 96

luedd Ids [duwsluws > @9les IJowss o 9swp lJodsse Jel 09 psoe B 1Uue9,)6.



Basic_Authenticated_Access Employee EAP-TLS EndPoints:BYODRegistration EQUALS Permithccess
Yes
ArubaRedirect ArubaAruba-Essid-Name EQUALS mgarcarz_aruba Aruba-redirect-BYOD

lodl: swuod IJpuweése w SSID Mgracarz_aruba 9 ISE o,zg pJud wg s [Joggsd Aruba-
redirect-BYOD 1J3s s8> w9250 lUg psd 1S pogd BYOD IUIG el os. wes 1deeld gpdss
BYOD. seuod IJgpsd o EAP-TLS 95 p poz 1Usuosd 1JIled 1Js 1ubwds.

WO IJluoslle Ui@o o0 ISE 95 wwo9 g w IJuwslws Jel sds:

Policy Sels  Profiling Postues  Clent Provisioning  » Policy Elements

Click hane 1o g0 visibilty setup Do nat show this again
Stalus  Policy Sel Name Description Conditions Allowed Protocols | Server Sequence Hils
@  ana k  Anbasruba-Essid-Name EQUALS mgarcarz_aniba Dafault Notwork Accass x - [ o
¥ Authentication Palicy (1)
¥ Authorization Policy - Local Exceptions
¥ Authorization Policy - Global Exceptions
™ Authorization Policy (3)
Results
o -
Stalus  Rule Name Condilions Profiles Security Groups Hits  Actions
M cxample.com-ExtemaiGroups EQUALS sxample. com/Builtin/Administratons
®  muthorzed AND &  EndPainis-BYODReg EQUALS Vs « PurmitAccess + * [ 0 &
Mobwork Accoss tion EQUALS EAP-TLS
@ Risdirect kB Anba-Anba-Essikd-Name EQUALS mgarcarz_ansba » Aruba_Redirect_BYOD + »
@  Detaul * DonyAccoss + o o a

Lool w9 insos wyuw
lJglbes 1. odsu 1duslud [Jpe 9856

Jodssu IJuslos 1dedss eds Aruba 204, luwdd IJs Ilelo > IJuslos IJpdess IJehass
9P B L9lLd 2826. Ibgd 030 ldpedsple JJodssu Idpuluwe 99pl 09 p9oe s 1Uu0s)s.

« 1Juse: puol> 86 RADIUS

« Py lgup IJpuosid: ¢lop ISE

* URL: IJLoolb 1J3s sop logilge eJs ISE oo odssy pdd og)sd 1Jeéssd: 909 ¢luo
wedV OEHSV wgasd pesu 9Sedu IUews,) edso oul opu wdssu lghs wozse IUssw

Native Supplicant Provisioning | « V3|U8| BYOD Portal (default) v|

The network device profile selected above requires the following redirect URL to be configured manually on the network access device in order to enforce web redirection:

https://iseHost:8443/portal/g?p=10ImawmklleZQhapEvIXPAcELx

* 1Jposi 18e 1puds IUss wop luweolds Idesed 1deess edso eds ISE (ouvdd
lo,luos: 8443) Jel 09 9oz IS IJuo9)6.



mgarcarz_ise20
Type:

IP or hostname:
URL:

Port:

Use https:

Captive Portal failure:

Automatic URL Whitelisting:

Redirect LIRL:

IJg 1096 2. &dosy ¢lse RADIUS

Radius Authenticatinnj

mgarcarz-ise20.example.

Jportal/g?p=Kjr7eB7RrrLI

8443

Enabled -]
Deny internet j
Disabled -]

OK

Cancel

loodd [Js 1lelo > g9bp 1Jpuolb 86 olds oy lu puds COa 09 ud wo 1U3s wp wdssuo gJs

ISE Jpl 09 p9oe S IJuo96.

Seubdd lu,)luos Ws Aruba 204, swpe wesswol gds 5999 9o 3JY Jl wwglv§ pe RFC

5176 9JI wgpd lsuol pg ISE.



Authentication Servers | Users for Internal Server | Roles | Blacklisting

Edit
Mame: mgarcarz_ise20
IP address: 10.48.17.235
Auth port: 1812
Accounting port: 1813
Shared key: T
Retype key: seses
Timeout: 3 secC.
Retry count: 3
RFC 3576: Enabled -|
Air Group CoA port: (3799
MNAS IP address: 10.62.148.118
MAS identifier:
Dead time: 3 min.
DRP IP:
DRP Mask:
DRP VLAN:

| DRP Gateway:

edlebs: B IJluosl) 6.5 pu Aruba slJl ool 1Jizse. §p lsuol wopass glus IJlgesh "lJesed
IJpop0"

lJ¢b9é 3. vd9ysy SSID

+ £dled cussy Ielpso ez s 1Jue9,8.



Edit mgarcarz_aruba

WLAN Settings a =

Security Level

More Key management: |WF‘A-2 Enterprise :l
Secure
Termination: | Disabled :I
Authentication server 1: | mgarcarz_ise20 :I Edit
o- Enterprise
Authentication server 2: | -- Select Server -- :I
Personal Reauth interval: |I:I- | |hr5. 'I
Authentication survivability: | Disabled ~|
Open
MAC authentication: ["] Perform MAC authentication before 802.1X
[ MAC authentication fail-thru
Less Accounting: | Use authentication servers :l
S
SEHre Accounting interval: El min.

Blacklisting: | Disabled ~|

Fast Roaming

Opportunistic Key Caching(OKC): [
802.11r: ]
802.11k: N
802.11v: ]

© edlps IJowsse "ldauesd™ 23> $less 1Jsuosd ldeuwewss [Js Iduveds Jodyso [Jpesed
lJecudd eJs SSID.

Iuwegse 1Juslus 1Updss6 IJos op odasvel B 1Ugbes 1. 108, W98 zasa: lew, wog 1Jsless:
IJeogd IJpoodd usg wodzs IJwslss: Ehas Jel 09 ez S 1dues)s.

WLAN Settings VLAN 0 Access |

Access Rules

Mare
Caontrol Access Rules (3)

= Enforce captive portal
® Allow any to all destinations

- Role-based @ Allow TCP on ports 1-20000 on server 10.48.17.235
Edit Rule Enforce captive portal
3 - Network-bas«¢
Rule type: Splash page type: Captive portal profile:
: External :I maarcarz_ise20 :I
- Unrestricted Captive portal :I :
Edit
Less
Control

NJluol 6 |Uss 3J9. IUuwpelz Jzese 20396 19, wihe ISE (eulds TCP B IJubld 1-2000).



wsupl 1JBless lJos op odosuel wuvdd lde,luos eds Aruba: swsg 1o [Jgwele Jis 9z06 JI
seed wubvdd uozse Jel 09 psuoe O 1Jueys.

Access Rules

Maore
Control Access Rules (3)
= Enforce captive portal
® Allow any to all destinations
- Role-based ® Allow TCP on ports 1-20000 on server 10.48.17.235

Edit Rule Allow TCP on ports 1-20000 on server 10.48.17.235
) - Network-bas«

Rule type: Service: Action: Destination:
- Unrestricted |Acce55 control j @ Netwark |cu5t0rn j |Allow j |to a particular server j
@ Application
Protocol: P:
Less ' Application category Tce R 10.48.17.235
Control ) web category
Port{s):

) Web reputation 1-20000)

Options: [ Log ["] Classify media "] DSCP tag

|| Blacklist || Disable scanning "1 802.1p priority

oK Cancel

lJozow pu lduoes
lguegse 03l IUBuwe Joldss gpd IUedssy wuvdd Lozse.

IJgdo9s 1. 1Jleuold  SSID Mgarcarz_aruba g EAP-PEAP

sbo, l9d yuzd puob 86 £Js ISE. wp luuwgsle woz IJpuolb 86 IUIVe )los: wp Lele pJud
oS wg9sd Aruba-redirect-BYOD Jpl 09 090z s IJuo9,)6.

il dentity Services Engine ome ~ Operations

RADIUS Livelog | TAGACS Livelog  Reporis  F Troubdeshool ¢ Adaplive Network Control

Misconfigured Supplicants Miscorfigured Netwark Devices @ RADIUS Draps cClient Stopped Respond
1 0 12 0

[il] Show Live Sessions i3 Add or Remove Columns = & Refresh ) Reset Repeat Counts Refresh| Every

Time | Stetus Det.. m  |dentty ° Endpaint 1D * Authertication Policy Authorization Policy Autherization Profiles Netwerk Device | Event *
Al -

2015-10-29 22:22:37... @ a 0 cisco CO:4A:00:14:6E:31  Default >> DotlX == EAP-TLS Default == Basic_Authenticated... ParmitAccass Session State is Started
2015-10-29 22:23:37.., a cisco <. Default == DotlX == EAP-TLS  Default == Basic_Authenticated... PermitAccess aruba Authentication succeeded
2015-10:29 22:19:09... a cisco C0:4A:00:14:6E:31 Default >= DotlX == Default  Default == ArubaRedirect Arubacredirect-BYOD  aruba Authentication succeeded

<zg ISE Huulds Susd IUsuesd [Us RADIUS wugle EAP. Jizb Ivo Jl swp Lele ls uwpele
luolSs6 (Ul s9e> lels worse guslu URL Jjoz eulssy Cisco ly Slisps IJozde S 1dyuosd IJs
eu9lu URL-[gho [Je9zso) Jel 09 p9 oz WS IJuo9)o.



No. Source Destination | Protocol | Lengthl Info | User‘-l\tarml Acct-Session-Id
133 10.62.148.118 10.48.17.235 RADIUS 681 Access-Request(l) (id=102, 1=539) cisco
134 10.48.17.235 10.62.148.118 RADIUS 257 Access-Challenge(1l) (id=102, 1=215)

135 10.62.148.118 10.48.17.235 RADIUS 349 Access-Request(1) (id=103, 1=307) cisco
136 10.48.17.235 10.62.148.118 RADIUS 235 Access-Challenge(11) (id=103, 1=193)
137 10.62.148.118 10.48.17.235 RADIUS 386 Access-Request(l) (id=104, 1=344) cisco
138 10.48.17.235 10.62.148.118 RADIUS 267 Access-Challenge(11) (id=104, 1=225)
139 10.62.148.118 10.48.17.235 RADIUS 450 Access-Request(l) (id=105, Ll=408) clsco
140 10.48.17.235 10.62.148.118 RADIUS 283 Access-Challenge(11) (1d=105, 1=241)
141 10.62.148.118 10.48,17.235 RADIUS 386 Access-Request(l) (id=108, 1=344) cisco
142 10.48.17.235 10.62.148.118 RADIUS 235 Access-Challenge(11) (id=106, 1=193)
143 10.62.148.118 10.48.17.235 RADIUS 386 Access-Request(l) (id=107, 1=344) cisco

.148.118 RADI LIS 363 Access-Accept(2) (id=107, 1=321)

RADIUS 337 Accounting-Request(4) (id=1p8, l=295)

cisco

150 10.62.148.118 10.48.17.235 04BDEEEEE142- CO4ADDI4G6ES] - 42F8
1S3 10.48.17.235 10.62.148.118 RADIUS 62 Accounting-Response(S) (1d=108, 1=20)

pre—r=r
Packet identifier: Oxeb (107)

Length:

321

Authenticator: 1173a3d3ea3do798fe30fdaccfsdaf 19
[This is a response to a request in frame 143]

[Time from request: 0.038114000 seconds]
“Attribute Value Pairs

L AVP:
DoAVP:
[ avP:
DAVP:
[» AvD:
[ AVP:
AVP:

1=7 t=User-Mame(l): cisce

1=67 t=State(24): S2656175746853657373696f 623a30613330313165625862. . .
1=87 t=Class(25): 434143533a30613330313165625862687544413379554e61 . . .
1=6 t=EAP-Message(79) Last Segment[1]

1=18 t=Message-Authenticator(20): e0b74092cact28803ded37032b761512
1=58 t=Vendor-Specific(26) v=Microsoft(311)

1=58 t=Vendor-Specific(28) v=Microsoft(311)

oWdss Aruba Lo 1Jeduws o loubldel (09,56 EAP-PEAP o cisco) 9lJ>9, 1Jegas o9
mgarcarz_aruba Jel 09 p9,0z IS [Juo9)6.

El cisco

Info RF Trends

MName: cisco Signal (dB) Frames (fps)

IP Address: 10.62.148.71 100 " o

MAC address: c0:4a:00:14:6e:31

os: Win 7 _‘_

50 o

Network: mgarcarz_aruba St '

Access Point: 04:bd:B8:c3:88:14

Channel: 11 ol |

Type: GN 06:20 _ o
Role: mgarcarz_aruba Speed (mbps) Throughput (bps)
RF Dashboard | =

Client Signal Speed

cisco oM - =

Access Point Utilization Noise Errors N rar

04:bd:88:c3:88:14 m = | ez B e

9031 1U>9) puw9sd g0 lgbo Idogzse IUs 9bsw9s wylws ISE (9bsw9s IJwglws 1Upedsr6 WO

i)ﬁv')-

s Aruba CLI oy IJppdy oid@: el os eldé IJogesd Ideldss Jodd ldgdywsé:

<tfroot>

04:bd:88:c3:88:14#

show dat apat h user

Datapath User Table Entries

Flags: P - Permanent, W - WEP, T- TKIP, A - AESCCM

R - ProxyARP to User, N - VPN, L - Tocal, I - Intercept, D - Deny local routing

FM(Forward Mode): S - Split, B - Bridge, N - N/A



10.62.148

10. 62. 148

0.0.0.0
172.31.98
0.0.0.0
04:bd:88:

MAC ACLs Contract Location Age Sessions Flags Vlan
.118 04:BD:88:C3:88:14  105/0 0/0 0 1 0/65535 P 1
.71 C0: 4A: 00: 14: 6E: 31  138/0 0/0 0 0 6/ 65535 1
C0:4A:00:14:6E:31 138/0 0/0 0 0 0/65535 P 1
1 04:BD:88:C3:88:14  105/0 0/0 0 1 0/65535 P 3333
04:BD:88:C3:88:14  105/0 0/0 0 0 0/65535 P 1
c3:88:14#

JJ2838 pu perd Blispes Idopde B I9uo9d (ACL) ,6e 138 JJzuesd eds Idbsule 1plJss:

<#root>
04:bd:88:

show dat a

Datapath

5: any

6: any

7: any

<....S0me

Sw9ld g
IJos6.

c3:88:14#

path acl 138

ACL 138 Entries

- permit, L - log, E - established, M/e - MAC/etype filter

- SNAT, D - DNAT, R - redirect, r - reverse redirect m - Mirror

- Invert SA, i - Invert DA, H - high prio, 0 - set prio, C - Classify Media
- Disable Scanning, B - black Tist, T - set TOS, 4 - IPv4, 6 - IPv6

- App Throttle, d - Domain DA

any 17 0-65535 8209-8211 P4
172.31.98.1 255.255.255.255 6 0-65535 80-80 PSD4
172.31.98.1 255.255.255.255 6 0-65535 443-443 PSD4

ngar car z-i se20. exanpl e. com 6 0-65535 80-80 Pd4

ngar carz-i se20. exanpl e.com 6 0-65535 443-443 Pd4

ngar carz-i se20. exanpl e.com 6 0-65535 8443-8443 Pd4 hits 37

10. 48. 17. 235 255. 255. 255. 255 6 0-65535 1-20000 P4 hits 18

output removed for clarity ... >

3Jd pg ol op wdasuo B 9lzod IJpuwetse lruuspss Josl1Uxg) Jel 09 p9 oz S

ve)



Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall | Walled Garden |

Roles Access Rules for mgarcarz_aruba
default_wired_port_profile = Enforce captive portal

wired-instant ® Allow any to all destinations

Arubabss ® Allow TCP on ports 1-20000 on server 10.48.17.235

weecot_BYOD aruba
mgarcarz_aruba

mgarcarz_aruba_tls

Mew Mew

IJglb9o 2. lgl>6 w9zso 2yIo py9) pouodz IUsse J BYOD

ot 10 8§96 IUpuwetse v oz puwoer? IUssw 98890 wdclué ls goglu cpde gpdss
lel>6 1dogzso Jpl 09 p9 oz S [Ju096.



| Fircfox > [Py - | + ‘

6 @ https//mgarcarz-ise20.example.com:B443/portal/PortalSetup.action?portal =0d56f&f0-6d90-11e5-978e-0050! 77 « & v Google

BYOD Welcome
Welcome to the BYQD portal.

Access to this network requires your device to be configured for
enhanced security. Click Start to provide device information befare
components are installed on your device,

|3

Flease acceptthe policy: You are responsible for
maintaining the confidentiality of the password and all
activities that occur under your username and password.
Cisco Systems offers the Service for activities such as the
active use of e-mail, instant messaging, browsing the World
Wide Web and accessing corporate intranets. High volume
data transfers, especially sustained high volume data
transfers, are not permitted. Hosting a web server or any
other server by use of our Service is prohibited. Trying to
access someone else’s account, sending unsolicited bulk
e-mail, collection of other people’s personal data without
their knowledge and interference with other netwark users
are all prohibited. Cisco Systems resernves the right to
suspend the Semvice if Cisco Systems reasonably believes
that your use of the Service is unreasonably excessive or you
are using the Service for criminal or illegal activities. You do
not have the right to resell this Service to a third party. Cisco £
Systems resemves the right to revise, amend or modify these
Terms & Conditions, our other policies and agreements, and
aspects of the Service itself. Motice of any revision, L

lJdob) lds 1dod@lb 1Jz5e6: po 1Jp9d> ie, Aruba Suwjg 1J9zos (5.5.5.5) 9ses> lglsé wozso
HTTP |Js ISE.

m

Jlzbb igo uduw URL IJoloe Jel op odssue B ISE guuwéo |Js pogd Captive gJs Aruba -
9JIG oldlolds [Js 3Jde wop |Uolds gumsble pogsss Jel sds 99el 09 p9sor I 1oy,

« cmd = o wzsd lUsged

* mac = c0:4a:00:14:6e:31

« ESSID = mgarcarz_aruba

* ip=10.62.148.7

+ APNAME = 4bd88c38814 (mac)

 url = http://5.5.5.5


http://5.5.5.5

ctwark Cor TS k1103 (SVNF e o Ferunk-1 100

File Edit View Go Capture Analyze Statistics Telephon: Tools Internals Help

eoams EDhXE aevwTe(EF e @#D% % @

Filter: |htl'p |E|Expressiorl... Clear Apply Save
MNe. Source Destination Protecol Length Info
724 10.62.148.71 3. 5.3.5 HTTP 335 GET / HTTP/1.1
726 5.5.5.5 10.62.148.71 HTTP 498 HTTP/1.1 302
752 10.62.148.71 23.62.99.25 HTTP 151 GET /ncsi.txt HTTP/1.1
755 23.62.99.25 10.62.148.71 HTTP 515 HTTP/1.1 302

# Frame 726: 498 bytes on wire (3984 bits), 498 bytes captured (3984 bits) on interface 0
@ Ethernet II, Src: 04:bd:88:c3:88:14 (04:bd:88:c3:88:14), Dst: Tp-LinkT_14:6e:31 (c0:4a:00:14:6e:31) (Tl
@ Internet Protocol Version 4, src: 5.5.5.5 (5.5.5.5), Dst: 10.62.148.71 (10.62.148.71)

® Transmission Control Protocol, src Port: http (B0), Dst Port: 53939 (53939), sSeq: 1, Ack: 282, Len: 444

»

server:\rin
pate: Thu, 01 Jan 1970 05:36:56 GMT\r'\n
Cache-Control: no-cache,no-store,must-revalidate,post-check=0,pre-check=0%r\n

Connection: close\rin
Srin
[HTTP response 1/11 i

ant-C3%3
A88%3 &switchi
p=secure i
ubanetwo

vy 030 Iy wsblo: ISEg..gnuu?Jog_se i SUEUvw Cisco gdwo id: sJo v Idgdws Seled
eJs ISE sswlog pe BYOD (Is s 1) supdd) wr0.

IJouwes Jizesé Cisco. Jly, audit_session_id Juswpe luvegsleo 136 9JIJu 03l &) p2890 pU
Bwd IJponsu IJIEsw.

Joldss 3d9 pu wuoese lgble ISE. oo 1Uppdu o o)s lousle @spé Audit-session-id (slde.s JI
Sop buwldel plodyl g Idubods):

<#root>

AcslLogs,2015-10-29 23:25:48,538,DEBUG,0x7fc0b39a4700,cntx=0000032947,CallingStationID=
c04a00146e31,FramedIPAddress=10.62.148.71,MessageFormatter: :appendvValue() attrName:
cisco-av-pair appending value:

audi t - sessi on-i d=0a3011ebXbi uDA3yUNoLWvt CRyuPFxkqYJ7TTO6f oOZ7GLHXj 1M

900 Gpi b 3JY wgd ouwesd IJzols eJs BYOD Lowses 2:

<#root>

AcslLogs,2015-10-29 23:25:48,538,DEBUG,0x7fc0b39a4700,cntx=0000032947,CallingStationID=
c04a00146e31,FramedIPAddress=10.62.148.71,Log_Message=[2015-10-29 23:25:48.533 +01:00
0000011874 88010 INFO



MyDevi ces: Successful ly registered/ provisioned the device

(endpoint), ConfigVersionId=145, UserName=cisco, MacAddress=c0:4a:00:14:6e:31,
IpAddress=10.62.148.71, AuthenticationIdentityStore=Internal Users,

PortalName=BYOD Portal (default), PsnHostName=mgarcarz-ise20.example.com,
GuestUserName=cisco, EPMacAddress=C0:4A:00:14:6E:31, EPIdentityGroup=RegisteredDevices
Staticassignment=true, EndPointProfiler=mgarcarz-ise20.example.com, EndPointPolicy=
Unknown, NADAddress=10.62.148.118, DeviceName=ttt, DeviceRegistrationStatus=Registered
AuditSessionId=0a3011ebXbiuDA3yUNoLUvtCRyuPFxkqY]7TT06f00Z7G1HX]j1M,

cisco-av-pair=

audi t - sessi on-i d=0a3011ebXbi uDA3yUNoLWvt CRyuPFxkqYJ7TTO6f 0OZ7GLHX] 1M

99 IUbdole 1UJdlz 96 wop lels w9zso IUgpsd IUs ,owdzo BYOD 80 3. 2se Swp wujsd
NSA soudsol.

IUg 96 3. ooy puwles lesh IUubods

Cisco Metwork Setup Assistant

Network Setup Assistant

Apphying configuration... Specify additional
information if prompled.

Concel |

D 204 oo Syabemy, Ing, Cass, Cics Syntems angd Tico Tyabemg logo o
regminvred racdemasiy of Cipcn Sywbemy. Inc ancdior dy addabe n S U5 and
SRR G SadaTiray

> NSA 6B w pops puucerud 1Ussw. sl sdjp 1o uld gusly IP 1UglLo o ISE. ssepe
oS 3JY pu gdld lglsé w9zso HTTP.

Jiv 031 1Js 8o Jsuw Jos IJpuwegse ledloss JIolus suslo IP (Jel 09 1deld Bs puvoe oo
ldoso): Slue soe lovsle 2)J8 @9, Idoslole odSkssl.



Sop luwoesle IJuslus IUIBe,losé (Is ol login.cisco.com spedo luuegsleol) Jel 09 p9 0z B

! *Wireless Network Connection  [Wireshark1.10.3 (SVN Rev 53022 from /trunk-1.107]
Eile Edit View Go Capture Analyze Statistics Telephonz Tools  Internals Help

coal s BREXE A2 TL (EFacaD #0mx|
Filter: http BE}(pression... Clear Apply Save
Ma. Source Destinaticn Protocol Length Info

182 10.62.148.71 10.62.148.100 HTTP 223 GET /fauth/discovery HTTP/1.1

184 10.62.148.100 10.62.148.71 HTTP 320 HTTP/1.1 302

Frame 182: 223 bytes on wire (1784 bits), 223 bytes captured (1784 bits) on interface 0
Ethernet II, Src: Tp-LinkT_14:6e:31 (c0:4a:00:14:6e:31), Dst: Cisco_f2:b1:42 (c4:0a:cbh:f2:b1:42)
Internet Protocol Version 4, sSrc: 10.62.148.71 (10.62.148.71), Dst: 10.62.148.100 (10.62.148.100)
Transmission Control Protocol, Src Port: 55937 (55937), Dst Port: http (B0), Seq: 1, Ack: 1, Len: 169
Hypertext Transfer Protocol
+ GET Jauth/discovery HTTP/1.1%r%n
User-agent: Mozilla/4.0 (wWindows NT 6.1; compatible; Cisco NAC web Agent wv.)\r\n
Accept: */%¥\r\n
Cache-Control: no-cacherin
M
[Full request URI: http://10.62.148.100/auth/discovery]
[HTTP request 1,/1]
[Response in frame: 1847

OEEEHBE

IJlgwegles os udwol welpl Jel 09 1Uzld wldouwed Jeuwegruo [Jyse.

wodo ldb,s80 spdu J NSA IJleuold o ISE 9ldzuoed eds pdd wgysed XML wldoedysy
slouble bdo SCEP 9L ulo 1Jes ISE slJz o9 £des Uiobs 09586 (9586 po ISE Internal CA)
9oJ9su pdd wgrs Jligwdds glgs)l Idleuold o SSID 1Jss wp odssuo.

wgpse Iduvedle pu ldgpsd (eds Windows s “tempr/spwProfile.log). we 239 weLo
IUptzle pu lod Idossose:

<tfroot>

Logging started

SPW Version: 1.0.0.46

System locale is [en]

Loading messages for english...

Initializing profile

SPW is running as High integrity Process - 12288

GetProfilePath: searched path = C:\Users\ADMINI~1.EXA\AppData\Local\Temp\ for file name = spwProfile.xm
GetProfilePath: searched path = C:\Users\ADMINI~1.EXA\AppData\Local\Temp\Low for file name = spwProfile

Profile xm not found Downl oadi ng profile configuration...

DownTloading profile configuration...

Di scovering | SE using default gateway

Identifying wired and wireless network interfaces, total active interfaces: 1
Network interface - mac:C0-4A-00-14-6E-31, name: Wireless Network Connection, type: wireless
Identified default gateway: 10.62.148.100

ldentified default gateway: 10.62.148.100, nac address: CO-4A-00-14-6E-31



redirect attenpt to discover |SE with the response url

DiscoverISE - start
Discovered ISE - : [mgarcarz-ise20.example.com, sessionId: 0a301llebXbiuDA3yUNoLUvtCRyuPFxkqYJ7TT06fo0Z7
DiscoverISE - end

Successfully Discovered | SE: ngarcarz-ise20. exanpl e.com session id: 0a301lebXbi uDA3yUNoLUvt CRyuPFxkqYJ:

GetProfile - start
GetProfile - end

Successfully retrieved profile xm

using V2 xml version
parsing wireless connection setting

Certificate tenplate: [keysize: 2048, subject: O=Exanpl e unit, O=Conpany nane, L=Ci ty, ST=St at e, C=US, SAN. M

set Chal | engePwd

creating certificate with subject = cisco and subjectSuffix = OU=Example unit,0=Company name,L=City,ST=
Installed [LAB CA, hash: fd 72 9a 3b b5 33 72 6f 8 45 03 58 a2 f7 eb 27AM

ec 8a 11 78AM

] as rootCA

Installed CA cert for authMde nmachi neOr User - Success

Ht t pW apper : : SendScepRequest

- Retrying: [1] time, after: [2] secs , Error: [0], msg: [ Pending]
creating response file name C:\Users\ADMINI~1.EXA\AppData\Local\Temp\response.cer

Certificate issued - successfully

ScepWrapper::InstallCert start
ScepW apper::Install Cert: Reading scep response file

[C:\Users\ADMINI~1.EXA\AppData\Local\Temp\response.cer].
ScepWrapper::InstallCert GetCertHash -- return val 1
ScepWrapper::InstallCert end

Configuring wireless profiles...

Configuring ssid [ngarcarz_aruba_tl s]

WirelessProfile::SetWirelessProfile - Start

Wreless profile: [ngarcarz_aruba_tls] configured successfully



Connect to SSID

Successfully connected profile: [ngarcarz_aruba_tls]

WirelessProfile::SetWirelessProfile. - End

030 IJuwedle os wbuwol welel Jol 09 1Uzld Lldouwws Jgpdsé BYOD eg izojé Cisco.

% pdlzbo: RADIUS CoA g, plodye oul. 909 IJobusd (NSA) IUss sy lelho IJlouold
v SSID pd9y grswl.

98 030 IJpzds: spdo Jdpuwtre o $s o 1doble selod JIGe,lo wpesd SSID weliss. I3l
JIo DbsI 1JE) po Jivoldo puuegspe 91226 Bszw edsy weass Idyiels [Juozses (Jel 09
£9,22)-

Select Certificate

|Iser name on cedificate:

Cisco com -
cisco@example.com

administmtnr@e:amile com

Expiration date: 71772016 12:29:41 FM

| 0K || Cancel | | View Cerficate

& louold ulez: swp 802 ©dbsy NSA Jol 09 p9 oz S 1oy 6.



Network Setup Assistant

Your device is now configured for secure
access to the 'mgarcarz_aruba_tlz" network.

ea |

ib 3004 Cieg Synbems. Ing. Qs Caes Syndems angd Ccs Synbe=s ogn o
rpgrninngd bradarrgciy of Cipon Sy, Ing angipr g addiaiey in P LS, ang
prEEan pihar oominagp

SpeJu IJelds peu 3JY eJs ISE - suoyo IJuwed IJolus puolb 96 EAP-TLS IJos wblog gese
Jiy9l Basic AUTHENTICATED_ACCESS (EAP-TLS: IJp9lbw: 9 BYOD IJevzd uozSe)-

Al Identity Se

RADIUS Livelog TACACS Livelog  Repors  F Troubdeshool ¢ Adaplive Network Control

Misconfigured Supplicants Misconfigured Network Devices © RADIUS Drops * client Stopped Respond
1 0 12 0
[il] Show Live Sessions i3 Add or Remove Columns = 5 Refresh () Reset Repeat Counts Refresh | Every
-  Status oo identity © | EndpointiD | Authentication Policy * Authgrization Policy Authgrization Profiles Network Device | Event
2015-10-29 22:22:37.. @ a 0 cisco CO:4A:00:14:6E:31 Default >= DotlX == EAP-TLS  Default == Basic_Authenticated... PermitAccess Session State is Started
2015-10-29 22:23:37... [@ o cisco CO:dA:00:14:6E:30  Default == DotlX == EAP-TLS  Default == Basic_Authenticated... PermitAccess aruba Authentication succeeded
2015-10-29 22:19:09... o cisco CO:dA:00:14:6E:31  Default >> DotlX >> Default Default == ArubaRedirect Arubasedirect-BYOD  aruba Authentication succeeded

Jol spdo 1o ©9ds b8 £,00 0988 [Judbs [Jb,d8sé 1o wdbs lJuolss wewss eds £dleé
BYOD lJpwzds wp wesswol [Js true Jpl 09 p9 oz O 1Juo9,6.



EndPaints Endpoint List

Endpoints by Policy Service Node

Endpaints by Profile

Wisars

Lalest Manual Network Scan Results

: B0l

RowsPags | 1 j 1 5n Go | 1 Tolal Rows
CRefresh ok dsd B tshe @ Ean MOM Actions ¥ Felresh MOM Farner Endpoind  impofly  Exportw T Filter = -2
Endpint MAC Address Vender{OUl  Legical Heatname MOM Device P Addreas Static Satic Portal Usor Devics BYOD Profile Server

Prafile Profies Server Wentifier Assignment Group Registration Registration

Assigrenent

X | EnapointProl | | MAC Asdres IP Address Stabic Ass Smac Gro | | Porisl User lj BYOD Re | | Profle Ssrver
WindowsT COMADDI4BEI  TRLINKTE.. mgascarz-pe 106214871 false e cisen Regisiered (T8 mgarcarz-ise. .

T Workstation

s Windows PC. wp lugile o908 Jlgwdds zos> oddliss! eds 1oz 1dpeduod (99l 09
9,0z J EAP-TLS).

Manage wireless networks that use (Wireless Network Connection)
Windows tnes to conmect to these nebworks in the coder Isted below,

Add  Bernowve  Move down .ln.l:l.lﬂ.ﬂ'pmpul.

Miptwetrks yow canm vipw, maddy, and ngander (1)

!'-'l migarcarz_aniba_tls Seounty WY
!'-'l migarcarz_aniba

':.ﬂl: urrby -Il::.I r
=]

= o
5‘. pruszer_WLANL Security; WRI
= ¥
5. mgarcarz_byod

Secyrmtyn WY

Thoose & network autheracaton method:
Mcrosofts Smart Card o other covifical || Setngs |

[¥] Rememmber vy oredentasls for thes connecton each
e T legpoed on

| Advanced settngs |

B 030 Ip,ypds w99 Aruba iy IJpuweésp poued o SSID IJuoliss.



El cisco

Info | RF Trends

Name: cisco Signal (dB) Frames (fps)
1P Address: 10.62.148.71 T i

MAC address: c0:4a:00:14:6e:31

0s: Win 7

Metwork: mgarcarz_aruba_tls Na—— ——— e v_
Access Point: 04:bd:88:c3:88:14

Channel: 11 0 | 10

Type: GN 06:10 06:15 '\_ ‘ — il — e T

Role: mgarcarz_aruba_tls

Speed (mbps) Throughput (bps)

RF Dashboard 2o J:

Client Signal Speed : 1: L
cisco ot = - \ sof
1007

1K

Access Point Utilization Noise Errors ol

04:bd:88:c3:88:14 = C 06110 BE:15

S99, 1J39, 1U3s swp lounlye odllssl souvpsco Oy luwpe Iduveds 1dyosd IJdled IJs
IJ bods.

Authentication Servers | Users for Internal Server | Roles | Blacklisting | Firewall Settings | Inbound Firewall

Raoles Access Rules for mgarcarz_aruba_tls
default_wired_port_profile ® Allow any to all destinations
wired-instant
ArubaAAb
weecot BYOD _aruba
mgarcarz_aruba

mgarcarz_aruba_tls

Mew Mew

oad8le 135 9> 0 CoA
CWA pg COa

wvsupel I oggs yuwlisd COa Vs w8 § BYOD: swp &)uo w399 CWA pg pogd IUosd
lJewed dlosl oyl

S9les IJegasd Idos wp cdssuol Jel 09 p9 o B 1Ju29)6.

Guest Authenticate_internet GuestEndpoints Aruba:Aruba-Essid-Name EQUALS PermitAccess
mgarcarz_aruba_guest

Guest_Authenticate_Aruba Aruba:Aruba-Essid-Mame EQUALS mgarcarz_aruba_guest Aruba-redirect-CWA

sowed Jpuweesp o SSID Leuob s MAB 9upz lu selad IJleweld vogue wodele Igsw
S lebé lJugzso IJs pogd Guest IJpuwzd slosl gse spdu J Guest |ouule guwle zos> 19
loveele eovle 2lds.



CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.
Username:
cisco
Password:
IIIIIIIIIl

Dont have an account?

w8 ©9uoSsd IJupsY wutler swp Luwld Huwldsé CoA oo ISE |Us zolj Idubeds Jogss) elds
lJogosd.

CISCO Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network,
You're very close to gaining network access.

Spdu IJozdd puo Lo peu Operations > Authtions 9Jel 09 90z WS IJuo9,)6.

cisco C0:44:00:15:76:34  Windows7-Workstat... Default >> MAB Default => Guest_Authenticate_internet Authorize-Only succeeded PermitAccess
C0:4A:00:15:76:34 Dynamic Authorization succe...

cisco C0:44:00:15:76:34 Guest Authentication Passed

CO:44:00:15:76 C0:4A:00:15:76:34 Default >> MAB == ... Default == Guest_aAuthenticate_aruba Authentication succeeded Aruba-redirect-CWA

JuwlJs CoA B wuopse Igble ISE:

<#root>

2015-11-02 18:47:49,553 DEBUG [Thread-137][] cisco.cpm.prrt.impl1.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9ch2700,cntx=0000000561, sesn=c59aa4la-e029-4ba0-a31lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]
Processing incoming attribute vendor , name



NAS- | P- Addr ess, val ue=10. 62. 148. 118

DynamicAuthorizationFlow.cpp:708

2015-11-02 18:47:49,567 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]
Processing incoming attribute vendor , name

Acct - Sessi on-1d, val ue=04BD88B88144-
C04A00157634- 7AD

. ,DynamicAuthorizationFlow.cpp:708

2015-11-02 18:47:49,573 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :createCoACmd]

Processing incoming attribute vendor , name cisco-av-pair, v
alue=audit-session-id=0a301lebisZXypODwqjB6j64GeFiF7RwvyocneEial7ckjtU1HI. ,DynamicAuthorizationFlow.cpp
2015-11-02 18:47:49,584 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationRequestHelper::

setConnectionParams]

defaults fromnad profile : NAS=10.62.148. 118, port=3799, timeout=5

retries=2

,DynamicAuthorizationRequestHelper.cpp:59
2015-11-02 18:47:49,592 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9ch2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationRequestHelper: :set
ConnectionParams] NAS=10.62.148.118, port=3799, timeout=5, retries=1,
DynamicAuthorizationRequestHelper.cpp:86
2015-11-02 18:47:49,615 DEBUG [Thread-137][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9cbh2700,cntx=0000000561,sesn=c59%9aa4la-e029-4ba0-a3lb
-44549024315e,CallingStationID=c04a00157634, [DynamicAuthorizationFlow: :onLocalHttpEvent]:

i nvoki ng Dynam cAut hori zati on, Dynani cAut hori zati onFl ow. cpp: 246

9 Suod IJopald 1Jds wszs po baul:

<{froot>

2015-11-02 18:47:49,737 DEBUG [Thread-147][] cisco.cpm.prrt.impl.PrRTLoggerImpl -:::::-
DynamicAuthorizationFlow,DEBUG,0x7fc0e9eb4700,cntx=0000000561, sesn=c59aa4la-e029-4ba0-a31lb
-44549024315e,

Cal I'i ngSt at i onl D=c04a00157634

, [DynamicAuthorizationFlow: :
onResponseDynamicAuthorizationEvent] Handling response
ID c59aad4la-e029-4ba0-a31b-44549024315e, error cause O,

Packet type 41(Di sconnect ACK) .

DynamicAuthorizationFlow.cpp:303



Sup ldollb 1Jzjpesé wluwegsle CoA Compact-Request (40) 9 Diconect-ACK (41) Jpel 09 p9og.

aruba_Endpoint_CWA.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]

(=) | = XCe Q¢ VT4 BE el dEEEX @
Filter: | udp.port==3799 » | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info

144 17:47:49.654868 10.48.17.235 10.62.148.118 180 Disconnect-Request(48) (id=1, 1=58)
147 17:47:49.707216 10.62.148.118 19.48.17.235 RADIUS 74 Disconnect-ACK(41) (id=1, 1=32)

b Frame 144: 100 bytes on wire (8060 bits), 160 bytes captured (880 bits)
»Ethernet II, Src: Vmware 99:6d:34 (80:50:56:99:6d:34), Dst: Cisco lc:e8:00 (00:07:4f:1c:eB8:00)
»Internet Protocol Version 4, Src: 10.48.17.235 (10.48.17.235), Dst: 10.62.148.118 (10.62.148.118)
»User Datagram Protocol, Src Port: 16573 (16573), Dst Port: radius-dynauth (3799)
wRadius Protocol
Packet identifier: @x1 (1)
Length: 58
Authenticator: 517f99c301100cb16f157562784666Ch
[The response to this request is in frame 147]
wAttribute Value Pairs
PAVP: 1=6 t=NAS-IP-Address(4): 10.62.148.118
PAVP: 1=14 t=Calling-Station-Id(31): c04a08157634
»AVP: 1=18 t=Message-Authenticator(80): d@0elfn60c68b99da3146b8592c873be

% pdlebo: wp lgwegsle RFC CoA Jdpuob o Ideced 8o o Aruba (IJlgshble IJIee,lsoss)
Jpd og)su Idzol). wlduuwes Jdpuolb§o Idpceddo weolj Ciscor oy @ wew lgls
puol> 96 u9g Cisco CoA.

v duld IJizble sluoJlzol
S99, 03l IJBuwe pedsple spdud [uuegsleol Jluvaduld Igble IJodssy sluadlzol.

w9lu6 Aruba 1 peds6 pg £uslo IP wsJl oo FQDN

Il &p odass Iduslos IUpdsss ds Aruba wgoslo IP wsdl oo FQDN IJgl o6 o ISE. s i
PSN NSA:

<#root>
Warning - [HTTPConnection]

Abort the HITP connection due to invalid certificate

Suvww dJY 09 1doz 8l [Us 888 pu wogsd Iduuolss gus lUlouold o ISE. guspl ouwegse suslo
IP JJleuold o ISE (wosesd Jlglbsé wozso URL weusly IP wsdl po FQDN) 9swp w@sspeol pg
ol ISE Cluwpe 1deso9e = Wuvd Ideedd pu wogo FQDN.

N pUizbs: seslund puwces Issew pe wslus BYOD (pg luosh co5ss s2olz 1S pslcsgs
IJouwep).



LOZ 9uP9J €8 LTS Jwsluws Aruba e 96

wubdd lVu,)los suwpe Aruba Access-Policy 1Uss wp odgsuo wluwegsle IJwslws 1Jeds>6
wpuld’ TCP Lpeulwes 80 9 443 9 8080.

JI sedo I NSA IJIeold wpods TCP 8905 Jzuosd s pdod wessed XML py ISE.
IUICJIE g0 03l 1Jg bl

<ffroot>

Failed to get spw profile url using - url

[

https://ngarcarz-i se20. exanpl e. com 8905

/auth/provisioning/evaluate?
typeHint=SPWConfig&referrer=Windows&mac_address=C0-4A-00-14-6E-31&spw_version=
1.0.0.46&session=0a3011ebXbiuDA3yUNoLUvtCRyuPFxkqYJ7TT06f00Z7G1HX]j1M&os=Windows A11]
- http Error: [2]

HTTP response code: O

]
GetProfile - end
Failed to get profile. Error: 2

O9p pu93 Aruba CoA

wuvdd Ignéojlu'agf_s‘ :o_9-._'9J Aruba ;3§ lJpu93 Jpud> CoA Air Group CoA 5999. 9JJy pu
IJedwd o Ui ds Lao! 204 Je o woze Jeed oo IJbdole (el 09 0907).

Event 5417 Dynamic Authorization failed

11213 No response received from Metwork Access Device after sending a

e Dynamic Authorization request



Steps

11201 Received disconnect dynamic authorization request
11220 Prepared the reauthenticate request
11100 RADIUS-Client about to send request - { port = 5999  type = RFC 5176 )

11104 RADIUS-Client request timeout expired [E Step latency=10009 ms)

Mo response received from Network Access Device after sending a Dynamic

e Authorization request

IJodlb 12506 Jel 09 p9 o s IJuo9)6.

arubacoa5939.pcap [Wireshark 1.10.6 (v1.10.6 from master-1.10)]
® ® E w8 Q< >3 74 BB vl #08EX @

Filter: .udp,purt==5999 + | Expression... Clear Apply Save

No. Time Source Destination Protocol Length Info
L7141 16.62.148.118 RADIUS 108 Disconnect-Request(48) (id=11,

.148.118 16.48.17.141 ICMF 12 able (Port ur

Frame 685: 100 bytes on wire (860 bits), 100 bytes captured (800 bits)

»Ethernet II, Src: Vmware 99:37:59 (00:50:56:99:37:59), Dst: Cisco 1c:e8:00 (09:07:47:1c:eB8:00)
»Internet Protocol Version 4, Src: 10.48.17.141 (10.48.17.141), Dst: 19.62.148.118 (10.62.148.118)
»User Datagram Protecol, Src Port: 59726 (59726), Dst Port: cvsup (5999)
vRadius Protocol

Code: Disconmect-Request (48)

Packet identifier: éxb (11)

Length: 58

Authenticator: 90b8961272015b5cecf27ccTfiedfesl
wAttribute Value Pairs

FAVP: 1=6 t=NAS-IP-Address(4): 10.62.148.118

BAVP: 1=14 t=Calling-Station-Id(31): c@4aP@157634

BAVP: 1=18 t=Message-Authenticator(88): 1959020d15fe2b8584b3a&87cle3c366

SpJdu o sI9u 1Jgsh IUIBod JJlguegsle oul 09 puds CoA 3977 Jel o9 p9 0z W RFC
5176.

lelss lJoszso s weuo lzosé Aruba

s Aruba 3600 eg I:Jlua>|J 6.3. sdleb 1 g6 lghs [Joszso wgpd wuvdd pgodd Bdsd
cugpdlo ldogdp IUIR)s. spdu ldewy) eds IJoslb [Jg506 9 u,z0l oul.

778 89:29:48.511911€10.75.94.213 173.194.124.52 HTTP 1373 GET / HTTP/1.1

772 89:29:48.521865€ 173.194.124.52 18.75.94.213 HTTP 416 HTTP/1.1 288 0k (text/html)

794 89:29:41.698257€10.75.94.213 173.194.124.52 HTTP 63 GET /&arubalp=6b8512fc-f699-45c6-b5ch-e62b3268e5 HTTP/1.1
797 89:29:41.756306E 173,194,124, 52 18.75.94.213 HTTP 485 HTTP/1.1 362 Temporarily Moved

<#root>

packet 1: PC is sending GET request to google.com
packet 2: Aruba is returning HTTP 200 OK with following content:
<meta http-equiv="'refresh' content='1l; url=http://www.google.com/

&ar ubal p=6b0512f c- f 699- 45c6- b5ch- e62b3260e5

'>\n
packet 3: PC is going to link with Aruba attribute returned in packet 2:



http://www.google.com/

&ar ubal p=6b0512f c- f 699- 45c6- b5ch- e62b3260e5

packet 4: Aruba is redirecting to the ISE (302 code):
https://10.75.89.197:8443/portal/g?p=4voD8q6W5Lxr8hpab77gL8VdaQ&cmd=10gin&

nmac=80: 86: f 2: 59: d9: db& p=10. 75. 94. 213&essi d=SCY¥2DW Fi &apnanme=LRC- 006&apgr oup=def aul t &ur | =ht t p¥8AYR F¥2 Fw

pedyple dlo LoJs

* LbgplJo sl wule - Cisco Systems



/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-105-Network_Access_Device_Profiles_with_Cisco_ISE.pdf
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )
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