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- uble IJobgsd Microsoft Windows 7
- ASA 1J]uool) 9.3 I9 |uesl, Izae pu Cisco
- wyulez ISE IJluosble 1.3 ey Cisco sldlueshle IJizse
. Cisco AnyConnect Secure Mobility Client. |J]_o>1, 3.0 slJluosble IJlzse
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- Cisco FirePOWER: IJ]_osl, 5.4 (IJzol; IJbloys (VM)
e logsle Idegdspele 1J91)36 BOs 03l ldpuwows pu IUI2056 1J 092956 Bs wsisé pgpdséd ¢luos.
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//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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lLuwe Idogbslbs JJyveIdd

Suweese lUpeld 1Jes oe B 03l Ildeuwews lesh 1dusods IJolds:

Cisco

Anyconnect
Mobile

Security VPN

1
1?2-15-32I1 \
External k —
Outside: Inside:

Gig 01 172.16.31.100

@ Gig 0/0172.16.32.100
Internal e

ammmns’ ASAVPN

FirePower VPN assigned IP: - ISE
172.15.31.205 172.16.50.50
[Management)

FireSight
172.16.31.206

Ospl sds wx9 g lesh IJgveds o3l

1. 8990 lJpuwegspe vude gduwéd gpd VPN g0 wgs oluwegsle ASA (g, Cisco AnyConnect
Secure Mobility 1J]_o>1, 4.0).

2. szlad Idpuweese 1auesd IJs http://172.16.32.1. (oo dd eydé IJe,9) w,) FirePower.
lJos wp vowswol gds Idgolj IUbloys (VM) sowp bhwel w9luwbs FireSight.)

3. wp wdssu FirePower wzse s89p vk (S b)) J8 1Jeis) 1dpesd (Lusluvle
lJoue9d) 9dIJu Jssoe lsuol uwsluws hoovlb sop ouia'&g.Joel.goo..gaé J3JY. Bluo sl
gpdso luodlz ISE go) 9lz06 wypzs wlbowsyle REST (API) (luvdsw QuarantineByIP).

4. pl 1o suwedp ISE IU REST APl wale: 09 swzes £0 IWeduwd 9i0md RADIUS wés) po
wg9sd (CoA) lJs Id ASA: Is swos 1o gduwe.



5. sbog IJ ASA IJ VPN o ueg pd. wel i AnyConnect sep odssue wluuassle 9,08 VPN
Iblspc sop logsle 2duwé god 23836 908 SJI: 030 Ip)6 swp pblods Sless wd9s o
ISE p2ods (Jdpupsdsu Idpzluoisu) 9swe w998 9u29d p295 1ds Idubveds. B
030 lIdpyzdo Jl sop Js9ss louold Idpuvegsp wlduveds 9pu0lb9wo Jols bldel swpe
luwe@sle ISE Jdeuolb §6 sldodss o Blu Idpuwede Jrso 9u09d 2295 IJs Idub e Js
cuvew Iz Iduozs.

9Jpl 3, pwlodl sgpd 03l lduwsobss Jis wag po eduwle Igpd IJos wpo puolbb gl (VPN.
wireless 802.1x/MAB/WebAuth. wireless 802.1x/MAB/WebAuth) blJel swpe luvogsle ISE
JJpuo> 96 95380 2ol 1Usuo9d IJs Iduvewdé RADIUS CoA (zpese lzojé Cisco Idgssws).

odpse: pu led 0dJ Idpuweise the Ider) Iduoes: spdud [uwagsle slzos IJpumagse
lyw9pess (GUI) J ISE. 95 wagp IUluosble IJpuwo9eodss pu 9226 IJpgldesd lsuol.

FirePOWER

leabo Sup luwwesle zoly VM JJPUIJ lJps oz Vs 03l lJpuwows. swp lp)le IJodssy
IJlgds B b gw 9lgod b, UlglroJ Sup wdsu gpse Iduvsluwle PU Cisco Defense
Center. Jojs> pu lJodlsosd: bze s Suwe Idesdople Slo 1 ods WS o3l Idpuwows.

ouboed IUlzess IUIGe,)luoss eds odle glzole. 9lzss JIbhs slovels JJodosus IUslgds
Gledsiebes)-

coodd z2ese e e, oo puveeses Idubods 1Ugluos [Jbblo,ss (VPN) o, FirePOWER.

FireSIGHT Management Center (0,35 >9lg)
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Remediation Beta 1.3.19:

SOURCE 7= NATION

[ovstons | ags | Usrs | osdges | Uranower

We am in e process of mgrating 5F Mation o Cisco fones infasinectam. The naw fonam location s hare: Saurcedre AP Foum G
If yeur have a Cisco supporl fonem sar 10 should wank an Bis link. Fnod, please sat up & new user pooaunt

Sourcelire Downloads Laarch Dowrisak G

# ISE 1.2 Aemedistion Bata 1.3.19
Fabrpary B, 3078 | 388 KB maE

loodd IJs Idgvslule > IJgpdslo > IJogozsele > [Jggslo 1Jopbss 950 voowse 1dedus:

Cwerview  Analysis QSIS Devices  Objects | AMP

ACCEss Lontrm Inkresan « Filias Metwork Liscovary S50 Apphcation Letactors LIsers correlakion Actlons * Modulas

& Success "
Module successiully install=d

Installed Remediation Modules

Maodule Name Version Description

A T05 il Raiibe 1.0 Bk an TP address inoa Cacn TS roiba

Lo Pl Squn 1.1 Shun a1 IF sddress in the FLIE firesvall

ISE 1.Z Remediakion 1.3.18 Cuaranting IF sddresses using Jdendity Ssrvices Engine 1.3
Himan Remediation 2.0 Parform an Mmap Scan

==t Alinbute valu= L =0 a1 Abinbute YValus

Sew louvle Ideosd Iduozse v 3J9. loedd s Jussluwle > Ilplele > 1Jouozsele >
lJeosdle 9999, guslu IP Jg$s6 1516 Iduwsluws (PAN): Cldlolwds |ds wslole IJlgeels
IJbhse J ISE 1JJes J9lzod wypes wlbwsdle REST (s9u08 wluwedslp puwedse pudsod
P& 29 puw9sd ERS):



Edit Instance

Instance Name

Module

Description

Primary Admin Mode IP
Secondary Admin Mode IP foptional}

Lsername

Fassword
Ratyoe to confirm

SYSLOG Logging

White List
[an aptranal list of networks )

ise-instance

ISE 1.2 Remediation (v1.3.19)

172.16.31.202

admin

.® On \_ Off

Create H Cancel J

Jol szo luwedsle euslo IP JJpuos) (Ideolze) JJluodle:

Configured Remediations

Mo configured remediations available

Add a new remediation of type [Quarantine Source IP

v]| Add |

wsluws IJhoolb



Stw odIsu Vless houlb pesss IUlu. sop ouvgsd 030 [JBless Bs wilss IJleuold 1Uss
sblod dlese Idoedpe Vs 1Uguosd IUos we wdysuel puue @l (DropTCP80). Jodssy
IJsleséc luodd Ids Iduwsluslo > IJhoulb > blLé 1JSless:

Overview Analysis a0 Devices Objects AMP

Access Controd Intrusion = Flles Metwork Discovery S5L Application Detectors Lisers Correlation Actions »

Policy Managemeant Rule Managemant White List Traffic Profilas

Rule Information

Rule Mame CorrelateTCPE0Black
Fule Description
Rule Group Ungrouped

select the type of event for this rule

a connection event occurs v | | at the beginning of the connection

| @ &dd condition _| | @ Add complex condition J

¥ | Access Control Rule Name w | containg the string v |D.'u|.'-T1:PB|:||

Rule Options

sSnoaze IF this rule generates an event, snooze ford nours el
Inactive Perieds There are no defined inactive pericds. To add an insctive period, click "Add Inactive Period".

Swp luweesle 030 1d¥lgss Vs vor IULoolb. lvedd IUs IUywslysle > IdLowlb > e
IJuvslyvle Jlogble guslgws 235280 &p oo 1U8less lJos wpe wdssuol. 1u9) W98 luadle
eds ldspsu sluovw lg)lso: luadle J sourcelP (wpe wdysuo puwodl) 9syslog:

o e L B T

Akl Hpagoraes

[ e P

olds pu wpdsu wog IULoulb:



-2 Create Policy

Sort by | State v

&1 )

- L I:'n'

ASA

Sop odsso ASA 1Uss e pd Juslos VPN Jlgeeesle ISE Jdeoolds. 9e0 1duo9s lsual
cpdso lUpeluwos 9gled RADIUS:

tunnel - group SSLVPN- FI RESI GHT general -attri butes
addr ess- pool POOL- VPN
authentication-server-group ISE
accounting-server-group ISE

def aul t - group-policy PCLICY

aaa-server | SE protocol radius
i nteri maccounting-update periodic 1
dynamic-authorization
aaa-server |SE (inside) host 172.16. 31. 202
key *k k k%

webvpn

enabl e outside

enabl e inside

anyconnect - essential s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

error-recovery disable

e eplo Iy [Jogss (ISE)

od9su zols IUsuesd |Js Iy s (NAD)

loewdd 1Js bbé > izojs IJubwds slod ASA 1Uss sgpd Jgpsd RADIUS.
opdsu Ioede Vs IJuuuds [Jpodsds

loodd lds bhe > ublp > Jesble > cede e ds oJsVOs Jopdsu 9lzod wypes wbousdle
lJzz Iduoes sldgblises:



/> Home  Operations |*  Policy | ¥

&+ Syslem Zgt Identity Management [l Network Resources |24 Device Portal Management
Deployment Licensing Certificates Logaging Maintenance Backup & Restore
Settings Adaptive Network Control i

= Chent Provisioning

= Adagiie Network Contral

S| FIPSs Service Status Enabled

= Alarm Settings '
E ;Pmm

2= Frofiing Save Beset
» [ Protocois

pdlebs: Vs IUluoslle 1.3 gldluosble IUuwle@s ouwpes 030 1Jps 6 33,06 gplsé v dbé
IJuolsé.

DACL IJg;J

pu led logble Slisps wede B 1Usuo9d (DACL) spdo cujsdel sldos sop lausgsleol .
Jdeosdsu Idpeisdsu: loodd Ids Iduwsluws > IJuolsg > IJovsue > lisps [Jogde O
IJsuesd (ACL) IJ$le.Jdsé Jdoussd.

pdU gV IJegssd JJgsd

loodd Ids duvsluws > Jucksg > IJogssd > pdd og)s IJegasd 58e cluusle pJd
&S wg9sd wluwwdsle Blised IJoede Vs 1Uguosd 1UElLe6 wldpeuds (DACL) IJz>ssé:

T
¢ Home Operations|¥  Policy| ¥  GuestAccess
L_;'i' Authentication [ﬂ Authorization ILfH Profiling I@ Posture IEI Client Provisioning b TrusiSec
Diclionaries Conditions m
Authorization Profiles = LimitedAccess
Results )
[ ye ] Authorization Profile
*Mame || imitedAccess |

@ . N
» B A - Description |
v [ Authortzation * Access Type [ ACCESS ACCEPT -

v | Awthorizafion Profies

» [ Downloadatie ACLs Service Template -

» | Inline Posture Node Profiles
b [ Profilng
» [ Poshure
b [0 Clent Provisioning w Common Tasks
v [ TrustSec

* DACL Name DENY ALL QUARANTIME -




Ssle> 1eizsisd

Sew lugble leross JJogasd. w9, 1J8less IJlsds (ASA-VPN) 1y esd 1Jdled Jzpse
2Juwle VPN IJos sop luoldol gds ASA. sep ldssesd IJs 1J8less ASA-VPN_QUARANTINE
Jeduws gpd IJubods 1Ugl o8 1dbloyss (VPN) IJws cew lehs puobdeol gusel sdsu
IJpuosw ldwed W suoe IUeid (sop ©99s) 1Usuosd 1Upzr9s [ds Idubeds).

Jlogvle 030 IJ@sles lowdd Ids IUgwslywe > 1Jodyso:

e —
Em Engine -“_':_\ Home ﬂp:rnﬁnnu.| L FH:lIlqr| L Gul:qt.ﬂmr_-'u| v Adminkstration | L

| &) Authensication B autharizasion |45, Frofiling [# Pasture |ts Glient Frovisioning |5] TrusiGes & Policy Elements

Aunthorization Policy
Define e Autnanzation Policy by configuring rules based on identty groups and/or other condisons, Drag and drop reles b change the order
For Policy Export go fo Administration = System = Backup & Bestore = Policy Export Page

I'irst Matched Bule Applies =

» Exceplions (0)

1a1UE Rula Mama Conditions (identity aroups and cther condibions) Parmissions

5
u AZANYPH guaranline DEVICE Davice Type ECGUALS All Cevice TypasUASA VPN [ Limilsdfcsess
SagsionEPS5katus EQUALS Quaraniine

AEANEN DEVICE Device Type: ECUJALS All Device TypessASA- VPN PemmitfAccess

lJoz2dd pu lJuors

luwogse Idpedsele 1dedre8 B o3l 1d3uwe JJozdd pu o 1dodsso Jssd sged wuvdd
LOTST:

e gduwé gpd AnyConnect ASA VPN

!’y Cisco AnyConnect Secure Mobility Client =n =R ==

............. +

Connected to 172, 16.31. 100,

172.16.31.100

00:00:09

SW9p ASA Lluuile Idzduwé w9y Is DACL (9,09J Jled [Us IJuiwds):

asav# show vpn-sessiondb details anyconnect

Sessi on Type: AnyConnect



Username : cisco I ndex : 37

Assigned IP : 172.16.50.50 Public IP ¢ 192.168.10.21

Pr ot ocol : AnyConnect - Par ent SSL- Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect -Parent: (1l)none SSL-Tunnel: (1) RC4 DILS-Tunnel: (1)AES128
Hashi ng : AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS-Tunnel: (1)SHA1
Bytes Tx : 18706 Byt es Rx : 14619

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT

Login Tinme : 03:03:17 UTC Wd May 20 2015

Dur ati on : Oh:01m 12s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400025000555bf 975
Security G p : none

DTLS- Tunnel :
<sone output onmitted for clarity>

eelods ldpweiése 19 09d

wPT)d I Selod IJpuwegse 1dsuosd 1Js htt[_)://172.16.32.1‘ sup 1Jyvesd Ids uwsluws 1dsuoad:
9swp by Y py9) Ideslule Ideblo$s Os Idgwb ) 9sepe buwld Huwlds syslog po guslu IP
lJglue olblyé FirePower:

May 24 09:38:05 172.16.31.205 SFIMS: [Primary Detection Engi ne

(cbed5720- f Obf - 11e4- a9f 6- bc538df 1390b) ] [ AccessPolicy| Connection Type: Start, User:
Unknown, Cient: Unknown, Application Protocol: Unknown, Web App: Unknown,

Access Control Rule Name: DropTCP80, Access Control Rule Action: Bl ock,

Access Control Rule Reasons: Unknown, URL Category: Unknown, URL Reputation:

Ri sk unknown, URL: Unknown, Interface Ingress: ethl, Interface Egress: eth2,

Security Zone Ingress: Internal, Security Zone Egress: External, Security
Intelligence Matching I P: None, Security Intelligence Category: None, Cient Version:
(nul'l), Nunmber of File Events: 0, Number of |IPS Events: 0, TCP Fl ags: 0xO,

Net BI OS Domain: (null), Initiator Packets: 1, Responder Packets: 0, Initiator Bytes:
66, Responder Bytes: 0, Context: Unknown, SSL Rule Name: N A, SSL Flow Status: N A,
SSL Cipher Suite: N A SSL Certificate: 0000000000000000000000000000000000000000,

SSL Subject CN: NNA, SSL Subject Country: N A SSL Subject OUJ NA, SSL Subject Og:
N A, SSL Issuer CN:. NNA, SSL Issuer Country: N A, SSL Issuer QU N A, SSL Issuer Og:
NA SSL Valid Start Date: NA, SSL Valid End Date: N A, SSL Version: N A SSL Server
Certificate Status: N A, SSL Actual Action: N A, SSL Expected Action: N A SSL Server
Name: (null), SSL URL Category: N A SSL Session ID:
0000000000000000000000000000000000000000000000000000000000000000, SSL Ti cket Id:
0000000000000000000000000000000000000000, {TCP} 172.16.50.50:49415 -> 172.16.32.1:80

luolod Lusluws IUboull B FireSIGHT

Swp wudsd guslyws ool Jblye FireSight (o35 1d>lg) sldes sop IUloJIg gwol
w9luwbo Hwlds syslog IJos swpe huwldoel pu pydj Id>le:

May 24 09:37:10 172.16.31.206 SFI MS: Correlation Event:
CorrelateTCP80Block/CorrelationPolicy at Sun May 24 09:37:10 2015 UTCConnection Type:
FireSI GHT 172.16.50.50:49415 (unknown) -> 172.16.32.1:80 (unknown) (tcp)

O 030 IJpypds: suwegse pudj Id>0lg [uvwsgle REST API (IJg5d) I ISE: 905 2duws gpd
HTTPS 9spdu WY wvds ol W Wireshark (wluwegsle Idedsu IUlolds b6 plgs
IJesoosd IUlews (SSL) sldpdelz 1Uglue JJuvoelss IJ1shsé PAN):



120 142,16, 31, 2068 142,16, 31 . 20 Livl b Client Hella

121 142,16, 312050 152,16, 31 . 206 H S5 https = 42046 [ACK] Seq=1 Ack=hld win=15516 La=n=t |Svel=ZER1ESEsY |Secr=3/ 28010
15 182016, 20 2000 15216, 31 . 500 (42 A5 [P segnert of a reassenbled POUL

122 172,16, 21, 208 172,16, 31 . 206 L5w1 681 Server Hella, C=rtificats, Certificete Hequest, Server Hello Done

129 1757216, 3 2% 1545, 16,31 . A0 CH Bh dR0as = https [ACK] Seq=518 Ack=1249 Win=1/538 Len=0 TSral=SiaHD10E TSecr=3891635E57
124 172.16,31 .. 205 152,16, 31 . 208 B SH QEGSS = qbips [ACE] Seq=31H sck=REsd Win=SD4ED L en=D TSyal=SEAHDIDE [hsor=ERlatES
126 172.16,25 .26 172,18,z Sh dR0eS = hbips [ACK] Seq=51H Ack=E2512 Win=24795 | en=0 TSvnl SSEAHDNDE Theor=3E01 RN
127 172.16.21 .206 172.16.: 42 Certificele, Client Key =achangs:, Change Cipher Spec, Finished

L "
128 172.16.31 .200 172.16.31.
125 172,116,301 .00 172.16.31.
o W [ e 172.16.31.

72 Charge Cipher Suer
15 Finished
48045 = il ps

=0 TErHl=STARN07 TSecr=SE0163EER

132 172 16,31
135 172.16.31 . 200 172.16.31.

hilps = 48046 [ACK] Seq=2571 Aca=1CHS Win=17750

H | an=l TSea] =389 65020 TSecr=07200111
a7 BTTRST.1 200 0K

Sucare Sockets |ayer
M5l Recasd Layes: dpplocation Data Frotacal: Boip
Canlert Tyae: Appt icalion Data (2F)
Warsicny T 5 1,0 [OxC307)
Lenglis 724
Frorypled dpplicalion Delar = lee28lsa3ee TE3SGne 9 e a2 9 d 2 cidai o 11 deh 7es,
- Hyperlesl Transler Sraloeet

TE: dellaie,geipg=l. 2550
Cormnsclicn: TE, class=hryn
I dutharizazion: Basic YWRLaWdES haXa Tz
Hest: 1721831, 205y
Ugar_fpanT: Libwasw-perl /6. 05
K]
Call reduest LRT: hitp: /01720 16,31 2020 e fensQua -ant ineby T20 172, 1550, 50]

s bdo GET Jguslu IP 1Jgluo wldpolze swp wpysyo (172.16.50.50). 903l lJposd Swp
2o w9lwbs ISE.

loedd IJs wedsd > bowlb > elds Joldss [peldes Iolzzs:

Conteak Eaplossr  Conneschioes ®  Bebresions e Rles®  plosts e Alses e Velneebilese  Correlstien o Simtus Custom v Sesnih

Bockrmart Ths Paga
Remeaediation Status

| JFHA
iz Swarch Conwrs res (EE Search
Mpp i ¥
T Remeilition Hems Eatter = R ¥ S
|
k foiare Bl LR A and Voo = Vi) b iy Earrsisson Feicy Il Vil D o b e Pyl aie etlet of §actidilbs
= 20 e | DoiD) s Sy 1 [P ] Ly Gt pron P O Corrs pieT CPaiRkny AUy | SV R 8 O e ey
Mmge 1 of | Cispimwing rows L =F of ¥ rows
VeEm Db
e bl [eiens 4

S99p ISE wlple £5J sbhuwlJ CoA

WO o030 Idpyzdo. s¢b, ISE prrt-management.log oo Sew buwld CoA:

DEBUG [RM TCP Connection(142)-127.0.0.1][] cisco.cpmprrt.inpl.PrRTLogger | npl
-::::- send() - request instanceof D sconnectRequest

clientInstanceIP = 172.16.31.202

clientInterfaceIP = 172.16.50.50

portQption = 0

server| P = 172.16. 31. 100

port = 1700
tinmeout = 5
retries = 3

attributes = cisco-av-pair=audit-session-i d=ac10206400021000555b9d36
Calling-Station-1D=192. 168. 10. 21
Acct - Ter mi nat e- Cause=Adm n Reset



98 IJegugsd (prit-server.og) s uud suwlds Joole CoA JUs NAD. sldes eoos Iz uwé
(ASA):

DEBUG, 0x7f ad17847700, cnt x=0000010786, CPMSessi onl D=2e8cdb62- bcOa- 4d3d- a63e- f 42ef 8774893,
Cal I i ngSt ati onl D=08: 00: 27: DA: EF: AD, RADI US PACKET: Code=40 (
DisconnectRequest) |l dentifier=9 Length=124

[4] NAS-IP-Address - value: [172.16.31.100]

[31] Calling-Station-ID - value: [08:00:27:DA:EF:AD]

[49] Acct-Term nate-Cause - value: [Adm n Reset]

[55] Event-Tinestanp - value: [1432457729]

[ 80] Message- Aut henticator - val ue:
[ 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00: 00]

[26] cisco-av-pair - value: [audit-session-id=ac10206400021000555b9d36],
Radi usd i ent Handl er. cpp: 47

oyuwd ISE.psc [gbl)l ppelodl Josl:

INFO [admin-http-pool 51][] cisco.cpmeps.prrt.PrrtMnager -:::::- PrrtMnager
disconnect SessSi on=Sessi on CallingStationID=192.168.10.21 FramedIPAddress=172.16.50.50
Audi t Sessi onl D=ac10206400021000555b9d36 User Nane=ci sco PDPI PAddr ess=172. 16. 31. 202

NASI PAddr ess=172. 16. 31. 100 NASPort | D=nul | opti on=Port Def aul t

e IJlvogld IJs Idgpdsle > 1Jpuolb 86 seo o s&uo Idoas o Ibsolesds vogle.
op Ybg louold eduwd gpd VPN

Suwd Idpuwese lduolss luvebl JJluvlé Ids Sbe louold eduws Idged (0d9u 0do 1Jgpdsd
Jw8lus Lldugvws |Js 802.1x/MAB/guest wired/wireless):

@Ciscn AnyConnect Secure Mobility Client | = | [=] | 208 |

b Wy VPN
The secure gateway has terminated the VPN connection.
The following message was received from the secure

172.16.31.100 - Connect

2 ®

lJowlosd po g)u2 uvedle Cisco AnyConnect:

10: 48: 05 AM Est abl i shing VPN. ..

10: 48: 05 AM Connected to 172.16. 31. 100.

10: 48: 20 AM Di sconnect in progress, please wait...

10: 51: 20 AM The secure gateway has terminated the VPN connecti on.

The following message was received from the secure gateway: COA initiated

eJuwd gpd VPN pg 9,09 p229> (85J)

vy wdysy yweds VPN Idpeoodé slsel sop logle [dgduwd Ua.)‘ﬂs.)é.&_]‘s lJ89,. 908
030 lJp,6: swpe Idsuo9d IJs Bless ISE ASA-VPN_QUARANTINE. |Jos <99, [J9ue9d 1Jpe9s



s Iy de:
I EE ] ."'5' Bduplvc Molsork Conlil iy [l

dlarnrdnurad Suppleants ! M zcontigured hatweark Dedees 7 RALILS Drops Slark Stoppa
Lo} o o o
Ei] Shum Lue Scuuionu :_ Az or Perzwe Csluirrs - '\-J:-\*\- ad vk ﬂ Rusel Pepeal Zounks Pelreuh ?r_,]
e . status Det. |Pepeat b ety =ndpuirk 1L ‘ sutharzator Folicy suthoration Predies . bBvent
i |
15 41 o] a ci= 13416 21 Sasskon State |5 Starad
B & FALGACLE- PO DAZL Simwnlosd Suceaadad
[ ] o CISCE i 21 DEraul == ASAAPN_quararting  Umitedbocass Autnantizatian sccasdad
0150524 1151:17.. B o ELOLZs DakaAl Dymaric Autherizatian sLccasdead
20L5-05-24 104601, B o cls i 192.168.10.21 Defaiil == &584T'N Parmithccass: Auitaantication succaadadd

pdlebs: sop oujsd Blises Idogde Vs 1dyueed IJs Idouss IJiw|w§6 (DACL) W

bJo puded JJeuesd es RADIUS.

Sedu 1Jezdd pu aduws £pd 31 9,09 229> £Js ASA Llwagsle le) 9lzos Lulb, 1Jigle, show

vpn-sessionDB detail anyConnect:

asav# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane : cisco I ndex : 39

Assigned IP : 172.16.50.50 Public IP : 192.168.10. 21

Pr ot ocol . AnyConnect - Parent SSL-Tunnel DTLS- Tunnel

Li cense : AnyConnect Essentials

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
Hashi ng : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel:
Bytes Tx : 11436 Byt es Rx : 4084

Pkts Tx : 8 Pkts Rx : 36

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : POLICY Tunnel G oup : SSLVPN FlI RESI GHT
Login Tinme : 03:43:36 UTC Wd May 20 2015

Dur ati on : Oh: 00m 10s

Inactivity : Oh: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: acl10206400027000555c02e8
Security G p : none

DTLS- Tunnel :
<some output ommited for clarity>
Filter Name : #ACSACL#-IP-DENY_ ALL_QUARANTINE-5561da76

lweduuld IJizble 9] oJlzol

(1) AES128
(1) SHAL

$98, 03l IJBuwpe pedsple spdud luuogsleol Jluvaduuld igble IJodssy sluadlizol.

FireSIGHT ()5 > 3lg)

s9z> Idesolez IJouas Jluadlz ISE O odl 1desde:

r oot @ef ence: /var/sf/remediations/ISE_1.3.19# |s



_lib_ ise-instance ise-test.pl ise.pl nodule.tenplate

03l U2 wpes vuwsh suweede vble wywzsd SourceFire (SF) IJW,es Iddsluws. ol o sep
IJed: lue suwobse e IJooses go bysd IJ var/log/messages:

May 24 19:30: 13 Defence SF-1MS[2414]: ise.pl:SourceIP-Remediation [|NFQl [2414]
quar_ip:172.16.50.50 (1->3 sid: 1) Starting remediation

May 24 19:30: 13 Defence SF-I1MS[2414]: ise.pl:Sourcel P-Renediation [INFQ@ [2414]
quar _i p: 172.16.50.50 (1->3 sid:1) 172.16.31.202 - Success 200 OK - Quarantined
172.16.50.50 as admin

o Brplo I IJogsé (ISE)

U lJpop urodsu erp0 ldopdpe Vs IJuveds IJodssdss eds ISE. Jgyuo [duwedlo
|Jux3uo§J§o Os gpdsé 98w IJoyvgsd (prrt-management.log gprrt-server.log). Sgw wpdsu
pur s wuoese Idlgble J Runtime-AAA. luod s bLé > uble > ouvesd > odssu uved
ouonse Jigble Jopdso wuoese IJigble.

Spdoud ls ol IJloedld s IJgpdsle > 1dedbe, > odlb 1Jooksd slJpuwepdpst > 03368
EULO) IJ::,aer Vs IJuveys IJdled JJodsu Jg)uo Idpgdyple 1UEluos wIdd peleds 9JdJ
vwsed Jis bdo g5J:
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izJw cisco + id CSCuu41058 (ISE 1.4 volsé wzuosy e3p wuluwd 9 VPN [2l8) Jped9pes
29J ISE ¢bl Iy, sJ90 pogdd VPN gduwo 291§ (802.1x/MAB s¢g od €)l00).
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https://tools.cisco.com/bugsearch/bug/CSCuu41058
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