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———— Radius

—— Traffic from PC/VPN client to WSUS
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Group Policy Management Editor

File Action  Usew  Help
e A = HE T kS Specily intranet Microsoit update serice location [- [= [T
1 Security Canter - ifw irtanet Mo date lorati
| Sareerfor S H Specify irtanet Micrazaft update sensce locatinn | Prime Eel-hng | | Nmﬁetﬁng
_| Shutdoom Oplions
| Snart Card ) Mat Carfigured Carnment; #
| Saund Recakder
__I () Enabled
2| Sy wour setlings
I ] Tablet PC 1 Diisabled -
= toat Fubvdul i Supmorted ani | arjoger Windows 1P Mrofessional Sandce Pack 1 or Windows 2000 Sandce Pack 3,
] Mind o Calendar ezt luding Windows RT
T Windows Color Syster il
7| Windoews Custarner E o
. w0 Helpx
pe L indoews Defender bt -
B YHindowws Error Keporl — - ——
1 Windawes Installer Set the intranez updats service for debecting specifies 3rintranst server o hoot vpdates from Microsofi Cal
. X 1 upsates: Updake. You c2n then wre thiz update service to sutometically
1 Windoas Logon Oprti ) update corpputers onyour netior
7 indows Mail hitka://172.16.91.10%:8550 | _ _
| W¥indowws bedia Cent ’ Thiz setking gtz y0u specify a senss On 0w nebaark 1o function
7 Windoees Modia Digit et the intranet statisthos sensan a3 an internal update 1endce. The Sutormetc Updetes clientwill
- . e search this rendice far updases that apphete the carmputers an -
o Media Plays https TR A3 1005520 | e i =
| Windows Messenger :
| Windaws Mability Ce [=arnale: httpfintranetpd 1) To uze thiz zetting, wou must et bog servername velues the
T Wind o Pausesihel serverfram which the &utarnate Updat:_s client detects and
| W¥indows Beliabaly & dnmaloads updates, and the serarto waich updated
b [ Windaws Remate Ma svorsstations upload statistics, You can set both values Lo be the
) SAITIE J2NgEr
O Windowws Remote She
| Wind o Updats B I the statug i5 set bo Enabled, the Suetornatic Updates client
| Work Falders = comaects 1o the specified intanet Microsoft update serice,
1 Wadkplace Inin instead of Windaws Update, to search far and download
*al Settans updates. Enabling this setting means that end wsers in your
. " Al 2t g organization doa't hivae bo go through a fireaall to ger updates,
i [ ] Prefersnces ane i gives you the opportunity bo test updates before deploying |
4 4%, User Canfiguration
I- | Palicies: :
I | Prefsrences " H Iﬂl
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| Windows Update

Turn on recommended updates via

Automatic Updates

Edit policy setting

Reguirements:

At least Windows Vista

Description:

setting

|=| Do not display 'Install Updates and Shut Down' option in Sh..,
iiz| Do not adjust default option to 'Install Updates and Shut Do...
liz| Enabling Windows Update Power Management to automati...
li2] Always automatically restart at the scheduled time

| Configure Automatic Updates

|=Z| Specify intranet Microsoft update service location

Specifies whether Automatic Updates
will deliver both important as well as
recommended updates from the
Windows Update update service,

|==] Automatic Updates detection frequency

|==] Do not connect to any Windows Update Internet locations

|==] Allowe non-administrators to receive update notifications

|==| Turn on Software Motifications

When this palicy is enakled,
Autematic Updates will install

recommended updates as well as
important updates from Windows

Update update service.

When disabled or not configured
Automatic Updates will continue to

deliver important updates if it is
already configured to do se.

|2 Allowe Sutornatic Updates immediate installation
5] Turn on recommended updates via Sutomatic Updates
li| Mo auto-restart with logged on users for scheduled automat...

iiz| Re-prompt for restart with scheduled installations

liz| Delay Restart for scheduled installations
liz| Reschedule Automatic Updates scheduled installations

|=Z| Enable client-side targeting

|=] Allowe sigred updates fror an intranet Microsoft update ser..

:6,)9laxll

State
Mot configured
Mot configured
Mt configured
Mot configured
Enabled
Enabled
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
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interface G gabitEthernet0/0

namei f out si de

security-level 10

ip address 172.16.32.100 255. 255. 255.0

interface G gabitEthernet0/1

namnei f inside

security-level 100

ip address 172.16.31.100 255. 255. 255.0

aaa- server | SE protocol radius

interi maccounting-update periodic 1
dynami c- aut hori zati on

aaa-server | SE (inside) host 172.16. 31. 202
key cisco

webvpn

enabl e outsi de

anyconnect - essenti al s

anyconnect image di sk0:/anyconnect-w n-4.0.00051-k9. pkg 1
anyconnect enable

tunnel -group-1ist enable

error-recovery disable

group-policy POLICY interna
group-policy POLICY attributes
vpn-tunnel -protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel - group SSLVPN type renpte-access
tunnel - group SSLVPN general -attributes
addr ess- pool POCL- VPN

aut henti cati on-server-group | SE
account i ng-server-group | SE

def aul t - gr oup-pol i cy PCLICY

ip local pool POOL-VPN 172.16.50.50-172.16.50.60 mask 255.255.255.0

N lagzss S31e] cony A1 59,001 88, 2100) lgolasiian] s Lls ASA Ll Jsog)l aald (sSs agall o0
(20 ulio l9i6S, o) el uoriaall) ISE

access-1ist Posture-redirect extended deny udp any any eq domain
access-1ist Posture-redirect extended deny ip any host 172.16.31.103
access-1ist Posture-redirect extended deny ip any host 172.16.31. 202
access-list Posture-redirect extended deny icnp any any

access-list Posture-redirect extended pernmit tcp any any eq www
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£ Authentication

[ Autharzstion

£ Frofiing

[ Posfure

w || Remadition Acions
.!,‘._ AS Remediation
'li'. Ay Remediation
i} Fie Remediation
.!,‘._ Lewnch Program Remediation
i3 Link Remediation
i} Paich Management Remediation
i Windows Server Update Services Remediation
i3 Windows Update Remediation

= Reguirements

I?.Il, Posbure | [ Client Provigioning | = TrustSec

Windows Server Update Services Remediations List = WSUS-Remediation

Windows Server Update Services Remediation

. NEI‘I'|E| WSUS-Remediation | i

Dcsfl:,ripﬁcln|

Remediation Type| Automatic - |
Interval| O
Retry Count| 0

Validate Windows updales using () Gisco Rules (8] Saverity Leval

Windows Updales Severity Level| Critical -|
|: Updale 1o latest 05 Service Pack

windows Updates Installation Source () Microsoll Server (8) Managed Server

Inglallation Wizard Interface Seﬂjng@? Show U () Ma LI

Save Reset |
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Requiremenis

Mama Dperaling Systeams Condilions Remadiation Actions
Any_AS_Definition_Mac Mac OSX ANY_as_mac_del AnyASDelRemediationi
ac
Any AN Installaton_Win Windows All AMNY _av_win_inst Message Text Only
Any_AV_Definition_Win Windows All AMNY _av_win_def AnvAvDefRemediationWi
n
Any_AS_Installalion_Win Windows All AMY_as_win_inst Message Text Only
Any_AS Definition_Win Windows All ANY_as_win_def AnyASDeMemediationii
n
Any_AV_Installaton_Mac Mac 05X AMNY_av_mac_inst Message Text Only
Any_&V_Definition_Mac Mac 05X ANY_av_mac_derl AnyavDefemediationk
ac
Any_AS_Installation_Mac Mac OSX AMY_as_mac_inst Message Text Only
Wsus Windows All pr_WSUSRule WS US-Remediation

AnyConnect ;=i alo
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[2] Authentication [&] Authorization
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Results
( )

[ Prafiling

[ Pesture

Anyionnect Configumbon = AnyConnect Condiguration

[ client Provisioning

[5] Trustzee

* Sebect AnyConnect Package: | AnyConnectDesktopWindows 4.1.20011.0 v

¢+ [ Frofing * Configuration Mame: | AnyConnect Configuration
¥ O] Pusture
= [ Goear Provizioning Cescriphian:
i Resources
v | TrustSec
Description Value
* Compliance Module | AnyConnectComplianceModuleWindows 3.6.8+)
AryConnect Module Selection
IZE Poslure
YFN
Metwark hecess Manager ||
Weh Securty [
AP Enabler [
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Profile Ssl=ction
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VPN | -
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Hesulls ' e e
Anthorization Profile
o]
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¥ [ Authoradon * Auess Tye [ACCESS ACCEPT *]
v [ Authorzaion Frofes
Ll |
¥ [ Downbadabis ACLs Bamvics Tamplals
¥ [ iniine Posture Mode Frofles
v [ Frodng
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» ] Clont Froviinning * Common Tasks
B Tt Sec

WLAK

Yalee Domaln Permission

* web [edirection COWEA, DM, HSE, CRP)

Client Prosisloning (Fosture) » ACL | Posture-redirect

Males | Client Provisioning Portal =

Juo3ll acled
ol aclgd 6 )0.0)l 01D gl

Authorization Policy

Dafime e Aulhorizalien Policy by configuring rules baged on idenlity growps andfor othar condiliong. Drag and drop ralas o change the order.
For Policy Expor go o Administration = System = Backup & Restors = Policy Export Page

First Matched Rule Appliss ~r|

k Exceplions (0]

=handard

Status Rule Mame Condiions (idenlity groups and other conditionel Permisaions

ASANPN_guaraniing Session PoslureSialue EQUALS Unknown Seseion PogluneSiatus Poshura
EGUALS MonCaomplianl

E ASANPMN_compliant Session:PostureStats EQUALS Compliant PermitAccass
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Windows wllac] ¢ 3 GuSe Say quall 953l e Microsoft Windows wae Juaxy ol 3,0
:Update

| | « System and Security » Windows Update » Change settings - | +3 | | Search Control Panel

Choose how Windows can install updates
lﬁl Some settings are managed by your system administrator. More information.
When your computer is onling, Windows can automatically check for important updates and install them

using these settings. When new updates are available, you can also install them before shutting down the
computer.

How does automatic updating help me?
Important updates

l:} Download updates but let me choose whether to install them

Install new updates: | Every day at |9:00 AM
Recommended updates
Give me recommended updates the sarme way [ receive important updates
Who can install updates

[¥] Allow all users to install updates on this computer

Mote: Windows Update might update itself automatically first when checking for other updates. Read our
privacy staternent cnline.

Microsoft Windows Jole e3> WLissly (GPO) dcgaxall pg 515 cuaxs plasiuw] oSay oVl o) 13]
:Update

C: \ User s\ Adni ni str at or >gpupdate /force
...Updating Policy

. User Policy update has compl eted successfully
. Conput er Policy update has conpl eted successfully

C.\ User s\ Admi ni st rat or >wuauclt.exe /detectnow

<C:.\ User s\ Adm ni strator
WSUS _lc ol® cyaxs _le daslgall

: o)l 2990 Blagiwl o asdlgall ddac Msiws Ol Soy
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Update Services

&7 File  Action  View Window Help

e nE BHE

F57 Update Services
4 F5) WAN-LTB0ZKSCFOU
4 5 Updates
5 &1l Updates
& Critical Updates
& Security Updates
& WSUS Updates
4 W Computers
4 & &l Computers
& Unassigned Corm
¢ Computer-Updat
55 Downstrearn Servers
4% Synchronizations
&l Reports
i Options

Security Updates (245 updates of %95 shown, 1085 tatal)

Approval: Ary Except Declined = Status: Any ~ ( Refresh

[0 Title Ins... Approval
Security Update for Windows 7 forx6d-based Systems (KB3000485) 10004 Imstall (273
Security Update for Windows 7 (KBEI000483) 1003 Install (273

% To approve an update, selectthe group from this list of groups, click the arrow, and ¢

of approwval,
Computer Group Approval Deadline
E vlﬁ«“ Computers Mot approwved  MAA
Unassigned Computers Install Mone
@ ~| Computer-Updated Install Mone
[<] m

|® The selected update does not suppart rernowal.

[ ok ]

oYl o3 135l WUAUCLT go il Jlu,| sci

WSUS e igueSJl > oo il

aS LI dyxall aSpindl 8 aSxill 5239 le szl jouaS)l Al oo izl &S 6,0:a)l 03D puiss
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357 File  Action  View  Window

= 5=

,%[ Update Services
4 3] WIN-LT802K5CFaU
4 E[ Updates
551 Al Updates
& Critical Updates
&) Security Updates
&1 WIS Updates
4 K Computers
4 & Al Cornputers
&4 Unassignad Comj
£ Computer-Updat
ﬁ Dowmnstreanm Servers
& Synchronzations
&l Reports
_Enl Options

Help

All Computers ({1 computers of 2 shown, 2 total)

skatus Ay = [} Refresh

IP Address
192.162.10.21

(10 Marme

A admin-pc.example.com

admin-pc.example.com

Operating Systermn  Insta.,  Last Status Report
Windowes T Profes.., oo 627205 1241 Ak

status
B Updates with errors: 0
1 Updates needed: 1
I Updates installed/not applicable: 1035
I Updates with no status: ¥

Group membership: 2" =

omputer
sf
Urnassigne
d
Computer

VPN Jag dul> clis|

Jox wayy=i e g2 Lillg ISE ASA-VPN_Quarantine J,9%5 62l plaziw| pis VPN dwl> clis] a=,
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Device Security Check

Client Provisioning

Your computer reguires secunty software fo be installed before you can connect to the network.

2 Detecting if AnyConnect is installed and running...

Y Cisco AnyConnect Secure Mobility Client o] B =

ISE I HTTP 49,0 &,> a>gi 63lel go 39330 Jao9 _JI ASA Ll Josll dul> dl> s cdaaill 03® xic

Redirect URL :

asav# show vpn-sessiondb detail anyconnect
Sessi on Type: AnyConnect Detail ed

User nanme . cisco | ndex T 69
Assigned IP : 172.16.50.50 Public IP :192.168.10. 21

<...some output onmitted for clarity...>
:ISE Posture
https://iseld.example.com:8443/portal/gateway?sessionId=acl01£64000

...-45000556b6a3b&portal=283258a0-e96e
Redirect ACL : Posture-redirec

oo 3849 ISE Jl 0 olwluw pliws, Posture Module

Al iy sl laiall ise-psc.log elasi amuas gl ISE JI o dwludl ddnas 6159 posture JI aliu,

ragdnaill giogll 53>9 I

.DEBUG [portal-http-servicel2][] cisco.cpmposture.runtine 07:33: 40,493 2015- 06- 05

Post ur eHandl erI npl -:ci sco: ac101f 6400037000556b40c1: :: - NAC agent xni
<xm version="1.0" encodi ng="UTF- 8" ?><cl eanmachi nes?>
<ver si on>2</ ver si on>
<encrypti on>0</encryption>
<package>
<i d>10</id>



</ versi on>

<description>Thi s endpoint has failed check for any AS installation</description>
<t ype>10</type>

<opti onal >0</ opti onal >

<renedi ati on_t ype>1</renedi ati on_t ype>
<renedi ati on_retry>0</renedi ati on_retry>
<renedi ati on_del ay>0</r enedi ati on_del ay>
<acti on>10</acti on>

<check>

<check/ >
</criteria>
<package/ >
<cl eannachi nes/ >

p5 LS Sliasdl Josise WSU o JLas\ Lilsls "Microsoft Windows cuass Jole” Jisis, giogll 61>9 pods
(paiuall (o U35 1 095 Wlak s JS) WSUS ae L9 leisSs



@le ¢ Control Panel » System and Security » Windows Update

- | H| | Search Control Panel

£ NAC Agent W5US Update

3: The updates are being installed

Installation status:

Initizizing installaton, .. dome!
Instaliing Security Update for Windows 7 for x64-based Systems ($B3000433) (update 1of
1.

H)

computer.

Views update history
Ern adrministrator
es from Windows Update

Installing: bility Client
I
(' System Scam:
Updating requirement 1 of 1.
i -
hee also - | 30%

Installed Updates
Fﬂ Windows Anytime Lpgrade

B * NO)

Pl i 6sle] ozl jas, llas 28 aasMe



@'U'l ¢ Control Panel » System and Security » Windows Update - | H| | Search Control Panel D .

HH
]

£ NAC Agent W5US Update

— .
#°1 Installation complete
. You must restart your computer for the updates to take effect.

computer.

Views update history
Ern adrinistrator

es from Windows Update

hility Client [ = [

‘&r System Scan:
Ipdating requirement 1of 1,

See also N -—— | 30%
Installed Updates
f; Windows Anytime Lpgrade
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@Uv| Y » Control Panel » Systemn and Security » Windows Lipdate - | +4 I | Learch Conirol Pane! 2
Contral Panel Home . ®
Windows Update
Check for updates
Change settings = g q
. ) 5 Windows is up to date
View update history P i
i There are no updates available for your computer.
Restore hidden updates
Updates: frequently asked
questions Mast recent check for updates:  Today at 310 PM
Updates were installed: /2572015 at 11:59 AM. View update history
You receve updates: Managed by your system administrator
Check online for updates from Windows Update
@ Cisco Anannnact Secure Mobility Client = & [
CmmenmIMSﬂmmwﬁA
SELVPM-ASA
?m“m_m"“mﬁﬁ
Complant.
Sea also . Hetwork access allovwed,
Instalied Updates
“; Windows Anytime Upgrade

ASA-VPN_Compliant aysis 61616 | Jewslly dulsul auis 831els pois il ISE I opéill Jlaw] ot
‘ol b a5l @slas < cllae JI| Jasl .(RADIUS CoA ie) aSwidl I JolSIl Jguosll ,9s, 1309

'1
gllmﬂn Fervices Engine < Home  Opsrabons | v Folicy | ¥ Guest Access T i siratan | *
E |- \uthsnacaione HE ity ] q:lﬂ'.'-ﬂl."'."ﬂ: Meteork Coniro ‘ Iraubleshool
Misconfgured Supplicarss 7 Mizconfigurad Metwork Dewces RADILS Draps F
0 0 0

[i] Show Live Sessions 58 Add o Remowvs Solernns = 9 Felresh  EF Resel Repast Counle

Time . Status Det.. |Repeat ¢ ldertiy 2 Authorization Follcy L suthorization Frofles| Event *

201%06-05 11:13213... B a ParmitAccass ymames Authonzabon succeedad
201506-05 11113110, . n a 0 clscg Session Stata is Postured
201540805 11:11:33.. a clsco Default == &5ANPN_guarartine  Posture Suthartication succeeded

iyl dsleill wlslacYly (CoA Jsiw (§9lsill dll> (ise-psc.log) clasVl iS5 oS

:DEBUG [portal-http-servicel7][] cisco.cpm posture.runtime. PostureManager -:cisco
acl101f 6400039000556b4200: : : - Posture report token for endpoint mac
08-00-27-DA-EF-AD is Healthy

:DEBUG [portal -http-servicel7][] cisco.cpm posture.runtine. PostureCoA -:cisco
ac101f 6400039000556b4200:::- entering triggerPostureCoA for session

acl01f 6400039000556b4200

DEBUG [portal -http-servicel7][] cisco.cpm posture.runtime. PostureCoA -:cisco:ac
101f 6400039000556b4200: : : - Posture CoA is scheduled for session id



[ac101£6400039000556b4200]

-:cisco

V V V VYV VYV

:DEBUG [portal -http-servicel7][] cisco.cpm posture.runtine. PostureHandl erl npl

<acl101f 6400039000556b4200: : : - DM PKG report non-AUP: htm = <!--X-Perfigo-DM Error=0--

<error=0--><!--X-Perfigo-DnlLogof f-Exit=0--><!--X-Perfigo- G- Updat e=0----!

<X- Perfigo- Aut 0- Gl ose- Logi n- Scr =0- - ><! - - X- Per fi go- Aut o- Cl ose- Logi n- Scr - Ti mre=0- - - - !

<--user role=--><l--X-Perfigo-OigRol e=--><!--X-Perfigo-UserKey=dumykey- - !

<--=X-Perfigo-Redirect Ul =--><!--X-Perfigo-Show nfo=--><!--X-Perfigo-Session--!

<--X-Perfigo-SSO Done=1--><!--X-Perfigo-Provider=Device Filter--!

<X- Per fi go- User Nane=ci sco- - ><! - - X- Perfigo-DHCP-Release-Delay=4- - - - |

<- - X- Perfigo-DHCP-Renew-Delay=1- - ><! - - X-Perfigo-Client-MAC=08:00:27 :DA:EF:AD- - !

. DEBUG
[ac101f 6400036000556b3f 52: : : -

[ pool -183-t hread- 1] [] ci sco. cpm posture. runtime. PostureCoA -:cisco
Posture CoA is triggered for endpoint [08-00-27-da-ef-ad

[with session [acl101£6400039000556b4200

:aa8lgio alazoll Ul (ISE) awwlwl dull oloss puud oacl sl giogl luasill pusill u 85 1S5, LaS

Posture More Detail Assessment

Tirne Range: Fram O0S/E20/2015 12:00:00 AM to 0EF05/20L5 11:55:55 P

Generated Ak 2015-0&5-05 200500, 047

Client Details
Username:

Mac Address:

IP address:

Session ID:

Cliert Operating System:
Cliert WAL Agent:

FRA Enforcement:

CoA:

FRA Grace Time:

FRA Interval:

PRA Action:

User Agreement Status:
System MName:

System Domain:

System User:

User Domain:

A\ Installed:

AS Installed:

Fosture Report
Posture Status:

Logged At:

Posture Policy Details

Palicy Mame
WSUS VSUS

ISCO

i

C
08:00:27:DA:ERAD

172.16,50.50

acl01f6400036000556b3f52

Windows 7 Professional 64-bit

AnyConnect Posture Agent for Windows 4.1.02011

0

Received a posture report from an endpeint

0

4]

MiA

MeotEnabled

ADMIN-PC

e am ple.com

Administrator

EXAMPLE

Clam'Win Free Antivirus0.98.5;55.20615;06/26/201 5;

Windows Defender:6.1.7600.16385;1.201.171.0;06/26/2015;

Compliant
2015-06-05 07:28:49.194

Enfarcement Statu Fassed

Mandatory Missing windows updates: 0

Failed Conditions
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Windows Server Update Services Remediation

* Name | WSUS-Remediation | @
Description | |
Remediation T'_.rpe| Automatic - |
Inlerva]| 0 | (in secs) (Valid Range 0 to 9999)
Ftetryl:n:uunt| 0 | (Valid Range 0 to 99)

Validate Windows updates using(_) Cisco Rules () Severity Level

Windows Updates Severity Level| Medium - |
[] Update to latest 05 Service Pack

Windows Updates Installation Source ':::' Microsoft Server @} Managed Server

Installation Wizard Interface Setting(®) Show Ul () No UI

Low Microsoft Windows Jole gaxi, .2, slaeYl plasiwl, .6 el siwo plaia] piy (Jball Juw le
axdlzall g dii> UL OIS 13]y .ddles (diio ) dold ol dl JUD cols 1]

Sliazidl) WSU 0985 JI bl aadl J8YN9 dolgll oozl a8l caity U3 a2y axllooll ddac pgis 29
(5220l lg=l) 620is0ll

131 b 85 llaiall (9 dlasall by il 8 (Cisco aclgaS s plasiwl Windows o lyaxs o 62l go
.a89lgio dlaxall culS
Windows Update doxs

Mo ouy anlaiuw| Say dxlleall ngsi oo 31 g6 Jid WSUS o315 ouais ¥ il el ollas) duailly
:Windows Update



Windows Update Remediations List > MNew Windows Update Remediation

Windows Update Remediation

* Maimie | Windowslpdate | i
Drescr FI[|I}|'I |
Remediation Type | Automatic v
Interval | 0 | (in secs) (valid Range 0 to 9999)
Retry Count | 0 | (valid Range 0 to 99

Windows Update Seting | Automatically do - |

Creerride Users Windows Updale
sehing with administralors

98l olbaxdl el o Sou9 Microsoft Windows Update wislac] (9 aSxill 13® 2MoYl g65 poww
low gaxill el 2 1a®9 .pc_autoUpdateCheck 9o 138 dxllzall g9i o aolaziw] piy SVl (2390l bo il
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