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Authorization Policy

Define the Autherzation Policy by configuing rules based on identity groups andier ether condiions. Drag and drop rules to change the order.
For Policy Expor go to Administration = System = Backup & Restore = Policy Export Fage

| First Matched Rule Applies ~|

» Exceplions (0)
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CisCco Sponsored Guest Portal

Sign On

Welcome to the Guest Portal. Sign on with the usermname and password provided to you.
Username:
Password:
Passcode:

Don't have an account?

Contact Suppon
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CISCO Sponsored Guest Portal

Create Account
Please provide us with some information 50 we can create an account for you

Registration Code"

CISCD

Username
guest
First name
michal
Last name
garcarz
Email address
I‘-“IQEM&E@EIM:{) com
Phone number

BE6E6666E
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¢ Home

EE Configure BN Manage Accounts
» Guest Email Settings Identify the SMTP server and specil
» Guest Locations and SSIDs Specify the locations where you war
» Guest Password Policy Specify the policy settings that will
w Guest Username Policy Specify the policy settings that will ;

Configure username requirements that will be enforced for guest usernames. Lsernan

Username Length

Minimum username 4| (1-64 characters)
length:

Username Criteria for Known Guests
If data is available, base username on:

'E' First name and last name
() Email address

Characters Allowed in Randomly-Generated Usernames

Alphabetic: Allla-z) -

Minimum alphabetic: 8 (D-64)
Mumeric: Alll0-9) -

Minimum numeric: 0 (D-64)
Special | All supported -

Minimum special: 0 (D-64)
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| Gueast Portal

Sign Onm
Welcoma fo the GuestFortal. Sign onwith e usemame and passwond provided o vau

Usernamae;

guesli

Passwond:

Fagscode:
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Post Access
Click Continue $0 connsct ta fha natwork
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Success
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Resend

First namea:
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Usemama
“gasniond
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€i15¢0  Sponsor Portal

Manage Accoums {1)

Welcome spansor

Fanding Acoounts () Hoticas {0

Extend Edit Suspend

ResetPassword Print

milchal
'Bﬂ.rl: ars
guestl
=_!l'|-|

mgarcarz@cisca. cam

GEEEAEEEE

DALY
Biwaiting Initial Login
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Account Created

Use the following information to sign on to the network

{ Email send failure ‘

First name:michal
Last name:garcarz
Emailmgarcarz@cisco.com

9800 oMEM paiwall "o ogac” Ulgic ol guest.log oo Jxull aSg,

.ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess 22:35: 24,271 2014-08-01
-::fl owmanager. st ep. guest . Sel f RegSt epExecut or -: 7AAF75982E0FCD594FE97DE2970D472F
Cat ch Guest AccessSyst enException on sending enmmil for approval: sendApproval
Notificati on: From address is null. A global default From address can be
.configured in global settings for SMTP server
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Identity Services Engine

gc::mﬂgure ghﬂanage Accounts @Seﬁings

4r Home  Operations

» Guest Account Purge Policy Specify when to delete expired guest accounts
p Custom Fields Add custom fields that can be used for creating
w Guest Email Seftings Identify the SMTP server and specify the email

SMTF server: outbound.cisco.com

Configure SMTP server at:
Administration = System = Settings = SMTF

Enable email notifications to guests

'E:' Use default email address

Default email address: | ise_notification@cisco.com

() Use email address from sponsor

Account Created
Use the TD]]GWII‘J; infarmation to s1gn on to the network

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com

aolS9 paciwall puwl a> Wil pi « udaizs l9ioSs Wl W3 aluell Bouall alllas HLs uSais pois ol Az,
ILd 98y boaie ! 1igly .l ol plv dxio 9 cloglroll 03 (uoins pund o Lilali )9 0l
il sl axao e Lol il JSuiy Bouall eaiall sloicl o lly e piy Y o JuaSUl dadlgo J] axl>
6ol Jilwydl oloas dawlss leasbus ooyl o Y9 .09lin] i 28 Llwdl ol HlebY cloglzo pads

pud placiwly aadlgall ie slaze¥l olly Jlu,) pdel 5 5Ll 13® (Sos woy - 39,5Vl 4l ol (SMS)
(SMS/_39.,58]] 21 doMe gi09)

rJaesdl I HUas W (59,58d] 2 pabuss i



- =ise notification{@cisco.com

el ise notification@cisco.com % % Reply| =+ Forward|

wbject Guest Approval Regquest

o Me <mgarcarz{@cisco.coms=

Flaase approve (or deny) this selfregistenng guest. The gusast provded the following nformation:
Usemame: guasiy

Firsl Marme: michal

Last Mame: garcarz

‘ol e 3919,9 JuasUl ailgs (JI ozl Sz JuaSII ooy

Weltame Sponsor w

cisco Sponsor Portal

Creats Accounts Manage Accaounts (1) Pending Accawnts (1) Matices (0}

Approve Deny Refresh
Username State First Name Last Name Email address Phone number Company
# guesty Pending Approval michal garcarz mgarcarzEeisco.com
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SMS Semvice Provider

Guests can choose from these SMS providers:

Global Default

[~TT™-Mobile

T

[ Mverizon

[ IClickatellViaSMTP |
2 SMS : placiiuwly aadloall aic slaieYl by eMe] Jlu] L3Vl G >2
3 > olis] s dgial dsall LS| il pasiall o ey o
(-. B https://isel 3.example.com:B443/portal/SelfRegistration.actionfrom=LOGIN c

Phone number®
666666666

Company

SMS provider®
T-Mobile

ATT ‘
Global Default

Reason for visit
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Account Created
Use the following information to sign on to the network

First name:michal
Last name:garcarz
Email:mgarcarz@cisco.com
Phone number.666666666
SMS Provider.Global Default
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CISCO Sponsored Guest Portal

Device Registration

You can add a madmurm of Sguest device_Bmits devices. Enter a devioe 1D and dindce desoipion. The device 1D is the WAC address or Wi-Fi address of the
device. Itis an alphanumeric 1D in this format A1:B3ES19:6F-BB

Device D

Device Description

=
Cancel, continue

Manage Devices (1)

64:66:83.:08.:23.A3 Dot

65621 Jauws uazs a5 6V sy (636291 6,01 daild 9 929) Jeall Lilah jlex)l ddlol cuas 19 ail la>Y
Lslab guall

09

aogll Ldi p98) JiSor Sowall cuordiwall 1955 piwd wapall jlgdl §8lgs b HLs 2oz 5 13

axllzay ISE posy (ki3] 5lexdl Jsus el,>19) AUP JsS6i9 0 Jsi99 Jo3 I Juuuws a2, (NAC/Web Agent)
gooll Asiyy dlazoll e aeis ai SVl JSoll ooy o5 .0 805wy Sl JSoll ayazi) Jwasl slao) aclgd
oVl o) 13] Syl dl> usid CoA adskas 6sle] Juwpy sl ISE I gl Jlulg (riog)l acles) Ladg)

‘ol Lo dgiline dlaixall Jig=3il aclgd 9a5 29



¥ Exceptlons [0)

Stabus  Rule Mame Caonditions (identity groups and other condibions) Permissions
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CISsCO Sponsored Guest Portal

Device Security Check

ISE is not able to apply an access policy to
your log-in session at this time. Please
close this browser, wait Ei[CJDI’DKiﬂ'IEiTEl'_I.-' one
minute, and try to connect again. If you are
still not able to log-in, please contact your

network administrator.

Contad Support

(ISE 6o 1.3 lao¥l U 1,0>) guest.log wale Loz cued 15] el 18T (Say LaS

.ERROR [http-bio-10.62.97.21-8443-exec-9][] guestaccess 21:35: 08,435 2014-08-01
-::fl owmmanager. st ep. guest. d i ent ProvSt epExecut or -: 7AAF75982EOFCD594FE97DE2970D472F
CP Response is not successful, status=NO_POLICY
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:Guest_Portal_Sequence a,gg)l ¢ 30 plaiwl Vouall clles 955 o (o idl JSin

+ Portal Settings

HTTPS port: * (8000 - 8999)

Allowed interfaces: * [<] Gigabit Ethemnet 0
[ Gigabit Ethernet 1
[ cigabit Ethemet 2
[ cigabit Ethemet 3

Cerificate Group Tag. * | CertTagl =

Configure certificates at:
Administration > System > Certificates > System Certificates

Identity source sequence: * [Guest Portal Sequence |

Configure identily source sequence al:
Administration > Identity Management > Identity Source Sequences
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| want guest access only
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