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MONITOR WLANs CONTROLLER 'WIRELESS

HELP FEEDBACK

SECURITY MANAGEMENT COMMANDS

Security RADIUS Authentication Servers > Edit
= Server Index 1
Genaral
= RADIUS Server Address 10.48,39.208
.
ACCoLNTING Shared Secret Format ASCII =
Fallback Shared Secret LTH
* TACACS+
LOAP Confirm Shared Secret s
Lecal Net Usars
MAC Filtering Key Wrap {Designed for FIFS customers and requires a key wrap compliant RADIUS server)
Disabled Clients
User Login Policies Port Number 1812
AP Policies Server Status Enabled
Pagsword Policies
| Support for REC 3576 Enabled : |
k Local EAP
Server Timeout ] secands
F Prio Order
rity Metwork User o Enable
[ ificate
e Management o Enable
b Access Control Lists IPSes Enable
" ‘Wireless Protection
Policies
F Web Auth
TrustSec SXP
b Advanced

2>Y) VLAN33 JI 98 cuu9 CWAFIEX ey 23> WLAN Jlo 13D 313 .6250> WLAN aSub eliw]
(cwsbwl Lo = (9 Jswogll dass ol Loy sl juS sl o 98 Ol

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANSs > Edit 'CWAFlex'

General | Security | QoS | Advanced |

Profile Name CWAFlex
Type WLAN
551D CWAFlex
Status » Enabled

MAC Filtering
(Modifications done under security tab will appear after applying the changes.)

Security Policies

Radio Policy All =
Interface/Interface .
Group(G) vian33 E
Multicast Vlan Feature Enabled
Broadcast SSID » Enabled

MNAS-ID WLC
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Layer 2 = Layer3 = AAA Servers

4%

Layer 2 Security 8 None
MAC Filtering2 o

Fast Transition

Fast Transition

G oy (3 asadall e gl @9skas uSas Al> 9) .omoldl Jibasi o ST (3 asdall (ygs dode e
(-as;S0ll cugll d@83kas Ludg cddxoll ugll @85las

General | Security | QoS ] Advanced |

| Layer 2 | Layer 3 | AAA Servers |

Layer 3 Security | MNone =

Web Policy 4

SBoing (WLAN) &SLuWI dylxall &ail) RADIUS o315 ISE o315 33> AAA p3lgs wuygall dode e
ISE Jo> Veass ST clogles e Jgazl) duwlxall oxazs cliSay w5l |

General | Security | QoS | Advanced |

| Layer 2 l Layer 3 ] AAA Servers

Select AAA servers below to everride use of default servers on this WLAN

Radius Servers LDAP Servers

Radius Server Overwrite interface Enabiled . Server 1 | MNone 3 .
Authentication Servers Accounting Servers Server 2 | Mone =
¥ Enabled + Enabled Server 3 | Mone *

Server 1 1P:10.48.39.208, Port: 1812 + | IP:10.48.39.208, Port:1813 =

Server 2 None * | None

Server 3 HNone # || None

Server 4 None * | None

Server 5 None + || Nene

Server 6 None + | None

Radius Server Accounting

Interim Update v Interim Interval 600

Iarsl FAD Anthantlcstine



BNAC =) RADIUS NAC 1,0259 AAA 9l 2lowsll 3,035 y0 ST oo oIyl gl dodle e

_ General | Security | QoS Advanced

Allow AAA Override / Enabled DHCP
Coverage Hole Detection + Enabled DHCP Server Override
Enable Session Timeout o 1800

Session Timeout (secs) DHCF Addr. Assignment ~ Required
Alronet IE + Enabled Management Frame Protection (MFP)
Diagnostic Channel Enabled
Owverride Interface ACL IPvd  MNone = IPvE  Mone MFP Client Protection 2 | Optional
P2P Blocking Action Disabled ¥ DTIM Period (in beacon intervals)
Client Exclusion 2 JEnabled o0

Timeout Value {secs) &02.11a/n (1 - 255) 1
Maximum Allowed Clients 0 802.11b/gfn (1 - 255) 1
8
NAC

Static IP Tunneling 44 Enabled

MAC State | Radius NAC =
Wi-Fi Direct Clients Policy  Disabled

Mad rviirm Allowead Clieribs Load Balancing and Band Select

Per AP Radio 200 Client Load Balancing
Clear HotSpat Client Band Select
Configuration Sk e =
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY

Wireless FlexConnect Access Control Lists

+ Access Points

All APs Acl Name
» Radios
802.11a/n flexred [~

802.11bfg/n
Dual-Band Radios
Global Configuration

¢ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs

SWI 28,9 ISE olxsb 9,0l aS,> liS9 DNS ;9,0 &S Lowul) aclg9 clisl 09

HMONITOR CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS FEEDBACK

Wireless Access Control Lists > Edit

= Access Points

All APs: General
« Radios
BOZ.118/n Access List Nama fexred
802.11b/g/n
Dual-Band Radios Destination
Global Configuration Seq Action Source IP/Mask  IP/Mask Protocol Source Port  Dest Port DSCP
b Advanced i 0.0.0.0 f 10.48.39.208 i A A A A
L Permit 0.0.0.0 255.255.255.255 i a i ny @
Mesh
10.4B.30.208 £ 0.0,0.0 !
Fi Permit AR An An A
RF Profiles MM 255255255255 0.0.0.0 4 i ’ v @
FlexConnect Groups 3 perr 000 / 0.0.00 ! uop Any DNS P
FlexConnect ACLs 0.0.0.0 0.0.0.0
0.0.0.0 {0,000 !
¢ BDZ.11a/n 4 i P 'l AR A
Permit  5.0.0.0 0.0.0.0 ve ons d v @
b 802.1ibfg/n 0.0.0.0 { 0.0.0.0 !
5 Deny L L Any Any Any any B
b Medias Stresm 0.0.0.0 0.0.0.0

i il posture o) ISE olxsl 8443 clio bhid crow galaiuy il (ol (uadVl axl el ap ol
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https://tools.cisco.com/bugsearch/bug/CSCue68065

MONITOR.  WLANs CONTROLLER WIRELESS  SECURITY

Security Access Control Lists
+ AAA
General Enable Counters
» RADIUS
Authentication Name Type
Accounting flexred IPv4 [~ |
Fallback
*» TACACS+
LDAP

Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Paolicies
Password Policies

» Local EAP
b Priority Order
b Certificate

= Access Control Lists
{Access Control Lists]
CPU Access Control Lists
FlexConnect ACLs

ole pazins LB LT s ollas) dwull, &l >V 8322001 FlexConnect AP Jgwogll dads jug>s
gl abls, slen LlwY dlsg Jews dass JS) oliell 0i® cbly poids Y9 FlexConnect wlcgaxo
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(-onell
MOMITOR WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELP FEEDBACK
Wireless All APs > Details for FlaxAP1
= Access Points
o General = Credentials  Interfaces  High Availability  Inventory | FlexConnect | Advanced
w RBdiod
B2 11ain
B02.1 1k
Duual-Band Radios WLAN Support o
Gl Confhgurutian Makive VLAM D 1 VLAS ! !
b Advanced
FlexConnect Group Hame ot Confgured
Mesh
RF Profiles PreAuthentication Access Control Lists
FlexConnect Groups If_mrrw WebAuthentication ACLS I
FlexComnect ACLs S cal Sl ACLS
¢ BDZ.11af N

Central DHCP Processing

5381 o)l Slwlw ddlaio I (Jboll 13 5 flexRed lowall) (ACL) Jguogll L6 aSxidl dasls @bl
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Wireless

= Access Points
All APs
v Hadios
B02.11a/n
802.11b/g/n
Dual-Band Radios
Glabal Configuration

Advanced
Mash
RF Profiles

FlexConnect Groups
FlexConneéct ACLS

B02.11a/n
802.11b/g/n
Maedia Stream

Application Visibility
And Control

Country
Timers

Netflow
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MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

All APs > FlexAP1 > ACL Mappings

AP Nama FlexAF1
Base Radio MAC 0z 1c:M9:c2:42:30

WLAN ACL Mapping

WLAN Id 4]
Webduth ACL  flexred =
_Add |
WLAN Id WLAN Profile Name WebAuth ACL

WebPalicies

WiebPalicy ACL | Nexred =

_Add |

WebPolicy Access Control Lists
flexred [ -]
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ol sl JI ol (o HTTP

/" Home COperations|w  Policy| *  Administration | »

|4 Policy Sets |4 Profiling |7} Posture
Dictionaries  Condtions Ressiifts

Results

| £ |
{;‘I o 1:-: - ;iH-'E"-
¥ E,&m‘ i

= [ Autharization

= [ Autherization Profiles
Blackhole_Wirtless_Aocess
Ciscn_IP_Phars
Denyfooess
Mexus_admin
Neous_operstor
Mon_Cisco_IP_Phones
PermitAoess
test
testn
v [ Downloadable ACLs
¥ [ Inline Posture Node Profiles
» D Proditing
v [ Posture
v Chent Provisioning
v [ Security Group Access

e Cient Provisioning |5, Security Group Access | g Policy Elements

Authoeization Prolles > New Autharization Profile
Authorization Profile
*Name | Centralebauth |

Description |

* Access Type | AOESS ACCEPT [~]
Sarvice Template

* Common Theks

1 WLAN

| Woice: Domain Permission

B wich Radirection (WA, DRW, MDM, NSP. CPF)

Centralized Web Auth *| Aoy | Nexred | mesmect  pefaut| *
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Wired B2 1%
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| abow protocos | ABowed Protocol : Default Netwoel | and...
allow protocols | Aliowed Protocol | Default Nebwoe) | and... ¥
allow protocols | Allowed Protocol : Default Networl) | andl.

| and use identity source : [ jngemal Users
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* | wireless MAB IF | ireless | allow protocols ratocol
| | If | w MAB | al tocols | Allowed Protocol : D

| Default . use | Intemal Users |

Identity 50urt:e| Internal Endpoints]

Options
If authentication failed | Reject v
2 - [mes | 2 1F | Wired] If user not found | Continue v
If process failed| Drop v |
[ [ | - 1% | taiena
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Settings

| Genaral Multi- Portal
| Spansor
iy Dwncos Geriera Custornization Authentication
v Gusst VY LG
Dwaaits. Pobty
Langusage Template [ Enabla Sell-Provisaoning Flow

* | Multi-Portal Configurations
DetaulGuesPartal
Portal Policy

] Amew puist users 1o change pasiwond

1 Require guest users (o change password af expiration and first login
Pas Pokcy Guest users should download the posture clignd

£ Time Prafies Guest usars should be aliowed ko do self service

Usarnama Policy 4 Guest usars should be allowed to do device registration

¥ vian Dhep Release (Mobe: Release should acour prior to the Coh. Renew should be sal io occur afler ihwe Cof occurns).

- Deday 1o Release | 1 | seconds (valie Range 1 1o 200)
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