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interface Ethernet0/0

nameif ISE

security-level 50

ip address 192.168.102.253 255.255.255.0

!

interface Ethernet0/1

nameif outside

security-level 0

ip address 10.48.39.236 255.255.255.0

!

access-1list split extended permit ip 192.168.0.0 255.255.0.0 any

I

aaa-server ISE protocol radius

interim-accounting-update

Mandatory if tunnel established from WEBVPN Portal aaa-server ISE (ISE) host ---!
192.168.102.254 !--- this is the iPEP IP key cisco crypto ipsec transform-set TSl esp-aes esp-
sha-hmac crypto ipsec security-association lifetime seconds 28800 crypto ipsec security-
association lifetime kilobytes 4608000 crypto dynamic-map DMAP1 10 set transform-set TS1 crypto
dynamic-map DMAP1 10 set reverse-route crypto map CM1 10 ipsec-isakmp dynamic DMAP1 crypto map
CM1 interface outside crypto isakmp enable outside crypto isakmp policy 1 authentication pre-
share encryption aes hash sha group 2 lifetime 86400 ! ip local pool VPN 192.168.5.1-



192.168.5.100 ! group-policy DfltGrpPolicy attributes dns-server value 192.168.101.3 !--- The
VPN User needs to be able to resolve the CN from the !--- ISE HTTPS Certificate (which 1is sent
in the radius response) vpn-tunnel-protocol IPSec svc webvpn split-tunnel-policy tunnelspecified
split-tunnel-network-list value split address-pools value VPN ! tunnel-group cisco general-
attributes address-pool VPN authentication-server-group ISE accounting-server-group ISE /---

Does not work without this (see introduction) ! tunnel-group cisco ipsec-attributes pre-shared-
key cisco ! route outside 0.0.0.0 0.0.0.0 10.48.39.5 1 route ISE 192.168.0.0 255.255.0.0
192.168.102.254 1 !--- You need to make sure the traffic to the local subnets !--- are going

! through the inline ISE

ISE ;055
iPEP ;055
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Node Hame  wy- I=e-ipep-1

Basi Information

Host Hame w-ise-ipep-1

Tme Sync Server

Primary 102 168,109 6 |
Secondary |
Teartarny |

Trusted Interface (to protected network)

[P Address 192.168.100.1

Subnet Mask 255,255, 255.0

Defauk Gateway 192.168.100.250

[ 5at Manzgernent WLAM

Raset

Dormain Hame  wiaaan. com
DS Sarvar

= prmany 192.156.101.3

secondany 192.166.102.3
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Untrusted Interface (to managed netbwork)

= 1P Addrass 192.166.102.254

=

Subnet Masy 255.155.255.0

* Defaut Gateway| 192.168.102.2549

[ cet Maragernent WLAN
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Static Routes
* gubnet Address * Eybnet Mask * Interface Type  Default Gateway Descripkion
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Downloadable ACL List = ipep-unknown

Downloadable ACL

Ed .
Mame | ipep-unknown

Description

* DACL Content | deny tcp any any eq 80
permit ip any host 192.168.101.1
permit udp any any eq 53

199,20 Juf iy, il

e i pep-un ko

Infie Posture Node Profile

* Mama D=Lk

Cescriplion

“DACLMame [ ipep-unknown -|

I URL Redirect  [o§ I

¥ Attnbutes Dakails
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DACL = pep-unknogy
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Diownloadable ACL List = PERMIT_ALL_TRAFFIC
Downloadable ACL

* Name | PERMIT ALL TRAFFIC

Description | allow all Traffic

* DACL Content | permit ip any any

: B9lgio Lapass dlo

Inline Posture Mode Profiles = ipep-compliant

Inline Posture Node Profile

* Mame ipep-compliant
Cescription
* DACL MName PERMIT_ALL TRAFFIC -

URL Redirect [

¥ Attributes Details

cisco-av-pair = ipep-authz=true
DACL = PERMIT_ALL TRAFFIC
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ciscoasa# show vpn-sessiondb remote

Session Type: IPsec

Username : cisco Index : 26
Assigned IP : 192.168.5.2 Public IP : 10.48.39.134
Protocol : IKE IPsec

License : IPsec

Encryption : AES128 Hashing : SHA1
Bytes Tx : 143862 Bytes Rx : 30628
Group Policy : DfltGrpPolicy Tunnel Group : cisco
Login Time : 13:43:55 UTC Mon May 14 2012

Duration : Oh:09m:37s

Inactivity : Oh:00m:00s

NAC Result : Unknown

VLAN Mapping : N/A VLAN : none

‘et oot Sl 2990 09

w-ise-ipep-1/admin# show pep table session

: ((Current Sessions (IP, MAC(if available), Profile ID, VLAN (if any
0 2 00:00:00:00:00:00 192.168.5.2

w-ise-ipep-1/admin# show pep table accesslist normal
:ACSACL#-IP-ipep-unknown-4fbl0ac2#



deny tcp any host 192.168.101.1 eqg 80
deny tcp any host 192.168.101.1 eqg 443
permit ip any host 192.168.101.1
permit udp any any eqg 53
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w-ise-ipep-1/admin# show pep table session



: ((Current Sessions (IP, MAC(if available), Profile ID, VLAN (if any
0 3 00:00:00:00:00:00 192.168.5.2
w-ise-ipep-1/admin# show pep table accesslist normal
:ACSACL#-IP-PERMIT_ALL_TRAFFIC-4f57e406#

permit ip any any

:ACSACL#-IP-ipep-unknown-4fbl0ac2#
deny tcp any host 192.168.101.1 eqg 80
deny tcp any host 192.168.101.1 eqg 443
permit ip any host 192.168.101.1
permit udp any any eqg 53
#w-ise-ipep-1/admin

do olbd ol
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