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op louble Upg_J3p|u Ugl_po Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.
u.)lu apsg_ Ulao_)o Upu»ua_\po -_95 05l IJrouuUL_p uudgsu prouuga (Idujluos) LBIIJlye

pedsple lvluss

ouwee JY Cisco lugile puwagsglo 92390l pu gJId po¢d IJbL6. spdud lugile o030 I.Ji.;,_9|(c_
v lJpuwogrglo:

* Qe

. FTP

« SFTP

* NFS
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. HTTP

. HTTPS
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odosu puww9sg FTP oy 9lgod lJpuwesp lUyuwspessd

IJ¢lo9s 1. Jodasu puwegse eds ISE §p wouwesd 1Usgad 1Js 9lzod Idpuwesp IUyuwsess
(ISE) 9lyw9d IJs Administration > System > Maintenance > Repository. & e o8, Add: Jpl 09 p9 0z Bis 1JL09,6.

ahali |dentity Services Engine Home b ConlextVisibilty  » Operaions  » Policy » Work Centers

b Identity Management  » Network Resources b Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository

J Edit | SloAdd | <l Generate Key pairs g Export public key = 3€ Delete O Validate

Operational Data Purging
(] Repository Name +  Protocol Host Path

IJ¢b9s 2. §p w9 b, Repository Name ldw,909d9d FTPlgesho. e Gpe wlbgld Server Name, Path, User Name: Passwordglb, §lo, §6

Submit. Jpel 09 p9 oz Bs IJuo9)o.

sl Identity Services Engine Home » Context Visibility » Operations » Palicy ~ Administration » Work Centers

b ldentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services
Deployment  Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access  » Settings

Repository List > Add Reposito
Patch Management P ry pository

Repository Configuration

Repository

Repository Name | FTP-Repo

* Protocol | FTP 'l

Location

Operational Data Purging

* Server Name | 10.106.37.174 |

*Path |/ |

Credentials

* User Name | ftpuser |

* Password

Submit Cancel

IS0 puwesse FTP oy 9lzos yulo, 1Jisle)

wved 10589d 1Js 8lzos Lubo, IJigle, (CLI) Jg 36 ISE g0y w999 SSH e ugd IJigle, IJelJss.



iseladmin# ise/admin# configure terminal Enter configuration commands, one per line. End with CNTL/Z. ise/fadmin(config)# repository FTP-Repo ise/adl

od9su puwe9de SFTP

SIS0 puwe9dg SFTP oy 9lzod ldpuwatse Ihumsess (GUI)

IJgbys 1. Jodosy puww9se eds ISE §p vouwesd 1U>E9d 1Us 9lzoé Idpuwegse IUyuw9essd (ISE) slowedd |Js Administration >
System > Maintenance > Repository. & e o) Add: Jel 09 p9 oz Bs 1Juo9)s.

‘thal Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |BRANL el * Work Centers
b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services
Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

<]
Patch Management Repository List

Repository
- /' Edit | b Add | b Generate Key pairs gl Export public key | 3¢ Delete 40 Validate

Operational Data Purging

] Repository Name «  Protocol Host Path

1296 2. §p w99, Repository Name lde,90989J SFTP3IEosho. &p G wbgld Server Name, Path, User Name.
Passwordg b 1o, 56 Submit. Jel 09 p9 o I IJuo9)é.



‘dses |dentity Services Engine  Home ) Context Visibilty  » Operations  » Policy » Work Centers

» |dentity Management  » Network Resources  » Device Portal Management  pxGrid Servicas

Deployment  Licensing  » Certificates  » Logging | ~Maintenance | Upgrade  » Backup & Restore  » Admin Access  » Seltings
<]

Repository List > Add Repository
Repository Configuration

Patch Management

Repository

* Repository Name | SFTP-Repo
Operational Data Purging '

* Protocol || SFTP = |

Location

* Server Name| | 10.106.37.34

“Paty [/

Credentials

* Enable PKI authentication [

* User Name] pan

* Password] sessssse

oo ]

IJgloss 3. wgs 1o wud) Submit. wlboy suulds puwtds. wbldud Iuwlds Glgwasle CLI Jluplds pielz IJpuossd Jebe
SFTP. Jpl 09 p9_oz b lJuo9,6.

Y Host key of sftp server must be added through CLI using 'crypto host_key add' exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the URL of the
repository configuration.

IUg g6 4. uad 1Usg9d 1Js 9lzos Lub, 1Jisle, (CLIY Jg$36 ISE g0y wy9e9d9d SSH sl wegse I1le, crypto host_key add host <ip
address of the server> J|_olWs pclz IUposud.

iseladmin# crypto host_key add host 10.106.37.34 host key fingerprint added Operating in CiscoSSL FIPS mode # Host 10.106.37.34 found: line 1 10.106

s e e SFTP pu slzos Luls, 1Jisle,

wwed 1Usgsd 1Js 5lz06 uulo, 1Jisle (CLI) Jg 856 ISE gu w9w9dsd SSH v 1ol IJwldss:

ise/admin# ise/admin# configure terminal Enter configuration commands, one per line. End with CNTL/Z. ise/fadmin(config)# repository SFTP-Repo ise/a



odosu puwe9de NFS

oJd9su puwe9de NFS oo 9lgos Idpuese luusess

IJgbys 1. Jodosu puwwse eds ISE §p vouwesd 1U>E9d 1Us 9lzoé Idpuwegse lUyuw9essd (ISE) slowedd |Js Administration >
System > Maintenance > Repository. & e 1) 899 loalkds . Jol 09 p9 oz b 1Jo9,6.

‘thal Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |JRENL el * Work Centers
b ldentity Management b Metwork Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository
J Edit | qAdd | =Generate Key pairs (> Export public key | 3€ Delete 0 Validate

#
Operational Data Purging

] Repository Mame +  Protocol Host Path

1296 2. §p w99, Repository Name lde,9999d NFSslgoslyo. &p e wlbgld Server Name g Path: 9lo 8, Submits Jel 09 902
S Iduess.

"dud Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

b |dentity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging | ~Maintenance | Upgrade » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List > Add Repository

Repository Configuration
Repository

* Repository Name | NFS-Repo

Operational Data Purging

* Protocol | NFS v

Location

* Server Name | 10.106.37.200 |

*Path | /nfs-repo |

oS euwsse NFS oy slzos yulo IUlsle,

wwed 10589 1Jss slzos gulbo, 1sle, (CLI) Jg 838 1SE g0y wasesdsd SSH 9ugd 1Jisle, 1deldsé:



iseladmin# ise/admin# configure terminal Enter configuration commands, one per line. End with CNTL/Z. ise/fadmin(config)# repository NFS-Repo ise/ad
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IJgbys 1. Jodosu puww9se eds ISE §p vouwesd 1U>E9d 1Us 9lzoé Idpuwegse lUyuw9essd (ISE) slowedd |Js Administration >
System > Maintenance > Repository. & e o) Add: Jel 09 p9oe Bs 1Juo9)s.

“huih Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy |JRENL el * Work Centers
b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng Upgrade  » Backup & Restore  » Admin Access  » Settings

Patch Management Repository List

Repository
J Edit | b Add | b Generate Key pairs g Export public key | 3¢ Delete  J0Validate

#
Operational Data Purging

] Repository Name «  Protocol Host Path

1296 2. §p w99, Repository Name lde,90939J DISK glgosho. &p Bp wlbgld Pathgb §bb, 96 Submite Jel 09 p9 02 B

‘dste’ Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers
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Deployment  Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access  » Settings
<]

Repository List > Add Repository
Repository Configuration

Patch Management

Repository

* Repository Name | Local-Repo

* Protocol m

Location

Operational Data Purging

*Path |/

EZ) )

090 Ipw e Idpeds po Slzod uwlo, IUisle,



wwd 10589J 1Jss 9lzos ywlo, Iisles (CLI) Jg358 1SE oy wi9esdad SSH ouued IUisle, 1Jeldsé:

ise/admin# iseladmin# configure terminal Enter configuration commands, one per line. End with CNTL/Z. ise/admin(config)# repository Local-Repo ise/a

%‘ TS s wslule Jpuwesse Idpeds peds! eds Buue ISE.

IJozdd e lduoes
$edu IJozdd po Ipuwesde pu IJ pu 31208 Ipuwcesp Ioumsess (GUI) 95lzes ulo, Iisle, (CLI) Jebpe ISE.

o288 wluveesle sleos Idpuwese Idrumspss

Jluwedsle 9lzos IJpuwedse l)uwspess (GUI) JJdwedd pu ldpuvesse luwdd IJs Administration > System > Maintenance >
Repositoryldeue9sg: &p zaso: 9lud) Validate: Jpel 09 p9oe WS 1Uuog,6.

duthe Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Logging Upgrade  » Backup & Restore  » Admin Access  » Settings

(<]
Patch Management Repository List

Repository

/ Edit <oAdd == Generate Key pairs (b Export public key 3¢ Delete| ' validate
|| Repository Name a Protocol Host Path
FTP-Repo ftp 10.106.37.174 /

Operational Data Purging

W i wud,) Vaidate [ Suwés zuedo Repository vaidated successfully IJluwegles gds 1 guic el 09 p9 oz b [Ju09,6.

Server Response

Repository validated successfully

o283 wlowegsle CLI (Slzos pul, 1isle))

JJo2dd pu IJpuwessg pu slzos yulo, 1Jisle) (CLI Bp wouwesd 1Usesd 1s £826 I1SE gy SSH 96p woungsd IJie, show
repository <name of the repository>. s, 181z 1Jie) IJpJle 1Je92936 Bes Idpuwesse.

ise/admin# ise/admin# show repository FTP-Repo Config-Backup-CFG10-200307-1043.tar.gpg ise/admin#



loveduuled IJigble gl odlzol

Jousese lgble IJpguogse Bs ISE luvegsp wusese IJigble IJolssé:

<#root>

ise-1/pantt

debug copy 7
ise-1/pan#

debug transfer 7

ise-1/pan# ise-1/pan# 6 [25683]:[info] transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-

swe wgbsd cusese Uigble Jpl 03 09 oz oul:

ise-1/pan#t ise-1/pan# no debug copy 7 ise-1/pan# no debug transfer 7 ise-1/pant

Juoelo 929> louold Lozt wsu ISE 9Ehe IJpumwwsse IUss wp wdgsue: Gp wlesh IJollb 256 pu Slzed IJpuvatse
lJyuw9pse (GUI) J ISE:

o luodd lJs 1deadeia > Tpuad ila \ighls sluadizel > fagla dagig sua > g TCP.
o Ded IUBses Idpuluves B "gled IJouodss" 9233 "Tdouums "

o lud) eds .
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Identity Services Engine Home  » Context Visibility |EREelNce s

» RADIUS  Threat-Centric NAC Live Logs  » TACACS | ~ Troubleshoot | Reports

» Policy » Administration » Work Centers

~ Diagnostic Tools | Download Logs
<]
= General Tools TCP Dump
RADIUS Authentication Trouble. .. Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... G H Stopped Start
Evaluate Configuration Validator
Host M. ise-1
Posture Troubleshooting SaLHamS Ise
Enonbe g Network Interface |  GigabitEthernet 0
TCP Dump

Session Trace Tests

» TrustSec Tools

Promiscuous Mode

© On off

Filter

ip host 10.106.37.174

Format

Example: 'ip host helios and not iceburg’

Raw Packet Data

i

pU i@_J ouvgsd vewo e lde,e Ids Idpuwa9se sldos sew ldovhel luedd IJs Administration > System > Maintenance >

Repository. ggss ldeuww9sg 9lu g, Vaidate. o p lowdd lJs Operations> Troubleshoot > Diagnostic tools> TCP Dump. &e o9,

Stop: & G wouisd IJodlb 1dzies Jel 09 p9 oz s 1Juo9,s.



il Identity Services Engine Home » Context Visibility » Policy » Administration » Wark Centers

» RADIUS  Threat-Cenfric NAC Live Logs  » TACACS | ~ Troubleshoot] Reports

+ Diagnostic Tools | Download Logs

o
~ General Tools TCP Dump
RADIUS Authentication Trouble... Maonitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... Status B Stopped m
Evaluate Configuration Validator
Host N ise-1 -
Posture Troubleshooting eSS = J
SERIORE Bty Network Interface GigabitEthernet 0 j
TCP Dump
Session Trace Tests Promiscuous Mode Gn o
» TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg'

Format Raw Packet Data j
Dump File
Last created on Tue Apr 21 07:37:24 IST 2020
I FileSize : 9062 bytes I
Format : Raw Packet Data
Host Name : ise-1

Network Interface :  GigabitEthernet 0
Promiscuous Mode :  On
Filter : ip host 10.108.37.174
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