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DUO Cloud

Active Directory

0@

DUO verifies the user's
account

Secure Client ISE PSN Node

@a‘D

i
o FTD sends a RADIUS
Access Request ;

i ' PSN node resends the '
; i RADIUS Access Request [ i
DUO Push accepted i
PSN node receives the
PSN node resends RADIUS Access Accept :

: il the RADIUS Access o

i VPN connection I Accept

H completed. E
o
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2. syuwd "ld>Vle g0 wosss pdl) IUzplss (FTD)' bdw IJeuelb§6 1Us pzyd e3ple 1Jogss (ISE)
ou Cisco.

3. 0d9p £926 grplo Iduwsluwle (PSN) Glelbs wozso bdo ldeuob 96 IUs Elbe 9dsd puolb 9o
DUO. gug> 3Jdc sweldd ebpe Idpuob s IJouliss po woed vslule ldlgeels po gdld 306 Duo
Cloud.

4. swe v Duo Cloud oy yogé luwe Idpuwegse 99Jes 1Jey9) pdlod Bless wslulwe IJpejlpus.

OIS STw o odou Idpslpud wsu pzeses IJub)le IJoulisse 9 Active Directory JJeswuwle
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8.=§QJ$§ FTD oid§> lJpeo1> 86 9suunis louold VPN oo gbs lduoelss pg 9,08 wolus,)
IJlelo 1dpuluews.

9';‘5‘99'0 L_,n_)olpa FTD L._JQU-UE@;SJ wluosd louold VPN IJulzz 9s)uwd wslule 1Jeeluvws
wlplo o6 1358 1Js 8956 ISE Jlg)luo pdb IJuwedle 9eslzes Idzuwlole.
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Suweese Ilesh B 03l 1Usdsd pedele IUubods IUeldse:

- 8856 gbp IUubods 1UIulgwes (PNS) IP: 10.4.23.21

- 192999 IP JUsle g wosess Firepower (FTD) Juvods VPN 1Jolbes,6: 10.4.23.53
- 93dsd IpLols s IJeolss IP: 10.31.126.207

- luwpe | JpelJ: testlab.local

lJodasule

wJdgsule FTD.

spe elp RADIUS slIgd oy 95 Iblyé FirePOWER (FMC)

1. 9 wld9uo9d IUs FMC oy ¢JIJ lbJl§ pooe IUssy 1Jglue wd 95¢9d gusly IP 1Uglue o
FMCs Jowg 9lzos IUpuwese Idyuu9ps0 (GUI).

2. luowd Ids Blises IJdlisolo 9z Elbe AAA 9l 8d [Js esl) peeoed ¢9lbe RADIUS.

3. 1u@) W98 1)) luol9s pze9es ¢9l>p RADIUS Jluble pze9806 23536 Jg9lop RADIUS.

Flrewa” Management Center Overview Analysis Policies Devices Objects Integration Deploy Q, @ -I:& 9 admin » '::IL','é!;'
! t
~  AMA Server RAD'US Ser\_fer Group Add RADIUS Server Group Q, Filter

RADIUS Server Group

RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in
through Remote Access VPN connections.

Single Sign-on Server

> Access List

> Address Poals — -
Application Filters
AS Path

Cipher Suite List

0zP9E0 9l>p RADIUS.

4. 15¢J Igwel 50035 Jprengs 9l>p AAA RADIUS IJpos2 Jusplo erssd slune sled Iwoss
IJlwlowss Jdgvods.

5. luvwpy B luols gbe RADIUS 28> g0 bbysd wedss IJgsh Idpoluve yopu odssy
| Jpzeoes.

RADIUS Servers (Maximum 16 servers) H

IP Address/Hostname

&) RADIUS,



6. 255 £uoly IP Jgolse RADIUS 9isgJ IJpdelz 1o IJpgive,d.

iz o0 |JU'D_)_9_)§ |Joi¢b U pubbdé o3l |th_9u|2_ |Ju.u_)§ uuudd TroQ pE tbp ISE
Jlvuvle louold RADIUS ylge.



New RADIUS Server @

IP Address/Hostname:*

| 10.4.23.21 |

Conigure DINS at [hreat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)
1812
Key:*

( TTTTIT Y]

Confirm Key:*

eEIOBBOR

Accounting Port: (1-65535)
1813

Timeout: (1-300) Seconds
10

Connect using:

® Routing Specific Interface

£1% RADIUS 1z 5.

7. 08> odysu wdluosd Ebe RADIUS, 149, W9l edb JJlzeulb Lleshble pze9es g9lp
RADIUS.



Add RADIUS Server Group (7

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers) ~|—

IP Address/Hostname

10.4.23.21 A |

carco || IR

Slgacsd azased 1JE sl

8. Jluole w9y ¢lbp AAA 9o uWS30 gu) Iy ds: luodd 1Js 1J8lses ugi &p 235 uuiy
IJIJd Joebosy IJlesble.

Firewall Management Center

Objects / ¢

Overview Analysis Pelicies Devices Objects Integration Deploy | Q, @ fel 9 admin ';',';;‘.!' SECUR

RADIUS Server Group “ Advanced Deploy

FTD_01 I Ready for Deploymant L)

RADIUS Server Group abjects contain one or |
through Remote Access VPN connections.

Name

ISE

Ok #13 AAA.

svdJe I VPN ceso.



1. 1vedd IJs IJlzosé > VPN > 1Jg 09 £0 wes B 9lzod Idpuwaésp luw9pess (GUI) J FMC
Juse gpdsé wdosu IUuvuds 1Ugluos [Ublo,ss (VPN).

2. 168y V9 IJ)) luolws Jluuile pdwd wg)sW louold VPN zaso.

Firewall Management Center :
- g Overview  Analysis  Policies Devices Objects Integration Deploy Q @ £+ @ adminv Jal-

=

Namé Status Last Modified

Add a new configuration

ads O s luald VPN,

3. i)'a._J luw el )80l 9900 sl JJuvwds 1Ugluos Idbloyso (VPN) Jdpuwless s weasso sigd
lesble IJgvede.

4. 12, sl SSL Juoplo 929 louold Tew wluuwegsle wygesdsd SSL VPN.

5. p0 Blispé 1Iz06. 235 zolj FTD IJpgs>.

Remote Access VPN Policy Wizard

o Policy Assignment 2  Connection Profile 1 AnyConnect 4  Access & Certificate 5  Summary
Access VPN policy with a new user-defined conneclion profile. elements to be in place to complete Remote Access
prow— VPN Palicy.
VPN_Remote Authentication Server
Description: Configure LOCAL or Realm or RADIUS Sarver Group

or S50 to authenticate VPN clients,

AnyConnect Client Package

VPN Protocols: Make sure you have AnyConnect package for VPN
Client downloaded or you have the relevant Cisco

SSL credentials to download it during the wizard.

IPsec-IKEv2 Device Interface

Targeted Devices: Interfaces should be already configured on targeted
devices so that they can be used as a security zone

Avallable Devicas Selected Devices or Interface group to enable VPN access.

FTD_01

lg il VPN,

6. Bp wodosy luudsw AAA Jlwegsle £.836 PSN B lesble IJe ol 6.



Remote Access VPN Policy Wizard

Palicy Assignment o Connection Profile 3  AnyConnect 4  Access & Certificate 5  Summary

Authentication, Authorization & Accounting (AAA):

Specify the method of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN
connections.

Authentication Method: AAL Only v
Authentication Server:* ISE v -
Fallback to LOCAL Authentication
Authorization Server: Use same authentication server -+
Server ISE v +

7. 13 cessu gudly IP ssulpsds Jduveds 1Ugluos 1Ublo,sé (VPN).




wedsy: 8ds uwosd ldpold: wp wprs> wepe DHCP VPN.

Client Address Assignment:

Client IP address can be assigned from AAA server, DHCP server and IP address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

Use AAA Server (Realm or RADIUS only) @
Use DHCP Servers
Use IP Address Pools

IPv4 Address Pools: | Pool VPN e

IPvG Address Pools: #
<zee g0l ssu IP.
8. Wp vldpulogs Jluuble voz pgp9esd o8-
Group Policy:

A group policy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* DfitGrpPolicy |+

Edit Group Policy
ooz ez s,

9. Vs leable wop 1Upzpogs: wlds pu wesss wi9o9dsd SSL.



Add Group Policy (7]

Name:*
| VPN_Remote_Policy

Description:

General AnyConnect Advanced

|
VPN Protocols VPN Tunnel Protocol;

Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner SSL
DNS/WINS IPsec-IKEv2

Split Tunneling

Cancel Save

s sdin VPN,

10. ¥p wluuble wgpe VPN gos> |_9 T2 Ogps 929> Jupsss ublg gulssy IP IJpewlzs Jgpdle
VPN.



Add Group Policy

Name:*
| WPN_Remote_Policy

Description:

General AnyConnect Advanced

VPN Protocols IP Address Pools:

Name IP Address Range
Banner
DNS/WINS

Split Tunneling

| Cancel

czeg VPN,

1. 23> wlosd gbpe DNS Jloold VPN.



Add Group Policy

Name:*

Jven_Rremote_Policy

Description:

General AnyConnect Advanced

S
VPN Protocols Primary DNS Server:
IP Address Pools | ¥
Banner secondary DNS Server:
DNS/WINS ¥ | L
Split Tunneling Primary WINS Server.
v | e
Secondary WINS Server:
- | +
DHCP Network Scope:
'r | B
Only network object with ipv4 address is allowed (Ex: 10.72.3.5
Default Domain:

Cancel Save

Jg2lales DNS.



w2ds)t Sz pdlebs lue sup leowh Upsile 1Jloldss ped 1usel 9090osd
Ilouold 1o és IJpoduue 8 AnyConnect slJgshlo 1Upodseé 18 oshss Josl
lJodysu.

12. o8> wdysu Idovdlosd Iduoy9)86¢ lu@) W IJelds Jpolwgs Ideszdo Ieldss pu
lJlgsls.



Remote Access VPN Policy Wizard

1] Palicy Assigrment ) comnection Protie 1 AnyConnect :  Access & Certcate 5 Summasey

STFIRATRS, I AT GOSN ERTIIL 53 U TR S G LA LAY G PR O D, AT TLAT SR PTE S I AR D3 AR,
Liga A8A Sanmr (Realm of RADILS aaky) [ ]
Ligs DHCP Sanvds

Liga I Addngss Pocks

ihed Address Pools: | Pool_WPN i
b Addess Pools i
Group Policy:

A group policy is a collection of user-criented session attributes which are assigned to clent when a VPN
connection is established, Sslect or create a Group Policy object

Group Policy:® VPN_Remate_Policy - 4+

Edit Group Policy

&g 1eze s,

13. 233 2506 AnyConnect lJpolues Jpuweesps Iuvods 1Ugluos IUbloyss (VPN). B 2lJs
£3p 15,1z 1Uzsp6 1 pbbdows. sdos Jssd IUpshy Jlualds 1Uze6 1Juo,9,56 B o030 |Je,zJs.

Remote Access VPN Policy Wizard
1 | Policy Assignment 2 | Connection Profile e AnyConnect 4 Access & Certificate 5  Summary

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

I Download AnyConnect Client packages from Cisco Software Download Center. I

Select at least one AnyConnect Client image \
I © Show Re-order buttges

ACGDHHQDI File Object Name A T PICRAGE Waime Operating System
D anyconnect-win-4.10.08029-we... anyconnect-win-4.10.08029-webdeploy-k9J... Windows -

Cancel Back m

_|~_|\_|J\“_\ \JC Jeb.

14. i&_o_, 9lzod IJubvods gds goly FTD IU3s wysd wpdsu psid VPN IJogsss Iso.



Remote Access VPN Policy Wizard

1) Policy Assignment 2 | Connection Profile 3 ) AnyConnect ° Access & Certificate 5 Summary
= ..
L
D H O w——— =t
Remote AnyConnect Qutside VPN nside ¢ te
User Client Internet Device R

5

AAA
Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* Outside D +

Enable DTLS on member Interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

}\CDB d—.\_\\ﬂb VPN

15. 9p vlouble gpdsd wuwesd I._EJJuoI)éS pQgtJlJ weasd leds Idb, g [Jpolaé Jlogvle IJuol>é
suvwswol gds gl Idzgpelsd 909 o) wldg Idlopss Jlouoldle VPN IJleys.



wedS): 8ds uwesd Idpald: wp weass Jbolss 9980 Slusl Vs o3l Idsdsd.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certiicate Enrollment:® - —|— ]




Add Cert Enrollment

MName*

Description

CA Information

Enroliment Type:
Enrollment URL:*
Challenge Password:
Confirm Password:
Retry Period:

Retry Count:

Fingerprint:

chéJ \JQZ:\JB.

Certificate Parameters Key Revocation

SCEP v
@glf Signed Certificate -\
EST

SCEP

Manual

1ﬂ :[:'C-.I!'l.gl.' 0 ':']:I:-

16. 16 @) W98 IJolds wezyd wdasu wuwesd Idgiolss.



Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 AnyConnect ° Access & Certificate 5  Summary
T BUAEIE I VT WA e 13,
Interface group/Security Zone:* Outside v +

Enable DTLS on member interfaces

A\ All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients, Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:*

Cert_Enroliment

Access Control for VPN Traffic

v +

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

eJéud 1J 50 5\J¢ Jale

Cancel

17.Jlee pdéue zese IJodssule 1Ugluos wd JJolds po luol 58888 9oeduw 1lesls 1dss

<)SHo0.

Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3

Firepower Management Center will configure an RA VPN Policy with the following settings

AnyConnect 4 | Access & Cortificato

© summary

After the wizard complates, the following

MName: VPN_Remote configuration neads to be completed for VPN to
Daovice Targots: FTD_01 work on all device targets.
Connection Profile VPN_Remats

Connection Alias:

VPN_Remaote

@ Access Control Policy Update

ARA An Access Control rube must be defined to allow
VPN traffie on all targeted dovices.
Authentication Method:  AAA Only
Authentication Server:  ISE (RADIUS) © NAT Exemption
Authorization Server: ISE (RADILS) I NAT is enabled on the targated devices, you
A s SE must define a NAT Policy to exempt VPN traffic,
coounting Server

Address Assignment: © DNS Configuration
Address from AAA: - To resohw hostname spocified in AAA Sorvers
DHCP Servers: or CA Servers, configure DNS using FlexConfig
Address Pools Pool VPN Padicy on the targated dovices.

Address Pools (IPy
Group Palicy:
AnyConnoct Images:
Interface Objects

Device Certificates:

oJgom Jg 3k VPN,

VPN _Flemate_Policy
anycoanect-win-4 10 0B029- webdeploy- k3 pkg
Outside

Cert_Envoliment

D Port Connguration

S5L will be enabled on port 443,

Please ensure that these pors are not used in
NAT Policy of other services belore deploying
the configuration.

A Metwork Interface Configuration

Make sure to add interface from targoted

Cancel

["Back - Finish

18. Jobousd wdssu 1Usuasd go wes IJs VPN gougvsbo: loodd Ids IJouiy > oy 1IJIJ
900983 [Jouuiy IJs zoly FTD [Jegss.



ll:.l_re\'?al_.l_.:Malnalgemer_“ Cer_“er Overview  Analysis  Policies  Devices  Objects  Integration Q d’ 3 @ adminv lab

VPN_Remote | Q ammuv .

Enter Description

FTD_0M I Ready for Deployment (1)
one
Connection Profile Access Interfaces Advanced
e
L
Name AAA
Authentication:
Default WEBVPNGroup Authorization:
Accounting:
Authentication: IS
VPN_Remote Authorization: ISt 1 device is available for deployment 2 A

Accounting:  ISI

Gk lg e VPN,

odgsule ISE.

Suliss popg Jebbp RADIUS ¢lezs.

1. lvedd Ids 1JbLs > p9lys Idgveds > g9l e RADIUS 1Ughzso W 1Jglzos 1D, s0 Cisco ISE.

2.108) W93 IJjy luolws Jodgsy ¢lbe RADIUS ¢hzs gass.

= Cisco ISE Administration - Network Resources

Network Devices Wetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers Mare

External RADIUS Servers

B3

Name Description

29150 RADIUS 1J¢ 1,256
3. bgd luwel Jglse DUO IJsds.
4. i)'a.J ewslu IP IJuozse Jglse Proxy DUO Joely Idlouold IJuozse wsu ISE 9¢lse DUO.

5. 8p wotssu lJpvdole Iduus [Jpuuo,d.



adlghs: sz <l 550 o3 1 il 1 s 1dauic 8 s 1% Proxy DUO Jlocils legald RADIUS <oz !z.

6. wpzud el zpse IJovlosd wuvdd Loese: 1ud) 998 luwwld Jrails il sses ¢13 Proxy DUO 1z e,

Cisco Administration - Network Resources
MNetwork Devices Metwork Device Groups

Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

External RADIUS Server

[t
DUO_Server

10.31.126.207

7. 1o08d 1Js 1UbLé > euwduudle ¢l RADIUS.



8. 1b8) W9 lolWws Jlugvle ouwdund glbe RADIUS zaso.

= Cisco ISI Administration - Network Resources

Metwork Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers More

RADIUS Server Sequences

For Poicy Expon go 1o Administration

]

Name Description

Godusdis #12a RADIUS

9. B wods) luwe pesi Jouwduwd Ebe RADIUS oy lzed ywesds Iozsss.

10. 22> p9 3¢ ¢l>p Duo RADIUS 1J3s wp wdssuo puvedl 9ldpuil) [Jsoe wluuwe DUO_Server
s o3l IUsdsd: slu@gdoe |Js 1UBlspeo [dperso eds IUzlue IUlspu Jogopsue WS IJouvdgwd.

1. 109, 9938 buwld Jlwele wdssy wuwdund Elbe RADIUS gz bbo.

= Cisco ISk Administration - Network Resources

etwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADMUS Server Sequences NAC Managers External MM pxGrid Direct Connectors More

wosisé wuwduwdlo Ebe RADIUS.
Op ez FTD Jzol; 9u09d lJs 1duvods.

1. lvewd IJs éy“ﬂ IJI>16 WS 9lzos IJuble J>ssdi 9p0 ould: 235 p9lys IduvoJds JJ9 o9 IJs
pub§s wdysu lzejo Idybeds.

2. Lo 1o wogd IJs Buwpe el Idubeds: Bp wozass p98E I 1uolWs 9lud) edso Juos
gpJsd 1uol96 zolj 9u09d 238> I Iduve Js.



= Cisco ISk Administration - Network Resources
MNetwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers Mare

Notwork Devices

Network Devices

Name IP/Mask Profile Name Location Type Description

2036 109,09 s I
3. S IJzdod Ipesdyée b5z luwe 2ol 1U9uosd s Idubeds Jopass Izel sléd uiwdod.
4. loodd IJs wpass guslu IP IJglue wzoly IUsBle o woss> Firepower (FTD).

5. bed IJpbolz 1Uss wp logulde guludl loule [es1s FMC (0,95 51,6 Firepower). sg» o3l
lJpdclz soygssl Jolpso IUleuold wso IJlzoje.

6. 1pd 1Jgpdss wldudy 998 15 buwld.
Metwork Devices List FTD

Network Devices
Name ETD

Description

IP Address "1P 10.4.23.53 I 32 i}

luolss FTD ¢ NAD.



RADIUS Authentication Settings

RADIUS UDP Settings
Pratocaol RADIUS

Shared Secret | LLITIET T ] I Show

| Use Second Shared Secret |

Second Shared

Show
Secrat

Col Port 1700 et To Default

lesble RADIUS
epdsle lJoosse Idoulisse.
oowsw 9dsd Duo.

Sedud 1dyuesd IJs sdsd Ideuisd sldeeose 1dglue wsdsd Duo Cldoud) Wsd Idboolb
lJolds:

https://duo.com/docs/authproxy-reference

spe ldedsd IJeuliss pe ISE 9 Duo Cloud.

1. owed 1dsg9d IJss p9e Iplo DUO gJs IUgsw https://duo.com/ Llgwegsle wslole 1dlge el
lJgluod .

2. luodd IJs Buwe IJobousdle 9233 2plss Iz IJobousdle JJpolugs.


https://duo.com/docs/authproxy-reference
https://duo.com/

Dashboard

Device Insight o
Policies w
Applications ~

Protect an Application

Authentication Proxy

Single Sign-On w
Users w
Groups v
Endpoints w
2FA Devices W

Il 1 s

Dashboard > Applications

Applications

Manage your update to the new Universal Prompt
experience, all in one place.

Saee My Progress Gat More Information [

0 0

All Applications End of Support

Protect an Application

Q Search

Export ~

3. 1oz 0 2shy Cisco ISE RADIUS" (s 1J8lis 06 91,y 998 2elss Jluolbeo [

Fons -
| Applications -

| Protect an Application

Authentication Proxy

Single Sign-0n W
Users 5
Groups w
Endpoints w
2FA Devices w
Administrators ~

Trusted Endpoints

Trust Monitor ~
Reports w
Settings

Billing W

¢\ ISE RADIUS

Add an application that yeu'd like to protect with Due twe-facter authentication.

You can start with a small “prool-of-concapt” installation — il takes jusi a fow minutes, and you're the only one that will sea i, uniil you deckde fo add

othors,
Documentation: Getling Staned f

Choose an application below to get started.

Cisco ISE RADIUS

Application

CI5co

Clsco ISE Administrative Web Login

[4324-]

Clsco ISE RADIUS 2FA,

CISCO

Cisco RADIUS VPN 2FA

Protection Type

2FA with 350 hosted by Duo

Documentation 7 Protact

Documentaton Protoct

4. e 1Jluolws IJulzeo: ywans wdluosd wbosd DUO. §e wldope)s) Jium.é.J 9lud) 998

eV b.

5. 8p vuuw pBdolz Idedled 1dpesd) sldpclz IJuuss: 9luwe puoSDO 91206 w)ped

IJobosdle (AP g0 guluo, luwluuss JJgbsle 1Jolss.



Application modified succe a5fu Iy

shboard » Applications » Cisco ISE RADIUS

C i S c D IS E RA DI U S Authentication Log 1%] Remaove Application
Follow the Cisco ISE RADIUS instructions .
Details
Integration key E.")._
Secret key sarsnssssnnnenenyiyl I
¥ 1k

AP1 hostname _:;';.-;;se;;;.-»..', com

Gl gacsd &1 ISE

6. 9p wouvésd Duo Proxy Manager eJs obled Jewlogs 1Jles0.

D

- Duo Security

. Duo Authentication Proxy Manager

Duo Proxy Manager

7. (Iltesbs) bl o 1dghe IJ9dsd DUO IJElue o seole IUs odsso sdsd Jdlogald
wuveleos DUO: Wbgd Idpsdple IJoldss:

[main]
http_proxy_host=<Proxy IP Address or FQDN >
http_proxy_port=<port>



aiss olds U luwowld ool osd 1Jsdsd IJwedss gldedlosd 1UEluos .

8. IJlu. iuuoé)ro lJpgdsplo IJos pw vouweol uwloll JIJpld wdysy [Jodled.

[radius_server_auto]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

radius_ip_1=<ISE IP address>

radius_secret_l=<secret key configured in the external RADIUS server section>
failmode=safe

port=1812

client=ad_client



adeez: Line client=ad_client o9 | ul,6 1Js Iv 9Jsd DUO sol> 8 oluwwdsle guwle Active
Directory. wlds po Lozé 030 lJpgdsple JIJeld 1Jpjlewd pg ¢306 Active Directory.

>pe DUO ¢ Active Directory.

1. 8p wipg 99Jsd puelb 96 DUO pg Active Directory.

[ad_cTlient]

host=<AD IP Address>
service_account_username=<service_account_username>
service_account_password=<service_account_password>
search_dn=DC=<domain>,DC=<TLD>



2. lugope lJs Active Directory 1Ugluo v pg e3ple uuzles DUO. Guzd 1Usged 1Us
https://duo.com/.

3. lued IJs puvegspsy 9e3s pilewd IUsdsd" Jbbs [eshle 1Jpjlpus.

Dashboaid > Users
Dashboard

Device insight o U 59 I'S Directory Sync Import Users | Bulk Enroll Users

Policies w
Meed to activale a replacement phona? Learn more about Reactivating Duo Mobile 3.
Applications o
Single Sign-0n w
Users ~
Total Users Mot Enrollad Inactive Usars Trash Bypass Usars Lockad Out
Add User
Pending Enroliments Select (0)v es Expor 1 Search
Bulk Enroll Users
I SErS
IDPCELUEE No users shown based on your search.

Directory Sync

Bypass Codes

Groups e

e olach 1dadsd

4. 159, 998 luolWs pjlpus z36836" 9lgw, Active Directory” oy IUgshle 1Jpew9u9,)6.

Dashboard > Users » Direclory Sync
Dashboard
Device Insight w DII’ECtOI'y Sy nc Add Now Sync ~
Policies e
Directory Syncs  Connecliens
Applications w
Single Sign-0 - . : :
e You don’t have any directories yel.
Users A
Add User

Pending Enrollments
Bulk Enroll Users
Import Users
Directory Sync
Bypass Codes

Groups e

o186 pjlpusd 23536

5. 235 luolws louold 2385 8lud) W9 § polugs.


https://duo.com/

Dashboand » lory Sync > New Active Directory Sync
Dashboard
Device Insight y New Active Directory Sync
Policies £
Connection Directory Sync Setup
Applications bt ol up a now connaclion using a new Authentication Proxy.
- 5 O Connect 1o AD
Single Sign-0On w Reuse existing connection

Users o @ Add new cennection @ Add groups

You will b redeecied 1o & oW pago

Add User @ Review synced atiributes

Pending Enrollments Complate Satup
Bulk Enrall Users
Import Users )
Directory Sync Setup
Directory Syne
Wisting Tor Connaction 1o dingclony

Bypass Codes
Sync setup is disabled until a connection 1o the directory has boen esiablished

e

lu=lss Active Directory z s>

6. louwg pdclz IJedled 1Uss we loubldo Sldpdelz Iduwss Sluve puos 9lzos wyprd

Authentication Proxy 1y Delete Connection No Changes

Status

Configuration metadata
Not connected

1. To set up this diractory, you need to install the Duo Authentication Proxy software on a machine that Duo can

o . O Add Authentication Proxy
connact to and that can connact to your LDAP server. View instructions (4

2. Configure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud] section of your (O configure Directory
configuration, or L download a pre-configurad file.

Integration key DID_ Copy Connected Directory Syncs

| User Syncs
Secret key e e e e I Copy
] AD Sync

Don't write down your secret key or share it with anyone

Reset Secret Key

APl hostname - [
-o‘uosecun!‘y’. com Copy

. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username

(%)

and password for the LDAP account that has read access for your LDAP directory.

\L:x_'q\v\aéJ deJ U(’J“\-\JB

7. 85 1Js odssu 99sd puolb 86 DUO 990 wodsu IJGuwe [cloud] wluwegsle Idpgdele
lJzrs20 Idos zuede gdsol wldluols |Js wslule lgepls zuwle 1Ug> e Jeuugsd Active
Directory:

[cToud]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

service_account_username=<your domain>\<service_account_username>
service_account_password=<service_account_password>



8. w28V pu lJodsu IUglue wd pu edld wedsd esh 1ozl Juoelu wors zese IJlgsble.

Authentication Proxy is running Up since: 4/2002024, 5:43:21 PM Version: 6.3.0 Restart Servioe Slop Senvice

Configure: authproxy.cfg Unsaved Changes Output

[main]
host=cx

t=3128

[radius_server_auto]
=DIX}
WM
.duoseécurity.com

21

t=ad_client

[ad_client]
1051=10.4.23.42
1 =administrator

ro=4

< g5 DUO 1 slisd.

9. ues lJopdd pu lduozs: lelb IJodssy slgs wuigsd €06 99sd puolb$é DUO Jolbousd
lJogssle.

Authentication Proxy is running Up since: 4/20/2024, 5:43:21 PM Version: §.3.0 Restart Service

Validation passed
Configuration has passed validation and is ready 1o be saved
Configure: authproxy.cfg Unsaved Changes Output

st=cx |

rt=3128

Running The Duc Authentication Proxy Connectivity Teol. This may take
several minutes...

[info] Testing section 'main' with configuration:
[radius_server_autao]

key=DIX

[info] {'http_proxy host': "cx
‘http_proxy port': "31287}

.dupsecurity.com [info]
1=10.4.23.21

[infe] Testing sectieon 'radius_server_aute' with configuration:
t_l=po linfo] {'api_host': L duosccurity.com',

=safe

12

‘client’: ‘ad_client”,
‘failmode®: "safe’,
t=ad_client 'http_proxy_host': °

‘http_proxy port": "3128°,
[ad_client] “ikey': ‘DI

Validate Save

RTINS IS B I FUY
l&l-; S s :_'?\J JZ b,

10. B J9gé pedsple 51,6 DUO. e gusly IP IU¢luo el Active Directory og DN IJlulus
Jeslews ldeyucise.



Directory Configuration

Domain controller(s)

Hostname or IP address (1) * Port (1) *

10.4.23 42 ‘ 360 J

S

=+ Add Domain contraller

The pert is typically 389 for cleartext LDAP or STARTTLS, and 636 for LDAPS

Base DN *

DC=testlab,DC=local

A

Enter the full distinguished name (DN) of the directory location to search for users and groups
We recommend setting this to the directory root (example: DC=domain, DC=local)
If specifying the DN of an OU or container, ensure it is above both the users and groups to sync

Jgalal UJJéJ.

11. 235 by Iduwod Jodsso IJoble JJeuols$s wpdicd NTLMV2.,

Authentication type

Integrated

Performs Windows authentication from a domain-joined system

NTLMv2

Performs Windows NTLMvZ authentication.

® Plain

Performs username-password authentication

Ot 1dpualags.

12. Iz b |esblod 1Ugss»6 JJolds PU WSy IJudysu.



& Deleto Connection

Status

Mot connected

(O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

té\) UC\—.‘L

13. lgweesp psié ltool) IJlouold" JJoedd pu ledluss louold g6 Duo Cloud eg Active



Directory.

Authentication Proxy

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo can connect to and that can connect

to your LDAP server. View instructions f

2. Cenfigure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [cloud] section of your configuration, or

L download a pre-configured file.

integration Koy | oo I Copy

T = Copy

Don't write down your secret key or share it with anyone

Secret key

Reset Secret Key

API hostname ‘ -uosecurffy.com Copy

3. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username and password for the
LDAP account that has read access for your LDAP directory.

service_account_username=myusername

service_account_password=mypassword

4. Restart your Authentication Proxy.

5. Test Connection.

el lpaal, 1Idinpald,

14. olIs pu o elJs Active Directory wg) o J posod" puvs)d IJs oele IJedled.

Status

| Connected

Ca \_Idc\c ‘JC‘JD

ouodS) euvlole IJpuwegspsu pu Active Directory (AD) o) ywglw o DUO.



1. luw®d IJs Users > Directory Sync oo "J9gs puw9sd Duo" Joegsss p9de IJleshble
lJeced s wejlews IUsJdsd pe Active Directory.

Dewice Insight
Policias
Applications

Single Sign-0n

Add User
Pending Enrcliments
Bulk Enroll Uiads
Import Users
Direclory Syne
Bypass Codes

Croups

Endpoints

2FA Devices

Slises 1aosiz a0,

Tatal Users Het Ene

i

Looks like you have no users, click Add User to add one

2. 23> wJysu Active Directory 1Uss wygw WS blwo.

3. wopu lesblo Idodssu Gp wopass 9lgosl) IJpgesgle Ipessé Lopo Active Directory IJos
O€o 89S pilpuwoel pg Duo Cloud. 2o luwogsle gsblo IJouodss Jdogsss IUglue wd.

4,168, B398 [Jpld 1U]gsls.

Dashboard

Device Insight

Policies

Applications

Single Sign-On

Users e

Add User

Pending Enrollments

Bulk Enrgdl Users

Impert Users

Directory Syne

Bypais Codes
Groups

Endpoinis

eJlecs AD.

AD Sync «

o7 names and olher informabon deectly Troem

Active Directory Connection

) Connocted 1o Duo

AD Syne Connecion
10.4.23,42:389

# Edil connechion 2 Ch

Groups

Directary Syne Setup

[

& Add groups

@ Rovew wynced atbut

e

5. Jose ldpslews eds 1JB9): lod) B9 IJeslews Il s @9 03l vouoss) euvlole Idpuweese
o0 IJpzpoele 1Upes>6 s Active Directory |Js pgpe9go Duo: ppl suwpee whbhwol slgd wsise lely

Duo.



Dashboard » Users » Directory Syac » AD Sync

AD Sy NC rename 9 Delete Directory Sync No Changes

Import Duo user names and other information directly from your on-premises Active Directory.
Learn more about syncing users frem Active Directory

Sync Controls Active Directory Connection
Sync status o Connected to Duo
Scheduled to automatically synchronize every 12 hours, next around 2:00 AM UTC @ Pause automatic syncs

AD Sync Connection

10.4.23.42:389
Sync Now

¢ Edit connection

+ Change connection
Troubleshooting

@2 1dalach
ouvesd ldpuwegspsy WS yugles Cisco Duo.

Sose ouwesd dpuwedse 1Joedd pu 1Jogss po dld by peods. pod 1Usuesd 1Js 1,0
91> 8g6 1Jp55926: 9,095 SMS: 91,095 IJpps;s.
1. 1vodJd 1Js Buwe Idpuwwgsrpss WO Jozo ped9ple Cisco Cloud.

2. 23 p98¢& zuwle IJpuwegsp IUds wygw BOSs ougwzsdo: &p gado.

Dashbodid > Useds
Dashboard

Device Insight ~ USE rs Dwectory Sync Impart Users Bulk Enrcll Users m

Policies w

Need to activate a replacement phona? Leam more about Reactivating Duo Mobila 5
Applications b
Single Sign-0n w

:
Total Users Mot Ennclled Inactive Users Trash Bypass Usars Lacked Qut

Add User
Pending Enroliments Select (0)v 1en Export ~ Q searct
Bulk Enroll Users
et - Hame Phanes okens atus 5

Impart Users

Bypass Codes

Groups L 1 total

Slispd zuwle IJpuweioe.

3. 1u8) W9 sy buwld suwlds 1desss IUldIe 908 Jdougwesd Juse gpdsé ldoguzsd.



Dashboard > Lisérs » adminisirater

adm inistrator Logs Send Enrollment Email || Sync This User

ﬂ This user has not anrolled yet. See our enrallment documentation . to learn more about anrolling users

n This user was synced from the directory AD Sync. Some fields are read-only

Username admimistrafor

Username aliases

lJouwesd ew Idosss IUIJIe 90s.

4. 0283 pu edod 1d9ls Jdesss IIJIe 90s sldee sg96 IJogwesd JIJeld gpdss
lJpuol>96.

Jdewesd eds wBluosd 11866 29d gpdsd lJouwpsd: ors Idroe 1Js 1deslhs IJeldse:

e dJdsd lJogresd lJgldpes: https://guide.duo.com/universal-enrollment
* yJdsd IJogvesd IJowdsss: https://guide.duo.com/traditional-enrollment

lole ozl pu wors dedsso.
JJdelds oU i lJodssule [Jgluoé o 59896 98 pdsé vl pu ldgbole IJuldss:

1. 8p woubEsd puvsErud 98w 9bgd ewdlu IP 1Jgluo weols IUsUle g0 woss> FirePOWER
(FTD) JJsuosd IJs 9lzos Lo s VPN,


https://guide.duo.com/universal-enrollment
https://guide.duo.com/traditional-enrollment

© Notsecure | hittps://10.4.23.53/+CSCOE+/logon.html#form _title_text

::!:y Logon

Group VPN_Remote v

Username |

Password |

Logon

ouwzsd »¢sd VPN.

2. ¢ luwe Idpuwese 99Je6 1Jpa9) g0> bdwol.



pdlzbé: wes wslule IJlgw el giel po zuvlole Active Directory.

3. 80 odds ledle g wulisss”s Gp wldpsld 8o edso wluwwgsle wyulez Duo Mobile
Jeologs gpdse IJozds pu lduoes.



Are you logging in to Cisco ISE
RADIUSY

&

@ Linknown
() 3:13PMCST

2  administrator



Jesldus IJuuull Vs IJsde IJveds sldeedd pu ldlouold Idpoluve: 91dsuesd 1Us
Iowadle Upoling B pz,d 30le 1Jo9ess (ISE) pu Cisco.

= Cisco ISE Operations - RADIUS

Live Logs

Misconfigured Supplicants Misconfigured Metwork Devices RADIUS Drops Client Stopped Responding Repeat Counter

0 0 35 0 0

10 ming.
Time Status Datsils  Repes| Identity Endpsint ID Endpaint || Authenticaticn Palicy Authorization Palicy Network De... Authoris 1P Addrass
L @
a a E
Last Updated: Tue Apr 23 2024 15:31:45 GMT-0600 (hora astindar contral) Rueards Sheown: 2

lsuv JSOSI9ES.

9. lvodd s IJedbs) > uvedle 1dpuob$s Je)lzes pwedle IJpuolb§s Os "SisS puwdsd
DUQO" Juldss gpdsle 1ol 1Julges.

Trust Monitor w I
10
Reports s
- ml.
N 12AM 3400 A 12PM 3PM 5P ]
Authentication Log Tus, Apr 23 : Tus. Apr 23
Duo Desktop
Deployment

Single Sign-On Log

Showing 1-24 of 24 items
Telephony Log

Administrator Actions Preview Risk-Based Factor Selaction Disabled = Showing | 25

Authentication
Summary Timesiamp (UTS)

FResun Uiser Application sk.Based Policy Assess Meeess Device Authenticanan Method
Denied Authentications

92229 PM « Granted adminastrator Cisco ISE RADIUS NIA Locaton Unknown v Duo Push
Deployment Progress AFRL 23, 2004 S

23 20 0.31.704 89
e 5‘!-‘-
Policy Impact Hre
-t'..'.1x Mexico
Universal Prompt

Progress

wedle [Upuolb9é.
lJouolsl 1dpue,ydo.

wSubsy 1Ugpd.

Bod luwed il lgble 0336 wogdd wosl Idodled: pu 1Jpop Bop Lusobss 1Ugpd IUlzplds.

Vs gpdsle wpys) wslule ISE spduul oldss Iy ISE @le wlelbsé woeso zje RADIUS |Js
99sd DUO: 900253 Yusd Idpuwodsre Jdogese lJeulss: op odds "Owsd 1d9uesd 1ds
RADIUS" oy ¢l>p 99JsJ DUO.



Cisco ISE

i Steps
Qverview P
~ L 11001 Received RADIUS Access-Request
Event I 5200 Authentication succeeded ]
11017 RADIUS created a new session
Username administrator 15049 Evaluating Policy Group
Endpoint Id 00:50:56:83:53:06 © 15008 Ewvaluating Service Selection Policy

Endpoint Profile

Authentication Policy VPN_DUO_Auth

Authorization Policy VPN_DUO_Auth

Authorization Result

Authentication Details

Source Timestamp 2024-04-24 20:03:33.142

Received Timestamp 2024-04-24 20:03:33.142

15048 Queried PIP - Network Access NetworkDeviceMame
11258 Received request for RADIUS server sequence.

11361 Valid incoming authentication request

I1 1355 Start forwarding request to remate RADIUS server

Modify atributes before sending request 1o external

11365 .
radius server

11100 RADIUS-Client about to send request - { port = 1812 )

11101
ms)

11357
server

11002 Returned RADIUS Access-Accept

RADIUS-Client received response (3 Step latency=5299

Successfully forwarded request to current remote RADIUS

Policy Server asc-ise32p3-1300

Event 5200 Authentication succeeded
Username administrator

Endpoint Id 00:50:56:83:53:D6

Calling Station Id 10.31.104,89

Audit Session |d 000000000002e000662965a9
Newwork Device FTD

eu=h@ 1oz lz.

CiscoAVPair

Result

Reply-Message

mdm-tlv=device-platform=win,
mdm-tlv=device-mac=00-50-56-b3-53-d6,
mdm-tlv=device-type=VMware, Inc. VMware7,1,
mdm-tlv=device-platform-version=10.0.19045 ,
mdm-tlv=device-public-mac=00-50-56-b3-53-d6,
mdm-tlv=ac-user-agent=AnyConnect Windows 4.10.08029,
mdm-tlv=device-uid-
global=4CEBE2C21A8B81F490AC91086452CF3592593437,
mdm-tlv=device-
uid=3C5C68FF5FD3B6FA9D364DDB90E2BOBFA7E44BOEAAA
CA383D5A8CE0964A799DD,
audit-session-id=000000000002e000662965a9,

-

coa-push=true,
proxy-flow=[10.4.23.53,10.4.23.21]

Success. Logging you in...



1oz s woz >
Josszs <oz,

Sbo, oyl 1Uz)jeé pu gluw ISE ldpgdyple lJoldss:

Source Destination Protocol  Length Info

10.4.23.53 10.4.23.21 RADIUS 741 Access-Request id=138 » The FTD sends the RADIUS request to ISE

16.4.23.21 10.31.126.207 RADIUS 883 Access-Request id=41 — . |SE resends the same RADIUS requests to the DUO Proxy
10.31.126.207 10.4.23.21 RADIUS 198 Access-Accept id=41 » DUO Proxy sends the RADIUS accept (DUO push approved)
16.4.23.21 19.4.23.53 RADIUS 90 Access-Accept id=138 ISE resend the RADIUS accept to the ETD

10.4.23.53 10.4.23.21 RADIUS 739 Accounting-Request id=139 —— 1D cends the accounting for the current VPN connection
16.4.23.21 10.4.23.53 RADIUS 62 Accounting-Response id=139 ——

ISE registered the accounting on its dashboard

IJoih & 308 ISE.

£5 11368 sz s aulzed 1usgdic gdi £1% RADIUS 10817 ¢ JEgags e IJigid s,

Event 5400 Authentication failed

11368 Please review logs on the External RADIUS Server to

Failure Reason . :
determine the precise failure reason.

Please review logs on the External RADIUS Server to determine

Resolution . .
the precise failure reason.

Please review logs on the External RADIUS Server to determine

Root cause . .
the precise failure reason.

¢kl 11368.
Ioweduled IJigble gl odlzol:

-ldez 8l pu i lJeolz IJuwys Idpuve,d J RADIUS W ISE 09 wdwo IJpdelz 1U3s wpe
oJdysuo s FMC.

1. 10wz 9lzos lJpwesp IU)uw9pss ISE.

2. 11356 > p9lys IJuvwds > lzoj6 1w Js.

3.1¢w, gbp 99JsJ DUO.

4. ol Iduwy Ipubve,d lud) W98 &Hue" Juss Idpdule couuwsd uue gbs.
5. 18we 9lzod lJpuwegsp w9 psé FMC.

6. IJJlisule > bhs IJJlsule > glse AAA > o298 E9l30 RADIUS.

7. 130, gl>p ISE.

o

Aes beld Ipdole IJuus.
-1dozdd pu wdled Active Directory o s DUO.

1. 100z p3s) 9Jsd puol> 96 DUO.



2. oldss Idpuwegse 99Jp6 1e19) Loeo Suwe [ad_client].

3. 1u@) W98 "Joe 99" JJdolds e weed walule IJlgopls 1Jzldss.
£5111353 J) ades2 a0 E.519 RADIUS 101Uz ebe ) gadsy cacicdisd a3 1J-buid
Event 5405 RADIUS Request dropped

_ 11353 No more external RADIUS servers; can't perform
Failure Reason .
failover

Verify the following: At least one of the remote RADIUS servers
in the ISE proxy service is up and configured properly ; Shared
secret specified in the ISE proxy service for every remote

Resolution . e
RADIUS server is same as the shared secret specified for the
ISE server ; Port of every remote RADIUS server is properly
specified in the ISE proxy service.
Failover is not possible because no more external RADIUS

Root cause .
servers are configured. Dropping the request.

£k 11353,

Iweduil IJigble ol odlzol:

- 1oz 8l pu i lJesolz IJuw)ys Idpuve,yd J RADIUS s ISE 09 gdwo IJpdelz 1U3s wpe
oJd9suo Vs ¢hbp 99dsd Duo.

-_—

oz slzoes IJpuwedse ld)uw9pess ISE.

N

AJbL6 > e9l)s Iduvwds > lzoj6 IJvwJs.

3.1¢w, ¢bpe 99JsJ DUO.

4. ool Iduwy Idpuved o) W9l &u2" Juss ldpvolz vouuwsd uue ebs.
5. 100z prs) 99sd puolb 96 DUO.

6. 288 pu Yuwpe [radius_server_auto] 9.8L 0 IJpdole Iduwys IUpuve,d.

Jl obo, gduwle RADIUS Ws ywedle ISE el iye.

Iovedulad IJigble ol odlzol:

-1Joe9d pu wdssu DUO.

1. 100z p3s) 9Jsd puol> 96 DUO.

2. 0288 pu gusly ISE IP W §uwpe [radius_server_auto]



-1Jdoz9d pu wdssu FMC.
1. 10wz 9lzod [Jpuwegse [Uyuw9pso (GUI) IJgluoo w9zso Ideede IUBLso [Jwss)ldss.
2. lpedd IJs IJdlsole > bLs 1Jdlsole > gbe AAA > 20986 $9150 RADIUS.
3. 12, glop ISE.
4. 5288 pu gusly ISE IP.
¢« 1Jodlb 2506 Bs ISE Joldss luveduld 250 RADIUS.

1. luoedd 1Js Idg pdsle > Iuwed ol IUigble 5l odlzol > bele o vgsoe > od)sé TCP
lowoduulad IJigble gl odlzol wuvdd luolb.s.
- opdsu Idpdsule IJoldss s PSN Joozse iablc:

e IJuwsluwle

CIIUTERUS

Runtime-AAA

Jeiss po luveduold IJigble gl oJlzol Ws Duo Authentication Proxy Manager. g8 pu
IJhoolb lJolds:

https://help.duo.com/s/article/1126?lanquage=en US

Spdod luveesle IUGIG 1Jelds JIdeld IJedsss B 2lse 93sJ DUO.

[main] <--- OPTIONAL
http_proxy_host=<Proxy IP address or FQDN>
http_proxy_port=<Proxy port>
[radius_server_auto]
TKey=XXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXXXX
AP _hoSt=XXXXXXXXXXXXXXXXXXX
radius_ip_1=<PSN IP Address>
radius_secret_1=XXXXXXXXX
failmode=safe

port=1812

client=ad_client

[ad_cTient]

host=<AD IP Address>
service_account_username=xxxxxxxx
service_account_password=xxXXXXXXXX
search_dn=DC=xxxxxx , DC=xxxx


https://help.duo.com/s/article/1126?language=en_US

[cTloud]

TKey=XXXXXXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
api_hoSt=XXXXXXXXXXXXXXXXXX
service_account_username=<your domain\username>
service_account_password=xxxXXXXXXXXXX



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



