oJ9sy CSSM gJs IJwposs 9o wzsd
IJoslgsue wluvedsle ISE

lJpzogsle

Lo se CSSM ESXi o, VMware.

Iodase LI CSSM -PREM .

20z CSSM g s llgsl> pg 1z wlo 1J3Js

20z CSSM g s I lgsls g ISE.

Lo, le - dobsle oc > Windows.

lol9é wz I DNS ¢g,)is Windows Server.
lowod ol L izble ol o izl

l e osd/scile IP .5, .8l (3ol s ISE

2 5.(3 1ol 8,5 CSSM ¢, ),s PREM)

lJp 9500

LSUDL9 o3l IJpwows wdled CSSM &Js |JE|.)ro PE PE)':J Cop0 lJogsé pu Cisco (ISE)ﬁlJ&J‘le
|J.')¢J.,§ V18] Cisco. pp| SUPPU |J!E_)|> wuwdluwd leé.

IJecbdole IJlul jusé

lJpolbdolo

ISE 3.x

235 ldeolez 133 o Cisco (CSSM). 1J] osl, 8 1U]uosl, 202304+
lJpedouvlo Idpuwespd

* wuoese e 006 1Jo9gss 3.2 2
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» Windows Active Directory 2016 (DNS gCertificate Authority services)
* VMWare ESXi |Jl_osl, 7

urO |uu.u|9 IJP&JBP'U IJ}'J)O k_ggs O.)l |JrOL}Uuu.) PU IJICO_)O |J|0939.)O &.9.,5 u..S..SO ‘DE_rDJgSO E_|uoo

lJodosy

lLuwe ldotbsbs Jduveodo

ISE Proxy
10.4.23.23 ' (optional)

/

Cisco Smart Licensing

C35M On-Prem
104.23.60
cssm.testlab.local

DNS and CA
10.4.23.39

byogdsesl eled
woousw CSSM gJs ESXi po VMware.

1. e vouisd wyulpg Cisco IOS®. spdud |gwwesle ULoulb IJolds:
https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

2. ogpsd I1ISO W ESXi poy VMware.

loedd lJs 9226 IJog sy > poode DataCore.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

vmware ESXi
T5 Mavigator a - Storag

» [ Mozt Datastores Adaplers Devices Persisient Memory
Mg

{1 Virtual Machines | o] L F Rt = e ey
B datasone S50 BTO.76 G&

Suve puvoerue Joslule

3. 1oy W98 lugble s>dsd Jluuble ppd> 228> (IReshs).

e ——

Moniice A vew datasiore | & [ Register a v c

Provisionsd ~  Free

: -+ M py{ #3 Create directory ) (& Refresh

§ datastorel & .sod.sf

B [oatastore1]

logvle IUsdsd

B 03l IJpeld. op logule pgds CSSM:

Close



f Upload [ Delete [ Move [} Copy B2 Create directory

] .sdd.sf

E [datastore1) CSSM/

@ Refresh

Close:

logvle Idpzdsle

4.108) 998 wepsd wp lge, pJ 1SO.

e Open
- « 4 & » ThisPC » Downloads
Organize = Mew fodder
(a) Marme
#* Qu
mC < Today (1)
dc S5M_On-Prem-8-202304
3 Yesterday (9)
= P Earlier this week (17)
c Earlier this year [34)
fi Along time ago (25)
fi
5
= Thi
e €
File name: | SSM_On-Prem-8-202304
wepesd ISO

IUIG 92> pJd 1ISO B ppd> CSSM:

Al files



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

1o pd ozpsd 1ISO

5. 8p wlouuble IJzols IUbloys. luedd IUs 1Jzols Idbloys > lugsle I ouwesd VM.

vmware EsXi’ root@10.4.23.59 ~

) locaihostiocaldomain - Virtual Machines

ET_ﬁCfcale | Resgister VM) ] I Retresh @ Seasch

], virtual machine ~ Slaus v Used space v Guest 05 ~ | Host name ~ HosICPU ~ Hosimem... v

W Virtual Machines

louwle ¢bbgé VM zas6 01

6. 2w, luuble zoly bloys 23> 8lud) W9 IJelds.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?

3 Select storage
4 Customize settin

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
Deploy a virtual machine from an OVF or OVA file network connections, and storage. You will need to install a
guest operating system after creation.

5 Ready to c

Register an existing virtual machine

Back Finish Cancel

logule 21096 VM 2536 02

e 1Jlgup: bgd luve zolid IJblos.

e 1Je9l88: 233 ol ESXi 6.0 Ig ol lzae 19 ESXi 6.5 19 | ool Izse.

+ glsds ublp IJovgsd Guest OS: Linux.

o Juoshy uble IJougsd Guest: io, ol CentOS 7 (Juool, 64 L) Iy Linux 2.6x (Juool, 64
o) IJIBs

lud) W98 Next (IJelds).

91 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Select a name and guest 0S
2 Select a name and guest 0S Specify a unique name and 0S
3 Select storage
4 Customize setting Name
CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard o provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 virtual machine "
Guest OS family Linux ~
Guest OS version CentOS T (64-bit) v

Back MNext Finish Cancel




Iuve VM 5 10S

8. 23> 9226 IJwgisu s 9lug)y W9 Idelds.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

| 2 Select a name and guest 0S Select the storage type and datastore

' Standard ! Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vintual disks,

L4l 3 Select storage

Mame ~ Capacity ~ Free ~ Type ~ Thinpro...~ AcCCcess
datastore1 870.75GB  B69.33GB  VMFS8 Supported Single
1 items
Back Mext | Finish Cancel

Slispd gele IJogisu
9. vdssu ldpedple IJoldsé:

* 9236 lJpgldes 1Jpydjs6: 4 Jeo bos. Sewps lesh vCPU IJveds gds pobdole
Jpdslon 1U2loo o



pdlebs: sdjp cessu pdb Il JIJ pdouw eds T weue Iob, o g5 1dpdlouw
lJblo)s6 1Jpe36. s uwosd lJpold sdjpe odssu wdysuy 9226 pelded pydjsd
(VCPU) wuwigd 4 B9do eds osiss 4 pdlouw 9095 912> JIJ pdwuw.

« [d cPU

Cores per Socket 1 Sockets: 1

+ 1J31Y,6: 8 zselelse
* pod lUlluo IJolows: yued 200 zselolse 902089 pu wessu lJlps gds 1Ulpesls
lJ>9s9.



» 3 Hard disk 1 200 GB

Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse... |
Disk Provisioning @ Thin provisioned

() Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly Zeroed

wosiso IJgyuo
+ polsss Idubods: 2> u9g polsis E1000 9235 wyLosd gus wuvgsd IJblgs.

~ [l Network Adapter 1 VM Network y

Status Connect at power on

Adapter Type E1000e .

odosu lesble 1dyveds
e s IUIG,luo 1JpLoEsbs 11,luo DVD: 1o, pdd wslule ISO" 9233 pJud ISO.

f& Datastore browser

& upload | Download [5} Delete |- Move L[5 Copy £ Createdirectory | @ Refresh

& datastore1 sdd.sf Q SSM_On-Prem-8-2...
Ol
| vmimages im CSsSMm 'l

SSM_On-Prem-8-2023...
292GB
Wednesday, July 26, 2...

lvo suvobse 388w ¢Jluos 1Jgpdsé lesh pl 1o sop lue IUgbsle IJuulu@s.



#1 New virtual machine - CS$M TAC (ESXi 7.0 U1 virtual machine)

' 1 Select creation type
w 2 Select a name and guest O3
v 3 Select storage

A4 4 Customize settings

5§ Ready to complete

Customize settings

Configure the virtual machine hardware and virlual machine additional options

» |l crPu

» MR Memory

*» O3 Hard disk 1

* [ SCSI Controller 0
SATA Controller 0

B USB controller 1

4 v i
8 GB ~
200 GB -,

ViMware Paravirtual

UsSB20 w
» M Network Adapter 1 WM Network w Connect
} @ CD/DVD Drive 1 Datastore 150 file [ Connect
L i Video Card Specify custom setfings wr
Back || Next Finish Cancel |

pdeue odosy VM 01

lud) W98 Next (IJelds).

10. lu @y W99 lwole.

?j‘.l New virtual machine - C5SM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Ready to complete

¥ 2 Selecta name and guest 0 Review your seftings selection before finishing the wizard

+ 3 Select storage

' 4 Customize settings

b4 5 Ready to complete Name CSSMTAC
Datastore datastore
Guest OS name CentOS 7 (64-bit)
Compatibility ES¥i 7.0 U1 virlual machine
vCPUs 4
Memory 8GB
Metwork adaplers 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE 1
SCSI controller 0 Viware Paravirtual
SATA controller 0 Mew SATA controller
Hard disk 1

Back MNexct

i‘;F-r-nsh'“j Cancel
_ ! |

pdtue wdysu VM 02



IJedsso IJisds J CSSM gJs-PREM .

1. Vs wyuleg VMware ESXi: loo@d lJs I.Jiaojé IJIde,)luos6 923> wyulez VM IJglLo
e lod) W89y wuvgsd Iblgs.

vmware ESXi”
1= Maviga 11 || 51 localhosticcaldomain - Virbual Mschi
= [ Hest
Manage T Croatn | Regsior Vil @E’ i @ Redrosh | ¥ Actons @, Search
Monitor wirtual machine « Slalus  ~  Used space v Guost 05 ~  Hest namo ~ HestCPU  ~  Hostmomory ~
(1] CSSM TAC S Momal 808 GB ContDS 7 (64.bit) Unknown 0 Mz 0 BB
= B storage [ 1 Cuick e w 1 lems
= ] dstaston
Mo
CS5M TAC
Mare storage... o
aan OF Camls T 54-ba) u
€3 Hetworking [ 1] Conpatity 0MHz
Wihwane Took ™ MEMORY
P4 4 o8
ptwea e STORAGE E
a.08 Ga

¢sh wuvgsd 1Jbl$s

2. s gshle pogsss Jbls 9236 wpde IUlzojs IUIB e luoss (VM). 235 9236 IJopde > Bog
5256 Sede W pavotsus.

| "1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | & Console | | weron [y Pov

i Open browser console
4 — — I
W Open console in new window

4  Virtual machine

8. 5 cssMTAC

& Open console in new tab
Quick filters. ..

| .;’ Launch remole console

3. Download VMRC

esblo bls Idgoel) IUblo,s

3. Bp wudssu leshlo IJgveds 1Jgluos wdl.



pdlebs: pu ldpop ©dosu gugly IP Jglbe DNS 1U3s s@9e wzd CSSM FQDN.



M On-Prem Installation

System Settings:

Hostname: SSM-0n-Prem

Message Of The Day:  UNCLASSIFIED ¥ | Security Profile:  Standard i | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:
CPU Model; Intel{R) Xeon(R) CPU ES-26

Avd @ 2.40GHz CPU Threads: 4 Architecture: 64-bit

Total Systermn Memory: 8174636 kB ee Mermory: 4330340 kB
Available Disks: [¥] sda (200Ghb) Encrypt Drive with LUKS:  Disabled d Enable USE: Disabled i |
Network Settings:
Network Device: ensl192 ~
IPv4 Configuration IPv6é Configuration

Method: Static v Method: Disabled

Address 10.4.23.60 Address:

Metmask: 255.255.248.0 Prefix:

Gateway: 10.4.16.1 Gateway:

Configure DNS: Specify more than one with commas

10k.23.20
Help | OK |

108, 999 9l Jodssy JJps 9, CLITU>s$6.

4. &p ol £pJ86 IJOGLSE 900UG0S 2os Gopdy pu 8Ss p9z0 1910, 1J9 09

@ cssm

R RRRREREREER B RN R R
Authorized access only!?

Disconnect IMMEDIATELY if you are not an authorized usert??
All actions Will be monitored and recorded
R R IR R R R R R R R R R R R R R R R R R R R R iR R AR g dhi i gdi i gniRE

39M-0On-Prem login:

5. 180z puwog e 9bbéd hitps://<ip_address_cssm>.



— ' O B hitps/ 1042360844378 loginTredinectURL = %2F 7

On-Prem License Workspace CISCO

Walcoma to Smart Software Manager On-Prom whae you can lecally manage

Log I ntD an EXIStI ng ACGOU nt Smast Licensing and perform local Account Management funcions for your

arganization.

Ugsr Narma

Forgol Pagsword

wPeo wuwesd 2¢9d CSSM
luwogsle vslule IUlgo el 1ol o ss:
lwe |Jpuuede: admin
JJpd IJpe,9,): Cisco Admin!2345
6. 22> Jewd.

7. 8p wlugile IJps 0)9) 22526 J3lzed IUpuwese Iyumsess.
8. ¥p wodysu IJluwe IJublise JJpuos9. (peld: hostname.yourdomain).

WO o030 IJgldsr wp wdysy cssm.testlab.local Jlwe puve,d Jdpuos.

Welcome to Cisco Smart Software Manager On-Prem

Hast Comemen Name

Froducts that support Stnng SS1 Cerd Checlendg require the S5k On-Prem's "Host Cormmon Name® to matkch the “destnation™ URL address. For exampla
=  Products usng Smar Transpor must use both the “license smar url™ configuration and the “cssmtestiab local™ value in the URL siring
s« Logacy products using Sman Call Home must use both the “destination address hilp™ configuration and the “cssmoiestiab bocal™ value in the URL siring

If the above URLs do not match expectations, refer to the 35M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect
value,

Thé option bo configure altematinig names (SAN) 5 available in Admin Console under Secunty -* Cartiicalas and can be conliqured after the initial Sabup.

cssm.lestlab. kocal

esck (LN



cdysu Idlgwe 1dublise JJpuos8
9. L2dY pu LoEd IJudssu slul) WY whbusd.

# ~y ~y
Fad wJ

Review and Condirm

Once you click “Apply”, you will be redinected to the login page whare you will nead to login with your nnw password. Pleasse ensure you have secursly stored your password for
future logins
Review and Confirm
Languags Seieced Englizh
Password Resel o3

Hast Commaon Mame: Scomilic. clscolac com

-

op [Jpld 1Jlesble 1JisJss J CSSM.

>pz CSSM gJds IJlgsh pg 1deuwle [U3ds

ceole lds 18)lo euwled 1U3ds o CSSM 1Jglo o eds ¢lbpe PREM,
1. 180z euwled 1J3Is pu Cisco wluwedsle IULoulb IJolds:

https://software.cisco.com/

2. op It bLs IJosltswe Jops Suwe 28 Idwlpe 1sIss.

Smart Software Manager

Track and manage your licenses.
Convert traditional licenses to
Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and
manage users.

Manage account >

tsh bhs ldeslésue

Download and Upgrade

Download new software or updates
to your current software.

Access downloads >

EA Workspace

Generate and manage licenses
purchased through a Cisco
Enterprise Agreement.

Access EA Workspace >

Traditional Licenses

Generate and manage PAK-based
and other device licenses, including
demo licenses.

Access LRP >

Manage Entitlements

eDelivery, version upgrade, and
more management functionality is
now available in our new portal.

Access MCE >



https://software.cisco.com/

3. 160dd 16 1Jpg 590 Slouws luwe [Jeuwlo 1U53s sldzuwle [Ubloys. s o3l 1Usds: o3l

l¢ool, InternalTestDemoAccount67 9 AAA MEX.

: atlear]n,
Cisco Software Central cIsco

Q @ @&

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP). Smart Software Manager

@ InternalTesiDemoAccounteT cisco.com

Cigco Software Central = Smart Software Licensing

Smart Software Licensing

Alerts Inventory Convert to Smart Licensing Reports Preferences On-Prem Accounts Activity

Virtual Account: AAA MEX TEST =

General Licenses Product Instances Event Log
Virtual Account

Descriptian: Only for tests

Default Virtual Account: No

wodzo ez Cisco

SL Product Details Support  Help

4. |L.9Caa_9|aoé IJPQ‘-’C‘.C)P |JJw9p§6 CSSM 92> Cksl.) puu|a5 EpJ Admin.

st]ran]n,
Agmin Workspace ‘ Hela, Local Admin Log Out

On-Prem License Workspace cIsco

Smart Software Manager On-Prem

= 3t

License
Administration

Trach and managl Smarnt Lichnung

Admerilyater o Syshom Opamior Bofonn @ can B it

Fiquirst Acorss i an Exntieg Acoous

Ciol an Accound fer your oiganiabeen Tha Account musl b agpaand By your Syshom

Submd o requast for accoss fo an aesdng kool Accoud Apgeoval maps] B granted by o Seard

Accoun! Admeresirator for your kocal Account

Aiodily tho peoperies of your Accounts and associate exsing User is wiih Accounts

Ilisps CSSM 1,58 m.86.

5. wp e ldguwlolo.



On-Prem Admin Workspace

Ssmart Software Manager On-Prem

o &

ALCCESS Setlings
Management

Cenler

e WY T

AP| Toolkit  Synchronization



https://software.cisco.com/
https://software.cisco.com/

Generate CSR

“BETETON MAme

Ccssm testiab, local

e T

Testlab

hexco -

Mexico City
Mexico City
A NN

SEC AAA

el Alarnabene [Haime

cssm testiab local

Generate Cancel

olosd CSR.

4. 9p wu998e CSR: Jpjss pu ldpedsple: lze "luuile voble oo Windows CA". (9 o3l
UPU-UCJCJ-‘-

5. wepsd uvolxé Idpyze IJpues9 1Jz3).



Browser Certificate

Add Generate CSR
localhost .
a {Default Certificate) ® s | certs
n Home Share View
ShiGaTinealas * T » This PC » Desktop » certs o
Add .
SN *
- . ! .
Description Sul 4 - ¥ =1
i C55M cer Root CA
L]

oeesd ldesze 1deues$ 1z

log) eds polugs.

3

Please note that if you are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the certificate to take effect and thus allowing
secure communication with the server.

Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

onprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console, After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another rebool, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

‘ Procead

esh Ieclogs.



6. bed 9,0l slge, 1duuolss 1Jz3, 91ud) eds p9lb .

Upload Certificate

* Description; CA root
* Certificate: Seleccionar archivoe | Root CA.cer
] Cancel

IJesze Ideuwosd 1z JJsuood.

7. ozpsd CSR 1Jpsde po Swd CA (Uivolss 0956 CSSM).

Browser Certificate
1 = | certs
Add Ganerate CSR _ Home Share Wiew
“= - I = Desklop » certs w B
logalhost .
a (Default Certificate) * _ ‘
| 1
CA Certificates i —R L
Add g C55M cor Raot CA
£ items
Search by Description
Description Subject Expires On Created Actions
2023-Jul-30 19:41:08 Actions

RootCA, DC=com/DC=ciscotat/CN=ci: 2026-Jul-24 09:26:34

wgpsd 9226 wgysd CSSM.



pdlebo: pdlzbs: Vs zldoul JI wgs Idgioelss IJguwslbs Vs Ideyze 1Upuer9 J>sul.
908 3JY Bl Juo ouwegsp Jiuolxs 9 uwslbs Vs vused: Bl Idyiolys IJyusbs wdgy
lJslpss.

8. wes 3JY wlds oo wouse JJl IJysobosy.



Browser Certificate

Add Generate CSR

I—B cssm.testlab.local EXFIRATION DATE: 2025-JUL16

CA Certificates

Add

Search by Description

Description Subject Expires On Created Actions

/DCslocal/DCstestlab/CNetes 2027-Ape-14 22:51:26 2024-Jul-16 21:18:52 Actions

IJozdd pu wozd Iduvoble.

9. louvle Hp5 pps) eJs SSM On-Prem: weass puwles gpd IJo,sue.

: st
Cn=Prem Admin Workspace Log Out
P cIsco
Systam Haalth
Q o0
o RO B SN wel

. v Hafie EEMLOn-Priam
Wersion B0 H
AnOis Uiptime: Sy

Blitwark Suppat
Mlanagoment Canlor

Smart Software Manager On-Prem

Resourcs Mondlor Pecentags

= T
FAM
DisE B

5

Aooounts Zocurity  Synchwonization )
e il = FEOMBA 3T i

@D i

AP Toolke Soltings U

Rscant Alerls

A6 pumles IUgpd.

10. luewd IJs IJesgsue 1U3ds.

a0l ]ls
I I Admin Workspace ‘ Hella, Local Admin Log Cut

On-Prem License Workspace Cisco

Smart Software Manager On-Prem m

& S,

License
Administration

Smart Licensing
Roquas! an Accour

Gal an Account for your erganizatbion. The Account musl bo approved by your Sysbem
Administrator or System Operator befors it can be used.

Track and marags Sman Licensing

Fisquad) Acsbss 16 an Exstng Account
Subeit & redeiel fof JE008E 10 AR LEtiy ] Il Aceasird. Appiawval ! ba grarted b’_.l 2 Sman
Acoour Admnistraton lod your lacal Accownl.



w8z IJe,gsue I3ds J CSSM
1. loee o ldeuwle 1dbloys 1dppds: wp 108 998 Le) pps) 2383 9lud) B9 pulogs.
Smart Licensing

Algrts Invantory Convent to Sman Licensing Reports Preferences Acthvity

Local Virtual Account:  Default

Genaral Licenses Froduct Instances Sl Using Policy EventLog
Local Virtual Account

Description This is the defaull virtual account created during company accoun! creation,

Detauit Local Virizal Account: Yas

Product Instance Registration Tekens

The registration tokens below can be used b0 register new product instances 1o this Local Virtual Account. For products that support Sman Transpon, you must configune the license smar ul™ on the
product o use the Smar Transport Registration URL. For products that support Sman Licensing Using Policy that use oy as ransport, you must configure the Ticense smart ranspon csiu® 1o use the
CELY Transpor URL. For legacy products that $1ill use Sman Gall Home, you must configure the “destination address hiltp® on the product 1o use the Smart Call Home Reglstration URL, The
recommended method ks Smart Transport. Please consull your Products Configuration Guide for setting the deslination URL value,

Meww Token...

tsbors pps) e8>
12. 225 lousle sej pps) Suuwéo.
Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Dafault
Description
Expire After 30 Days

Enter a value between 1 and 9939, but Cisco recommends @ maximum of 30 days

Max. Number of Uses

The token witl be expired when either the expiration or the maximum uses is reached.

Allow expori-controlled funclionality on the products registered with this token i)

Create Token Cancel

louble Hp) ppss 228




Registration Token

wluosd Ises 1dpps)

13. 1wz 9lzos IJp e e Iyuw9pess (ISE) slowdd 1Js 1JIbLs > Uig]b,oé > 1Joygsuo wp
I.;,gj_, .._'9925 oBluosd IJouwesd: 9233 105586 puosW Ebe SSM 1Je9z9> eJs 1JEbe
IUlsds 9lduod Idse) IJeps)-

License Type
Choose Registration Details 1o acquire pre-purchased license entitlements. Choose Permanent License

Reservation 10 enable all Cisco ISE licenses. Enter the required dertails 10 enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

O Permanent License Reservation

O Specific License Reservation
“~ Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayed in the portal. Copy the registration token displayed in the CS5M portal and paste it here.

Registration Token

NmMNjYWM2ZNTAINTUyOS00ZDdmLThhYWU

ouvesd lgue.

14. 56 Je 1J SSM gJs FQDN gJis SSM gJss Prem olsJ puosd 9b bbb ds uzd.



SSM On-Prem server

pdlels: pulpoe cidssi luwe Idpuos +1dpeld s Iluwe IJublse JJpupss Jiv
ISE suwwgspe 030 ldpedpesé Jlousle logold o CSSM. spdud [uwaegsle guslu IP woJl



pw hostname + domain. 9e¢ 3JJ Il IJw9 086 o5 luwegsle hostname + 1JpzlJ

15. 9les)le wp lople Idouwzsd.

o Server Response
Smart Licensing registered successfully

|€JQ|0J I\JQU‘JE\S\J.

louule uoble po prze pue>9 Windows.

I3l Joo loo 1Jpuwdsd o 1Jpoze 1Upuosd: Szw 1o ©@9p wel sJs:

1. 10802 puvesHuo 98w 9ot |Js http://localhost/certsrv/
2. 1u9) eJs bdo uolss.

“ =2 G (D) localhost/certsry B o D & 7 &

Microsoft Active Direclony Corfificate Services — legonetwork-WIN-GEMMSUQGGA0-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity 1o people you
communicate with over the Wb, sign and encrypt messages, and, depending upon the type of certficale you request, perform other security tasks.

You can also use this Web site to download a certificate authorty (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending
request.

For more information about Active Directory Certificate Services, see Aclive Directory Certificale Services Documentation.

bJo Juolss.
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Microsoft Active Directory Certificate Services — ciscotac-ca

Request a Certificate

Select the certificate type:
Web Browser Certificate
E-Mail Protection Certificate

Or, submit 31 advanced certificate request. |

bdo Juolxs po9sp.



http://localhost/certsrv/
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----- BEGIN CERTIFICATE REQUEST-----
MIIC9GCCASACANAT ZEAMBAGATLIE Amnllc 2R BXRAY Y S JaXNbIRRYYE Jh2BxF jaU
BENVEALMDUNpE IRV IFNG IR 1BNMaC 24T BERVBAYT AR 1 YHOSWCWYDVQQIDARDRELY
HREWF ZYDVQOHDAD NN cmd 1bnR 1y BTdx I X EDADBENVEACMBRF BOSBTRUMEEEL
HARGE 5965 ThIDQERAQUAAITBDwAREZEKAC TRAQC I Y QuUBF 1 SR0TONYI0MI 1y FOMAT
DZhHaBGb091gPOMaxtbHFGgDnvcewEQEY LynunuF Shil/ f TuZ Jov fweSs¥FAJ ORIV
11XdrWSGkD/ IBrwisKhnel+K IFyjSziveEFdBZ 14A0+yG1x TuEu+ JREYFjLBNFAI
1tl2geSaMFRE /HEXEXDLFbAFRVE+9SgRALESrEVE i 1oc VI8 Induc TALBYCighrs
WVFATe6EMeb i S S Dk RBGEUOL +FADuKARAUSEHRVHERK 2XFCm BuBF 2 Tev e TF
Knk2+zamoHt i RTw/ cDQ4n2 12807 Ce sNECDT WGl EFufrqink alad S+eXbadAgHB
ANGEM] Awligkghk 1 GBBC04 T ZARMBRGAIVIEQRYHERCFHN Y2 18VMUY 21 Y 298
YWMUY 29 tMABGL 50G5 ThIDOEBCWUARA TBAQALIF 4 3B rOVHPKAS R0 kK NHOBRGS 10eR
fdg+ICEIGEPEABINpOENVPLL MVIHSYeB 05 pogdcdbtu/VTH/ EQS1AaGQRNfPug
HGdPwBuk PRWCydy s BEEERUGEF yHMaWt NGRTwtAZ I9UP ToLAVP+LNRT 2Ue Sk ab o4 Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HVxGuSI50kMLAHUE T 7bMos BQWAT vE SR S Dulime / / 1 Sy BelMynr g T Ak 8Ny Dz pUSR
S reITFORC S FASUUMARQE+ TCq LAUK T obBai Uy I Th+hLCBBAR+ D1

----- END CERTIFICATE REQUEST-----

Luwld 1Juisolss.
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Microsoff Active Direclory Cas b ~ piscolac-ca

Submit a Certificate Request or Renewal Request

To submil a saved request to the CA, paste a base-84-encoded CMC or PKCS #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

Knkl-:-‘.mnh'l:!EZ:_-':EQ-IE!!ZBB'.‘E!!NBED‘NME -
MGG AwBigioghk i GwaBCMxT ZAhMEBEALL

B Bd.arcode] THUT TITHABGE S00S TDROGERCWUALS TRAGRIF+ 1
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead

(CMC o HEdPwSuk Plilicy dy s SEERUQEFyHHaWTNGRT WAz 3
PRCS 810 or ChIKANGNk Jwn SHd ez 5 /B Cpd LCCOTULOME R IS0
PHCS #T ) Hv b Ok MLAHUR T ThMe s SR Tt SR iDubise/ /i

FRITaTTFONC 3 PRSI x 3+ TOq L AL T obBad Linw'y
----- EMD CERTIFICATE REQUEST----- &

b

Additional Attributes:

Alfritaitis

w83 1Jud) W98 huwld Iduvolss swpe wujsdoel od@lssl.
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Iy Juduwds lduwobsle I9 CRL.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the lype of centificate you request, perorm olher securily tasks.

You can also use this Web sile to download a cerlificale authority (CA) cerlificate, cedificate chain, or cerlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerlificate Services Documentation.

Select a task:
Request a certificate

Wigw thi slatus of a clind] cerificale request
| Download a CA certificate, cerificale chain, or CRL |

wujsd IJesze Idpuesd 1.
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http://localhost/certsrv/

Microsoft Active Directory Certificate Senices = ciscotac<a

Download a CA Certificate, Certificate Chain, or CRL

To trust cerlificates issued from this cerification authority, install this CA cerificate chain.

To download a CA cerlificate, certificate chain, or CRL, select the cerificate and encoding methad.

CA cerfificate:

Enceding method:

O DER

® Base 64

Download CA cerificate
ownloa cerincate chain

Download latest base CRL

ssly Bless 64.
luols ywgdle DNS gJs Windows Server.

I3l Joe 1dpuussd: Bée Lluolbs Lvodle ISE  CSSM FQDN.

1. 1w bl)o DNS: IJo "DNS" gJs Windows Finder gluez wlbos§ DNS.



¢sl, DNS.

2. luo@d IJs pulb@ o lebé IJuszso > 9lge,) IJpeld 1Uglue w3

2 DNS Manager

File Action View Help
ke ﬁ 2ill:a il E ﬂ ng
£, DNS

~ H WIN-2UQRQOIVHTS
~ || Forward Lookup Zones
msdcstestlablocal
. testlab.local
Reverse Lookup Zones
1 Trust Points
| Conditional Forwarders

i E

Mame

,-_l_rnsdcs

:_iltes

—_tep

1 udp

::l DomainDnsZones

j ForestDnsZones
E-|{sa me as parent folder)
E—I{sa me as parent folder)
E-I{sa me as parent folder)
E_lasl:-lse32p3-’|3m

E—I frne

EjMn-Zuqrqo1'th5

Type

Start of Authority (SOA)
Mame Server (NS)

Host (4)

Host (A)

Host (&)

Host (&)

Data

[207], win-2ugqrgoivh75tes..
win-2ugrgo1vh75.testlabl..

1042339
104.23.21
104.23.61
104.2339

Timestamp

static
static
TA6/2024 10:00:00 AM
static
static
static
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Update Server Data File
Reload

New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain..

New Delegation..

Other New Records_.
DIMSSEC

All Tasks

Refresh
Export List.

View

Arrange lcons
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