odosy wiled ISE 2.4 9 FMC 6.2.3 PXgrid

lJpzosslo
| Jp, 9506

IJpobJole Il wsé

lJodoule | OEdp0
odosy ISE

lJz2bb9é 1. wpdsy grple pxGrid

| Jzbes 2. ooy ISE JJe9l8, 96 £ds JI9s Iz wlole le weosé |Js uolyé PxGrid
lJ21o96 3. w035, wol>é o w99J ISE MNT g, jolsle, CA J PxGrid

wJdosy FMC

| J2lb9s 4. |_ols bl 3 zys> I Js FMC

lJ2lo9o 5. |o sule Luvolxo FMC CA

lJ21096 6. | wolz IJboels 9ldedulz 1JEl o oo 1 sboldd [ e, wls ol wogsle OpenSSL
|J2b9o 7. couse IJvolys b s FMC

|J21096 8. | wosyld ivolys FMC |Js ISE

lJ21o96 9. wdosy lu ol PXgrid g Js FMC

lJo2.9.9 ol 0

Joz8.8 W ISE

lJoz28.8 o0l oz6 s FMC

| wod, wldd 1JIzble ol oIzl

lJp 9500

S 03l lJpuwews £pdss wdosy odled ISE PxGrid. IJlussl, 2.4 5l osl, FMC 6.2.3.

IJecbdule IUIlguluss
IJpobdolo

o900 Cisco Llu oday Jssd pe,Ws Lldeslose IJoldss:

. ISE 2.4
. FMC 6.2.3
. Active Directory/lJw,99d8J U b JJs o] JJsJsJ (LDAP)

IJedsule IJpguesed
ouvows Idpedyple 1Ugl)o WOs 03l IUpuwews IJs luoshle Idwlez sldpdsule 1debse Ioldso:

- ISE IJpuwedd 2.4



- FMCv 6.2.3

- Active Directory 2012R2

- ldentity Services Engine (ISE) PXgrid. |Ul_o>l, 2.4

- oyJ; blyé Firepower (FMC). IJlo>l, 6.2.3
e logvle Ideedsple 1936 B o3l ldpwews pu 112036 1092958 LBs wSisé pEpdssd ¢luos.
o zese [Ulzoss ldpuwespd Os o3l 1dpuwowd oodssu ppuwsz (I8eslups). Bl Jlue
Jvwdod 36 IJogvgsd: Volds pu Bopd Jdoles) Idpzoed Jis ).

odosy ISE
IJgb9s 1. opdsy el pxGrid

1. 9p vouwesd 1Usg9d 1Js 9lzoé IJpwwese IU)um9pess (GUI) Jbss ISE luedd [Js 1Jb)o

> Jogin.
2.2 8936 ISE lJos yusop luwegslpol J pxGrid persona.
rremesrver e
[ Deployment Depkayment Nodes
— ] Doree @ -
tostname - Pesones  Foey Se'-\lf.ﬁ M: S,

3. 9p wopdsu 8306 PXGIid 9108, B9 b Jpl 09 p9 oz I [Ju096.



Deployment Deployment Nodes List > tim24adm
v S Edit Node

= Daploymant General Seftings Profiling Configuration

Hostname

FQDN

IP Address

Node Type Identity Services Engine (ISE)
Role STANDALONE Make Primary

Administration
w Monitoring
Raole PRIMARY v
Other Monitoring Node
« Puolicy Service
w» Enable Session Senaces i
Include Mode in Node Group None - R
Enable Profiling Service

Enable Threat Centric NAC Service i

Enable SXP Service i

v

Enable Device Admin Sarvice

[ Enable Passive |dentity Service ;

) [/ pxGrid (i

4. 5288 pu wUbESd Exple PXGrid pu 9lz0s ub, 1JIgle,.

pdlebs: colbde IJgpdss el suod lds 553ksy Jogbgsd ple PXgrid ouvdd Jlpd
gueass gldé Idesw,) Idglds (HA) s 2lds luwegsle 1Je,) po £956 pxGrid.

5.15¢J SSH s 9lz06 Lwlo, 1Jisle, (CLI) Jg 856 ISE pxGrid 95 zlJs lJobusé.

# show application status ise | in pxGrid

pxGrid Infrastructure Service running 24062
pxGrid Publisher Subscriber Service running 24366
pxGrid Connection Manager running 24323

pxGrid Controller running 24404

#

6. 3p w909 1S 9lz0d IUpuwegse Iuuspss (GUI) IUgluos LIbs ISE 9c288 pu lu
lJgsple pouodsé 9ogpd. loodd lJs bLé > gple pxGrid.

7. Bs luwdd IJoWdzs. sg)Lo ISE 858 <pxGrid <pxGrid FQDN> |J oo oJs.



& ecaty Services Engine Wome  » ConlxiVisbty  » Opsmfons  + Poliy
+ System & ety ' » Diavica P o | poiedSanices | s FesdSenice o Thast Coniric MAC
B P By 8 i S ) VRIS Bk D0 st i T g

wlog  Setngh  Cencaws  Permasions
Grap WiDocs  Qboiee ~  fhRcbeh | Tou Rendeg Asprovak) - 1.7ef7  Show |3 = perpage Fuge |l %

lJglo9s 2. od9su ISE JJpsld§s eJs JIss lJguwlule [Jpuwowss [Js Jiolss
PxGrid

1. luedd IJs IJbLé > gple pxGrid > IJ]gsblo.

2. 22 1dpywg "ldpslvge odi@lssl eds Ideuvlvole 1Uzysse Idpuwownss |Js Idgvoble" 9lud,)
999 pVOb.

abale  |dentity Services Engine Home » Context Visibility » Operations » Policy ~ Administration

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
I

PxGrid Settings

Automatically approve new certificate-based accounts
[] Allow password based account creation

Use Default

Test

Connected to pxGrid tim24adm.ripaaa.net

odlebs: szu v $91W8 @ 1Jpwisd 298! s louold FMC o ISE I3l Jp sop wpdsy ol
lJgsh).

IJ$1096 3. 038y Ubolss puwdsd ISE MNT 9 wolsle CA J PxGrid

1. luedd IJs IUbLé > Idgueble > Gueblo IJuble.

2. Bp w9mSE £86 "ldpildws Iiuwluss” (MNT) B 2lds g3p wpdsuol eds 8826 "lUbL6
Il wlwss”.

3. 22 Idgwolys IJos wewss eds pvd "Used-by "admin®.

pdlelbé: s ueese 03l 1sdsd Uiolss ISE 3less [Jesdse IJIbe,lunss Jluegsle
lJpuudsd. Bl duw wuwegse Uil 16 9388 pU pi2e pU2S (CA) Sp wouess) Ideze
IJpu058 1z, 15 988 Livolss 1dpuwdsd £Js £96 ISE MNT.

4.108) B9 wuods)-

5. 120 gsh ouos8) Iduwolss sldesdelz 1Ugl 0.



6. Bp wOESSU pdGle LUbBS).

7. 0038y eI IUpdd el 09 p9 o S 1096

» Weorx Camtery Liosnss Warming &
Degicyment  Loerang v:v’.”:ﬁ P Lopgng o Mseleancs  Upgrade o Backup & Resiore & Afein Access b SeEngs
= Carmfioate Maragermant System Certificates , For casster recomery £ i ecomemerces 1 saatll corficats ard proste ey Do of 81 yie canicatm
Syt Cattoran ¥ it | e Generate Sef Sgnes Certiicate | we import | b Export | |3 Delete | |, view
peshespalsec .
= o
Fri, 30 Mhar 2098 Sat, X0 Mar 201 ﬂ
r R
Export Certificate 'Default self-signed server certificate’ X
(O Export Certificate Only
(®) Export Certificate and Private Key
*Private Key Password | === |
*Confirm Password | === |
Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.
ot BTN
M A

9. &3 1Jes ilus wobsle wlle ISE.

10. 235 28J "wp luosho wluwbs" Vs Idbolss IJos wuwegse luwwgsle "pxGrid" Bs 1Jg 09>
"ldeuwegde woluywlbs".

pdlelbs: B 1Uluoslle 185 po ISE. Jluw odo Giolsé 09886 slesl 9JJu po 2.2
Ouolesl wuos;) 030 Idyiolss po yuduwdo ISE CA IUsIJss wuvdd o)l os.

1. 235 Igol>s 9lud) B98 exue Jel 09 p9uoz S 1Juo9,6.

e Meriity Senac 2 Mome  » ContestVietity o+ Operssors o Poiy [Tl ¢ York Canters [Treserrra——y
~Sysem s Menity Management  + Moo Rssousces  § Devics Pursl Management g Sevices  + Foed Sarvice 1 Thmat Connc NAC

Deploymest  Licersing = Cotficstes  » Loggng  » Mantensnce  Upgrade  » Baciup L Restors  » Adwin dooess  » Semings

™
Canfoute Sy Reguews e

-artfcate Peraic Chaca St
Carsticats Aushority ' a8
-]

12. weass Uols lJpuwess IJleds (Iz3)). B 030 1JzlJs. sJoy "Certificate Services Root CA
- tim24adm".

13.18J38 wl836 &,00 IJuiolss Jpel 09 p9 oz B IJo9,6.



Certificate Hierarchy

I Certificate Services Root CA - im24adm I

Certificate Services Node CA - tim24adm
Certificate Services Endpoint Sub CA - im24adm

im24adm.ripaaa.net

tim24adm.rtpaaa.net
Issued By : Certificate Services Endpaint Sub CA - tim24adm
@ Expires : Thu, 30 Mar 2028 14:17:12 EDT

Centificate status is good

Details
Issued To

Common Name (CN)
Organization Unit (OU) Certificate Services System Certificate

Organization (O)

City (L)

State (ST)

Country (C)

Serial Number 58:2A:91:45:E8:23:42:74:98:53:06:94:33:9E:AD:83

Close

14. Bp w9 mSE Blispd pize Uols ISE.
15. 23> ywoble 1Jpsee IUpuos 8.

16. 22> Idgiolss 1Jzd) Idos we IJog,o gdsel 9lud) B8 wuoss). &p ledb Juolss pze
P29 gy PXGrid Jel 09 p9 oz Vs 1Uue9,6.

- Gyie b loeaty Matageman b Mateos Fsrees b Dwacs Porsl Ustaosment  palind Seedcsd b Foed Serics b Thesat Corne NAC

Dapioyment  Lcetarg  =Cedfcati  »Loggng  » Mamienance  Upgrade  » BackoSMesions  + ASTInACCRE ¢ Seng

.cfunp—w A Certificates
= Cartosty Authority St | e imgen | X Daite | view | (B Rebmn
Frandry et Suta Trata Far Saal M s T i By Ve From Expiration Date Espauinen Suns
Dverden
¥ wrddacm
Cortie Barvc ENGEc S8 ) Ergtieg P FO2TESSADTA0 1206 AEF Curoans Seions Badbors S _ Gt Servicestoce G . S
Carfeats Auterty Cetae
Corsficate Services Rowt CA - 3467 T4 15 48 48 4F EB BT 48 1ll Conticans Services Rt CA - Cortficate Services Root CA -
— a8 e 1 Erabied Infrasiruchure Encipoinis it - - l Thes, 28 Mar 018 ThRMaE @
P G ICaRCh g owes  wwnamsows  BAZIMSenEEH e o -
i Certiicate Services OCSP T [ e R e Tron 23 M T s @



odysu FMC

IJg o9 4. |olds ubld 23> lJs FMC

1. Spdud 1Uguosd IJs 9lzosd IJpuweése ldy)umwsess (GUI) 1IUgluos w926 IJeedpe FMC
9|Ju93_o IJs |.Jub|p > LJ)pa > Realms

Configurption  Users  Dofing Regration  Updiied  Ldendds v Bhv  Moddtbingy  Ticl v
Cisco €51 Tdentity Sources  eStreamer  Host Input Client  Smart Software Satellite
¥ Compare reaims 3 New reaim
L /

3. loJi 1Jup93z 9ludy W96 5, "yub 306 Active Directory (AD) JJlgoul,".

pdleld: szo lu sUsu luwe puvctre sl AD Louuwsd luve IJpuvctse IUluwloms
(UPN) is G ud IJlz ol

4. 131 e lecwl Wlosoele 1Js AD: 16,8 89§ a9ld.

Add New Realm ? X
Name * ISEpxGrid
Description Realm for use with pxGrid
Type * AD bl
AD Primary Domain * ex: domain.com
AD Join Username ex: user@domain
AD Join Password LIl Test AD Join
Directory Username * admin ex: user@domain
Directory Password * cesssses
Base DN = CN=Users,DN=rtpaaa,DN=net ex: ou=user,dc=cisco,dc=com
Group DN * DN=rtpaaa,DN=net ex: ou=group,dc=cisco,dc=com
Group Attribute Member v
* Required Field
OK Cancel

5. 108, Y9G £Jled IJowsse IUdJsd &p lod) 898 luolds sdsd Jpl 09 p9 e B 1Juo9)6.



Overview  Analysis Policles Dwwices Objects  AMP  Intelligence

Degioy stem .
LAB/ \ o

m Realm Configuration.  User Downiad

6. vJdysu louold IP/Hostname sl o ol).

pdlebbé: 3l Vb IJIRooh Veedd pu wslule Ilgwel gds gdles IJowsse "odssy
IJoublg"

7.108,) W98 OK.
Edit directory ? X

Hostname / IP

Address

Port 389

Encryption STARTTLS LDAPS @ None
SSL Certificate v ©

0K | ‘ Test Cancel

H (} )

Status
i ) Test connection succeeded

QK

8. 108, W98 edlps IUowsse wujsd IJpuwedse.

Overview Analysis Polices Devices Objects  AMP  Intelligence

LAB = ©) Carcei
m Rotarlen Configuration iivrrmqun/
9. Vs 2lds 30 IUopass wldBed: 9p vopdsu wujsd IUpuwegse 9lpzesesd

10. 1u@) B98 "wujsd IJIL"



LAB =

Enter Descnption

Dir?y Realm Configuration IR T LEY

Download users and groups

Begin automatic downlogl at g v |pM v America/New York RepeatEvery |24 v Hours

_ dj Download Now

1. Lpzd wewsd [JBlses. 1o Ipepstle IUplbdaws 9235 luolds JUs wuopsy.

12. zb odosu IJubla@.

Overview Analysis FPolides Devices Objects | AMP  Inteiligence repicy .-mn-mm
Conforation Uiars Domains Integration Updates. Lo v Health v Monlonng v Todli v

LAB [ Fou harve wasaved cenges | ) Save D Cancm

Directory | Resim Contigursion [[Te-ewereerl /

Dwenkaged wsers and grouss

B sunsmatic Sowslst 0 8 v | [P | Amencafies Yok Mepsst Bvery| 34 || Hoars
s Downines how

Ausilable Groups € /

13. ¥ vopdsy glds IJublg.

Overview Analysis Polides Devices Objects AMP Intelligence

Configuration  Uses  Domais  Imtegration  Updates  Lkensesw  Meakhw  Monforingw | Tools v

cucscst [T losatity Ssurces  eStreamer  Host Input Cliest  Smsrt SoMwars Satellte

realmy o N roadm
 Mame  Description  Domain [ Tre | Basson Groupon i |

IJg1095 5. Juuble bol>s FMC CA

1. 1bedd 1Js Wdksole > bhs IJdkso > Idplze 1Jpu0336 15leJss Jel 05 pouse B
1Jues,6.



Overview Analysis Polices Devices Reldiiacd

Irtruson Aules

Object Management

2. 108, 998 louble prze puU2dS-

3. loJl 1Jwe95z 91w, 898 luuule CA IJesde slosl.

Oject Management

4. ope Wopld Ilogbled o8y B968 1U8Je Idruoluo 1desss eds Spsu uivold Ipsze

[T

Generate Internal Certificate Authority

Name:

Country Name (two-letter code):
State or Province:
Locality or City:

Organization:

Organizational Unit (Department):

Common Name:

Generate CSR

LabFP623 3=

us
NC
RTP
Cisco

TAC

N

Generate self-signed CA

IJeuos8 IJpounls Jel 09 p9 oz S Idue9)s.

Overview Anslysis Polices Devices [LUBHBE  AMP  Inteligence

Object Hanagement

Entrusion Rukts

5.108) WVIY wujsd.

Cancel

X X X X X X X X X

X

X X X X




Edit Internal Certificate Authority

Name: LabFP523

4 Subject
Common Name:
Organization: Cisco
Organization Umnit: TALC
4 Jssuer:
Commaon Name:
Organization: Cisco
Organization Unit: TAC
4 Not Valid Before
May 15 18:13:52 2018 GMT
4 Not Valid After:
May 1.2 18:13:52 2028 GMI]
4 Serial Number:
82:1e:98:52:be:2f:b8:58
4 Certificate Fingerprint:
C7:D7:99:F3:EE:41:5C:78:36:91:40:04:F7:10: 22:4C:60:C2:3C:9C
4 Public Key Fingerprint

b51laabcbicb2bebd 2fdfGc008BY 7 1fca794B57al

/7

4 Download OK Cancel

6. 9 wodoso JJps p9) IJouvds) soldssel 9lud, B9 OK.

7. 28k pJb pelss) IJouisds, Jesdolz IUgle (PKCS) p12 B wlble IJpdBle IUpedss.

IJgd096 6. |uwodlz IJuiolss sldpdule IUglue pu IJubolss Ipuuble wlgwegsle
OpenSSL

350p IJdsle w3JY lel edis 23) 92968 IJoede B 16 IJosdd (FMC). Iy eds ks gpsd Bl eds
l9lp, OpenSSL. s ywwespe 0l ldpld vd Jsugduw Ssluws.

1. luwegse OpenSSL oy lzd luwegdlue 1J certficate (CER) slJpdwlz 1Jgluo (PVK) oo pJud
p12.

2. luwoge 2J CER ¢p 8p wodssu p;éola wueds) Iduuelss pu luuule Juolsé gds FMC.

~$ openssl pkecsl2 -nokeys -clcerts -in <filename.pl2> -out <filename.cer>
Password:

Last login: Tue May 15 18:46:41 UTC 2018

Enter Import Password:

MAC verified OK

3. luwwdz pdd PVK 980 wodssy pulz ouoss) Idyvolér &p §p wogssy ewlo p)9)



PEM 25536 9oldso.

~$ openssl pkcsl2 -nocerts -in <filename.pl2> -out <filename.pvk>

Password: Last login: Tue May 15 18:46:41 UTC 2018 Enter Import Password: MAC verified OK

4. 030 1Jgolys PEM ploJscs B 1Ugbogs 1JolJss.
IJ¢lb9o 7. oewse Iduvolé s FMC
1. luedd IJds IJdlsole > bLsé IJJlksole > PKI > IJuolsg 1UslgJss.

2.108) 998 lol96 pyze SIeJs Jol 09 p9 02 B 1Uu09,6.

Owerview Analysis Polices Devices JelJlBl AMP  Intelligence

Objoct Management  Inbrusion Rules

3. Yp wvodssu luwe Jduwolsé IUslgdss.

4 -l woe)luo p99€ pJd CER 9uzass0. wpgyd wewiss wslule IJosgsuo: 2o IJgsh Idelus.

5. ouoWe ésh 92> pdJu PVK.

B. 238 Is "2 uolis o 28sw8” wbiss sls Bese Jlzds Bis Suwe PVK. wosl I9Jps Iduw) 1J¢108
vldpvule —souwos wedule Eluo puvY) woliss—.

pdlzbo: Jl ..T_Sro-.’JQ-TSJ ud) el 9 !5! Jly Juue PVK |..5 299 ¢z sluadle IJpuwlvle wsu
lduwloy, sldpuwlole v Uz,

7.2 ey Idpuvd) 98 wodsso Jdpd Ipas) Idos op lugblyel guspl wp ouoss) PVK
WO 1Jglogo 6.

8. 1uy) W98 OK.



Add Known Internal Certificate

Name: TZfpcert

Certificate Data or, choose 2 file; ‘ Browse.. |

-----BEGIN CERTIFICATE-----
MIIDFTCCAMWgAWIBAGLIAKIemFK -+ L7iYMAOGCSgGSIb3DQEBCWUAMGQXCZAIBGNY
BAYTAIVTMQswCQYDVQQIDAJOQzEMMAOGAL UEBwwDUIRQMQ4wDAYDVQQKDAVDaXN]
bzEMMAGGA 1 UECwwWDVEFDMRwWwWGgYDVQQDDBNMYWIGUDYyMySydHBhYWEUbmMVOMB4X
DTE4MDUXNTE4MTM1MIoXDTI4MDUXME4MTM1MIowZDELMAKGA1UEBhMCYVMXCzAJ
BgNVBAgMAKSDMQwwCgYDVQQHDANSVFAXDIAMBGNVBAOMBUNpRC2 NVMQwwCaYDVQQL
DANUQUMxHDAaBgNVBAMMEDxhYKZQNjIzLnJ0cGFhYS5uZXQwagEIMADGCSaGSIb3
DQEBAQUAA4IBDWAWGGEKACIBAQDMitSSIUIFIZKZK/ TSGtkOCMuivTKSKk 1 W2AY6
D7Gm/c69cXw/VIIPWnSBzhEKIRTyspmTMdyf/4TIVUmUHE0h108/8dZeg]Ozbjon

Key or, choose a file: | Browse.. |

MIIFD] BAngqhHIGBWDBBQQWMZAD-BQthk:GBwDBBva[}gQISUUEMmHZsICAggA
MBQGCCqGSIb3DQMHBAhgGVm1 +xHLIASCBMiiIxkfIXUNUcdB22smybvWotwbcRrt
XLOgjEStmwuyExVp+ TWC3AYIIN1DE?rRssiRAGsnSOxIvDGmaOdyVsvnbbg2wiFP
74P0u/02Vy99iFoVaW2a9DyXyL/h64THI CZtwLKIOGOeEunNKpamDnpfyN8QC4DC
FXVNZPPNGAHrECFmnnijDEwWI0QTBINSgAUj +AIPMe32zPawoccRNYIRXMYMI + Jwp

Encrypted, and the password is: sesenane

Cancel

CfCJU 2QGI4JTDSUFN4U2LK+S+QEI IS?II EWIQHWKF’IE R'QUG?T[?MBHTP‘CGDCUE‘HD]
acCICUAsecVrYYDB1GKTVVI3bWgWIPR30H 12YCA2wheCKeGS0MByB4tjhHNO36qg
Ofg=
----- END ENCRYPTED PRIVATE KEY--=--
</no> LETE
Encrypted, and the password is: sansReEw

| Cancel

IJgb9é 8. |guosyl> Jiol>é FMC |Js ISE

1. 9p wlJ9uo9d IJs lzes IJpuucgse IUyuusess (GUI) IUgloé o ISE sluedd 1Js IJbLe >
Idoble > IJoboble > 1 boble 1Jes9: wol.

2. 1095 998 luwosb.



Tave MBntRy Sarvices Eng Hom b ComimutViebdmy - Operstors o Puiy [EEPELSSESSUR o Corte Uceres Weming &

~Gynem b ity MBRSGRTSSL b Metword Fslocstes & Divies Porlsl Mansgement  [wed Senvices  » Fesd Sanate 5 Theest Caniri NAG
Depiymenl  Lissing  =Comficmten o Loggng o Marsnsrcs  Uoorsse  » Bacp B Reisors  » ASminAccess & Semngs
L]
= Contificaty Management Trusted WV
System Confoaes Jrae imsn | test | Wodas Ovew show [ 113
Trusied Conicates ()| Frisndity Mamme + | St Enperation Hatis
DCSP Clnrt Profile [ 0 Erubied -]
Carfcate Sigrng R vatied ]
Cartfioate Perio Check Sets B Erukied -]
1 Cenifieate Authertty @ Disthes -]
B Erabied ]
B Erabiea -]
DigpCert s B Eratied ]
[ DigaCert S1AZ High Assurance Sereer CA T @ Enatied B
B Erakied -]
B Enatied -]
@ trskied -]
B Erubied B
B Erabied -]
2 B Cratied (-]
B Eratied B

3. 168, IRosh pdW 9235 pJd FMC CER ey wbled IUpeds.
ltoshs: Gp wodsss luve pldod.

4. 0288 po 1G85 JJpLol§6 sl3J ISE.
lRosbs: odssu 9uos.

5.108) 9938 buwld Jel 09 p9 o B 1Ju09,6.

Import a new Certificate into the Certificate Sto

* Certificate File = Choose File TZfpcert.cer

Friendly Name |

Trusted For: ;
Trust for authentication within ISE
] Trust for client authentication and Syslog

D Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description |

| Cancel |

IJgb9s 9. odesu loueold PXgrid eJs FMC

1. luedd IJs Iduble > 1Jodled > puols) 1Jogss Jel 09 p9 oz B 1Juo9)6.

Overview Anshysis Polides Devices Objects  AMP  Intelligence Dagloy smmm

Cisco €51 Realms [0 0 SR oStreamer  Host Input Client  Smart Software Satellite o - g?mwmn o _— o o -
2. 1ud) W9y ISE.
3. 8p wodosu w9l IP 9 luwe IJpLosed Je 836 ISE pxGrid.

4. 25+ 1Js Spsu poeE igl,o_, CA lJ¢glue wiglp PXgrid.



5. 8p voumpss pdd CA Jdehe ee luwog,uo [Js Idesze 1dpuord JJesdse 1desy J PXgrid
IJ3s wp wgpseo B 1Ugbes 3. 9lub) W98 edb.

6. 23>+ |Js spsu lJpsze 1Upuod8 Jelbe MNT.

7. 8p wowpst pdd CA JJehe wp luwegruo Jeuesd eds uivobs Ideuudsd Idos op
wepseol Vs IJgbys 3. 9lu9,) W9 eVb.

8. el Io.Jd FMC CER V-19) |.Jd|.5p° |.Jroouu>.J6.

Identity Sources

Service Type None Identity Services Engine User Agent

Primary Host Name/IP Address * <ISE pxGRID Node IP ADDRESS> 2=

Secondary Host Name/IPF Address

pxGrid Server CA * ISE24InternalRoot v @

MNT Server CA * ISE245elfSigned v &

FMC Server Certificate * TimFP&523 v @

ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24
* Required Field Test

9. 168, 993 leenb.

10. I3l uzz IJlgouly Blud,) B p9ldb. &p ledb Vs leds sesu IJuilus.
Status

i ISE connection status:
Primary host: Success

» Additional Logs

QK

pdlzbsé: eu> wuvgsd £9>0s ISE PxGrid: sdsy pu ldbwses Jpuosyd sles [bol, Iduele
9pu2 S 9les Jlbol, IJwvd wlbsl Jlu pxGrid wepd Wb wuvdd vuvb gds 926 ISE
9ler6 Vs JJ py0. Sgwps 3JY gds IJodssu 1U3s 8> seyue Idpuosd IUluwlws 1dgbd
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pedple eduwsd gpd ldpuueise IJpyuuds pu ISE [Js FMC.

ssh admin@<FMC IP ADDRESS>

Password:

Last login: Tue May 15 19:03:01 UTC 2018 from dhcp-172-18-250-115.cisco.com on ssh
Last login: Wed May 16 16:28:50 2018 from dhcp-172-18-250-115.cisco.com

Copyright 2004-2018, Cisco and/or its affiliates. All rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
All other trademarks are property of their respective owners.

Cisco Fire Linux 0OS v6.2.3 (build 13)
Cisco Firepower Management Center for VMWare v6.2.3 (build 83)

admin@firepower:~$ sudo -i

Password:

Last login: Wed May 16 16:01:01 UTC 2018 on cron
root@firepower:~# adi_cli session

received user session: username tom, ip ::ff£f£:172.18.250.148, location_ip ::f£f£f£f:10.36.150.11,
realm_id 2, domain rtpaaa.net, type Add, identity Passive.

received user session: username xiavao, ip ::ffff:10.36.148.98, location_ip ::, realm_id 2,
domain rtpaaa.net, type Add, identity Passive.

received user session: username admin, ip ::ffff:10.36.150.24, location_ip ::, realm_id 2,
domain rtpaaa.net, type Add, identity Passive.

received user session: username administrator, ip ::f£f£f£:172.18.124.200, location_ip ::,
realm_id 2, domain rtpaaa.net, type Add, identity Passive.
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