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IJodosu

S8 03l UG wp loeJd Lusulissole 98,0 Jsdsé wdssy wuopse vl Jled Jdedlow
1ot 1Jas couod weds IJuslols po 21 1oieds 101,06 10blo,ss (VPN) 1 3lses
eJs w90999d IPSec gy suwlo v ds Es) lpu.

pdlzlod: Igwegse bls Lze 1lsle) (JJepdls Ipuwzdisu SEb) JJeuesd eJs pis> pu
lJpeedople 2od IUI9le) IJpuwegses WS 03l U9 wp.

lLowe Jotbsbs JJuvedd
03l 09 peblo IJbo s IJpguegse WS 03l IUpuuows:

Nominal/Default Status — Traffic flowing through HUB1

% R7-Host
R4

@ ) ™
2 (s: 1!;2{.)11‘6;5;’%3.’15L > NII:IIGIt T 27 192.168.1.0/24 ,L 115192.168.0.0/16 -> Nullo N
1€ 10.0.1.1/32 -> Loopback0 s 3 1 €10.0.2.1/32 -> Loopback0
E C 192.168.0.0/24 -> Eth0 % g C 192.168.0.0/24 -> EthO
= : iggggﬁ; -z I:ngzlg RS : R6-Aggr2 (€ 10.0.0.0/24 -> Tunnel0
3 : 10.0.1 .3 2> . .1. K 192.168.0.0/24 =1 B 10.0.1.1/32 -> 10.0.0.1
.0.1.3 -> V-Access — &85 10.0.2.3 -> V-Access1
$10.0.1.4 -> V-Access2 :‘ $10.0.2.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.1.3 . B 192.168.3.0/24 -> 10.0.2.3
B192.168.4.0/24 ->10.0.14 ) camfes R2-Hub2 B 192.168.4.0/24 > 10.0.24
R1-Hub1l -

1€ 192.168.3.0/24 -> EthO - C192.168.4.0/24 -> EthO
1€ 10.0.1.0/24 -> Tunnel0 € 10.0.1.0/24 -> Tunnel0
E €10.0.2.0/24 -> Tunnell ’—E C 10.0.2.0/24 -> Tunnell
f B 192.168.0.0/16->10.0.1.1 E B 192.168.0.0/16 -> 10.0.1.1
i R4-Spoke2 'g
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

pdlebd: ©99p zpse IJpszole IJos sop luueislpel B o3l ldpgbb wogiésd IJluosl
15.2(4)M1 oo Cisco 10S. gowogse uweled Idloe,oe uble gulssy 172.16.0.0/24.

wwsubss IJgpdsle IJgbsé

B psubsy wubsd gbs: gwpl wdsu zese IJeszole S Idogbgsd IlJobésd: o83
zese Ipgzole 1deedss wugese 2J6 1Uesss evs Idpase Il los (R1-HUBY). 950280
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030 Izl sbbo, puwly 2,98 1py9, IJisdss wsw R3-Talk1 9 R4-Talk2 pilool Josl:
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R7-Host

192.168.1.0/24

R5-Aggrl % R6-Aggr2

192.168.0.0/24

R2-Hub2

R3:Spnkel R4-Spokeg2
LAN: 192.168.3.0/24 LAN: 192:168.4.0/24
. \ 4

_9¢,Jb_,.l Jiv, R1-Hub1 Suvodud 1Jgies eds 9lgos 1Ugo9d IJJ'oIo_,@gUQk:S LTL9S eJs v w
P&HV Juwds w9099l wedsd IUgbes (NHRP) IJelds Jel 09 1Jzld W 99 GRE: swpe

Dowld 1uihs 2,98 19, [Js R3-TalkT. 35 03l [Js wuivsd louble 0Bd s50lpsds sop
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= =2 R7-Host

%ﬂﬁ-hggrz

192.168.1.0/24

192.168.0.0/24

R1-Hublk = = :10.0.0.0/24 @ - —2R9_Hub2

R3-Spokel
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

2dlod 9poele IJoszse Juwsubiss IJoubgsd IUghbs

Ispl sds 229d wogse R1-HUBT B pwsubsy cuvésds pucbe:

R1-HUBl# show ip route

Codes: L - local, C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS-ISlevel-1, L2 - IS-1S level-2
ia- I1S-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 11 subnets, 3 masks



S 10.0.0.0/8 is directly connected, NullO

C 10.0.0.0/24 is directly connected, TunnelO

L 10.0.0.1/32 is directly connected, TunnelO

C 10.0.1.1/32 is directly connected, LoopbackO

S 10.0.1.2/32 is directly connected, Virtual-Accessl

S 10.0.1.3/32 is directly connected, Virtual-Access2

B 10.0.2.1/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.3/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.4/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.5.1/32 [200/0] via 192.168.0.5, 00:05: 40

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:05: 40
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.1/32 is directly connected, Ethernet0/0

S 192.168.0.0/16 is directly connected, NullO
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, Ethernet0/2

L 192.168.0.1/32 is directly connected, Ethernet0/2

B 192.168.1.0/24 [200/0] via 192.168.0.5, 00:05:40

B 192.168.3.0/24 [200/0] via 10.0.1.4, 00:05:24

B 192.168.4.0/24 [200/0] via 10.0.1.5, 00:05: 33

Bspl sJs 229d wozso RI-TALKT s ywsubisy gpdslos pucbe wes logile IJowdd 1Uss
Swedd [Jso pg R4-TALK2:

R3-SPOKEl1l# show ip route

Codes: L - local, C- connected, S - static, R- RIP, M- mobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISISsummary, L1 - IS ISlevel-1, L2 - IS-1S level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic downl oaded static route, H- NHRP, | - LISP
a - application route
+ - replicated route, %- next hop override
Gateway of last resort is not set
10.0.0.0/8 is variably subnetted, 8 subnets, 2 nasks
B 10.0.0.0/8 [200/0] via 10.0.1.1, 00:06:27
H 10.0.0.1/32 is directly connected, 00:06:38, Tunnell
S % 10.0.1.1/32 is directly connected, Tunnel O
C 10.0.1.3/32 is directly connected, TunnelO
H 10.0.1.4/32 is directly connected, 00:01:30, Virtual-Accessl
S 10.0.2.1/32 is directly connected, Tunnell
C 10.0.2.3/32 is directly connected, Tunnell
H 10.0.2.4/32 [250/1] via 10.0.2.3, 00:01:30, Virtual-Accessl
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks
C 172.16.0.0/24 is directly connected, Ethernet0/0
L 172.16.0.3/32 is directly connected, Ethernet0/0
B 192.168.0.0/16 [200/0] via 10.0.1.1, 00:06:27

192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.3.0/24 is directly connected, EthernetO/1

L 192.168.3.3/32 is directly connected, Ethernet0/1
192.168.4.0/32 is subnetted, 1 subnets

H 192.168.4.4 [250/1] via 10.0.1.3, 00:01:30, Virtual-Accessl

Ws R3-Talk1: szw9s z29d BGP gds beldso Juvwds 192.168.0.0/16 o osdle ppdso
peodu9s (s od R1-Hub1):

R3-SPOKEl#show ip bgp 192.168.0.0/16

BGP routing table entry for 192.168.0.0/16, version 8



Paths: (2 available, best #2, table default)

Not advertised to any peer

Refresh Epoch 1

Loca

10.0.2.1 from 10.0.2.1 (10.0.2.1)

Oigin inconplete, netric O, |ocal pref 100, valid, interna
rx pathid: 0, tx pathid: O

Refresh Epoch 1

Local
10.0.1.1 from 10.0.1.1 (10.0.1.1)
Oigin inconplete, netric O, |ocal pref 200, valid, internal, best
rx pathid: 0, tx pathid: 0xO0

Bspl sds 229 worso RS-AGGRT Vs pwsubisy wuvésds pucbe:

R5-LANl#show ip route
10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks

B 10.0.0.0/8 [200/0] via 192.168.0.1, 00:07:22

B 10.0.0.0/24 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.1/32 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.3/32 [200/0] via 192.168.0.1, 00:07:17

B 10.0.1.4/32 [200/0] via 192.168.0.1, 00:07:16

B 10.0.2.1/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.3/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.4/32 [200/0] via 192.168.0.2, 15:44:13

C 10.0.5.1/32 is directly connected, LoopbackO

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:07:22
172.16.0.0/ 24 is subnetted, 1 subnets

B 172.16.0.0 [200/0] via 192.168.0.1, 00:07:22

B 192.168.0.0/16 [200/0] via 192.168.0.1, 00:07:22
192.168.0.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.0.0/24 is directly connected, Ethernet0/0

L 192.168.0.5/32 is directly connected, Ethernet0/0

192.168.1.0/24 is variably subnetted, 2 subnets, 2 nasks
C 192.168.1.0/24 is directly connected, EthernetO/1
L 192.168.1.5/32 is directly connected, EthernetO/1
B 192.168.3.0/24 [200/0] via 10.0.1.3, 00:07:06
B 192.168.4.0/24 [200/0] via 10.0.1.4, 00:07:15

Vel sds 229d wopse R7-Host W wsubisy cuvgsds pucbe:

R7-HOST#show ip route
S* 0.0.0.0/0 [1/0] via 192.168.1.254
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Ethernet0/0
L 192.168.1.7/32 is directly connected, Ethernet0/0

wwsubsy busJ HUB1

Bl sds pwsobsy luwdd R1-HUBT (cuwow lplele pod logble 1Jesh Iddo,uliss 19
lJo)9896):



/ track timer msec 500 N
[ track 1ip route 10.0.1.1 255.255.255.255 reachability \
rack 2 list boolean and

HUB1 Going down, HUB2 taking over o 19216800 25525500 Ml 500 k2

ip route 192.168.0.0 255.255.0.0 NullD tag 200
—

R7-Host % e A LOCALPRGE g
setlogaipreference 500

192.168.1.0/24 &mggswmmm
e Y,

$192.168.0.0/16 -> NullO N
C10.0.2.1/32 -> Loopback0
C 192.168.0.0/24 -> Eth0
&10:0-0-0/24—Funneld

8-10-0-1-1/32—10-0:0-1
$10.0.2.3 -> V-Access1

$10.0.2.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.2.3
B 192.168.4.0/24 -> 10.0.2.4 J

HUB2 Routing Table

C192.168.3.0/24 -> EthO
C€10.0.1.0/24 -> Tunnel0
€10.0.2.0/24 -> Tunnell
B 192.168.0.0/16->10.0.2.1

7€ 192.168.4.0/24 -> EthO
=€ 10.0.1.0/24 -> Tunnel0
% € 10.0.2.0/24 -> Tunnell
SN R2-102 168.0-0/16—10.0-11
B 192.168.0.0/16 -> 10.0.2.1

Spokel Routing Table

R4-Spoke2
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

WO o3l Iduwsubsy sere o3l Idogwdywd JJi@IG:

1. sJovd BFD gJds R2-HUB2 ggJss p9zole wgpse yvwdle LAN R5-AGGR1 9 R6-AGGR2
2ldo v vd R1-HUB1. 9uwses Josl wuoly gdl@le pub@o 1Jzr9> wsw ldsdlsle Idpeceso
sulduwoly eds 1JwWy,).

2. sugbd Yoyl Jlsy IJpuwly) J R2-HUB2 1J3s sJoyivwd 929> IJlwezle R1-HUB1
(Idpuwly 1 Vs pold IJodssy).

3. s99e 03l IJdlse IUds wp wove wdsbe voubgsd puh 16 JJlocdld Jigds (pubds
NOT). B o3l ldpeld: s3ou IJpuwly 2 Jigds Jdpl lopd oo 1deuwl, 1.

4. 5958 03l [Js ouvgsd beld wozse IP elow Jlolbwe IUs g29d IJwgzse vuvow 9Sp6
18J pu IJpuwlo IJbhse IUlwe,)loss. ool Idodssy Idpul vy

! Routes added when second HUB is down
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150
ip route 10.0.0.0 255.0.0.0 NullO0 150 tag 200
ip route 192.168.0.0 255.255.0.0 NullO0 150 tag 200

5. s&s> R2-HUB2 w9js¢ 030 IJpuwble IJelows wluwegsle odosd BGP ppds Ido) pu
lJdspes IJos wp vesswol J R1-HUB1. Ws o3l ldpeld: sop luwedsle odosd peds pu
500 Vs wsubsy IJoyud: Wil pu 200 IJos swp wessuol wylwlbs R1-HUB1:

route-map LOCALPREF permit 5



mat ch tag 500

set local-preference 500
|

rout e-map LOCALPREF permit 10
mat ch tag 200

set local-preference 200
!

B R3-talkT. spdod 4956 3J9 B pirzle wu9e9dsd wolus [Uzses (BGP). Jlzb iy [s¢lJ
R1 Jl&3ld p9293l 90900 .55 puwcesp

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (2 avail able, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Loca
10.0.2.1 from 10.0.2.1 (10.0.2.1)
Origin incomplete, metric 0, localpref 500, valid, internal, best
rx pathid: 0, tx pathid: 0x0
Refresh Epoch 1
Loca
10.0.1.1 from10.0.1.1 (10.0.1.1)
Oigin inconplete, netric O, |ocal pref 200, valid, interna
rx pathid: 0, tx pathid: 0O

w030 IJudbé. susl Ul I peduwse (R3-Talk1 g R4-Talk2) B Luwld 2,96 0,9,
IJeslole |Us R2-HUB2. sz 1o wpae gpse 030 Idgbsle gJIJ eluss 9lzr6. Bspel sds
229d l1Jw9zso b Talk 3:

R3-SPOKEl#show ip route
10.0.0.0/8 is variably subnetted, 5 subnets, 2 nasks

B 10.0.0.0/8 [200/0] via 10.0.2.1, 00:00:01

S 10.0.1.1/32 is directly connected, TunnelO

C 10.0.1.3/32 is directly connected, Tunnel O

S 10.0.2.1/32 is directly connected, Tunnell

C 10.0.2.3/32 is directly connected, Tunnell
172.16.0.0/16 is variably subnetted, 2 subnets, 2 nasks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.3/32 is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.2.1, 00:00:01
192.168.3.0/24 is variably subnetted, 2 subnets, 2 nasks

C 192.168.3.0/24 is directly connected, Ethernet0/1

L 192.168.3.3/32 is directly connected, EthernetO/1

. Ispl wed> BGP 2duws wsu IJw)9e 9 R1-HUB1 |Js luwdJ. 9 DPD Juld Jobs) lJpse
Sjsd ig;élké IPSec lJos swp luolgel gds R1-HUB1. 908 3JJ: Jl 59 03l gds lglo
09250 2,98 p19, lduslolor ol Jlgwessle R2-HUB2 LlUbded Jouslus loole [Jodd
lissuvss:

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (1 avail able, best #1, table default)

Not advertised to any peer

Refresh Epoch 1

Loca



10.0.2.1 from 10.0.2.1 (10.0.2.1)
Oigin inconplete, netric O, |ocal pref 500, valid, internal, best
rx pathid: 0, tx pathid: 0xO0

IJoYgsule

S99, 03l IJd e up9del Jodssule Jogle IJwgise slddule IJos swop luvwgsleol WS 03l
|LL°ELDLD'

oJdssu R1-HUB

version 15.4
|

host nane R1- HUB1
!
aaa new node
!
aaa aut horization network default |oca
!
aaa session-id comon
!
! setting track tiners to the | owest possible (the lower this value is
! the faster router will react
track timer ip route msec 500
!
! Monitoring of HUB2's | oopback present in routing table
' If it is present it will mean that HUB2 is alive
track 1 ip route 10.0.2.1 255.255.255. 255 reachability
!
I Monitoring of |oopback of R5-AGGR-1
track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
!
I Monitoring of |oopback of R6- AGGR-2
track 4 ip route 10.0.6.1 255.255.255. 255 reachability
!
! Track 2 should be UP only when HUB2 is not avail able and both AGGRE routers are up
!
track 2 list bool ean and
object 1 not
object 3
object 4

! KEv2 Config Exchange configuration (IP addresses for spokes are assigned from pool)
crypto i kev2 authorization policy default
pool SPOKES
route set interface
route accept any tag 20
|
!
! IKEv2 profile for Spokes - Smart Defaults used
crypto i kev2 profile default
match identity renote any
aut hentication renote pre-share key cisco
aut hentication | ocal pre-share key cisco
aaa aut horization group psk list default default
virtual -tenplate 1
|
interface LoopbackO
i p address 10.0. 1.1 255. 255. 255. 255



1
I GRE Tunnel configured to second HUB. It is required for spoke-to-spoke connectivity
! to work in all possible circunmstances
! no BFD echo configuration is required to avoid Traffic Indication sent by renote HUB
! (BFD echo is having the sane source and destination |IP address)
1
interface Tunnel O

i p address 10.0.0.1 255.255.255.0

ip nhrp network-id 1

ip nhrp redirect

bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.2

1
interface Ethernet0/0

ip address 172.16.0.1 255.255.255.0

1
interface Ethernet0O/2

i p address 192.168. 0.1 255.255.255.0

bfd interval 50 min_rx 50 multiplier 5

1
interface Virtual - Tenpl atel type tunnel

i p unnunber ed LoopbackO

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default

1

! BGP Configuration

router bgp 1

bgp | og- nei ghbor - changes

I dynam c peer-groups are used for AGGR routers and SPOKES
bgp listen range 192.168. 0.0/ 24 peer-group DC

bgp listen range 10.0.1.0/24 peer-group SPOKES

I BGP timers configured
timers bgp 15 30

nei ghbor SPOKES peer - group

nei ghbor SPOKES rempte-as 1

nei ghbor DC peer - group

nei ghbor DC renpte-as 1

Wthin DC BFD is used to determ ne nei ghbour status

nei ghbor DC fall-over bfd

nei ghbor 10.0.0.2 renmote-as 1

BFD is used to detect HUB2 status

nei ghbor 10.0.0.2 fall-over bfd
!

address-famly ipv4

redi stribute connected

rout e-map whi ch determ nes what should be the | ocal -pref
redistribute static route-map LOCALPREF

nei ghbor SPOKES activate

to spokes only Aggregate/ Sunmary routes are sent
nei ghbor SPOKES rout e- map AGGR out

nei ghbor DC activate

nei ghbor DC route-reflector-client

nei ghbor 10.0.0.2 activate

nei ghbor 10.0.0.2 route-reflector-client
exit-address-famly

1

ip local pool SPOKES 10.0.1.2 10.0.1. 254
!

! When HUB2 goes down Static Routes with Tag 500 are added and admin distance of 1
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2



! Default static routes are with Tag 200 and admin distance of 150
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 Null0 150 tag 200
!

!
ip prefix-list AGGR seq 5 permt 192.168.0.0/16
ip prefix-list AGGR seq 10 permt 10.0.0.0/8

!
route-map AGCR pernmit 10

match ip address prefix-list AGER

!
rout e-map LOCALPREF pernit 5

mat ch tag 500

set | ocal - preference 500

!
rout e-map LOCALPREF permit 10

mat ch tag 200

set | ocal - preference 200

!
rout e-map LOCALPREF permit 15

match tag 20

odysu R2-HUB2

host nane R2- HUB2
!
aaa new node
|
aaa aut horization network default | ocal
!
track tiner ip route nmsec 500
!
track 1 ip route 10.0.1.1 255.255.255. 255 reachability
!
track 2 list bool ean and
obj ect 1 not
obj ect 3
object 4
1

track 3 ip route 10.0.5.1 255.255. 255. 255 reachability
1

track 4 ip route 10.0.6.1 255.255. 255. 255 reachability
1
!
crypto i kev2 authorization policy default
pool SPOKES
route set interface
route accept any tag 20
1
!
crypto i kev2 profile default
match identity renote any
aut hentication renpote pre-share key cisco
aut hentication | ocal pre-share key cisco
aaa aut horization group psk list default default
virtual -tenplate 1

nterface LoopbackO
ip address 10.0.2.1 255. 255. 255. 255

nterface Tunnel O
i p address 10.0.0.2 255.255.255.0



ip nhrp network-id 1

ip nhrp redirect

bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.1

1
interface Ethernet0/0

ip address 172.16.0.2 255.255.255.0

1
interface Ethernet0O/2

i p address 192.168. 0.2 255.255.255.0

bfd interval 50 min_rx 50 multiplier 5

1
interface Virtual - Tenpl atel type tunnel

i p unnunber ed LoopbackO

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default

1
router bgp 1

bgp | og- nei ghbor - changes

bgp listen range 192.168. 0.0/ 24 peer-group DC
bgp listen range 10.0. 2.0/ 24 peer-group SPOKES
timers bgp 15 30

nei ghbor SPOKES peer - group

nei ghbor SPOKES rempte-as 1

nei ghbor DC peer - group

nei ghbor DC renpte-as 1

nei ghbor DC fall-over bfd

nei ghbor 10.0.0.1 renote-as 1

nei ghbor 10.0.0.1 fall-over bfd

!

address-famly ipv4

redi stribute connected

redistribute static route-map LOCALPREF

nei ghbor SPOKES activate

nei ghbor SPOKES rout e- map AGGR out

nei ghbor DC activate

nei ghbor DC route-reflector-client

nei ghbor 10.0.0.1 activate

nei ghbor 10.0.0.1 route-reflector-client
exit-address-famly

1
ip local pool SPOKES 10.0.2.2 10.0. 2. 254
ip forward-protocol nd

1

1

ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 Null0 150 tag 200
1

1
ip prefix-list AGGR seq 5 permt 192.168.0.0/16
ip prefix-list AGER seq 10 permt 10.0.0.0/8
1
route-map AGCR pernit 10

match ip address prefix-list AGER

1
rout e-map LOCALPREF pernit 5

mat ch tag 500

set | ocal - preference 500
|



rout e-map LOCALPREF permit 10
mat ch tag 200
set | ocal -preference 100
!
rout e-map LOCALPREF permit 15
match tag 20

od9se R3-TALK1

host nane R3- SPOKEL

!

aaa new node

!

aaa aut horization network default | ocal

|

|

crypto i kev2 authorization policy default
route set interface

!

!

crypto i kev2 profile default
match identity renote any

aut hentication renote pre-share key cisco

aut hentication | ocal pre-share key cisco
dpd 10 2 on-denmand

aaa aut hori zation group psk list default
!
I Tunnel to the HUB1
|
interface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
!

I Tunnel to the HUB2

!
interface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
!
interface Ethernet0/0
descri ption | NTERNET- CLOUD

ip address 172.16.0.3 255.255.255.0

!
interface Ethernet0O/1
description LAN

i p address 192.168. 3.3 255. 255.255.0

!

interface Virtual - Tenpl ate2 type tunnel

i p unnunbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
|

router bgp 1

bgp | og- nei ghbor - changes

def aul t



timers bgp 15 30

nei ghbor 10.0.1.1 renote-as 1
nei ghbor 10.0.2.1 renote-as 1
!

address-famly ipv4

network 192.168.3.0

nei ghbor 10.0.1.1 activate
nei ghbor 10.0.2.1 activate
exit-address-famly

od9su Ra-Talk2

host nane R4- SPOKE2

!

aaa new node

!

aaa aut horization network default |oca

!

!

crypto i kev2 authorization policy default
route set interface

!

crypto i kev2 profile default

match identity renote any

aut hentication renote pre-share key cisco
aut hentication | ocal pre-share key cisco
dpd 10 2 on-denand

aaa aut horization group psk list default default

nterface Tunnel O

i p address negoti at ed

ip nhrp network-id 1

i p nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
!

nterface Tunnel 1

i p address negoti at ed

ip nhrp network-id 1

ip nhrp shortcut virtual -tenplate 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
|

nterface Ethernet0/0
i p address 172.16.0.4 255.255.255.0

nterface Ethernet0/1
i p address 192. 168. 4.4 255.255.255.0

nterface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/1

ip nhrp network-id 1

i p nhrp shortcut virtual -tenplate 2
tunnel protection ipsec profile default
|

router bgp 1

bgp | 0og- nei ghbor - changes

timers bgp 15 30

nei ghbor 10.0.1.1 renote-as 1

nei ghbor 10.0.2.1 renote-as 1



!
address-famly ipv4
network 192.168.4.0
nei ghbor 10.0.1.1 activate
nei ghbor 10.0.2.1 activate

exit-address-famly
1

odysu R5-AGGR1

host nane R5- LANL
!
no aaa new node
!
!
interface LoopbackO
ip address 10.0.5.1 255. 255. 255. 255
|
interface Ethernet0/0
i p address 192.168.0.5 255. 255.255.0
bfd interval 50 min_rx 50 multiplier 5
!
I HSRP configuration on the LAN side
!
interface Ethernet0O/1
i p address 192.168.1.5 255. 255.255.0
standby 1 ip 192.168.1. 254
|
router bgp 1
bgp | og- nei ghbor - changes
nei ghbor 192.168.0.1 renote-as 1
nei ghbor 192.168.0.1 fall-over bfd
nei ghbor 192.168.0.2 renote-as 1
nei ghbor 192.168.0.2 fall-over bfd
!
address-fam |y ipv4
redi stribute connected
redistribute static
nei ghbor 192.168.0.1 activate
nei ghbor 192.168.0.2 activate
exit-address-famly

odysu R6-AGGR2

host nanme R6- LAN2

!
interface LoopbackO

i p address 10.0.6.1 255. 255. 255. 255
!
interface Ethernet0/0

i p address 192.168.0.6 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
!

interface Ethernet0O/1

i p address 192.168. 1.6 255.255.255.0
standby 1 ip 192.168. 1. 254

standby 1 priority 200

!

router bgp 1

bgp | og- nei ghbor - changes

nei ghbor 192.168.0.1 renote-as 1



nei ghbor 192.168.0.1 fall-over bfd
nei ghbor 192.168.0.2 renote-as 1
nei ghbor 192.168.0.2 fall-over bfd
!

address-famly ipv4

redi stribute connected
redistribute static

nei ghbor 192.168.0.1 activate

nei ghbor 192.168.0.2 activate

exit-address-famly
!

odosu puosd R7 (p2ldls IJpLosd B odd IUui,Js)

host name R7- HOST
!

no aaa new nodel
|

interface Ethernet0/0

i p address 192.168. 1.7 255.255.255.0
|

iproute 0.0.0.0 0.0.0.0 192.168.1.254
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