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crypto keyring DWPN_| KEv1l
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco

crypto | oggi ng session

crypto ikev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto ikev2 profile Flex_I KEv2

match identity renpte address 0.0.0.0

aut hentication renpote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto ikev2 dpd 30 5 on-denand

crypto isaknmp policy 10
encr aes
aut henti cation pre-share

crypto i saknp keepalive 30 5

crypto isaknmp profile DWPN_I KEvl
keyri ng DWPN_I KEv1
match identity address 0.0.0.0

crypto ipsec transformset |KEvl esp-aes esp-sha-hmac
node transport

crypto ipsec profile DWPN_IKEvl
set transformset |KEvl
set isaknp-profile DWPN_I KEvl

crypto ipsec profile default
set ikev2-profile Flex_|KEv2

interface TunnelO
desci pti on DWPN t unne
i p address 10.0.0.101 255. 255. 255.0
no ip redirects
ip ntu 1400
ip nhrp map 10.0.0.1 172.25.1.1
ip nhrp map multicast 172.25.1.1
ip nhrp network-id 1
i p nhrp hol dti ne 900
ip nhrp nhs 10.0.0.1
i p nhrp shortcut
ip tcp adjust-nss 1360
tunnel source Ethernet0/0
tunnel rode gre multipoint
tunnel key 0
tunnel protection ipsec profile DMVPN_IKEvl1l isakmp-profile DMVPN_IKEv1l

interface Tunnell
description Fl exVPN spoke-to-hub tunnel
i p address negoti at ed
ip ntu 1400
ip nhrp network-id 2



ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect
ip tcp adjust-nss 1360
tunnel source Ethernet0/0
tunnel destination 172.25.1.1
tunnel protection ipsec profile default ikev2-profile Flex IKEv2

interface Virtual - Tenpl atel type tunnel

description Fl exVPN spoke-to-spoke

i p unnunbered Ethernetl1/0

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel protection ipsec profile default ikev2-profile Flex_|KEv2
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router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.101.0

passi ve-interface default

no passive-interface Tunnel 0

router bgp 65001

bgp | og- nei ghbor - changes

network 192.168.101.0

nei ghbor 10.1.1.1 renote-as 65001
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crypto ikev2 authorization policy default
pool Fl exSpokes
route set interface

crypto ikev2 keyring Fl ex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto ikev2 profile Flex_I KEv2

match identity renpte address 0.0.0.0

aut hentication renpote pre-share

aut hentication | ocal pre-share

keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto ikev2 dpd 30 5 on-denand

crypto isaknmp policy 10
encr aes
aut henti cation pre-share

crypto isaknmp key cisco address 0.0.0.0

crypto ipsec profile DWPN_IKEvl
set transformset |KEvl

crypto ipsec profile default
set ikev2-profile Flex IKEv2

interface Tunnel O
i p address 10.0.0.1 255.255.255.0

no ip redirects
ip ntu 1400

ip nhrp map mul ticast dynamc

ip nhrp network-id 1
i p nhrp hol dti ne 900

ip nhrp server-only

ip nhrp redirect

ip summary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-nss 1360
tunnel source LoopbackO

tunnel rode gre multipoint

tunnel key 0

tunnel protection ipsec profile DMVPN_IKEvl

interface Virtual - Tenpl atel type tunnel
i p unnunber ed Loopback100
ip ntu 1400

ip nhrp network-id 2
ip tcp adjust-nss 1360

tunnel protection ipsec profile default
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router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0. 255. 255
passi ve-i nterface default

no passive-interface Tunnel 0

router bgp 65001

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes

network 192.168.0.0

aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renpte-as 65001
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Spokel#show cry sess
Crypto session current status

Interface: Tunnel0

Profile: DWPN | KEvl

Session status: UP-ACTI VE

Peer: 172.25.1.1 port 500

Session ID: 0O

IKEvl SA: |local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOW permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap



Interface: Tunnell
Profile: Flex_IKEv2
Session status: UP-ACTI VE
Peer: 172.25.1.1 port 500
Session ID: 1
IKEv2 SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOW permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nap

pis )l ol ales o9 slo> BV usSs (o asdl clle Lony gl CYsSi9, (o (il xie
(Laxlall) olgic 16/192.168.0.0 iy xS e 6l Sy ol céds EIGRP plasiwly Y9I 13D (o  gaill
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Spokel#show ip eigrp neighbors

(EI GRP-1Pv4 Nei ghbors for AS(100

H Address Interface Hold Uptime SRTT RTO Q Seq
sec) (nms) Cnt Num

Tu0 10 00:04:02 7 1398 0 13 10.0.0.1 0

Spokel#show ip eigrp topology

(ElI GRP-1Pv4 Topol ogy Table for AS(100)/1D(192.168.101.1

,Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply
r - reply Status, s - sia Status

P 192.168.101.0/24, 1 successors, FD is 281600
via Connected, Ethernetl/0

P 192.168.0.0/16, 1 successors, FD is 26880000
via 10.0.0.1 (26880000/256), TunnelO

P 10.0.0.0/24, 1 successors, FD is 26880000

vi a Connected, Tunnel O

‘BGP JgS59 1 0 (3836 )3 Ay

Spokel#show bgp summary

(...

Nei ghbor V AS MsgRcvd MsgSent Thbl Ver |1 nQ Qut Q Up/ Down St at e/ Pf xRed

1 00:06:56 0 0 3 11 13 65001 4 10.1.1.1

Spokel#show bgp

BGP table version is 3, local router IDis 192.168.101.1

, Status codes: s suppressed, d danped, h history, * valid, > best, i - internal
,r RIB-failure, S Stale, mnultipath, b backup-path, f RT-Filter

, X best-external, a additional-path, ¢ RIB-conpressed

Oigin codes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor k Next Hop Metric LocPrf Weight Path
r> 192.168.0.0/16 10.1.1.1 0 100 O i
i 32768 0 0.0.0.0 192.168.101.0 <*

82>y @l @slxall Ll VS oo Ll 6)1> L@ (10.1.1.1) oloic FIexVPN 6 uall ol 21,3Vl gla,
Slogleo 538 (5 Jind &9a% J9dmall pdel, BGP JoSaig, peis «ls JI adloYly .(16/192.168.0.0)
09 J=ally 639200l @bl elld Jiadl luo 39>9 camy Jinall 13id oz, 16/192.168.0.0 &kl (RIB) asill
il J9a> oo $axilly cod 1] 0aSt Sayy [EIGRP dlawwls, Hluall 13 clis] oo .a>gill J9a>

Spokel#show ip route 192.168.0.0 255.255.0.0
Routing entry for 192.168.0.0/16, supernet



Known via "eigrp 100", distance 90, netric 26880000, type interna
Redi stributing via eigrp 100
Last update from 10.0.0.1 on Tunnel 0, 00:10: 07 ago
: Routing Descriptor Bl ocks
from 10.0.0.1, 00:10:07 ago, via Tunnel0 ,10.0.0.1 *
Route netric is 26880000, traffic share count is 1
Total delay is 50000 microseconds, mnimmbandwi dth is 100 Kbit
Reliability 255/255, m ni num MU 1400 bytes
Loadi ng 1/255, Hops 1

02D

Jall 133 5 .(AD) @bel a8 Lusoll s ,_é,9jl.e.3JI e uls: FlexVPN J! DMVPN 0 s> il thJI
90 dagi; oMel oo EIGRP JsSei9 0 095i9 200 dagsy oMel e (IBGP) _I>1uI BGP JoSei9, Soixy

iy Jliadl 13D 5 . Jiadl AD _lc BGP sgixy ol vy caumuo JSuin FlexVPN e 9,0l 45 ,> 395 S
(200 (,0) BGP AD Jo, 13®9 . Jlgidl Jle caz)ly als il ol)luall 2409 230 _J| EIGRP oMl juss
16/192.168.0.0 &>l Mass s

absis piy S3I JsSsiol 0l w3 g9 BGP el s @9 el,2Vl 138 aii) pacsins 31 daylo Judg
il oo 5,30 ezl e Jiss ol oSay las cdol,dl e ad o Jo il sz

oeall e dlaell oo gaxill debug ip routing eVl plasiw] pi (Jlall 13D 9

i olgl plaskin] i @li] @S e doxtiue pudl] 13D (3 63,ls)] wlogleall cils 13] :ala>Vo
pis il EIGRP dyac yei ol v oS .| pwdll (3 d> a0l Show olsl le slaicVlg .clasV

80l go 9l Ll Leic &l

Spokel#conf t

.Enter configuration commands, one per line. End with CNTL/Z

Spokel(config)#router eigrp 100

Spokel(config-router)# distance eigrp 230 240

Spokel(config-router)#~Z

Spokel#

Cct 9 12:12:34.207: %BYS-5-CONFIG I: Configured fromconsole by consol e*

Cct 9 12:12:43.648: YDUAL- 5- NBRCHANGE: EI GRP-1Pv4 100: Nei ghbor 10.0.0. 1*
Tunnel 0) is down: route configuration changed)

,Cct 9 12:12:43.648: RT: delete route to 192.168.0.0 via 10.0.0.1*
[ eigrp metric [ 90/ 26880000

Cct 9 12:12:43.648: RT: no routes to 192.168.0.0, delayed flush*
Cct 9 12:12:43.648: RT: delete network route to 192.168.0. 0/ 16*
(Cct 9 12:12:43.650: RT: updating bgp 192.168.0.0/16 (0x0*

via 10.1.1.1

[Oct 9 12:12:43.650: RT: add 192.168.0.0/16 via 10.1.1.1, bgp netric [200/0*

Spokel#

Cct 9 12:12:45.750: 9YDUAL- 5- NBRCHANGE: EI GRP-1Pv4 100: Nei ghbor 10.0.0. 1*
Tunnel 0) is up: new adj acency)
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Spokel#show crypto session
Crypto session current status

Interface: Tunnel0

Profile: DWPN_I KEvl

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID: 0O

I KEvl SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active

| PSEC FLOW permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto map

Interface: Tunnell

Profile: Flex_IKEv2

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID 1

| KEv2 SA: local 172.16.1.2/500 renpte 172.25.1.1/500 Active
| PSEC FLOW permt 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto nmap
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Spokel#show ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "bgp 65001", di stance 200, netric 0, type interna
Last update from 10.1.1.1 00: 14: 07 ago

: Routing Descriptor Bl ocks

from10.1.1.1, 00:14:07 ago ,10.1.1.1 *

Route netric is 0, traffic share count is 1

AS Hops O

MPLS | abel : none

:Spoke2 LAN dic jall aSuidl oo goxill piy (Jlall 132

Hub#show ip route 192.168.102.0 255.255.255.0
Routing entry for 192.168.102.0/24
Known via "bgp 65001", distance 200, netric 0, type interna
Last update from 10.1.1.106 00: 04: 35 ago
: Routing Descriptor Bl ocks
from10.1.1.106, 00:04:35 ago ,10.1.1.106 *
Route nmetric is 0, traffic share count is 1
AS Hops O
MPLS | abel : none

Hub#show ip cef 192.168.102.100
192. 168. 102. 0/ 24
nexthop 10.1.1.106 Virtual-Access2

5@l Jsosll a9 o bolas 2,59 aono JSoin aodll 6312l Hlue i piy 2,3V L

adlo| oblacl

138 oSl Jliay dlall I3 éwdVl ol adloYl sblall jae puwsll 13D Guay

639290 Laild Jlasl §las

28 U ¥ paisall Joadl oY g oaxidl sy Ll SVl ils ¥ .BGP I EIGRP (0 Jlasl go
250 gl oMl go ayazi LiST NHRP jluss wguall 1sSo e puaiiall Jpasdl S5 . Jsital]

b 13D o Jlio id

Spokel#show ip route 192.168.102.100

Routing entry for 192.168.102.0/24

Known via "nhrp", distance 250, netric 1

Last update from 10.1.1.106 on Virtual - Accessl, 00:00:42 ago
:Routing Descriptor Bl ocks

from10.1.1.106, 00:00:42 ago, via Virtual -Accessl ,10.1.1.106 *
Route metric is 1, traffic share count is 1
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(o Ll ddasll D 0id

£30all dawlg, aic GMeYl piy Lazle slue JMS (o iy Sil9 dg>oll & Hluall &y &ixlxall )3 .1
ball g3 oy )l eyl .2
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DMVPN g FlexVPN 0 JSJ ol & joall (555 L9 NHRP &Sai 8,20 calix, dla>No
o a5 sVl Lazidl lgd pois Ll oY LS dlise &oxs 249 61>90 NHRP éSui o ld 20 cols 13| i
o) sl Lozl Jslxy LlaisVl Jias (oS pasiall asgill 13D (e FIEXVPN iSui e oLl asgi
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-IKEv1.show crypto ipSec awl=) dg>glly jaaally gloll oVl 138 Lo =, - show crypto isakmp sa
el gLV i 9 JUKEVT 8 Jl 98 b yuSe e :da>No.IPsec SAs blis oo 4oVl 13® ik
dcgazo (PFS (Y/N): N Ll _le (PFS) Diffie-Hellman (DH) axgill é5leY aoli] dull dCgoxo doyd

e das Ll 138 axsuall puddl glas eliss $90> a2y (U o9 (J9VI i)l Loolas elisl DH: none
ds Wl SA ol elisl pi 6,5Vl Al L8 &l 93 IKEV2 9 IKEVT o §,a)l .CSCugB7056 9 Jglull caog o o)l

PFS (YIN): 5 comnll lig) zslaall a1 olil 1nsd ubiall a3 (o LgisoSs @5 il DH dcsaxo plasiul pir a8sbaall ol o o35
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- show crypto ikev2 sa...> Jiie ,uw g3y DH clales sz il aslaall Jsls dgo> Jaid plS>1 CREATE_CHILD_SA
oI 13D 99, - IKEv2.show crypto session o awvls i)y ISAKMP J abilas o> ,50 4oVl 13D 96,
i3lo dl> LoVl 13® Lo, - show crypto socket. jle=l 138 Lo jsidl Jac olulx) saxlall 21,5]
J95s - show ip nhrp.olg=>lsl IPsec 9 IKE wlawogi cuss oIl 13D o 2, - show crypto map. sl
olalxlg FlexVPN sy Josi il @8lgall e jolxill uao 1389 jlell 0 NHRP logles oVl 13
DMVPN g8lgo 8 jox0ll e leJl ozl 9l lgy ozl piy Ll

:elin] il e in order to ol 138 closiwl .2

debug crypto ikev2debug crypto isakmpdebug crypto ipSecdebug crypto kmi
Jbwall s JSliso
le>Noly lalazally EIGRP cllasi GliSiw) lgolasiw] diSay Lill 6x2all ,olgYl jas, id
Y59 Gabaiall GLul o gaxall LoVl 1id P;%wi - show bgp summary -
EIGRP _ic oubaioll sLaxll Jo,2) oVl 138 paziwl - show ip eigrp neighbor -

BGP e lple Wil o5 (il oLl o axill Lol 13D paziwl - show bgp -
EIGRP e lade W el o5 Ll oWl Lose) 0Vl 13d oaziwl - show ip eigrp topology -
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http://www.ciscopress.com/search/index.asp?query=Routing+TCP%2FIP
/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
https://tools.cisco.com/bugsearch/bug/CSCue00443
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