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. CMD Etherlype  Version Length  SGT Upt Type  SGT Value | Other CWID Options.
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https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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SXP session
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SXP speaker SXP listener
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TrustSec 4, 195
1) 3750 Glo=all MS 2l . TrustSec dluw clis] (9 oSl (S JoVI solail Jiows

(TrustSec (ISE &l @slaa) aolaiiw] pis (PAC) oo Jso9 Esme e Joaxll -
131,089 (NDAC) aSuidl Sle> Il Joz Ml (9 @Sl dlac d95Lao -
Lo bls)l e MacSec ologlea) (SAP) GV oLi8l JsSei9 1 plasiw] -

R1 2l ¥ .auxo JSuiy Josd SXP JgSeig ) a9 o cand LisJ9 0id plaziwdl A é)9 0 dglaxll 0id
J ol (8 oloVe 2099 SXP laass il ISE (o iy obly 91 oo Jowo9 Egue e Jouaxll I
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S aaix, 1% .802 dowlg; ale [oglaill o5 sl MacSec uais 3750X-6 9 3750X-5 ¢ boli)Vl pasiuy
el Blaky (il b))l oloMe Va9 uoxall

bsns-3750-5#show cts interface
d obal Dotlx feature is Enabl ed
:Interface G gabitEthernet1/0/20
CTS is enabled, mode: DOT1X
| FC state: OPEN
Aut henti cation Status: SUCCEEDED
"Peer identity: " 3750X6
"Peer's advertised capabilities: "sap
802. 1X rol e: Suppl i cant
Reaut h period applied to Iink: Not applicable to Supplicant role
Authorization Status: SUCCEEDED
Peer SGT: 0: Unknown
Peer SGT assignment: Trusted
SAP St at us: SUCCEEDED
Ver si on: 2
:Configured pairwise ciphers
gcm-encrypt

Repl ay protection: enabl ed
Repl ay protection node: STRICT

Sel ected ci pher: gcm encr ypt
Propagat e SGT: Enabl ed
: Cache Info

Cache applied to link : NONE

:Statistics

aut hc success: 32
aut hc reject: 1543
authc failure: 0
authc no response: 0
aut hc | ogoff: 2
sap success: 32
sap fail: 0
aut hz success: 50
authz fail: 0
port auth fail: 0

03D (055 a9 .YVoxall le 6 ilo 5195V JI 6aimall (RBACL) Jowogll (9 oSl 4asld ulas Sy Y
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el piy Li> ISE 885 ,S w9 @85Lan 91 (MAC (MAB @slas j9lxs ol 802.1x plasiw] Jsosll Soy
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st ranfus
CISCO Identity Services Engine

{4 Home  Operations Folicy Administration w

|:a Authentication IEA Autharization |°_‘:4 Frofiling E]a Posture |g_,“ Client Provisioning

Dictionaries Conditions | Results |

e Security Groups List = VLAN20O
Resulis

[ o)
€= = :

k| Authentication

Security Groups

¥ Name [yianzo

Ml
i
o

Description | SGA For WVLANZ20 PC

b || Authorization
| Profiling
|| Posture

k

k

Security Group Tag (Dec / Hex): 370003
Client Provisioning

= =
= . Save Reset
A Security Group Access

P | Security Group ACLs
* | Security Groups

@ LInknowwn

&g vLAN1D

(&8 VLANTOD

(&g VLANZO

-

P Security Group Mappings

g W-CH IRNTA SRR TEY

bsns-3750-5#show authentication sessions interface gl/0/2
Interface: G gabitEthernetl/0/2
MAC Address: 0050.5699. 4eal
IP Address: 192.168.2.200
User-Nane: cisco
Status: Authz Success
Donei n:  DATA



Security Policy: Should Secure
Security Status: Unsecure
Oper host nmode: multi-auth
Oper control dir: both
Aut horized By: Authentication Server
VIan Policy: 20
SGT: 0003-0
Session timeout: NA
Idle timeout: NA
Comon Session | D: COA80001000006367BE96D54
Acct Session I D 0x00000998
Handl e:  0x8B000637

: Runnabl e net hods i st
Met hod State
dot 1x Aut hc Success
mab Not run

dlw J31 3V eVexall JI 3750X-5 (0 dlw yall Juasdl 59,0 45> jues piy daclad dasil 03® (o
SGT=3 plaziwl, TrustSec

JliaS Le>Wuolg elasVl SliSiwl )9 Catalyst 3750X Series Switch TrustSec 9 ASA oS5 Jlio g1,
Jeozl aclgd e

R1 9 3750x%-5 (5Ll u w9l Uobs JoS9i9

Joizy iyl oblbl agas Y ISR G2 2901 a>go 4V TrustSec cllall dcgaxs _J| plaaiVl R1 _le i,
:3750X-5 _lc SXP (655 i <3 .CMD

bsns-3750-5#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168.1.10

cts sxp default password cisco

cts sxp connection peer 192.168.1.20 password default node | oca

‘R1 e Loyl SXP (1055 pi

BSNS-2901-1#show run | i sxp

cts sxp enable

cts sxp default source-ip 192.168. 1. 20

cts sxp default password cisco

cts sxp connection peer 192.168.1.10 password default node |ocal |istener
hold-tine 0 O

Saxil

IP/SGT (usi wlogles R1 il o0 5T

BSNS-2901-1#show cts sxp sgt-map

(SXP Node | D(generat ed): 0OxCOA80214( 192. 168. 2. 20
: 1 P-SGT Mappi ngs as foll ows

<l Pv4, SGT: <192.168.2.200 , 3

;source : SXP

;Peer 1P : 192.168.1.10

;lns Num: 1

;Status @ Active


/content/en/us/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html

Seq Num: 1
Peer Seq: O

Lo lgde dole ging i o) Lo lgmo Jolaill xy 192.168.2.200 o 63,l8)l 49,0l &S,> JS ol oY RT e
SGT=3 gl

R2 9 R1 ¢ IKEV2 (0S5

iy AKEV2 J @S5 ol idl elslac] go (SVTI) andlall gadl olezly Il iy bapu cub gplisw 13D

| iy [ESP o> Jalx Jagusd) & lall iiia)] placiaw] pig9 «a85banl layme 4 jiiiall puiliall plaiwl
Tunnell ag>ly M5 (0 24/192.168.100.0 _JI 19 a)l &lS,> gua>

R1 e (050l o8 13D

crypto i kev2 keyring ikev2-keyring

peer 192.168.1.21

address 192.168.1.21

pre-shared-key cisco

I
crypto i kev2 profile ikev2-profile

match identity renpte address 192.168. 1.21 255. 255. 255. 255
aut hentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal ikev2-keyring

crypto ipsec transformset tset esp-null esp-sha-hmac
node tunne

!

crypto i psec profile ipsec-profile

set transformset tset

set ikev2-profile ikev2-profile

interface Tunnell

ip address 172.16.1.1 255.255.255.0

tunnel source G gabitEthernet0/1.10

tunnel node ipsec ipv4

tunnel destination 192.168.1.21

tunnel protection ipsec profile ipsec-profile

interface G gabitEthernet0/1.10
encapsul ati on dot 1Q 10
i p address 192.168. 1. 20 255. 255. 255.0

ip route 192.168. 100. 0 255. 255.255.0 172.16.1.2
Tunnelt ag>ly M5 (o 24/192.168.2.0 aSuil I sx5le)l ol 59,0 &,> gra> Jwl ai (R2 U9

crypto i kev2 keyring ikev2-keyring
peer 192.168.1.20

address 192.168. 1. 20

pr e-shar ed-key ci sco

crypto i kev2 profile ikev2-profile

match identity renpte address 192.168. 1. 20 255. 255. 255. 255
authentication renote pre-share

aut hentication | ocal pre-share

keyring | ocal ikev2-keyring

crypto ipsec transformset tset esp-null esp-sha-hmac



node tunne

crypto ipsec profile ipsec-profile
set transformset tset
set ikev2-profile ikev2-profile

i nterface LoopbackO
description Protected Network
i p address 192.168.100.1 255. 255. 255.0

interface Tunnell

ip address 172.16.1.2 255.255.255.0

tunnel source G gabitEthernet0/1.10

tunnel node ipsec ipv4

tunnel destination 192.168.1.20

tunnel protection ipsec profile ipsec-profile

interface G gabitEthernet0/1.10
encapsul ati on dot 1Q 10
ip address 192.168.1.21 255. 255.255.0

ip route 192.168.2.0 255.255.255.0 172.16.1.1
.crypto ikev2 cts sgt LoVl Llawdl J515 smedl (uSai) gzl WS le 1aad a>ly ol LoVl Llag,

oaxill

3330 3,90 B0 Jlu,] pi JKEV2 aslily JoVl dojxll U6 &l Ld olodell gy e Soglaill o



4 192.168.1.20 192.168.1.21 544 IKE_SA_INIT

5192.168.1.21 192.168.1.20 ISAKMP 448 IKE_SA_INIT

6 192.168.1.20 192.168.1.21 ISAKMP 636 IKE_AUTH

7 192,168.1.21 192,168.1.20 ISAKMP 332 IKE_AUTH

8 192.168.1.20 192.168.1.21 ISAKMP 124 INFORMATIONAL
9 192.168.1.20 192.168.1.21 ISAKMP 124 INFORMATIONAL
10 192.168.1.21 192.168.1.20 TSAKMP 124 TNFORMATIONAL

1|
— LIMLICIdLO7T COUKIE, eUZUEs Idure Iaddd
Responder cookie: 0000000000000000
Next payload: Security Association (33)
Version: 2.0
Exchange type: IKE_SA_INIT (34)
» Flags: 0x08
Message ID: 0x00000000
Length: 516
Type Payload: Security Association (33)
Type Payload: Key Exchange (34)
Type Payload: Nonce (40)
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Vendor ID (43) : Unknown Vendor ID
Type Payload: Notify (41)
Type Payload: Notify (41)

- - A - - - - . -

'Ll Loy 8o (D9 Wireshark dawls, 499,20 & (VIDS) 3,50) old 20 &Y JUd

Cisco Ji8 0 p9cro (il s -
Cisco i o0 p9cao FlexVPN -
sl (9 8 )l wloMe o9 -
‘ol Lo AKEV2 ;g0 689 (R1 Juwy -elld o cllasVl puas géx0

debug crypto i kev2 internal

Jul 25 07:58:10.633: |KEv2: Construct Vendor Specific Payl oad: DELETE- REASON*
Jul 25 07:58:10.633: | KEv2: (1): Sending custom vendor id : CISCO-CTS-SGT*

(Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payload: (CUSTOW
(Jul 25 07:58:10.633: | KEv2: Construct Vendor Specific Payload: (CUSTOW

VID Guisg dsl IKEV2 doj> R1 aly

Jul 25 07:58:10.721: |KEv2: Parse Vendor Specific Payl oad: Cl SCO DELETE- REASON VI D*
Jul 25 07:58:10.721: |KEv2: Parse Vendor Specific Payl oad: (CUSTOM VID*

Jul 25 07:58:10.721: |KEv2: Parse Vendor Specific Payl oad: (CUSTOM VID*

Jul 25 07:58:10.721: IKEv2: Parse Notify Payl oad: NAT_DETECTI ON_SOURCE_| P*

( NOTI FY( NAT_DETECTI ON_SOURCE_| P

Jul 25 07:58:10.725: | KEv2: Parse Notify Payl oad: NAT_DETECTI ON_DESTI NATI ON_I| P*
(NOTI FY( NAT_DETECTI ON_DESTI NATI ON_I P



Jul 25 07:58:10.725: I KEv2: (1): Received custom vendor id : CISCO-CTS-SGT*

iVl J9S6i9 0 dga> dila (9 iUl (39 Llall gl ol gog e vlasi Gl WS oL JULg
(ESP)

:4,8L5Y] 04D o gaull (IKEV2 (SA Glol oLidl o géx

BSNS-2901-1#show crypto ikev2 sa detailed
| Pv4d Crypto I KEv2 SA

Tunnel -id Local Renot e fvrf/ivrf St at us
none/ none READY 192. 168. 1. 21/ 500 192. 168. 1. 20/ 500 1

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK, Auth
verify: PSK

Lifel/ Active Tine: 86400/225 sec

CE id: 1019, Session-id: 13

Stat us Description: Negotiation done

Local spi: 1A4EOF7D5093D2B8 Renote spi: 08756042603C42F9
Local id: 192.168.1.20
Renmote id: 192.168.1.21
Rermote req msg id: O
Renmpte next nmsg id: O
Renpote req queued: O
Renot e wi ndow: 5
DPD configured for 0 seconds, retry O

. Fragnment ati on not confi gured

. Extended Aut hentication not configured
NAT-T is not detected

Cisco Trust Security SGT is enabled
Initiator of SA : Yes

Local req nsg id:
Local next msg id:
Local req queued:
Local wi ndow.

OGN DNDN

IPv6 Crypto | KEv2 SA
‘R1 ,gla, (192.168.100.1 ,lao¥l _JI Windows wac o oLll 59,0 aS,> Jluyl peidy ol 2=y

BSNS-2901-1#sh crypto session detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - | KE Extended Aut hentication, F - IKE Fragnentation

Interface: Tunnell
Uptime: 00:01:17
Session status: UP-ACTI VE
(Peer: 192.168.1.21 port 500 fvrf: (none) ivrf: (none
Phasel_id: 192.168.1.21
(Desc: (none
| KEv2 SA: local 192.168.1.20/500 renote 192.168.1.21/500 Active
Capabilities:(none) connid:1 lifetine:23:58:43
| PSEC FLOW pernit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0
Active SAs: 2, origin: crypto map
I nbound: #pkts dec'ed 4 drop O life (KB/Sec) 4227036/ 3522
CQut bound: #pkts enc'ed 9 drop O life (KB/ Sec) 4227035/ 3522

BSNS-2901-1#show crypto ipsec sa detail

interface: Tunnel 1l
Crypto map tag: Tunnel 1-head-0, |ocal addr 192.168.1.20

(protected vrf: (none



(local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
(renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0
current _peer 192.168.1.21 port 500
{,PERM T, flags={origin_is_acl
pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9#
pkts decaps: 4, #pkts decrypt: 4, #pkts verify: 4#
pkts compressed: 0, #pkts deconpressed: 0#
pkts not conpressed: 0, #pkts conpr. failed: 0#
pkts not deconpressed: 0, #pkts deconpress failed: 0#
pkts no sa (send) 0, #pkts invalid sa (rcv) 0#
pkts encaps failed (send) 0, #pkts decaps failed (rcv) O0#
pkts invalid prot (recv) 0, #pkts verify failed: O#
pkts invalid identity (recv) 0, #pkts invalid len (rcv) O#
pkts replay rollover (send): 0, #pkts replay rollover (rcv) O#
pkts replay failed (rcv): O##
pkts tagged (send): 9, #pkts untagged (rcv): 4#
pkts not tagged (send): 0, #pkts not untagged (rcv): O#
pkts internal err (send): 0, #pkts internal err (recv) O0O#
send dummy packets 9, #recv dummy packets 0#

| ocal crypto endpt.: 192.168.1.20, renote crypto endpt.: 192.168.1.21
pl ai ntext ntu 1454, path ntu 1500, ip mu 1500, ip nmu idb
G gabi t Et hernet 0/ 1. 10
(current outbound spi: O0x9D788FE1(2641924065
PFS (Y/N): N, DH group: none

;i nbound esp sas
(spi: OxDE3D2D21(3728551201
, transform esp-null esp-sha-hmac
{ ,in use settings ={Tunne
,conn id: 2020, flow_id: Onboard VPN 20, sibling flags 80000040
crypto map: Tunnel 1- head-0
(sa tinmng: remaining key lifetime (k/sec): (4227036/3515
IV size: 0 bytes
replay detection support: Y
(Status: ACTI VE(ACTI VE

:inbound ah sas
;i nbound pcp sas

:out bound esp sas
(spi: O0x9D788FE1(2641924065
, transform esp-null esp-sha-hmac
{ ,in use settings ={Tunne
,conn id: 2019, flow_id: Onboard VPN 19, sibling flags 80000040
crypto map: Tunnel 1- head-0
(sa tinmng: remaining key lifetime (k/sec): (4227035/3515
IV size: 0 bytes
replay detection support: Y
(Status: ACTI VE(ACTI VE

:out bound ah sas

:out bound pcp sas
BSNS- 2901- 1#

8500l o33l Jlu) o5 28 @il 1a>Y

3t R2 _JI Windows Jsag o dlusall SLll 59,0 45,5 juai (I RT 2lixy boic Jail 49,0 45,3 iy
'SGT=3 plaziwl ESP doj> e aumo JSuin doMe 209 0



debug crypto ipsc metadata sgt
Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200*

0=,y I wais lisall o saas osSs SIVLAN awis JI o 490 &, 51

Jul 23 19:43:08.590: IPsec SGT:: inserted SGT = 0 for src ip 192.168.2.10*
ESP doj> Sgio o0 3aill

Jsaadl e ,_,9 2090 ® LS (R2 _JIR1 (0 ESP 9,0 45,> de>1,0) (EPC) dnianll doj=Jl blaill p).>'.x.wi
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
S cEXSL e FREHE QA [ oM % |

Filter:l ﬂExpression.._ Clear Apply Sawve

No. |Source Destination Protocol | Length| Info
1192.168.1,20 192,168.1.21 112 ESP (SPI=0x2b266a93)

i
b Frame 1: 112 bytes on wire (896 bits), 112 bytes captured (896 bits)
P Raw packet data
b Internet Protocol Version 4, Src: 192,.168.1.20 (192.168,1.20), Dst: 192.168.1.21 (192, 168.1,21)
= Encapsulating Security Payload
ESP SPI: 0x2b266a93 (723937939)
ESP Sequence:; 13
= Data (84 bytes)
Data: 84818180000100034500003cdcd400007fA176d2c0a802c8. .|
[Length: 84]
NULL Authentication

B4 01 61 00 0B 01 60 @3 45 B0 B0 3c dc d4 Hﬂ G
7f 08l 76 d2 c0 aB ¢ g cO a8 2] el 5h walina nna ool oo
ISNCENOONCE 61 62 63 65 66 ﬁ? ﬁ G0 Ga 6b 6c «.i.abed efghijkl

6d be 6f 70 71 4 75 76 77 61 62 63 64 65 mnup-qlst uvwabcde
66 67 6B 62 81 02 02 63 bhc f6 4e 5d 82 ea |

Saaoll Jiay dPV4A Gl (8 .(SPI) Gl wlalso Gused) &)lall sl a5 o Wireshark placiuw] o
(48299 ($95 HaanS paiuw) wlgzgall LI oW IP Glgic dg=olly

L3V o5l aiy SUI9 cculs 8 o eSe CMD Ji> ESP JsSeio . dlea> oyainis

IP 989 . JWI ylgisll - 0x04 -

()l go culi 8 9 ull a2y culs 4) Jglall - 001 -

01 ,laoYl - 0x01 -

Jjg=x>»s - 0x00 -

(cul 4 Jlaz]) wud )l Jobo - 0X00 -

w9l g5 - 0x01 -

(Windows =) ud )l dodell plaziuw] pi 0003 ladg (oliles ol 531 wud I doMe - 0x0003 -

98 y00ll a3V o5l pir sVly (P 92 I ol 08 (sl ag=lg) IPsec IPV4 giog plaziwy lasg
999 1 9® JgSgi9,ul 09, .(IP cO a8 64 01 (192.168.100.1 dg=¢ll9 (cO a8 02 c8 (192.168.2.200
ICMP



(S20 lb) 8 50,9 08 £6i 2o « 8339 6500 ICMP 8@ L3V Lul|

&390 JSuidl (9 63920all Aol (i Jla o W93l wsl) cul 32 Lo glyg aJl ICMP dgo> (oS
Windows o]

ICMP dJgo> ESP w99, 8L &9

.2uwgill - 0x01 0x02 -
gl Jgbo - 0X02 -
JasJl ol I iy 1389 ."Lols s lalaso SI" 99 (0x63 JgSoi9 )l I JWI olgis)l uiy - 0x63 -
wd )l dode g® (ESP wlly 8 Ja> Jsl) LJW
JolSil (o 883l dogd oo culy 12 -
oili Sy B ueis a Lilg [ESP dga> 31> CMD Ja> a>9,

IPsec sl GRE giog :IKEV2 g4

plell aoill cuains g9 plasiwl @i 131 &axy lo . el gios) IPVA paius dlioVl 0i® cils (VI >
¢(GRE)

ol sl - Lo B§Lisl ps LS dojJl TrustSec o,su (GRE d Jaill IP doj> pouais azgall poiy boric
ioMal| plasiuw] lasl> pi (CMD Ja> adlio] xic Windows ae s a0l 98 GRE doj> ;a0
dismo jua woME (o Yo, (SGT=0) duol ;8|

eMbYl eliSa, IPsec IPV4 giogll L6 (Windows (192.168.2.200 Jwee oo Ll 49,0 &,> Jluwl sic
3=0ud )l e

debug crypto ipsc metadata sgt
Jul 23 19:01:08.590: IPsec SGT:: inserted SGT = 3 for src ip 192.168.2.200*

9o 192.168.1.20 Jlall 13 5 .0=ud)JI ol S 9 ell a5,> juead GRE JI il o9 juei a9
AP gall jaa0

Jul 25 20:34:08.577: IPsec SGT:: inserted SGT = 0 for src ip 192.168.1.20*

.GRE 45 plazhw] pac x> pgall 0 jda>VNo

:GRE giog) 10S IPSec diniaall laxll doVe giog (Cisco CSCU25890 (o ellazVl aunuas 8,20 g1,
wid )l pe> iy .GRE plxiawl sic cuwlio JSuisy cad | sl 2lawd) Uasdl 138 clis] oo .cud )l ago JIo]
Cisco 10S® XE 3.13S zwli. ;0 DMVPN e

IKEV2 ¢po b, olode e a6 ZBF ,lso

B85 o dalimall o)l gra> Y SGT=3 go VPN 9,0 &5,> 3% oS .R2 e ZBF (95 Jlio i
g9 VPN aSiis 9,0 a5,> blaw! Soy ( JUWLY .(CMD Ja> e soix gl i) @ jmai o5 IKEV2

class-nmap type inspect match-all TAG 3
match security-group source tag 3
class-map type inspect match-all TAG ANY


https://tools.cisco.com/bugsearch/bug/CSCuj25890

match security-group source tag 0
|

pol i cy-map type inspect FROM VPN
cl ass type inspect TAG 3

drop log

cl ass type inspect TAG ANY
pass | og

cl ass cl ass-defaul t

drop

!

zone security vpn

zone security inside

zone-pair security ZP source vpn destination self
servi ce-policy type inspect FROM VPN

interface Tunnel 1
ip address 172.16.1.2 255.255.255.0
zone-member security vpn

oaxill

'ob bo elasVI yelas (192.168.100.1 0 (Windows (SGT=3 e oo Jlail jlis] e Joaxll pi baic

Jul 23 20:05:18.822: %W 6- DROP_PKT: Dropping icnp session*
on zone-pair ZP class TAG_3 due to 192.168.100.1:0 192.168.2.200:0
DROP action found in policy-map with ip ident 0

ol Lo clasVl auas cllac gl (SGT=0) Jsxo oo lede Jgaxll piy Ll JlasVl iz | dulas) dpll,

(Jul 23 20: 05:39.486: %W 6-PASS PKT: (target:class)-(ZP: TAG ANY*
Passing icmp pkt 192.168.2.10:0 => 192.168.100.1:0 with ip ident O

'@ R2 4o dglaxdl x> olilas]

BSNS-2901-2#show policy-firewall stats all

:Gdobal Stats
Session creations since subsystemstartup or last reset 0O
[Current session counts (estab/half-open/ternminating) [0:0:0
[ Maxever session counts (estab/half-open/ternminating) [0:0:0
Last session created never
Last statistic reset never
Last session creation rate O
Maxever session creation rate 0
Last hal f-open session total O

policy exists on zp ZP
Zone-pair: ZP

Service-policy inspect : FROM VPN

(d ass-map: TAG 3 (match-all
Mat ch: security-group source tag 3
Drop
packets, 160 bytes 4

(A ass-map: TAG_ANY (match-all
Mat ch: security-group source tag O
Pass
packets, 400 bytes 5



(4 ass-map: cl ass-default (nmatch-any
Mat ch: any
Dr op
packets, 0 bytes O

Jod oY Luesg (Windows alawwls; allu,| a5 s3Il ICMP sxa) LioLidYl p8,J1) blaw| oY gl Jid
(Jsxall _iol,:8Y1 o8 JI)

SXP UM o0 wud))l badass ] bliwl ZBF

Jle bl il o doliuall 49,00l iS,> dbuaig RT e aware-wud U gl ZBF Juis Saall (o
iS,> go Joloi, ol Say9 SXP lajass wlosles df R1 o8 SGT tagged cuuwl 19,0l &, ol o et
6500 gl e el 59,0l

'VPN 9 LAN sblio ¢ dwluw plasiw] piy Jlall 13D 9

class-map type inspect match-all TAG 3
mat ch security-group source tag 3
class-map type inspect match-all TAG ANY
mat ch security-group source tag 0O
!
pol i cy-map type inspect FROM LAN
class type inspect TAG 3

drop log

cl ass type inspect TAG ANY
pass log

class cl ass-defaul t

drop

!
zone security |lan
zone security vpn

zone-pair security ZP source lan destination vpn
servi ce-policy type inspect FROM LAN

interface Tunnel 1
zone-member security vpn

interface G gabitEthernet0/1.20
zone- nenber security |an

saxil

boiull Sllac 6:30Line liSay Windows Juae o "ICMP sa0" Jlw,l xie

Jul 25 09:22:07.380: %W 6-DROP_PKT: Dropping icnp session 192.168. 2. 200: 0*
on zone-pair ZP class TAG 3 due to DROP action found in 192.168.100.1:0
policy-map with ip ident O

BSNS-2901-1#show policy-firewall stats all

:d obal Stats
Session creations since subsystemstartup or last reset O
[Current session counts (estab/half-open/termnating) [0:0:0
[ Maxever session counts (estab/half-open/termnating) [0:0:0
Last session created never
Last statistic reset never
Last session creation rate 0



Maxever session creation rate 0
Last hal f-open session total O

policy exists on zp ZP
Zone-pair: ZP

Service-policy inspect : FROM LAN

(d ass-map: TAG 3 (match-all
Mat ch: security-group source tag 3
Drop
packets, 160 bytes 4

(A ass-map: TAG_ANY (match-all
Mat ch: security-group source tag O
Pass
packets, 400 bytes 5

(A ass-map: cl ass-default (nmatch-any
Mat ch: any
Dr op
packets, 0 bytes O

Bubnig R2 9 3750X-5 (- IKEV2 4i e SXP dwl> cliv] Liayl eliSay . TCP I sicus SXP duul> oY
Sl (8 oloMe 259 o9 R2 e jusill olode _JI Isbiwl ZBF & lwluw

Gkl dbls

Cisco ASR 1000 9 ISR G2 dlulull (o guaxill oloas clgzes Ll dininall VPN dode ging ac> pis laS
CMD i) adlo) culy 8 _lc ESP dsj> sei .Series

(DMVPN) aSsoluall bladl 63a2i0 VPN aSui pe> ladazs oi oS

logleall oo 350 Lle Joaxll lg) Cisco TrustSec uSai pi il duwlwIl dwll lalaso g>1,

auall oo Gaxil

oSl dliol oo dxall o B8zl wlel2] ¢wains oy

le>Nol9 ellasVl BLiSiwl

oSl lig) lg>Nooly clas VI lisiwy 63320 wlogles Hl> L9g5 V

do old Ologles

Cisco TrustSec g9 :Cisco TrustSec Joxo 955 Ju> -

295 :9.1 )lao)l Cisco ASA Series dole)l Sllasll (CLI) ,oloVl Jlaw dg219 55 Ju> i1 JJI -
Cisco TrustSec go JolSill ASA

21l dwoldl las)] olax>Me :Cisco TrustSec 4o plall j9qil wlhlaol avll Hlao)l cla>Ne -
Cisco TrustSec 3.0 General Deployment 2013



//www.cisco.com/en/US/partner/solutions/ns170/ns896/ns1051/trustsec_matrix.html
//www.cisco.com/en/US/partner/solutions/ns170/ns896/ns1051/trustsec_matrix.html
//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/general/aaa_trustsec.html

TrustSec J dininall IPsec oloMe 1655 -

> e Jooxll :3S )lao)l (Cisco Group Encrypted Transport VPN. Cisco 10S XE 655 > -
Cisco TrustSec J IPsec ,law oloMe -uainil VPN
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