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LAMN
192.168.0.0/24

Hub 2
172.25.2.1

Hub 1
172.25.1.1

Spoke 2
172.16.2.2

Spokel
172.16.1.2

LAMN
192.168.102.0/24

192,168,101.0/24
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interface Tunnel 1

i p address negoti at ed

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.1.1
tunnel path-ntu-di scovery

tunnel protection ipsec profile default



interface Tunnel 2

i p address negoti at ed

ip ntu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.2.1
tunnel path-ntu-discovery

tunnel protection ipsec profile default

(VT) 5, LB 5929 o5l uo JSuin Lo JLasVl aiy 1 LV gy 2 lowul)

interface Virtual - Tenpl atel type tunnel
ip unnumbered ethernetl/0

ip mu 1400

ip nhrp network-id 2

i p nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-di scovery

tunnel protection ipsec profile default
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router bgp 65001

bgp | og- nei ghbor - changes

network 192.168.101.0

nei ghbor 10.1.1.1 renote-as 65001

nei ghbor 10.1.1.1 fall-over

nei ghbor 10.2.2.1 renpote-as 65001

nei ghbor 10.2.2.1 fall-over
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Spokel#show ip route nhrp

(...

is variably subnetted, 2 subnets, 2 nasks 192.168. 102. 0/ 24

H 192. 168. 102. 0/ 24 [250/1] via 10.2.2.105, 00:00:21, Virtual-Accessl
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Hub1

ip local pool FlexSpokes 10.1.1.100 10.1.1.254

2 & 590l

ip local pool FlexSpokes 10.2.2.100 10.2.2.254
Hub BGP 65
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router bgp 65001

bgp | og- nei ghbor - changes

bgp |isten range 10.1.1.0/24 peer-group Spokes
network 192.168.0.0

aggr egat e- address 192. 168. 0. 0 255. 255.0. 0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renpote-as 65001

nei ghbor Spokes fall-over

nei ghbor 192.168.0.2 renpte-as 65001

nei ghbor 192.168.0.2 route-reflector-client
nei ghbor 192. 168. 0.2 next-hop-self all

nei ghbor 192.168. 0.2 unsuppress-map ALL

route-map ALL permit 10
match ip address 1

ip access-list standard 1
permt any
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192.168.0.0/24 (Hub LAN)
192.168.101.0/24

192.168.102.0/24 Hub 2
192.168.0.0/16 (summary)

192,168,101.0/2
92.168.0.0/16

92.168.0.0/16

192,168,102.0/24
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Spokel
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show crypto oVl plaziwl IKEVZ clul> o lad> 2@l «puyexall WSS Lot lasixi dalS JS oY Llaig
.ikev2 sa

| Pv4d Crypto | KEv2 SA

Tunnel -id Local Remote fvrf/ivrf Status
none/ none READY 172.16.2.2/500 172.16.1.2/500 3



Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK, Auth verify: PSK
Lifel/ Active Tinme: 86400/ 3147 sec

Tunnel -id Local Rempote fvrf/ivrf Status

none/ none READY 172.25.2.1/500 172.16.1.2/500 1

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH G p:5, Auth sign: PSK, Auth verify: PSK
Life/ Active Tine: 86400/ 3256 sec
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show bgp ipv4 unicast

show bgp summary
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Spokel#show bgp ipv4 unicast

BGP table version is 4, local router IDis 192.168.101.1

, Status codes: s suppressed, d danped, h history, * valid, > best, i - interna
,Fr RIB-failure, S Stale, mnmultipath, b backup-path, f RT-Filter

, X best-external, a additional-path, ¢ Rl B-conpressed

Oigin codes: i - IGP, e - EG, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor k Next Hop Metric LocPrf Weight Path

i 192.168.0.0/16 10.1.1.1 0 100 0 i<*

i 10.2.2.1 0 100 0 i *

i 32768 0 0.0.0.0 192.168.101.0 <*

Spokel#show bgp summma

Spokel#show bgp summary

BGP router identifier 192.168.101.1, |ocal AS nunber 65001
BGP table version is 4, main routing table version 4
network entries using 296 bytes of nenory 2

path entries using 192 bytes of nenory 3

BGP path/bestpath attribute entries using 408 bytes of nmenory 3/2
BGP route-nmap cache entries using 0 bytes of menory 0

BGP filter-list cache entries using O bytes of nenory O

BGP using 896 total bytes of nenory

BGP activity 2/0 prefixes, 3/0 paths, scan interval 60 secs

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1nQ Qut Q Up/ Down Stat e/ Pf xRed
1 00:00:17 0 0 4 7 7 65001 4 10.1.1.1
1 01:02:24 0 0 4 72 75 65001 4 10.2.2.1
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show crypto ipsec sa

show crypto ikev2 sa
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[debug crypto ikev2 [internal|packet
debug crypto ipsec

debug vtemplate event

rdall 83 azeidl JoS5659 1 b Loud

(show bgp ipv4 unicast (or show ip bgp

show bgp summary
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