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crypto isaknmp policy 10
encr aes
aut hentication pre-share

crypto isaknmp key cisco address 0.0.0.0
crypto i saknp keepalive 30 5

crypto isaknmp profile DWPN_I KEvl
keyri ng DMWPN | KEv1
match identity address 0.0.0.0

crypto ipsec transformset |IKEvl esp-aes esp-sha-hmac
node transport

crypto i psec profile DWPN_IKEvl
set transformset |KEvl
set isaknp-profile DWPN_I KEvl

i nterface Tunnel O

i p address 10.0.0. 101 255. 255. 255.0
no ip redirects

ip ntu 1400

ip nhrp map 10.0.0.1 172.25.1.1

ip nhrp map nulticast 172.25.1.1

ip nhrp network-id 1

i p nhrp hol dti ne 900

ip nhrp nhs 10.0.0.1

i p nhrp shortcut

ip tcp adjust-nss 1360

tunnel source Ethernet0/0

tunnel node gre multipoint

tunnel protection ipsec profile DWPN_|I KEvl

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.102.0
passi ve-i nterface default

no passive-interface Tunnel 0

Hub DMVPN (.65

eioa) Cawld i 9 _SWI .IP 172.25.1.1 ylgis; loopback0 e saill e Jaazl ai 6 pall (oS5 L9
4> Jo5559,:S EIGRP g0 DMVPN

crypto isakmp policy 10
encr aes
authentication pre-share

crypto isaknmp key cisco address 0.0.0.0

crypto ipsec transformset |KEvl esp-aes esp-sha-hmac
node transport

crypto i psec profile DWPN_ I KEvl

set transformset |KEvl



interface Tunnel O

i p address 10.0.0.1 255.255.255.0

no ip redirects

ip ntu 1400

ip nhrp map mul ticast dynamc

ip nhrp network-id 1

i p nhrp hol dti ne 900

ip nhrp server-only

ip nhrp redirect

i p sumary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-nss 1360

tunnel source LoopbackO

tunnel node gre multipoint

tunnel protection ipsec profile DWPN_|I KEvl

router eigrp 100

network 10.0.0.0 0.0.0. 255
network 192.168.0.0 0.0.255. 255
passi ve-interface default

no passive-interface Tunnel 0
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aaa new nodel
aaa aut horization network default |oca
aaa session-id conmmon

crypto ikev2 profile Flex_I KEv2

match identity renpte fqdn domain cisco.com

| ocal identity fqdn spoke. cisco.com

aut hentication renmpte rsa-sig

aut hentication local rsa-sig

aaa aut horization group cert list default default
virtual -tenplate 1

crypto ikev2 dpd 30 5 on-denand

daUaall dlo> gl ol wor W3 P wlgic plasiwy ddxall dgqll o o i ol i8] JSiy sala>o
ool e Gl ol wllaiall 015 131 Lial wlgisll I bliwl dadl Jle daUnall ds,lnall ds,laoll
63lgib dlay 3 plaiwl Gl piy ol wod 63lginl 9 (DN) juaall asVl

ey ul jlg> g0 AES GCM wil Josiwy ol _wos, Cisco

crypto i psec transformset | KEv2 esp-gcm
node transport

crypto ipsec profile default
set ikev2-profile Flex_IKEv2
set transformset |KEv2

interface Tunnel 1

i p address negoti at ed

ip mu 1400

ip nhrp network-id 2

i p nhrp shortcut virtual-tenplate 1
ip nhrp redirect

ip tcp adjust-nss 1360

shut down

tunnel source Ethernet0/0

tunnel destination 172.25.2.1
tunnel path-ntu-di scovery

tunnel protection ipsec profile default

interface Virtual - Tenpl atel type tunnel
i p unnunbered Tunnel 1

ip mu 1400

ip nhrp network-id 2

i p nhrp shortcut virtual-tenplate 1

ip nhrp redirect

ip tcp adjust-nss 1360

tunnel path-ntu-di scovery

tunnel protection ipsec profile default

5 209 IKEV2 L6 guly $lai e @8skas cl,>Y Ly wosall daylall L& (PKI) plell 2laall duslwd] dgl
o0 ple e piod bo PSK Jlasiw] oS50l Ji ¥
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crypto i kev2 keyring Flex_key

peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key | ocal cisco
pre-shared-key renote cisco

crypto ikev2 profile Flex_|I KEv2

match identity renpte address 0.0.0.0
aut hentication renote pre-share

aut hentication |l ocal pre-share
keyring | ocal Flex_key

aaa aut horization group psk list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand
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aaa new nodel
aaa aut horization network default |oca
aaa session-id comon

crypto ikev2 authorization policy default

pool Fl exSpokes

crypto ikev2 profile Flex_I KEv2

match identity renote fqdn domain cisco.com

| ocal identity fqdn hub.cisco.com

aut hentication renpte rsa-sig

aut hentication |local rsa-sig

aaa aut horization group cert list default default
virtual -tenplate 1

crypto i kev2 dpd 30 5 on-denand

aocy ol jlg> g0 AES GCM wil Josiwy ol _uos, Cisco

crypto i psec transformset | KEv2 esp-gcm
node transport

AES GCM dglac _lc gl a5 (oSl 13D 5 :ala>No

crypto ipsec profile default
set ikev2-profile Flex_IKEv2
set transformset |KEv2

i nterface LoopbackO

description DWPN term nation

i p address 172.25.2.1 255. 255. 255. 255
i nterface Loopback100



ip address 10.1.1.1 255.255. 255. 255

interface Virtual - Tenpl atel type tunnel

i p unnunber ed Loopback100

ip nhrp network-id 2

ip nhrp redirect

tunnel path-ntu-discovery

tunnel protection ipsec profile default

ip local pool FlexSpokes 10.1.1.100 10.1.1.254
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router bgp 65001
network 192.168.0.0
nei ghbor 192.168. 0.2 renote-as 65001

29,0l a8 > S

[miuo] dgiasill apz295 JoS9i9 4s BGP _JI =il

olSai S JiadVl Lwlall JoSei9, ald aaslaz) g .5Vl el Iols I sty a5 JoSei9, oD BGP
.DMVPN

(IBGP) _Iz11JI BGP JsSsi9_n plastiwl ai Jlioll 130 8

&35 s3I BGP (953

:Suoliyd a>6iS BGP (Saiy 08 Vol .ouli> oo olslxall 6,50 Gl

router bgp 65001

bgp | og- nei ghbor - changes

network 192.168.101.0

nei ghbor 10.1.1.1 renote-as 65001
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access-list 1 permt any
route-map ALL permit 10
match ip address 1

route-map SET_NEXT_HOP permt 10
set ip next-hop 192.168.0.2

router bgp 65001

network 192.168.0.0

bgp | og- nei ghbor - changes

bgp listen range 10.1.1.0/24 peer-group Spokes
aggregate-address 192.168.0.0 255.255.0.0 summary-only
nei ghbor Spokes peer-group

nei ghbor Spokes renpte-as 65001

nei ghbor 192.168.0.1 renpte-as 65001
nei ghbor 192.168.0.1 route-reflector-client

nei ghbor 192.168. 0.1 unsuppress-map ALL
nei ghbor 192.168.0.1 route-map SET_NEXT_HOP out

EIGRP g JolSJl, BGP 3655 - DMVPN jg0

o Ol FIeXVPN Juog dg) oo dismo sl 1nas Juiuy @Y «_awbul DMVPN g d>gl le 05l
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router bgp 65001

bgp | og- nei ghbor - changes
redistribute eigrp 100

nei ghbor 192.168.0.2 renote-as 65001
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interface tunnel 0
shut
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crypto JoVl dawlg, BjLis] o5 il syslog Jilw,9 show crypto isakmp sa oVl 21,31 o0 el
FlexVPN _o =) dsliall diSoy «l3 o0 35T 5 ,2049 logging session

b b 3ol ol puss 9.2

interface tunnel 1
no shut
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show bgp

or !

show bgp i pv4 unicast
or !

show i p bgp summary

FlexVPN Juog é>g) oo dxyall ologleall e Jbio lid

BGP router identifier 172.25.2.1, |ocal AS nunber 65001
(...omtted...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1 nQ Qut Q Up/ Down State/ PfxRcd
1 01:35:58 0 0 16 123 112 65001 4 10.1.1.100%
4 01:24:12 0 0 16 99 97 65001 4 192.168.0.1

() oo oMy jaand (Saolins Gl WS i Mabsall (o JS 0 82519 il cualss 6l Ol ol 5ol gl
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show i p bgp summary
BGP router identifier 192.168.101.1, |ocal AS nunber 65001
(...omtted...)

Nei ghbor V AS MsgRcvd MsgSent Tbl Ver 1nQ QutQ Up/ Down Stat e/ PfxRcd
2 01:33:23 0 0 57 109 120 65001 4 10.1.1.1
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632> EIGRP dlac plaziwl
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router eigrp 200

network 10.1.1.0 0.0.0.255
network 192.168.101.0

passi ve-interface default

no passive-interface Tunnel 1

Je=l lasd A Ly coxidl piy il BV ue azgill JoS6i9, ,9l clis] pac JiadVl 0 dla>No
o> cuu (talk-to-hub) 1 gail dg>l9

&azxall FIEXVPN g0 2655

Sl canwliall (AS) 6,15¥1 logleo 6acld (9 azgill JgSgi9,0 dlack @8 FlIexVPN ¢ g0 duuill « Jially
9,8l e aigSs pi JoSeis n ge

router eigrp 200
network 10.1.1.0 0.0.0.255
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(Jiadall Hldl) U0 I oy s o 2505 63l -

ip route 192.168.0.0 255.255.0.0 null O
ip route 10.1.1.0 255.255.255.0 null O

ip prefix-list EIlGRP_SUMVARY_ONLY seq 5 permt 192.168.0.0/16
ip prefix-list El GRP_SUMVARY_ONLY seq 10 permit 10.1.1.0/24

rout e- map El GRP_SUMVARY permt 20
match i p address prefix-Iist El GRP_SUMVARY_ONLY

router eigrp 200

distribute-list route-map El GRP_SUWARY out Virtual - Tenpl atel
redistribute static netric 1500 10 10 1 1500 route-map El GRP_SUMVARY
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interface Virtual - Tenpl atel type tunnel
ip summary-address eigrp 200 192.168.0.0 255.255.0.0

gigs 8slely caad 15] Wiy plall Sy 9ol Gy azgill Dols 989 4 Lol Lluxll 3T Lil> JUd
JBGP _le EIGRP & )io
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router bgp 65001
redistribute eigrp 100

nei ghbor 192.168.0.2 renote-as 65001
&azxall BGP (-85 - FlexVPN Hub

BGP _JI 63,231 EIGRP dlac olbisl gijes 65lel elle iz, FlexVPN 8 DMVPN g g0 ,l,¢ lc

router bgp 65001
redistribute eigrp 200 redistribute static

nei ghbor 192.168.0.1 renote-as 65001
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interface tunnel 0
shut
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interface tunnel 1
no shut

Gl olgla>

IPsec |, biw]

oladl oM adle (@ diy plall ds, o Jiadl .| éius IPsec ol 3] bo puss chle ooy BGP dl> (9 oS
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show ip eigrp [AS_NUMBER] topology

el oo 2y%2all o Jlio Lid

Spokel#show ip eigrp 200 topology

(ElI GRP-1Pv4 Topol ogy Table for AS(200)/1D(192.168.101.1

,Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply
r - reply Status, s - sia Status

P 10.1.1.1/32, 1 successors, FDis 26112000
(via Rstatic (26112000/0
via 10.1.1.1 (26240000/128256), Tunnel 1

P 192.168.101.0/24, 1 successors, FD is 281600
via Connected, Ethernetl/0

P 192.168.0.0/16, 1 successors, FD is 26114560
via 10.1.1.1 (26114560/ 2562560), Tunnel 1

P 10.1.1.100/32, 1 successors, FDis 26112000
vi a Connected, Tunnel 1l

P 10.1.1.0/24, 1 successors, FD is 26114560
via 10.1.1.1 (26114560/ 2562560), Tunnel 1

sl el aoll olazlally (Lilal lasdl) de,all (LAN) dlxall aSuidl oo 8)ey Gaxiall ol 21,3V zios,
(39

260l oo 2l oo Jlio L

hub2# show ip eigrp 200 topology

(EI GRP-1Pv4 Topol ogy Table for AS(200)/1D(172.25.2.1

,Codes: P - Passive, A - Active, U- Update, Q- Query, R - Reply
r - reply Status, s - sia Status

P 10.1.1.1/32, 1 successors, FDis 128256
vi a Connect ed, Loopback200



P 192.168.101.0/24, 1 successors, FD is 26905600
via 10.1.1.100 (26905600/281600), Virtual -Accessl

P 192.168.0.0/16, 1 successors, FD is 2562560
(via Rstatic (2562560/0

P 10.1.1.0/24, 1 successors, FD is 2562560
(via Rstatic (2562560/0
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