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interface Tunnel 2
i p address negoti at ed
tunnel source Ethernet0/1
tunnel node ipsec ipv4
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tunnel destination 172.16.0.2
tunnel protection ipsec profile testflex
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interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernet0/1
tunnel node ipsec ipvéd
tunnel protection ipsec profile testflex
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crypto ipsec client ezvpn | egacy-client
connect manual
group G oup-One key ciscol23
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node networ k- pl us

peer 192.168.1.10

usernane clientl password clientl

xauth userid node | oca

!
nterface Ethernet0/0
description EzZVPN WAN i nterface

i p address 192.168. 2. 101 255. 255. 255.0

crypto ipsec client ezvpn | egacy-client
!

nterface Ethernetl/0
description EzVPN LAN i nside interface

ip address 172.16.1.1 255.255.255.0

crypto ipsec client ezvpn | egacy-client inside
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aaa new nodel

!

aaa authentication login client-xauth |oca
aaa aut hori zation network ezvpn-author | ocal
|

usernane clientl password O clientl
!
crypto isaknmp policy 10
encr aes
aut hentication pre-share
group 2
!
crypto i saknp client configuration group G oup-(One
key ciscol23
pool Group- One- Pool
acl split-tunnel -ac
crypto isaknmp profile G oup-One-Profile
match identity group G oup-One
client authentication list client-xauth
i saknp aut horization |ist ezvpn-author
client configuration address respond
!
crypto ipsec transform set aes-sha esp-aes esp-sha-hnac
!
crypto dynamc-map client-dynamic-map 1
set transformset aes-sha
reverse-route
!
crypto map client-map 1 ipsec-isaknp dynam ¢ client-dynam c-nmap
!
interface Ethernet0/0
description EzVPN server WAN i nterface
i p address 192.168. 1. 10 255. 255. 255.0
crypto map client-nmap
!
ip local pool G oup-One-Pool 10.1.1.100 10.1.1.200
!
i p access-list extended split-tunnel-acl
remark EzVPN split tunnel ACL
pernmit ip 172.16.0.0 0.0.0.255 any
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interface Ethernet0/0
ip address 192. 168. 1. 10 255.255.255.0
no crypto nmap client-map
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interface Virtual - Tenpl atel type tunnel

i p unnunbered Ethernetl1/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile |egacy-profile
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crypto isaknp profile G oup-One-Profile
mat ch identity group G oup-One
client authentication Iist client-xauth
i sakmp aut horization list ezvpn-author
client configuration address initiate
client configuration address respond
virtual -tenplate 1
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PE- EzZVPN- Ser ver #show crypto session
Crypto session current status
Interface: Virtual-Accessl
Usernane: clientl
Profile: Goup-One-Profile
G oup: G oup-One
Assi gned address: 10.1.1.101
Sessi on status: UP-ACTI VE
Peer: 192.168.2.101 port 500
| KEvl SA: local 192.168.1.10/500 renote 192.168.2.101/500 Active
| PSEC FLOW pernmit ip 172.16.0.0/255.255.255.0 host 10.1.1.101
Active SAs: 2, origin: crypto nap
| PSEC FLOW permit ip 172.16.0.0/255.255.255.0 172.16. 1. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto nap
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VPN- Ser ver #show crypto ikev2 authorization policy default
| KEv2 Aut horization Policy : default

route set interface

route accept any tag : 1 distance : 1

;0o IKEV2 2 jiso

VPN- Ser ver #show crypto ikev2 proposal default

| KEv2 proposal : default

Encryption : AES- CBC- 256 AES-CBC- 192 AES- CBC- 128

Integrity : SHA512 SHA384 SHA256 SHA96 MD596

PRF : SHA512 SHA384 SHA256 SHAL MD5

DH Group : DH GROUP_1536_MODP/ Group 5 DH GROUP_1024_MODP/ Group 2

' 0oVl IKEV2 e

VPN- Ser ver #show crypto ikev2 policy default
| KEv2 policy : default

Match fvrf : any

Mat ch address local : any

Proposal : default

' ooVl IPsec w5 walo

VPN- Ser ver #show crypto ipsec profile default



| PSEC profile default

Security association lifetine: 4608000 kil obytes/ 3600 seconds
Responder-Only (Y/N): N

PFS (Y/N: N

}=Transform sets

{ default: { esp-aes esp-sha-hnmac

{
rawol 9Vl IPsec Jigxi dcgoxo

VPN- Ser ver #show crypto ipsec transform default
{ esp-aes esp-sha-hnac }
,{ ,wll negotiate = { Transport
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crypto ikev2 authorization policy default
pool fl exvpn-poo

def - domai n ci sco. com

route set interface

route set access-list 1

!

crypto i kev2 profile default

match identity renote fgdn domai n ci sco.com

identity local fqdn VPN Server.cisco.com

aut hentication renote pre-share

aut hentication renpte rsa-sig

aut hentication |ocal rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default

virtual -tenplate 2

FlexVPN eMas) doasiuall s 0Ua)l el dg=ly clisl, pb -3 selazll

interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernetl/0

tunnel protection ipsec profile default

FlexVPN 955

crypto ikev2 authorization policy default
route set interface

route set access-list 1

!

crypto i kev2 profile default

match identity renote fgdn domai n ci sco.com
identity local fgdn Cient2.cisco.com

aut hentication renpte rsa-sig

aut hentication |l ocal rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default
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crypto ipsec profile default

set ikev2-profile default

!
interface Tunnel O

i p address negoti at ed

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default

oSl JWaS]
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host nane VPN- Server

|

!

aaa new nodel

|

aaa authentication login client-xauth |oca
aaa aut horization network default I|ocal

aaa aut hori zation network ezvpn-author | ocal
|

|
no i p donmin | ookup
i p donmai n nane ci sco.com
i p host ca-server 192.168.2.1
|
crypto pki trustpoint flex-trustpoint
enrol l ment url http://ca-server: 80
seri al - nunmber
i p- addr ess none
fingerprint 08CBB1E948A6D9571965B5EES8FBB726
subj ect - nanme cn=vpn-server.ci sco. com OU=Fl ex, O=cisco
revocation-check cr

rsakeypair flex-key-pair 1024
!

|

crypto pki certificate chain flex-trustpoint
certificate 07

certificate ca 01

usernane clientl password O clientl

usernane cisco password O cisco

|

crypto i kev2 authorization policy default
pool fl exvpn-poo

def - domai n ci sco. com

route set interface

route set access-list 1

|

crypto i kev2 profile default

match identity renote fgdn domai n ci sco.com

identity local fqdn VPN Server.cisco.com
aut hentication renote pre-share

aut hentication renbte rsa-sig

aut hentication local rsa-sig

pki trustpoint flex-trustpoint

aaa aut horization group cert list default default

virtual -tenplate 2
!



crypto isaknmp policy 10
encr aes
aut hentication pre-share
group 2
!
crypto i saknmp client configuration group G oup-One
key ciscol23
pool G oup- One- Pool
acl split-tunnel -ac
save- password
crypto isaknmp profile G oup-One-Profile
match identity group G oup-One
client authentication list client-xauth
i sakmp aut horization |ist ezvpn-author
client configuration address initiate
client configuration address respond
virtual -tenplate 1
!
crypto ipsec transform set aes-sha esp-aes esp-sha-hnac
!
crypto ipsec profile default
set ikev2-profile default
!
crypto ipsec profile | egacy-profile
set transformset aes-sha
!
crypto dynami c-map client-dynam c-map 1
set transformset aes-sha
reverse-route
!
crypto map client-map 1 ipsec-isaknp dynami c client-dynam c-map
!
interface Ethernet0/0
description WAN
ip address 192.168. 1. 10 255. 255. 255.0
!
interface Ethernetl1/0
description LAN
ip address 172.16.0.1 255. 255.255.0
!
!
interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernetl1/0
tunnel node ipsec ipv4
tunnel protection ipsec profile |egacy-profile
!
interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernetl1/0
tunnel protection ipsec profile default
!
ip local pool G oup-One-Pool 10.1.1.100 10.1.1.200
ip local pool flexvpn-pool 10.1.1.201 10.1.1.250
!
iproute 0.0.0.0 0.0.0.0 192.168.1.1
!
i p access-list extended split-tunnel-acl
remark EzVPN split tunnel ACL
pernmit ip 172.16.0.0 0.0.0.255 any
!

access-list 1 permt 172.16.0.0 0.0.0.255

JosJI IKEv1 EZVPN ioc 1655




hostnane Clientl

!
crypto ipsec client ezvpn | egacy-client

connect manua

group G oup-One key ciscol23

node networ k- ext ensi on

peer 192.168.1.10

usernane clientl password clientl

xauth userid node | oca

!
interface Ethernet0/0

description WAN

i p address 192.168. 2. 101 255. 255. 255.0
crypto ipsec client ezvpn | egacy-client
!
interface Ethernetl1/0

description LAN

ip address 172.16.1.1 255.255.255.0
crypto ipsec client ezvpn | egacy-client inside
!

iproute 0.0.0.0 0.0.0.0 192.168.2.1

Jo8' IKEV2 FlexVPN  Lac 19S5

hostnane Client2

!

aaa new node

!

!

aaa authentication login default |oca

aaa aut horization network default I|ocal

!

!

no i p donmin | ookup
i p donmai n nane ci sco.com

ip host ca-server 192.168.2.1

!

crypto pki trustpoint flex-trustpoint

r edundancy

enrol l ment url http://ca-server: 80

seri al - number

i p- addr ess none

fingerprint 08CBB1E948A6D9571965B5EES8FBB726
subj ect-nane cn=Client2.cisco.com OU=Fl ex, O=cisco

revocation-check cr

rsakeypair flex-key-pair 1024

!

!

crypto pki certificate chain flex-trustpoint
certificate 06

certificate ca 01

!

!

crypto i kev2 authorization policy default
route set interface

route set access-list 1

!

crypto i kev2 profile default

match identity renote fgdn domai n ci sco.com
identity local fqdn Cdient2.cisco.com



aut hentication renpte rsa-sig
aut hentication |local rsa-sig
pki trustpoint flex-trustpoint
aaa aut horization group cert list default default
!
crypto ipsec profile default
set ikev2-profile default
!
interface Tunnel O
i p address negoti at ed
tunnel source Ethernet0/0
tunnel destination 192.168.1.10
tunnel protection ipsec profile default
!
interface Ethernet0/0
descripti on WAN
i p address 192.168.2.102 255. 255. 255.0
!
interface Ethernetl1/0
description LAN
ip address 172.16.2.1 255.255.255.0
!
iproute 0.0.0.0 0.0.0.0 192.168.2.1
!
access-list 1 permt 172.16.2.0 0.0.0.255

‘a>g0 _le EZVPN/FlexVPN cllac oo gaxill doxiiuall oloVl oz L lad

show crypto session

show crypto session detail

show crypto isaknp sa

show crypto ikev2 sa

show crypto ipsec sa detail

(show crypto ipsec client ez (for |legacy clients
show crypto socket

show crypto map
ao obd oo
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