dpT ijho FireSIGHT o0& ACS 5.x Jrou0|.>L§5
o wetsp RADIUS

lJpzogsle

wdgsy FireSIGHT Management Center
wJdosy wslws oble FireSIGHT Manager

|Jp 95006

SueWd o3l Idpwews gbsle IJodssy Idplodyws Jsez pyd; b6 FireSIGHT (FMC) 3 zoly pol)
FirePOWER ey Cisco pg uble IJopde Bs 19,09 1Ulew 5. (ACS) pu Cisco Jpuolb 96 bdo
IJlouold 80 wg> B 3006 ldpuwwgspe (RADIUS) 9001596 [Jpuwedse.

Jpebdole IUlouluss
lJeobdolo
w90 Cisco vig oJ9u s pgy9s wldesluose 1Joldss:
. FigreSIGHT System slJodsso IJlsds JJzols IJesl, g 9lzos IJpuwegse IUyum9psé (GUI)
9l b 9o
 odysu wsluwle !Jrouol)éé 9ldowss o eJs ACS 5.x
* p&y)96 RADIUS IJlwlywso
IJedoule [Jpuespd
ouwow Idpedypele 1Uglyo WO o3l ldpuwews IJs luesble Idolez ldedsule 1Jebss Ideldss:

« uble lJoede LlJ9sLo9d IUlew pu Cisco 5.7 (ACS 5.7)



+ Cisco FireSIGHT Manager Center 5.4.1

lJluosble 1J9l)s6 i&JIo oS ia.)& IJluosble [dew9es)o gldsl. sop sep 1dpsio eds zese luoshle
ACS 5.x 9 FMC 5.x.

op logule Upg_dgp|u Ugl_).)o Os o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.

u)lu apgse Ulao_)o |JPLJ‘UUC>|D° L_96 o5l |JpL}Uuu.) uudﬁ.ju PPL)‘USC (lk_gu_)lLJDgS) |.)| Jluu

lJodsu
w0556 ACS 5.x
od9su lzojé IJuvwds 9pze9ele lz0j6 Uy ds
* 20 Slzod Idewodp luwspss (ACS). oo dd IJs preses lzess IJuvods: slud, B9 ue
lJzoli 98 wluuble pze9esd lzojs. Bs lpeld Idelds eds JBbé IJublvs: op odssy

u9€ IJgol; FireSight. Lwooe IUlublye |Us weg IJzols 03l WS wg)swd Bless wog IJwgsd
s ¢bgs Jlp9s. lu@) W99 pdb.

» @ My Workspace Network Resources > Network Device Groups > Device Type > Edit: "Device Type:All Device Types:FireSight"
* [
Device Group - General
v Network Device Groups N Eoe 5 —
Location ’ FireSight
Description:
Network Devices and AAA Clients s Parent: All Device Types Select
Default Network Device

# = Required fields
External Proxy Servers

OCSP Services
> g Users and ldentity Stores

» S Policy Elements

» Access Policies

L4 Monitoring and Reports

» =2 System Administration

* 0 SlRod Ideuwosp luwspss (ACS). loodd IJs preses lzess IJubods: slod, eds
lzojo NetWare g9¢ pJle AAA 9loOe zolj. ©98s,) luwp 9,098 9ewsly IP JJzolj. swp
02385 "5 11,6 FireSIGHT" B 1 pld 1Jolds.



—
» & My Workspace Network Resources > Network Devices and AAA Clients > Edit: "FireSight Management Center"

> (1]
+ Network Device Groups Name: FireSight Management Center
Location Description:
Device Type Network Device Groups
Location All Locations Select
Default Network Device
External Proxy Servers Device Type All Device Types:FireSight Select
OCSP Services
" 3 Users and Identity Stores IP Address Authentication Options
» TACACS+
» Cﬁ}; Policy Elements o Single IP Address IP Subnets IP Range(s) - RADIUS
3 Access Policies .
E] IP: 10.150.176.224 Shared Secret:
» Monitoringand Reports ~—— f g e
Show

» &7 System Administration
CoA port: 1700

Enable KeyWrap
Key Encryption Key:

Message Authenticator
Code Key:

Key Input Format
ASCII HEXADECIMAL

= Required fields

Submit Cancel

* B pzesele lz038 IJubeds: Bp wodasy wse IJzol o duwo Jpzeses lzosé op lugilsol
B Uz bogs Iglo.

e e ldeyue Iezly, Jeshle IJeuols86. 9235 ¢lué IJIzesl, RADIUS ghhgd IJed ol IJuuss
lJounve,d 1J3s ) luwegsleo Josl NAD. Jlzb lue pusep luveésle IJpdolz IJguss
lJeuiend b o p)6 1358 Jlzdl eus wdssy glbe RADIUS gds pyJ; Iblyo FireSIGHT.
Jeolzes Ssps pdcle IJoue IJebs: o8, b lboly. 168, eds Luwld.

o Iy, IJgbsle 1p3de,6 iedle Jzpse pold; Iyé FireSIGHT sldizoj6 116 Ides uuozole
IJs puob§élo99s o puvegse RADIUS JJsuesd IJs slzed IJeuwee Ihuuspss (GUI)
9/lg shell.

ol 96 pze9gd weysd Vs ACS

* luoyd lJs Users and Identity Stores (IJpwegspso 9polz) lJogsle): Gp vodssy
pee9es lJogsle. Ws o3l ldpeld: pzesgo 1Jogss IJes we luilyel os "FireSight
Administrator". usope job 030 IJpgesgd wepdd wgrsd IJogssd IJeess Vs IJgbsle
i)g,lo.



roup:All Groups:FireSight Administrator”

- [i53

- ; General
“'l Users and Identity Stores = Name:  FireSight Administrator |
Identity Groups Description: ‘ |
s Parent: All Groups @

# = Required fields

luol 96 puwese pds [Js ACS

* luo@d IJs Users and Identity Stores (Idpuwgspso 9pule) Jossle) 98, wodysy Users
O Suwp poles ol 1dbledss. Ied Idpedsele 1dplodyws Jlugile Ipguctae
Ipds: &p 233 pre9esd 1Jogss IJos op lugulyel B 1Jglogs ledlo slud, 998 Luw!d.

= et General
Users and Identity Stores = Name: ltest | Status: Enabled [ ©
Description: \
# |dentity Group: All Groups:FireSight Administrator Select
Email ‘ ‘
Address:

Account Disable
|| Disable Account if Date Exceeds: 2015-Nov-01 [ (yyyy-Mmm-dd)

| Disable account after successive failed attempts

Password Hash

Applicable only for Internal Users to store password as hash.
| Enable Password Hash Authentication types CHAP/MSCHAP will not work if this option is enabled.
While disabling the hash, ensure that password is reconfigured using change password option.

Password Lifetime
Password Never Expired/Disabled: Overwrites user account blocking in case password expired/disabled
User Information
There are no additional identity attributes defined for user
records

Creation/Modification Information

Date T

Created: Wed Sep 02 13:15:56 UTC 2015
Date 0.

Modified: Wed Sep 02 23:12:39 UTC 2015
Date T

Enabled: Wed Sep 02 13:15:56 UTC 2015

# = Required fields

 Submit | Cancel |



od9su wog ACS

¢ Vs 9lzos IUpwegse Idyuw9pso (ACS) luedd IJs guluo) Iduoz > 1Jwgssd 9Ui.’>3glo >
lJsuo9d IJs Idyveds > pdudle wgrsud Idogssd. ludvle pdd og)sed wissd 228>
cluwpe 9,096. Vs Idpeld IJolds: Iduvsluws IJos wp logilgol os FireSight
Administrator.

General | Common Tasks | RADIUS Attributes

# Name: | FireSight Administrator ‘

% Policy Elements
: Description: |

# = Required fields

Authorization Profiles

© Ss edles IJowsse uwele RADIUS. e Ll uolds Lupsd 52956 Jogasd preses lJogss
lJos op logbldel ledlo 9lud) ©98 LuwlJ

indenemisbtamnandaskanl RADIUS Atributes

- Common Tasks Attributes
/. Policy Elements Attribute Type Value
Authorization Profiles
Manually Entered
Attribute Type Value
Class String Groups:FireSight Administrator

. AddA | EditV = Replace A | Delete

Dictionary Type: ~ RADIUS-IETF
# RADIUS Attribute: ~ Class Select
# Attribute Type: String

Attribute Value: | Static
*# ‘Grou ps:FireSight Administrator ‘

# = Required fields



* luedd lds uwsluwle 1suesd >gsele 1Usuo9d > 1suesd IJlve)luas s IduveJs >
lJowys o 9odssy ywsluwd w99s o zxsx6 Jeduwle bblyo FireSight Management
Center. suwwegsp ldpold IJolds gldé NDG:ygg 1Jzol 9020986 1Jo9sé Jpblo 96 w9g
IJzol5 9020986 1J09s6 1Jos wp wdsswel B IJgbsle igdlo.

* Op sop lilo 03l lduog wedvd wg)syd wiesd FireSight Administrator 1Jss ¢p wJd9suo
ledlo Jooses. lod) eds buwld.

» &3 My Workspace

» (15 Network Resources

» &3 Users and Identity Stores

» € Policy Elements

e

w Access Services
]| Service Selection Rules
» (O Default Device Admin
v ( Default Network Access
Identity

» Max User Session Policy
Max Session User Settings
Max Session Group Settings

» Max Login Failed Attempts Policy
Max Login Failed Attempts Group Setif

» Monitoring and Reports

» 82 System Administration

wdosy FireSIGHT

Access Policies > Access Services > Default Network Access > Authorization

Standard Policy| Exception Policy

Network Access Authorization Policy

Filter: ~Status k4 Match if: Equals k4 Enabled Ed ClearFiter Go w
Conditions Results :
Status  Name Hit Count
NDG:Device Type Identity Group Authorization Profiles
1 (o] Rule-1  in All Device Types:FireSight  in All Groups:FireSight Administrator ~ FireSight Administrator 7

Management Center

odosu ywsluwé uble FireSIGHT Manager

* 9p vouwesd lUxgad IJs 926 IJogdpe FireSIGHT MC gloo@d [Js Iduble > peds > 1516
IJpuwedre. lod) eds edles wugse ldpuol$6 1dghezss. o8y 998 1y * luuble Jlse
oo 8o Jluolds glbp RADIUS 26> Jeuolr96/edgs o Idpuwadse.

¢ 25> RADIUS Jiuwdsw IJpuols86. bgd luwpel 9,08l Jglse RADIUS. bd Iowpe

IJeuosS/gwsly

IP 9p90lz RADIUS IJw)ys. Sgw v swblud lIJecle Iduw,s pe

lUpbolz Iss op odssuo puvedl gJs ACS. ige, 1gld luve puosdleusly IP JJouwe
lJlewslbs 131 Jly p9z29>l.

Overview Analysis Policies Devices Objects | AMP UNTSON System

Local » User Management Updates Licenses Mor

Users User Roles External Authentication

External Authentication Object

Authentication Method RADIUS a
Name * ACS
Description

Primary Server

Host Name/IP Address * 172.18.75.172 ex. IP or hostname

Port *

1812

RADIUS SecretKey ~ |esses

Backup Server (Optional)

Host Name/IP Address ex. IP or hostname

Port

1812

RADIUS Secret Key



oo e ldpsdele 1UEluoo o RADIUS: Ws o3l ldpeld: swp wesSy BSp0
Class=Groups:FireSIGHT Administrator g Js pgpe9eé FireSight Administrator. o3o os
IJ8s 06 s s)s0l ACS Jzje oo Access-ACCEPT. 1o, 898 pdb Jpdb IJodasy 9
loedd IJs uwe 1oz 8l iolo Jigeol) ldeuol> 96 pg ACS.

RADIUS-Specific Parameters
Timeout (Seconds) 30

Retries 3

Access Admin
/

Class=Groups:FireSight

Administrator Administrator
/4

c oo glod oW ss 1Usuo9d 1Js Shell bgd Blisps pudLodsé Ll ods JJpuueésesu
Jodsss gduwle gpd Shell/SSH.

Shell Access Filter

Administrator Shell Access  |userl, user2, user3
User List

opdsu Idpuolb 96 1Ughzss
2ol Iope 03l steps in order to pdue puold 6 Ehzss eds IJ FMC:

1 loeyd lds Iduble > peds > oz IJuble.

2. 23 ldpuol o 1Jghzss Wes 1ddses IJsuws.

3. 9p vodss 1Uelds [ds ppdu (pebbd wuvdd 18l o).
4. 30 wopdss e ACS RADIUS IJp ol

5. 8p wedb IJuog 9lehs wbousy IJuog eds 1Uzgols.

NRK

© Jizooh pueb B ldpuwctse pdlod ACS. $p wldoesss IUs Suve pedele IUIRSLL
IUlolSs6 sbgd luwe puweap 99Jpd 19y Jeuweiap ACS. bdbds ltouh. yusuoe
cu lgool ulge wele l2u2): Huwldo [Ypld IJIo ol Ws leds ulwss ldpuwe s, o.


/content/dam/en/us/support/docs/security/firesight-management-center/118541-configure-firesight-13.png

Additional Test Parameters
User Name test

Password shdsaaas

© Success LS
Test Complete.

* Jowe volisg puobds IUlRe b luedd [s Suve Roob Il 9108, 998 1duwep
w95 1Je9z9> wzoly 1bol) Idevlosd. Ws Jibe Iyl gus boled Jlglb 1U)s:
|Class=Groups:FireSIGHT Administrator|" 1J§.506 IJos wp oJdsol po ACS. szw o
Sublog 03l pg 9sp6 Class |Jp 9,06 wpzpsed FireSIGHT lJpzdss lJos wp wdysuol
gJs FireSIGHT MC g Jlo. 1o@) 89,8 pbb.

Test Output
Show Details v

check_auth_radius: szUser: test

RADIUS config file: /var/tmp/_bcEn4h_wF/radiusclient_0.conf

radiusauth - response: |User-Name=test|

radiusauth - response: |Class=Groups:FireSight Administrator|

radiusauth - response: |Class=CACS: IE-acs/229310634/47|

"test" RADIUS Authentication OK

check_is_radius_member attrib match found: |Class=Groups:FireSight Administrator| - |Class=Groups:FireSight Administrator| ks
role_bee2eb18-e129-11df-a04a-42c66f0a3b36:

User Test

*Required Field

Save Test Cancel
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