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senerate Intemnal Certificate Authority T K

Mame: InternalCa
Country Name (bwo-better code): us

State or Provence: MDD
Locality or City: Cadumibna
Organizabion: Sourcefire

Organizabonal Unit (Department): TAC

Lommon Name; InternalCa
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Generate Intemal Certificate Authority T X

Mame: InternalCa

Country Name (two-letter code): | s

State or Province: D
Locality or City: Columbis
Organization: Sourcefire

Organizational Unit {Department): | TAC

Commeon NMame: InternalCa

| Generate R | | Generabe self-signed CA || Cancel
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Add Known Internal Certificate T M

Nasmé: | KnownCert

¥ Encrypted, and the password is: HHH'H'H
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Action |=% Do not decrypt ki |

Decrypt - Resign

m Users  Applications Ports  Category  Certificate DN Cert Status  Cipher Suite  Version Logging

= Decrypt - Known Key
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Zones  Networks VLAN Tags Users  Applications Ports Category  Certificate DN e &3r:i(LJ Cipher Suite  Version

Revoked:
Self-signed:
Valid:

Invalid signature:
Invalid issuer:
Expired:

Mot yet valid:

Invalid Certificate:

(Yes | No | Do Net Match )

(es | Mo | Do Net Match )

(Yes | No | Do Net Match )

(Yes | No | Do Net Match )

(es | Mo [ Do Net Match )

( Yes | No | Do Net Match )

(Yes | No | Do Net Match )

(es | Mo [ Do Net Match )

Invalid CRL: ':Ye.s | Mo | Do Not Match |
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£ SHL_RSA_FIPS_WITH_IDES_EDE_CBC_SHk
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OF TLE_DHE_RES WITH_BDES EDE OB SHA
GF TLE_DHE_RSS WITH_AES 11F OB SHA
o TLE_DHE_RSL WITH_AMES 119 OBC_SMATSS
£ TLS_DHE_Fa_WITH_&ES

0 TLE_DHE_RSA_WITH_AES_ 394 CBC_ s
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Compressed Session Inherit Default Action |
S5Lv2 Session Inherit Default Action | v
Unknown Cipher Suite Inherit Default Action |
Unsupported Cipher Suite Inherit Default Action | ¥
Session not cached Inherit Default Action | v
Handshake Errors Inherit Default Action | ¥
Decryption Errors Block N
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General Settings

Maximum URL characters to store in |1024 |
connection events

Allow an Interactive Block to bypass blocking |500 |
for (seconds)

SSL Policy to use for inspecting encrypted |ss|_ Policy |"|
connections

=

Inspect traffic during policy apply

| ok | canca |
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Edit Variable HTTP_PORTS

Mame: HTTP_PORTS
Type: port

Available Ports ¢ Included Ports (110) Excluded Ports (0)
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tps/www.google.com/Tgws_rd=ss - Search ﬂ

Gl ¥ This Connection is Untrusted
A You have asked Firefox to connect securely to www.google.com, but we can't confirm that you
connection is secure,

Add Security Exception &J

You are about to override how Firefox identifies this site.

/ = . Legitimate banks, stores, and other public sites will not ask you to do this.
Server K
Location:  https://www.google.com/Tgws_rd=ssl Get Certificate

Certificate Status

This site attempts to identify itself with invalid informaticn. e

1

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted
authority using a secure signature.
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Gmail Images

Google

Google Search I'm Feeling Lucky
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@ Page Info - hitps://www.google.com/?gws_rd=ssl
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General  Media  Permissions = Security
Website Identity
Website: www.google.com
Owner: This website does not supply ownership information.

Verified by:  Sourcefire

Privacy & History

Have I visited this website prior to today? Yes, 277 times
Is this website stering infermation (cockies) on my y

computer? &

Have I saved any passwords for this website? No

Technical Details

View Certificate

View Cookies

l‘u’ieg Saved Passwords ]
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Could not verify this certificate because the issuer is unknown.

Issued To

Common Mame (CN}  www.google.com
Organization (O] Google Inc
Organizational Unit (OU) <Mot Part Of Certificate=
Serial Mumber 13:E3:D5:7 D4 E:5FEFET
Issued By

Commaon Mame (CN) Sourcefire TAC
Organization (O] Sourcefire
Organizational Unit (OU) Tac

Period of Validity

Begins On 5/6/2015

Expires On 8/3/2015

Fingerprints

SH.A-256 Fingerprint 20:200:CB:25213:8B:21F:89:4D:42:CF:C5:E2:21:38:92:
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443 (https) / tcp _“I Decrypt (Resian) ] HTTPS [7] secure Web browser [ skype Tunneling
443 (https) / tcp _LI Decrypt (Resian] ] HTTPS [C] secure Web browser ] Google
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Connections with Application Details » Table View of Connection Events

Mo Search Constraints (Edit Search)
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» First Packet Last Packet Action Reason
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